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Many enterprises rely heavily on Group Policy to provide configuration settings to their users and devices.
Group Policy, despite being relatively unchanged since 2006, encompasses many configuration items that can
be used to push granular settings down to domain-joined devices and/or users. Enterprises often have very
complicated Group Policy implementations, which only become more complicated when multiple
forests/domains and/or mergers and acquisitions are factored into the equation. In many instances, the
complexity of GPO implementation, combined with the fear of inadvertently impacting the user base, leads to
Group Policy being left in a sprawling, bloated state that becomes increasingly difficult to manage or unpick. 53

Microsoft's longer-term goal is to move away from Group Policy toward what they call "modern
management"—using technology such as InTune and Desired State Configuration rather than the legacy GPO
methods to manage their user and device base. For the short term, however, Group Policy is here to stay, at
the very least in a hybrid way. As part of a migration away from Group Policy, or just to simplify the day-to-day
management and overhead, a consolidation and remediation exercise such as that described in this article is
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As well as making management easier and migration more of a realistic possibility, this exercise can also make
the processing of policies more efficient, simply by removing unneeded or inapplicable configuration items.. 54

PrEPANAtION. ... et et e e e e e ee e ————aaaaeeeeaaet——r—aaaaeeeaaaattaaaaaaaeeeeaatrrrrees 54

If you're in an environment with a sizable number of GPOs (or even if you're not), you may well want to
automate as much of this as possible. Trawling through Group Policy Objects manually is a thankless,
time-consuming task, so we will suggest automated ways to find the information wherever possible.............. 54

With regard to what we'd like to get out of the GPO consolidation exercise, we will attack it from these angles:.
54

* Remove broken GPOs and dead [INKS...........cooiiiiiiiiiiii et e 54
* REMOVE diSADIEA GPOS.... ..ottt ettt ettt e b e et e h e ettt eat e bt e et e e beeearean 54
REMOVE UNIINKEA GPOS........eiiiiiiieeeeeet ettt sttt s e ettt e be e st et e saeeeneeeaee 54
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Identify GPOS WIth N0 CONTENE........eeiiieiiiec e e e e e et e e e e e e e e eenaaneeees 54
+  ldentify GPOSs With iNCOITeCt PEIMISSIONS. .......vviiiieiiiie ettt e e e e e ea e e e eerree e e e aaaeaens 54
Identify GPOs with inapplicable or [€8acy SETHINGS........vvvviiiiiiiiee e 54
* Identify GPOs with invalid SECUIItY filterS.....cceeeieiieeee e e 54

Make sure that the user account you are using to do the consolidation exercise has at least Read permissions
to all the GPOs in your fOrest(s) 0r dOM@IN{(S)......uuveiiiiiiiiiiiiiiiiee et ee e e e e e s e e eeeeeeeeas 55

For the Group Policy PowerShell cmdlets, you need to have access to a machine with the Remote Server
Administration TOOIS (RSAT) INSTAIE........uveiiiiiiiieeeieee et e e e e e s e st b e e e e e e s s sesasaaaeeeas 55

Ensure that you have a backup of your GPOs. Even though we are going through a "read-only" exercise and
parsing the data, prudence suggests that you should have a full backup, just in case. You can perform the
backup either manually from GPMC by using the "Back Up" or "Save Report" context menu functionality, or
use the Backup-Gpo cmdlet (which allows all GPOs in a domain to be backed up at once)........c..ccoovvvvvvvvvennenn. 55
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There are a couple of tools that can be used for outputting GPO data. The go-to tool is usually the Group Policy
PowerShell cmdlets, mainly Get-GpoReport. This can output either HTML or XML reports for all GPOs in a
domain. You can combine this with other cmdlets, such as Get-GPPermission and Get-GPO, to produce more
BANZETE At iiii it e e e e e et e e e e e e e e ee e at——aaeeaeeeeaettbaaaaaaaeeeaanatraraaaaeeeaaanes 56
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One main issue with Get-GpoReport, however, is that it often fails to output an HTML report successfully when
run on a large number of policy objects. The XML report works fine; however, this is considerably less readable
than the HTML report. Also, even if the HTML report works, parsing this information into actionable data can

be time-consuming and may require further scripted manipulation...........cccooeeeiiiiiiiciiec e 56
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The implementation of AGPMC will provide far more control and failsafes than are currently available within a
typical enterprise environment where they use the standard GPMC, as well as allowing more granular

reporting and assessment. These changes are crucial to improving the ongoing management of the GP estate...
57

AGPM simply requires dedicated service accounts and an installation of the console to be implemented........ 57

It is also recommended that the editing of GPOs be locked to AGPMC to prevent users from accessing the
policies from other instances of the Group Policy console. If you aren't already using AGPMC, you should start
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Group Policy Objects (GPO) are primarily associated with Microsoft Windows domains and are
used for managing the settings of computers and users within an Active Directory environment.

While most tools for GPO are proprietary, there are open-source alternatives and

complementary tools that can assist with GPO documentation and provide additional features.
Here's a list of such open-source software:

1.

Ansible: This is an open-source automation tool that can be used to automate the
management of GPOs, although it requires some custom scripting and integration.

. Puppet: Similar to Ansible, Puppet can be used for configuration management and can

automate GPO tasks, though it also requires integration and custom scripting.

. Chef: Another automation tool that can be used for managing infrastructure, including

GPOs, with custom scripting.

Terraform: Known for infrastructure as code, Terraform can be used to manage cloud
infrastructure, which can indirectly affect GPO management.

. SaltStack: This tool is used for automation, configuration management, and

orchestration, and can be adapted for GPO management.

Git: While not a direct GPO tool, Git can be used for version control of GPO scripts and
policies.

Zentyal: An open-source server that can act as a domain controller and manage GPOs for
small and medium networks.

. WPKG: It's an automated software deployment, upgrade, and removal program for

Windows. It can be used to ensure that GPO-relevant software is installed across a
network.

PolicyD: Often used in mail server configurations, it can be adapted for broader policy
enforcement.

10.GPOZaurr: A PowerShell module that helps in documenting, reviewing, and managing

GPOs, although it requires PowerShell knowledge.

11.PowerShell DSC (Desired State Configuration): While a part of PowerShell, DSC

allows for configuration management that can align with GPO settings.

12.Sysvol Explorer: Useful for exploring and understanding the contents of the SYSVOL

Page | 9 Productions
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Group Policy Eater

is a PowerShell module that aims to gather information about Group Policies but also allows
fixing issues that you may find in them. The only command you will ever need to
understand and fix your Group Policies (GPO)

I've been working on cleaning up Group Policies for a couple of months. While it may seem
trivial, things get complicated when you're tasked with managing 5000 GPOs created over 15
years by multiple teams without any best practices in mind. While working on (my
new PowerShell module), I've noticed that the more code I wrote to manage those GPOs, the
more I knew passing this knowledge to admins who will be executing this on a weekly/monthly
basis is going to be a challenge. That's why I've decided to follow a similar approach as my
other Active Directory testing module called . I've created a single command that
analyses Group Policies using different methods and shows views from different angles to
deliver the full picture. On top of that, it provides a solution (or it tries to) so that it's fairly easy
to fix — as long as you agree with what it proposes.

Please be careful when using this on production

I've done a lot of research and put a lot of effort into making sure this PowerShell module
works as expected. However, I do make mistakes. Contrary to my usual work, this module is
not read-only. To almost every read command, there is also a set or remove command. It can
change things, delete them, or modify them. If you don't understand what will happen, don't do
it. Review source code, run read commands first to understand the output, what it's showing. If
you have doubts — don't use it or create an issue on GitHub to clarify. All cmdlets that have the
ability to write/delete contain Whatlf/LimitProcessing count parameters. Use them before
implementing any changes!

Please keep in mind I've tested GPOZaurr only on English based Active Directory. | have
no clue how it will behave on non-English systems. As I've not worked with other languages for
a while, I don't remember if object types are still reported in English by PowerShell or reported
in language equivalent. Be careful.
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https://github.com/EvotecIT/GPOZaurr
https://github.com/EvotecIT/GPOZaurr
https://evotec.xyz/what-do-we-say-to-health-checking-active-directory/

GPOZaurr

Group Policy Eater is a PowerShell module that aims to gather information about Group
Policies but also allows fixing issues that you may find in them. GPOZaurr provides 360
degrees of information about Group Policies and their settings.

ps crwsers\honAB> INVoke—-GPOZaurr

[i] v

[i] Di

[i] DoliiaIiT LT OLac Lo Ictuaeuoomahns

[i] Domain Information Excluded Domains!

[i] Broken Group Policies

[%] Broken Gr?up P011c1es' Once installed just execute this
[:f'] Group Pol:!.cy Broken L:!.nks PowerShell command and your GPOs
[i] Group Policy Broken Links are analyzed and a report via *.html is
[i] Group Policy Owners created.

[i] Group Policy Owners

[i] GPO Permissions Consistency

[i] GPO Permissions Consistency

[i] Duplicate (CNF) Group Policies

[i] Duplicate (CNF) Group Policies

[i] Group Policy Organizational Units

[i] Group Policy Organizational Units

[i] Group Policy Summary

[i] Group Policy Summary

[i] Group Policy Links

[i] Group Policy Links

[i] Group Policy Passwords

[il Group Policy Passwords

[i] Group Policy Permissions Analysis

[i] Group Policy Permissions Analysis

[i] SYSVOL (NetLogon) Files List

[i] SYSVOL (NetLogon) Files List

[i] Group Policy Blocked Inhertiance

Just a single command (aa) provides following reports:
e GPOBroken
e GPOBrokenLink

When GPO is deleted correctly, it usually is removed from AD, SYSVOL, and any link to it is also
discarded.

Unfortunately, this is true only if the GPO is created and linked within the same domain. If GPO
is linked in another domain, this leaves a broken link hanging on before it was linked.
Additionally, the Remove-GPO cmdlet doesn't handle site link deletions, which causes dead
links to be stuck on sites until those are manually deleted. This means that any GPOs deleted
using PowerShell may leave a trail.

As it stands currently there are 0 broken links that need to be deleted over 0 unique objects.
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Group Policies are stored in two places - Active Directory (metadata) and SYSVOL (content).Since those are managed in 1 0rp Group Polici
different ways, replicated in different ways it's possible because of different issues they get out of sync.

For example:

« USN Rollback in AD could cause already deleted Group Policies to reapper in Active Directory, yet SYSVOL data would be

unavailable

« Group Policy deletion failing to delete GPO content

« Permission issue preventing deletion of GPO content
« Failing DFSR replication between DCs
lowing Broken reasons for
G Paolici SYSVOL, but no details in AD: 0 broken or

« Group Policies on . but no details in AD:

« Group Policies in AL, but no content on SYSVOL: 0 orphaned GPO

« Group Policies which exists, but have wrong ObjectClass: 0

« Group Policies which couldn't be assessed due to permissions issue: 0
Following domains require actions (permissions required):

00 04 08 12 16 2.0

« homelab.techsavvyproductions.com requires 0 changes.

Please review output in table and follow the steps below table to get Active Directory Group Policies in healthy state.

W@ rotin AD B Not on SYSVOL [ ObjectClass Issue [ Permissions [ssue

e GPOOwners

When GPO is created by Domain Admins or Enterprise Admins group members, the
GPO Owner is set to Domain Admins.

When GPO is created by a member of Group Policy Creator Owners or other group has
delegated rights to create a GPO, the owner of said GPO is not Domain Admins group

but is assigned to the relevant user.

GPO Owners should be Domain Admins or Enterprise Admins to prevent abuse.

Page | 12

If that isn't so, it means the owner can fully control GPO and potentially change its
settings in an uncontrolled way.

While at the moment of creation of new GPO, it's not a problem, in the long term,
it's possible such a person may no longer be admin, yet keep their rights over GPO.

As your aware, Group Policies are stored in 2 places. In Active Directory
(metadata) and SYSVOL (settings).

This means that there are 2 places where GPO Owners €xists. This also means that

for multiple reasons, AD and SYSVOL can be out of sync when it comes to their
permissions, which can lead to uncontrolled ability to modify them.

Ownership in Active Directory and Ownership of SYSVOL for said GPO is
required to be the same.
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GPOs are store in two locations

i Hop T

sysvol
Homelab. TechSawwyProductions.com

Policies

B e e .

AD metadata ’

|1 {BACTT88C-016F-11D2-945F-00COMFBIE4FT)
{BEGTFAEF-9995-476F-83CE-EEFOERDDABDE}
{8F091953-4070-4FCE-9AB1-185COTF2B45F}
{1985040D-3720-4540- 90CH-60 34495DET0S)
{31B2F340-016D-11D2-245F-D0C04FBEE4FT}
{51F&CTST-C2F4-4BB3-B9CB-BCFECDEDTA2E)
{1690F1D1-C193-4D13-ADEA-DBCTDDECEETS}
{410FD218-5244-42A1-B17A-19FFTEEFG2ET}
{863T1F31-BATE-4T3C-AFT4-DT5995ECBI6T)
{13893374-3503-4604-BA4F-C215ADB151FA}
{ADATDE24-T315-4007-9E94-ABEADTCABAAS)
{DC391EAL-EDEC-4CDC-8003-E397TCEFGEESA}

SYSVOL

Here's a short summary of Group Policy Owners:

o Administrative Owners: 13

e Non-Administrative, but approved Owners (for example AGPM): 0

e Owners consistent in AD and SYSVOL: 13

Following will need to happen:

e Group Policies which can't be fixed (no SYSVOL?): 0

e Group Policies unaffected: 13

Page | 13
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will be given a unigue GUID
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AD metadata

Following domains require actions (permissions required):
e HomeLab.TechSavvyProductions.com requires 2 changes.
Following domains require fixing using, different methods:

e HomeLab.TechSavvyProductions.com requires 0 changes.

Page | 14

GPOs are store in two locations ¢ =

d!

v sysvol
~ |z Homelab.TechSawyProductions.com
~ Policies
{BAC1786C-016F-11D2-945F-00C04fBI24FT}
{BEGTF48F-99935-476F-83CE-EEFOEBDOABOE}
{BF091953-407D-4FCE-9AB1-183C0TF2845F)
{19B5A4DD-3720-4540-30C6-6D34495DE709}
{31B2F340-016D-11D2-945F-00C04FBI84FS)
{31F6CT97-C2F4-4BB3-89CE-BCFACDEDT428}
{1690F1D1-C193-4D13-ADEA-DBC1DOECBETS}
{410FD218-9244-4241-B17A-19FFTEEFG2E3}
{B6371F31-BA1E-AT3C-AFT4-D75995ECB367}
{15893374-3903-460A-BA4F-C213A0B151FA}
{ADATDE24-7315-4007-9E94- AGEBDTCABAAS]
{DC591EA4-EDEC-4CDC-8D65-E39TCEFBEEIA}

Since those are
managed in different
ways, replicated in
different ways it's
possible because of
different issues they get

For example:

- USN Rollback in AD could
cause already deleted Group
Policies to reapper in Active
Directory, yet SYSVOL data

would be unavailable

-Group Policy deletion failing to

delete GPO content

-Permission issue preventing

deletion of GPO content

-Failing DFSR replication
between DCs
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Iz administrative

Group Policy Owners

|s administrative
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Report generated on 12/20/2023 07:26:38

Broken Group Policies Group Policy Broken Links Group Policy Owners GPO Permissions Consistency

Group Policy Passwords Group Policy Permissions Analysis SYSVOL (NetLogon) Files List Grou

By default, GPOD creation is usually maintained by Domain Admins or Enterprise Admins. When GPO is created by Domain
Admins or Enterprise Admins group members, the GPO Owner is set to Domain Admins. When GPO is created by a member of
Group Policy Creator Owners or other group has delegated rights to create a GPO, the owner of said GPO is not Domain Admins
group but is assigned to the relevant user. GPO Owners should be Domain Admins or Enterprise Admins to prevent abuse. If
that isn't so, it means the owner can fully control GPO and potentially change its settings in an uncontrolled way. While at the
moment of creation of new GPO, it's not a problem, in the long term, it's possible such a person may no longer be admin, yet
keep their rights over GPO. As your aware, Group Policies are stored in 2 places. In Active Directory (metadata) and SYSVOL
(settings). This means that there are 2 places where GPO Owners exists. This also means that for multiple reasons, AD and
SYSVOL can be out of sync when it comes to their permissions, which can lead to uncontrolled ability to modify them.
Ownership in Active Directory and Ownership of SYSVOL for said GPO is required to be the same.

Here's a short summary of Group Policy Owners:

Administrative Owners: 13

« Won-Administrative, but approved Owners (for example AGPM): O
= Non-Administrative Owners: 2

« Owners consistent in AD and SYSVOL: 13

= Owners not-consistent in AD and SYSVOL: 2

Following will need to happen:

= Group Policies requiring owner change: 2
= Group Policies which can't be fixed (no SYSVOL?): 0
= Group Policies unaffected: 13

Following domains require actions (permissions required):
= HomeLab.TechSawwyProductions.com requires 2 changes.
Following domains require fixing using, different methods:

» HomeLab.TechSavwyProductions.com requires 0 changes.

e GPOConsistency

e GPODuplicates

e GPOOrganizationalUnit
e GPOList

e GPOLinks

=T Saw
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Report generated on 12/20/2023 07:26:38

Broken Group Policies Group Policy Broken Links Group Policy Owners.

Group Policy Passwords

GPQ Permissions Consistency Duplicate (CNF) Group Policies

Group Policy Permissions Analysis SYSVOL (NetLogon) Files List Group Policy Blocked Inhertiance

‘When GPO is deleted correctly, it usually is removed from AD, SYSVOL, and any link to it is also discarded. Unfortunately, this is
true only if the GPO is created and linked within the same domain. If GPO is linked in another domain, this leaves a broken link
hanging on before it was linked. Additionally, the Remove-GPO cmdlet doesn't handle site link deletions, which causes dead
links to be stuck on sites until those are manually deleted. This means that any GPOs deleted using PowerShell may leave a
trail.

As it stands currently there are 0 broken links that need to be deleted over 0 unique objects.

Ercken Links

0.0

e GPOPassword

e GPOPermissions

o GPOPermissionsAdministrative
e GPOPermissionsRead

e GPOPermissionsRoot

e GPOPermissionsUnknown
e GPOFiles

e GPOBIlockedInheritance
o (GPOAnalysis

e GPOUpdates

e NetLogonOwners

o NetLogonPermissions

e SysVolLegacyFiles

GPOZaur - Current/Latest: 1.0.0 at 09/17/2023 04:11:3¢

Group Policy Organizational Units Group Policy Summary Group Policy Links

Group Policy Content NetLogon Owners NetLogon Permissions

Broken Links

04 08 12 16 20

But that's not all. There are over 50 other commands available that make it even more powerful

helping with day to day tasks to manage Group Policies.

To understand the usage of Invoke-GPOZaurr I've created blog post you may find useful

Page | 17

BTN SRy

Productions




Report generated on 12/20/2023 07.26:38 (GPOZaur - Current/Latest: 1.0.0 at 09/17/2023 04:11:3%

Group Policy Pg Group Policy Permissions Analysis SYSVOL (NetLogon) Files List Group Policy Blocked Inhertiance Group Palicy Content NetLogon Owners NetLogon Permissions

Broken Group Policies Group Policy Broken Links Group Policy Owners GPO Permissions Consistency Duplicate (CNF) Group Policies Group Policy Organizational Units p Policy Summary Group Policy Links

(metadata) and SYSVOL (content).Since those are managed in 1 Orp Group Polici
se of different issues they get out of sync

Group Policies are
different ways, repli

two places - Active
different ways it's possibl

For example: select any of the listed reports

« USN Rollback in uld cause already delf] and the details are shown below BvoL data would be
unavailable

= Group Policy deletion failing to delete GPO

» Permission issue preventing deletion of GPO content

= Failing DFSR replication between DCs

EBroken

= Group Policies on SYSVOL, but no details ih AD: 0

= Group Policies in AD, but no content on SYEVOL: 0

= Group Policies which exists, but have wrong ObjectClass: 0

= Group Policies which couldn't be due to permissions issue: 0

Following domains require actions (permissions required):
0.0 0.4 0.3 12 16

= homelab.techsavvyproductions.com requires 0 changes.
W Notin AD B Mot on SYSVOL [l ObjectClass Issue [l Permissions Issue

Please review output in table and follow the steps below table to get Active Directory Group Policies in healthy state.
[
.
Installing

GPOZaurr requires RSAT installed to provide results. If you don't have them you can install
them as below. Keep in mind it also installs GUI tools so it shouldn't be installed on user
workstations.

# Windows 10 Latest

Add-WindowsCapability -Online -Name
'Rsat.ActiveDirectory.DS-LDS.Tools~~~~0.0.1.0"

Add-WindowsCapability -Online -Name
'Rsat.GroupPolicy.Management.Tools~~~~0.0.1.0"

Finally just install module:

Force and AllowClobber aren't necessary, but they do skip errors in case some appear.
Updating
Update-Module -Name GPOZaurr

That's it. Whenever there's a new version, you run the command, and you can enjoy it.
Remember that you may need to close, reopen PowerShell session if you have already used
module before updating it.

The essential thing is if something works for you on production, keep using it till you test the
new version on a test computer. I do changes that may not be big, but big enough that
auto-update may break your code. For example, small rename t a parameter and your codg

stops working! Be responsible! LL:T %QLZ 1Y/ Lﬂ
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https://evotec.xyz/the-only-command-you-will-ever-need-to-understand-and-fix-your-group-policies-gpo/

TwE“i”ﬂ“ Show 10raws ¥ || Search Buider | Search:

DisplayName Status DomainName SysvolServer ObjectClass id Path
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“It is absurd for the Evolutionist to complain that it is unthinkable for an admittedly unthinkable

God to make everything out of nothing, and then pretend that it is more thinkable that nothing
should turn itself into everything.”

— G.K. Chesterton

=T Saw
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The only command you will ever need to understand and fix
your Group Policies (GPO)

GPOZaurr
1.0.0

Group Policy Eater is a PowerShell module that aims to gather information about
Group Policies but also allows fixing issues that you may find in them.

I've been working on cleaning up Group Policies for a couple of

months. While it may seem trivial, things get complicated when

you're tasked with managing 5000 GPOs created over 15 years by

multiple teams without any best practices in mind. While working on
(my new PowerShell module), I've noticed that the

more code I wrote to manage those GPOs, the more | knew passing

Downloads of 1.0.0

View full stats this knowledge to admins who will be executing this on a
9/17/2023 weekly/monthly basis is going to be a challenge. That's why I've
Last Published decided to follow a similar approach as my other Active Directory

testing module called . I've created a single command that
analyses Group Policies using different methods and shows views from different angles to
deliver the full picture. On top of that, it provides a solution (or it tries to) so that it's fairly easy
to fix — as long as you agree with what it proposes.

Please be careful when using this on production

I've done a lot of research and put a lot of effort into making sure this PowerShell module
works as expected. However, I do make mistakes. Contrary to my usual work, this module is
not read-only. To almost every read command, there is also a set or remove command. It can
change things, delete them, or modify them. If you don't understand what will happen, don't do
it. Review source code, run read commands first to understand the output, what it's showing. If
you have doubts — don't use it or create an issue on GitHub to clarify. All cmdlets that have the
ability to write/delete contain Whatlf/LimitProcessing count parameters. Use them before
implementing any changes!

Please keep in mind I've tested GPOZaurr only on English based Active Directory. I have

no clue how it will behave on non-English systems. As I've not fvorked with other languaggs for
BTN SRy
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https://github.com/EvotecIT/GPOZaurr
https://evotec.xyz/what-do-we-say-to-health-checking-active-directory/

a while, I don't remember if object types are still reported in English by PowerShell or reported
in language equivalent. Be careful.

Useful Links

Please make sure to visit GitHub to review sources or report issues. If you're going to use it, |
recommend doing it via PowerShellGallery as that version is minimized and optimized.
Reviewing sources is easier on the GitHub version as it has more comments and is divided into
sections.

The code 1s published on

Issues should be reported on

Code is published as a module on

The module is signed with a certificate, like any new modules that I create or update.
1. Install-Module GPOZaurr -Force

Invoke-GPOZaurr - One command that makes a difference

As mentioned before, Invoke-GPOZaurr follows a similar pattern to what Invoke-Testimo
does. When run without any parameters, it will go thru all available reports one by one to
deliver a full-scope scan. Keep in mind that running this cmdlet without any parameters is fine
for small domains, but it will take hours to complete for larger domains. For the domain of 5000
GPOs, some reports can take even 2 hours to complete.

UEE SEvwy

=R

Page | 21 Producifons



https://github.com/EvotecIT/GPOZaurr
https://github.com/EvotecIT/GPOZaurr/issues
https://www.powershellgallery.com/packages/GpoZaurr/

2] PowerShell B Windows PowerShell +

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Try the new cross-platform PowerShell https://aka.ms/pscore6

PS C:\Users\przemyslaw.klys> Invoke-GPOZaurr

[i] Version

[i] Domain Information Forest:

[i] Domain Information Included Domains:

[i] Domain Information Excluded Domains:

[i] Broken Group Policies

[i] Broken Group Policies

[i] Group Policy Broken Links

[i] Group Policy Broken Links

[i] Group Policy Owners

[i] Group Policy Owners

[i] GPO Permissions Consistency

WARNING: Get-GPOZaurrPermissionConsistency - Processing New Group Policy Object3 / ad.evotec.xyz failed as path
‘\\ad.evotec.xyz\sysvol\ad.evotec.xyz\Policies\{59a56buf-9abf-U6a7-802f-8UfcOd6efoul} doesn't exists!

WARNING: Get-GPOZaurrPermissionConsistency - Processing DC | Configure Time PDC / ad.evotec.pl failed as path
‘\\ad.evotec.pl\sysvol\ad.evotec.pl\Policies\{24194523-bb82-U439c-a533-abfuf30fa2clu} doesn't exists!

WARNING: Get-GPOZaurrPermissionConsistency - Processing DC | PowerShell Logging / ad.evotec.pl failed as path
\\ad.evotec.pl\sysvol\ad.evotec.pl\Policies\{7112af81-5cb7-u401c-8d8d-cOf11fafd714} doesn't exists!

WARNING: Get-GPOZaurrPermissionConsistency - Erocessing TEST | Empty GPO - AD.EVOTEC.PL CrossDomain GPO / ad.evotec.pl
failed as path \\ad.evotec.pl\sysvol\ad.evotec.pl\Policies\{eade3894-113f-4100-977b-d5d121dfuf91} doesn't exists!
[i] GPO Permissions Consistency

[i] Duplicate (CNF) Group Policies

[i] Duplicate (CNF) Group Policies

[i] Group Policy Summary

WARNING: Get-PrivGPOZaurrLink - Couldn't find link .evotec.xyz8ATBC515-D7FD-UD1F-90B8-EUTC15F89295 in a GPO Cache.
Lack of permissions for given GPO? Are you running admin? Skipping.

[i] Group Policy Summary

[i] Group Policy Links

WARNING: Get-PrivGPOZaurrLink - Couldn't find link .evotec.xyz8ATBC515-D7FD-UD1F-90B8-ELU7C15F89295 in a GPO Cache.
Lack of permissions for given GPO? Are you running admin? Skipping.

[i] Group Policy Links

[i] Group Policy Passwords

WARNING: Get-GPOZaurrPassword - Access to the path
'"\\ad.evotec.xyz\SYSVOL\ad.evotec.xyz\Policies\{8A7BC515-D7FD-UD1F-90B8-E4TC15F89295}' is denied.
(UnauthorizedAccessException)

[i] Group Policy Passwords

[i] Group Policy Permissions Analysis

[i] Group Policy Permissions Analysis

When run, it will display a short information about what it is currently doing and which report
is being generated. If you have a large domain and things take time, you may want to use
Invoke-GPOZaurr with Verbose parameter to get additional information.

UEE SEvwy

Page | 22 Produciions




2] PowerShell B Windows PowerShell

PS C:\Users\przemyslaw.klys> Invoke-GPOZaurr

[i] Version

[i] Domain Information Forest:

[i] Domain Information Included Domains:

[i] Domain Information Excluded Domains:

[i] Broken Group Policies

VERBOSE: Get-GPOZaurrBroken - Starting process for ad.evotec.xyz

VERBOSE: Get-GPOZaurrBroken Processing SYSVOL from \\ad.evotec.xyz\SYSVOL\ad.evotec.xyz\Policies
VERBOSE: Get-GPOZaurrBroken - Processing [ad.evotec.xyz](1/47) TEST | Registry GPOs

VERBOSE: Get-GPOZaurrBroken - Processing [ad.evotec.xyz](2/47) ALL | Enable RDP

VERBOSE: Get-GPOZaurrBroken - Processing [ad.evotec.xyz](3/47) COMPUTERS | Add Administrator
VERBOSE: Get-GPOZaurrBroken Processing [ad.evotec.xyz](4/47) TEST | Password Filter

VERBOSE: Get-GPOZaurrBroken Processing [ad.evotec.xyz](5/47) TEST | Local Users and Groups
VERBOSE: Get-GPOZaurrBroken - Processing [ad.evotec.xyz](6/47) ALL | Allow use of biometrics
VERBOSE: Get-GPOZaurrBroken Processing [ad.evotec.xyz](7/47) TEST | Bitlocker Settings
VERBOSE: Get-GPOZaurrBroken - Processing [ad.evotec.xyz](8/47) TEST | GPOZaurr Permissions Testing
VERBOSE: Get-GPOZaurrBroken - Processing [ad.evotec.xyz](9/47) TEST | Empty GPO Block Admin
VERBOSE: Get-GPOZaurrBroken - Processing [ad.evotec.xyz](18/47) New Group Policy Object

VERBOSE: Get-GPOZaurrBroken Processing [ad.evotec.xyz](11/47) TEST | Event Log Audit Rules
VERBOSE: Get-GPOZaurrBroken - Processing [ad.evotec.xyz](12/47) ALL | Certificates

VERBOSE: Get-GPOZaurrBroken - Processing [ad.evotec.xyz](13/47) Default Domain Policy

VERBOSE: Get-GPOZaurrBroken - Processing [ad.evotec.xyz](14/47) TEST | Container 2

VERBOSE: Get-GPOZaurrBroken Processing [ad.evotec.xyz](15/47) ALL | Trusted Websites

VERBOSE: Get-GPOZaurrBroken Processing [ad.evotec.xyz](16/47) Copy of ALL | Trusted Websites
VERBOSE: Get-GPOZaurrBroken Processing [ad.evotec.xyz](17/47) ALL | Bitlocker Settings
VERBOSE: Get-GPOZaurrBroken - Processing [ad.evotec.xyz](18/47) DC | Event Log Settings

VERBOSE: Get-GPOZaurrBroken Processing [ad.evotec.xyz](19/47) DC | Event Log Audit Rules
VERBOSE: Get-GPOZaurrBroken - Processing [ad.evotec.xyz](20/47) New Group Policy Object3
VERBOSE: Get-GPOZaurrBroken - Processing [a*,evotec.xyz](21/u7) ALL | Firewall Settings

VERBOSE: Get-GPOZaurrBroken - Processing [ad.evotec.xyz](22/47) COMPUTERS | Enable Sets

VERBOSE: Get-GPOZaurrBroken - Processing [ad.evotec.xyz](23/47) TEST | IE Testing

VERBOSE: Get-GPOZaurrBroken - Processing [ad.evotec.xyz](24/47) TEST | Drive Mapping

VERBOSE: Get-GPOZaurrBroken Processing [ad.evotec.xyz](25/47) Default Domain Controllers Policy
VERBOSE: Get-GPOZaurrBroken - Processing [ad.evotec.xyz](26/47) TEST | Container 1

VERBOSE: Get-GPOZaurrBroken - Processing [ad.evotec.xyz](27/47) TEST | LAPS

VERBOSE: Get-GPOZaurrBroken - Processing [ad.evotec.xyz](28/47) TEST | Task

VERBOSE: Get-GPOZaurrBroken Processing [ad.evotec.xyz](29/47) DC | Password Filter

VERBOSE: Get-GPOZaurrBroken Processing [ad.evotec.xyz](38/47) ALL | Windows PowerShell
VERBOSE: Get-GPOZaurrBroken Processing [ad.evotec.xyz](31/47) {8A7BC515-D7FD-UD1F-90B8-ELT7C15F89295}
VERBOSE: Get-GPOZaurrBroken - Processing [ad.evotec.xyz](32/47) TEST | Task Schedule 1

VERBOSE: Get-GPOZaurrBroken - Processing [ad.evotec.xyz](33/47) COMPUTERS | LAPS

VERBOSE: Get-GPOZaurrBroken - Processing [ad.evotec.xyz](34/47) TEST | Deny Admins

VERBOSE: Get-GPOZaurrBroken - Processing [ad.evotec.xyz](35/47) TEST | CrossLink To AD.EVOTEC.PL

Once the cmdlet is complete HTML report will open up automatically.
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Report generated on 01/23/2021 183:09:07

GPOZaur - Cument/Latest: 0.0.110 a1 01/22/2021 12:41:11

Group Palicy Broken Links Group Policy Quners GPO Permissions Consistency Dupiicate (CNF) Group Poiicies Group Policy Summary Group Policy Links Group Policy Passwords Group Policy Permissions Analysis
p Poli istrat i Group Policy Group Poiicies ip Policy i SYSVOL (NefLogon) Files List Group Paiicy Blocked Inhertiance Group Paiicy Content NetLogon Owners HetLogon Permissions

Group Policies are stored in two places - Active Directory (metadata) and SYSVOL (content). Since those are managed in different ways, replicated in different
ways It's possible because of different issues they get out of sync.

For example:

USN Rollback in AD could cause already deleted Group Policies to reapper in Active Ditectory, yet SYSVOL data would be unavailable
Group Policy deletion failing to delete GPO content

Permission issue preventing deletion of GPO content

Failing DFSR replication between DCs

Following problems were detected: Broken
Group Policies on SYSVOL, but no details in AD: 2

Group Policies in AD, but no content on SYSVOL: 4

Group Policies which exists, but have wrong ObjectClass: 0

Group Policies which couldn't be assed due to permissions issue: 1

Follawing

= ad.evotec.pl requires 3 changes. 0
« ad.evotec.xyz requires 3 changes.

Please review output in table and follow the steps below table to get Active Directory Group Policies in healthy state.

Exeal | [ csv | [ POF | [ Show 10 oms

Broken / Orphaned Group Policies

2

4

@ NotinAD Noton SYSVOL [l ObjectClass Issue [l Permissions lssue

6

Search
OisplayName Staws DomanName SysvoiServer ObjectCiass [ Path Distinquishedname Oescrgtion CreationTime ModicationTime Enor
AT aderctecn o evoee a2 -, = o MR ok By - vtz 201019100029 2201019100029
e T e
] [P @ e rOEI
ALL | Mlow use of biomerics Exizs s eoro o4 evotez e arouPoicyComainer L‘;@“&Emﬂm“"“ Ly gﬁi;gu?;wwm: ﬁ.éﬁ=hanC—'nDC=mle€‘Dc=-yz 20180520 25007 20201126 102611
ALL | Bitlocker Settings Exists s evotec xyz s evotec xy? groupPalicyContainet gizg"‘wo'f:m“m ;‘gﬁﬁ%ﬂﬁzﬂ“xm‘d“\mm'w ﬂ;‘ﬁ?j‘m‘_’gwo‘ 20180807 122223 20200513 202410
AL | Cenficstes Exists 2 erotec xy o svote a2 groupPolicyCansiner ggf,ﬁ::‘u‘i‘s'é“‘“‘““‘ g:::?ofaa.ﬁﬁ:kﬁﬁ;;ﬁ[ ¥ Chof2t i 20200606 20033 20200817 08:22
ALL | Enable ROP Exists sdevorec xyz ad.evotec.xyz grougPolicyComainer im:?ggs‘;*”””“ &Tﬁ‘;‘,’;{g’m‘g’gﬁ:}‘ Xy2\Policies\[051BCODF- mﬂosvacmmcn-azma\m— 20180847 1247:44  2020-12:06 10:19:36
ALL | Firewail Setings: Eusts sdevotecxyz o4 evotec xyz groupPolicyCanaines {§17ESEAT 1606-433C-E008-  lad \ad evorec xy :ns‘uﬁ;azxw},m‘mmm-systm,nc-muumx,nc-m 20180607 164225 20201111 13:20.04
PERS—— s sowecr  semem  gusPoiotomane SICSACSNBADLAT. demearSinat e ol OOSAL  QLSOSAIACIONTE ol asn 0252 2000509 0543
ALL | Windows PowerShel: Exists sdertecay od evotec.xyz grounPolcyCanainer TS mmm_‘mmm\#ﬂ'ﬁ“ ¥ s :‘;ﬁ‘%&’fgfgm;‘:f&lem TS 20200827 114819 20200827 11:49:44
Dispaytiame ] [Sis [Domantiame ] [Sysvoisemer | [Obetimss ] [1@ | [Fan | [Ostigushedtiams | [Descipion ] [CrestonTime | [Vodfcationtime ] [Erio ]

Showing 110 10 of 54 entries

To be able fo execute actions in automated way please install required modules. Those modules wil be installed straight from Microsoft PowerShell Gallery

First Hent

Fix GPDs not available on SYSVOL

Previous | 1|2 3 4 5 &

o 00 SYSVOL  Acte Disecory /O

Fix GPOs not available in AD

Prepare report Make a backup (optional) Fix GPOs of wrong ObjectClass Verification report

-Force
-Force

e GPOZaurr
GPOZaurz

Using force makes sure newest version is downloaded from PowerShellGallery regardless of what is currently installed. Once installed you're ready for next stap.

As you can see on the screenshot above, multiple reports were created, each on a different tab.
The design of the report is mostly the same. There is information about what the report detected
and why it did so on the report's top left. It also gives you a summary of your whole forest and
where the issues are found. In the top right corner, I've added a small chart that visualizes the
current status. Some charts will show only problems. Some will show multiple statues — all
depending on the type of report getting generated. There is usually one, but sometimes more
tables with displayed information depending on the problem in the second section. Tables are
color-coded to visualize better what is bad or to distinguish multiple problems within the same
report. Tables also allow you to export data to Excel, CSV or PDF.
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- suerureLpi eguIes 3 Ligiiyes
« ad.evotec xyz requires 44 changes.
To generate up to date report please execute:

« Install-Module GPOZaurr -Force or install module manually.
* Invoke-GPOZaurr -FilePath $Env.UserProfile\Desktop\GPOZaurrGPOPListBefore.html -Verbose -Type GPOList

Steps ahove will generate above summary with more details allowing you to get up to date report and steps on how to fix it

‘Group Policies List
Explanation to table columns: Ly

« Empty - means GPO has currently no content. It could be there was content, but it was remaved, or that it never had content

+ Linked - means GPO is linked or unlinked. We need at least one link that is enabled to mark it as linked. If GPO is linked, but all links are disabled, it's not linked
+ Enabled - means GPO has at least one section enabled. If enabled is set to false that means both sections are disabled, and therefore GPO is not active.

+ Optimized - means GPQ section that is not in use is disabled. If section (user or computer) is enabled and there is no content, it's not optimized.

« Problem - means GPO has one or more section (user or computer) that is disabled, yet there is content in it.

« ApplyPermission - means GPO has no Apply Permission. This means there’s no user/computer/group it's applicable to
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[DisplayName | [DomainName | [GUD | [Days | [Enabled ] [Cptimized | [Problem | [Appl | [Exciuwde | [Comps | [UserPolices | [LinksCount_| [L 1| [CksDisableaCount | [EnabledDetals | [Comp | [ComputerOptimized_|
Showing 1 to 10 of 51 entries Fist  Previous E 2 5 4 5 6 Nt Lest

‘Steps to fix- Empty & Unlinked & Disabled Group Polcies

Fallowing steps will guide you how to remave empty or unlinked group policies

Prepare environment Prepare report Make a backup Excluding Group Remove GPOs that Remeve GPOs that Remove GPOs that Remove GPOs that Optimize GPOs Verification report
Policies are EMPTY are UNLINKED are DISABLED do not APPLY (optional)y

To be able to execute a

utomated way please install required modules. Those modules will be installed straight from Microsoft PowerShell Gallery.

Using force makes sure newest version is downloaded from PowershellGallery regardless of what is currently installed. Once installed you're ready for next step

Finally, the last section contains the solution to the problem described. It usually provides step
by step instructions on fixing the problem if you choose to fix it. Most of the time, solutions are
automated to the point where a single line of code can fix an issue. For example, delete all
empty GPOs, delete all unlinked GPOs, and so on. One command, zero effort.

Invoke-GPOZaurr - Available reports

Currently, Invoke-GPOZaurr has few built-in reports. Some of them are more advanced, some
of them are for review only. Here's the full list for today. Not everything is 100% finished.
Some will require some updates soon as I get more time and feedback. Feel free to report
issues/improve those reports with more information.

e GPOBroken — this report can detect GPOs that are broken. By broken GPOs, [ mean
those which exist in AD but have no SYSVOL content or-vi

content, but there's no AD metadata. Additionally, it's abl HLLEFUJL% L].[_ﬂl]ﬂl are
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no longer GroupPolicy object. — Then, it provides an easy way to fix it using given
step-by-step instructions.

e GPOBrokenLink — this report can detect links that have no matching GPO. For
example, if a GPO is deleted, sometimes links to that GPO are not properly removed.
This command can detect that and propose a solution.

o GPOOwners — this report focuses on GPO Owners. By design, if Domain Admin creates
GPO, the owner of GPO is the domain admins group. This report detects GPOs that are
not owned by Domain Admins (in both SYSVOL and AD) and provides a way to fix
them.

e GPOConsistency — this report detects inconsistent permissions between Active
Directory and SYSVOL, verifying that files/folders inside each GPO match permissions
as required. It then provides you an option to fix it.

e GPODuplicates — this report detects GPOs that are CNF, otherwise known as duplicate
AD Objects, and provides a way to remove them.

e GPOList — this report summarizes all group policies focusing on detecting Empty,
Unlinked, Disabled, No Apply Permissions GPOs. It also can detect GPOs that are not
optimized or have potential problems (disabled section, but still settings in it)

e GPOLinks — this report summarizes links showing where the GPO is linked, whether it's
linked to any site, cross-domain, or the status of links.

e GPOPassword — this report should detect passwords stored in GPOs.

e GPOPermissions — this report provides full permissions overview for all GPOs. It
detects GPOs missing read permissions for Authenticated Users, GPOs that miss Domain
Admins, Enterprise Admins, or SYSTEM permissions. It also detects GPOs that have
Unknown permissions available. Finally, it allows you to fix permissions for all those
GPOs easily. It's basically a one-stop for all permission needs.

o GPOPermissionsAdministrative — this report focuses only on detecting missing
Domain Admins, Enterprise Admins permissions and allows you to fix those in no time.

o GPOPermissionsRead — similar to an administrative report, but this one focuses on
Authenticated Users missing their permissions.

o GPOPermissionsRoot — this report shows all permissions assigned to the root of the
group policy container. It allows you to verify who can manage all GPOs quickly.
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e GPOPermissionsUnknown — this report focuses on detecting unknown permissions
(deleted users) and allows you to remove them painlessly.

e GPOFiles — this report lists all files in the SYSVOL folder (including hidden ones) and
tries to make a decent guess whether the file placement based on extension/type makes
sense or requires additional verification. This was written to find potential malware or
legacy files that can be safely deleted.

e GPOBIlockedInheritance — this report checks for all Organizational Units with blocked
inheritance and verifies the number of users or computers affected.

e GPOAnalysis — this report reads all content of group policies and puts them into 70+
categories. It can show things like GPOs that do Drive Mapping, Bitlocker, Laps,
Printers, etc. It's handy to find dead settings, dead hosts, or settings that no longer make
sense.

e NetLogonOwners — this report focuses on detecting NetLogon Owners and a way to fix
it to default, secure values.

e NetLogonPermissions — this report provides an overview and assessment of all
permissions on the NetLogon share.

e SysVolLegacyFiles — this report detects SYSVOL Legacy Files (.adm) files
Invoke-GPOZaurr - Report GPOBroken

Group Policies are stored in two places — Active Directory (metadata) and SYSVOL (content).
Since those are managed in different ways, replicated in different ways, it's possible because of
different issues, and they get out of sync.

1. Invoke-GPOZaurr -Type GPOBroken
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Broken Group Policies

GPOZaur - Cument/Latest: 0.0.110 a1 01/22/2021 12:41:11

Group Policy Broken Links Group Policy Owners GPO Permissions Consistency Duplicate (CNF) Group Policies Group Policy Summary Group Palicy Links Group Policy Fasswords Group Policy Permissions Analysis

Group Policy Group Policies B

SYSVOL (NetLogon) Files List

Group Palicy Blocked Inhertiance Group Poiicy Content INetLogon Owners. HNetLogon Permissions
Group Policies are stored in two places - Active Directory (metadata) and SYSVOL (content).Since those are managed in different ways, replicated in different

ways it's possible because of different issues they get out of sync.

Broken / Orphaned Grulb Policies =

For example:

s USN Rollback in AD could cause already deleted Group Policies to reapper in Active Directory, yet SYSVOL data would be unavailable
= Group Policy deletion failing to delete GPO content

* Permission issue preventing deletion of GPO content

« Failing DFSR replication between DCs

Following problems were detected:

« Group Policies on SYSVOL, but no details in AD: 2

* Group Policies in AD, but no content on SYSVOL. 4

* Group Policies which exists, but have wrong ObjectClass: 0

« Group Policies which couldn't be assed due to permissions issue: 1

Broken

Following
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To be able to execute actions in automated way please install required modules. Those modules will be installed straight from Microsoft PowerShell Gallery.
rr -Farce

Prepare report Make a backup (optional) Fix GPOs not available in AD Fix GPOs not available on SYSVOL Fix GPOs of wrong ObjectClass Verification report

Using force makes sure newest version is downloaded from PowerShellGallery regardless of what is currently installed. Once installed you're ready for next step.

With just a few simple steps, you can have that fixed in a couple of minutes. Keep in mind that
you need to have healthy replication of group policies for this to work and not report false
positives. If you have unhealthy replication and wrong, DC will get asked about those issues
you could potentially remove legitimate content.

Invoke-GPOZaurr - Report GPOBrokenLink

When GPO is deleted correctly, it usually is removed from AD, SYSVOL, and any link to it is
also discarded. Unfortunately, this is true only if the GPO is created and linked within the same
domain. If GPO is linked in another domain, this leaves a broken link hanging on before it was
linked. Additionally, the Remove-GPO cmdlet doesn't handle site link deletions, which causes
dead links to be stuck on sites until those are manually deleted. This means that any GPOs
deleted using PowerShell may leave a trail.

1. Invoke-GPOZaurr -Type GPOBrokenLink

el S=Evun
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When GPO is deleted in a proper way it usually is removed from AD, SYSVOL and any link to it is also discarded. Unfortunetly this is true only if the GPO is Broken Links =
created and linked within same domain. If GPO is linked in another domain, this leaves a broken link hanging on wherever it was linked before. Additionally

Remaove-GPO cmdlet doesn't handle site link deletions, which causes dead links to be stuck on sites until those are manually deleted. This means that any

GPOs deleted using PowerShell may leave tral

As it stands currently there are 2 broken links that need to be deleted over 1 unique objects.

Following d quire actions

« ad evotec.pl requires 2 changes.

Brol W
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Following command when executed, runs internally command that lists all broken links. After finding them all it delets them according to given criteria.
Make sure when running it for the first time to

h Whatlf parameter as shown below 1o prevent accidental remova
1f -Verbose

After execution please make sure there are n rovided output, and confirm that what is about to be changed matches expected data. Once happy with results please follow with command

This command when executed removes only first X number of links. Keep in mind that 5 broken links on a single Organizational Unit are treated as one. Use LimitProcessing parameter to prevent mass delete and increase the counter when no errors occur. Repeat step above as much as needed increasing

LimitProcessing count till there's nothing left. In case of any issues please review and action accordingly

Invoke-GPOZaurr - Report GPOOwners

By default, GPO creation is usually maintained by Domain Admins or Enterprise Admins.
When GPO is created by Domain Admins or Enterprise Admins group members, the GPO
Owner is set to Domain Admins. When GPO is created by a member of Group Policy Creator
Owners or other group has delegated rights to create a GPO, the owner of said GPO is not
Domain Admins group but is assigned to the relevant user. GPO Owners should be Domain
Admins or Enterprise Admins to prevent abuse. If that isn't so, it means the owner can fully
control GPO and potentially change its settings in an uncontrolled way. While at the moment of
creation of new GPO, it's not a problem, in the long term, it's possible such a person may no
longer be admin, yet keep their rights over GPO. As your aware, Group Policies are stored in 2
places. In Active Directory (metadata) and SYSVOL (settings). This means that there are 2
places where GPO Owners exists. This also means that for multiple reasons, AD and SYSVOL
can be out of sync when it comes to their permissions, which can lead to uncontrolled ability to
modify them. Ownership in Active Directory and Ownership of SYSVOL for said GPO is
required to be the same.

1. Invoke-GPOZaurr -Type GPOOwners

=T Saw
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By default GPO creation is usually maintained by Domain Admins or Enterprise Admins. When GPO is created by member of Domain Admins or Enterprise Group Policy Owners =
Adming group the GPO Owner is set to Domain Admins. When GPO is created by member of Group Policy Creator Owners or other group has delegated rights
1o create a GPO the owner of said GPQ is not Domain Admins group but is assigned to relevant user. GPO Owners should be Domain Admins or Enterprise
Admins to prevent abuse. If that isnt 5o it means owner is able to fully control GPO and potentially change t's settings in uncontrolled way. While at the
moment of creation of new GPO it's not a problem, in long term i's possible such person may no longer be admin, yet keep their rights over GPO
As you're aware Group Policies are stored n 2 places. In Active Directory (metadata) and SYSVOL (settings). This means that there are 2 places where GPO
Owners exists. This also means that for multiple reasons AD and SYSVOL can be out of sync when it comes to their permissions which can lead to Is administr atve
uncontrolled ability to modify them. Ownership in Active Directory and Ownership of SYSVOL for said GPO are required 1o be the same.
Here's a short summary of Group Policy Owners:
* Administrative Owners 45
« Nom-Administrative Owners: 6
* Owners consistent in AD and SYSVOL: 45
= Owners not-consistent in AD and SYSVOL: 6 s oo
Following will need to happen:
* Group Policies requiring owner change: 2
« Group Policies which can't be fixed (no SYSVOL?): 4
+ Group Policies unaffected: 45 0 10 20 30 40 50 60
B Yes ENo
Following domains require actions (permissions required).
« ad.evotec plrequires 2 changes
« ad.evatec xyz requires 0 changes,
Following domains require fixing using. different methods:
« ad.evotec pl requires 3 changes.
« ad.evotec xyz requires 1 changes.
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‘Steps o fa Group Policy Owners

Set GPO Owners to Admis ve (Domain Admins)

Prepare report Make a backup (optional) Verification report

Following command will find any GPO which doesnt (be it due to o1 not being Domain Admin) and will enforce new GPO Owner.
Make sure when running it for the first time to run it with Whatif parameter as shown below to prevent accidental removal
Set-

OZaurrOwner -Type All -Verbose -Whatlf

Alternatively for multi-domain scenario, if you have limited Domain Admin credentials to a single domain please use following command
Set-GPOZaurrOwner -Type All -Verbose -Waazlf -Includ D
After execution please make sure there are no erfors, make sure 10 review provided output, and confirm that what is about to be changed matches expected data.

oma

sFor’

follow with "

Set-GPOZaurrOwner -Type All -Verbose -LimitProcessing 2
Alternatively for multi-domain scenario, if you have limited Domain Admin credentials 10 a single domain please use following command

1 Set

OlaurrOuner -Type All -Verbose -LimitProcessing 2 -Incl ins ‘Yo

=a:nYoulavePernission

This command when executed sets new owner only on first X non-compliant GPO Owners for AD/SYSVOL. Use LimitProcessing parameter 1o prevent
of any issues please review and action accordingly.

ge and Increase

occur. Repeat step above as much as needed increasing LimitProcessing count till there's nothing left. in case

This report is fairly complete with detection and automated fix.

Invoke-GPOZaurr - Report GPOConsistency

B SR
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When GPO is created, it creates an entry in Active Directory (metadata) and SYSVOL
(content). Two different places mean two different sets of permissions. The group Policy
module is making sure the data in both places is correct. However, it's not necessarily the case
for different reasons, and often permissions go out of sync between AD and SYSVOL. This test
verifies the consistency of policies between AD and SYSVOL in two ways. It checks top-level
permissions for a GPO and then checks if all files within said GPO is inheriting permissions or
have different permissions in place.

1. Invoke-GPOZaurr -Type GPOConsistency

Repart generated on 01/23/2021 180907 (GPOZaur - Current/Latest: 0.0.110 at 01/22/2021 124111
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When GPO is created it creates an entry in Active Directory (metadata) and SYSVOL (confent). Two different places meens two different sets of permissions. Permissions Consistency =

Group Policy module is making sure the data in both places is correct. However, for different reasons it's not nessecary the case and often permissions go
out of sync between AD and SYSVOL. This test verifies consistency of policies between AD and SYSVOL in two ways. It checks top level permissions for a
GPO, and then checks if all files within said GPD are inheriting permissions or have different permissions in place.

Following list presents Active Directory for Group Policies
« Top level permissions consistency: 45 TopLevel
s Inherited permissions consistency. 44
» Inconsistent top level permissions: 6
= Inconsistent inherited parmissions: 7
Having incosistent permissions on AD in comparison to those on SYSVOL can lead to uncontrolled ability to modify them. Please notice that if Not svailsble
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Following steps will guide you how to fix permissions consistency

Following command when executed fxes inconsistent permissions.
Make sure when running it for the first time to run it with Whatif parameter a5 shown below to prevent accidental removal
Make sure to fillin TargetDomain fo match your Domain Admin permission account
Tevais SEislaaCona et cludeDomains "TargecDomain® -Verbose -WaacIf

After execution please make sure there are no errors, make sure 10 review provided output, and confirm that what is about to be deleted matches expected data. Once happy with results please follow with command

Repair

sy -L essing 2

This command when executed repairs only first X inconsistent permissions. Use LimtProcessing parameter to prevent mass fixing and increase the counter when no errors occur Repeat step above as much as needed Increasing LimitProcessing count til there's nothing left, In case of any issues please review and
action accordingly.

If there's nothing else to be fixed, we can skip to next step step

s [

[Tl S
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This report is fairly complete and with an automated fix.

Invoke-GPOZaurr - Report GPODuplicates

CNF objects, Conflict objects, or Duplicate Objects are created in Active Directory when there
1s simultaneous creation of an AD object under the same container on two separate Domain
Controllers near about the same time or before the replication occurs. This results in a conflict
and a CNF (Duplicate) object exhibits the same. While it doesn't necessarily have a huge impact
on Active Directory, it's important to keep Active Directory in a proper, healthy state.

1. Invoke-GPOZaurr -Type GPODuplicates

Report generated on 01/23/2021 18:08.07 GPOZaur - Curent/Latest: 0.0.110 at 01/22/2021 12:41
Broken Group Policies Group Policy Broken Links Group Policy Ovmers GPO Pemissions Cansisiency Duplicate (CNF) Group Policies Group Policy Summary Group Policy Links Group Policy Passwords Group Policy Permissions Analysis
Group Poicy Adminisirative Permissions Growp Poiicy Auhenticated Users Permissions Group Pokcies Root Permissions Group Policy Unknown Permissions SYSVOL (MetLogon) Files List Group Poiicy Blocked Inherance Group Pokcy Content HelLogon Ovners
NeiLogon Permissions
CNF objects, Conflict abjects or Duplicate Objects are created in Active Directory when there is simuitaneous creation of an AD object under the same Duplicate (CNF) Objects =
container on two separate Domain Controllers near about the same time or before the replication occurs. This results in a conflict and the same is exhibited
by a CNF (Duplicate) object While it doesn't nessecary has a huge impact on Active Directory it's important 10 keep Active Directory in proper, healthy state
As it stands currently there are 0 CNF (Duplicate) Group Policy objects to be deleted
Duplcate (CHF) object
0 04 . 1
Copy | | Excal | | TSV || POF || Snew 10 rows w—
Name

No dats avaiatie to Oispley

Following command when executed, runs internally command that lists all duplicate objects.

Make sure when running it for the first time to run It with Whatlf parameter as shown below to prevent accidental remova

After execution please make sure there are no emors, make ded output, and confirm that what is about to be changed matches expected data. Once happy with results please follow with command

This command when executed removes only first X duplicate objects. Use LimitProcessing parameter to prevent mass delete and increase the counter when no errors occur. Repeat step above as much as needed increasing LimitProcessing count till there’s nothing left. In case of any issues please review and action

accordingly.

This report is fairly complete and with an automated fix. Be advised above screenshot doesn't
show any detected problems because it's pretty hard to generate duplicated objects on-demand,
so my test environment doesn't have any. But it does detect those.

Invoke-GPOZaurr - Report GPOList

Over time Administrators add more and more group policies as business requirements change.
Due to neglect or thinking it may serve its purpose, later on, many Group Policies often have no
value at all. Either the Group Policy is not linked to anything and stays unlinked forever, or
GPO is linked, but the link (links) are disabled, or GPO is totallfy disabled. Then there are
Group Policies that are targetting certain groups or persons, an M@@l%@&@@ﬂ@ﬂ ing
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Group Policy doing nothing. Additionally, sometimes new GPO is created without any settings,
or the settings are removed over time, but GPO stays in place.

1. Invoke-GPOZaurr -Type GPOList

“Perhaps it is no wonder that the women were first at the Cradle and last at the Cross. They had
never known a man like this Man - there never has been such another. A prophet and teacher
who never nagged at them, never flattered or coaxed or patronized; who never made arch jokes
about them, never treated them either as "The women, God help us!" or "The ladies, God bless
them!"; who rebuked without querulousness and praised without condescension; who took their
questions and arguments seriously; who never mapped out their sphere for them, never urged
them to be feminine or jeered at them for being female; who had no axe to grind and no uneasy
male dignity to defend; who took them as he found them and was completely unself-conscious.
There is no act, no sermon, no parable in the whole Gospel that borrows its pungency from
female perversity; nobody could possibly guess from the words and deeds of Jesus that there
was anything "funny" about woman's nature.”

— Dorothy L. Sayers
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Biepon genersed on 91/23/2021 140807 GPOZaun - Curvem/Latest: 00,110 a1 01/22/2021 1241:11

Over time Administrators add more and mare group policies, as business requirements change. Due to neglection or thinking it may serve il's purpose later Group Policies Empty & Unlinked
on a lot of Group Policies often have no value at all. Either the Growp Policy is not linked to anything and just stays unlinked forevar, or GPO is linked, but the
link (links) are disabled of GPO is totally disabled Then there are Group Policies that are targetting certain group of person and that group is remaved leaving
Group Policy daing nothing imes new GPO is settings or the settings are removed over time, but GPO stays in place Linked

« Groap Policies total: §1 Nok Empty
= Growp Policies valid
= Groap Policies NOT valid: 37
= Group Policies that are unlinked (are not doing anything currently): 30
Group Policies that are empty (have no settings): 17 Ay
Group Policies that are linked, but empty. § Optimzed (for speed)
Group Policies that are linked, but nk disabled: 1 o
Group Policies that are disabled (both user/computer sections): 2 —
= Gioup Policies that have no Apply Permission: 2 o problem (compuiers)
= Groap Policies NOT valid, to skip: 0 (not older than 7 days) Moo prodiem (users)
= Groap Policies younger than 7 days: O (not older than 7 days)

Following domains require actions (permissions required)” Optimaed Users

» ad.evotec pl requires 3 changes.
= ad evotec xyz requires 34 chinges.
Keep in mind that each 6PO ch mult itions such as being empty and ualinked and disabled at the same time. We're only deleting GPO once

All empty or unlinked or disabled Group Policies can be automatically deleted. Please review output in the table and follow steps below table to cleanup
" Is an Issue you disabing user or

Appiy Permission

8
|

=5
-
H
£
2

WYes WNo

oup ) ]
computes sections of GPO when those are not used.

Additionally, we'e reviewing Group Policies that have their section disabled, but contain data.

» Group Policies with problems: 3
= Group Polickes that have content (computer), but are disabled: 2
o Growp Polickes that have content (user), but are disabled: 1

Such policies require manual review from whoever owns them. It could be a mistake tha section was disabled while containing data or that content is no
longer needed in which case It should be deleted. This can't be auto-handled and s INFORMATIONAL only.
Following domains require actions (permissions required):

= ad evotec pl requires O changes.
= ad evolec xyz requires 3 changes.

Moreover, for best performance s recommended that If there are 1o settings of certain kind (Computer or User settings) Is best to disable whole section.

= Gioup Policies with optimization:
© Growp Policies that are optimized (computer) 26
® Group Policies that are optimized (user): 14
= Group Policies without optimization:
= Group Policies ihat are not optimized {computer): 2§
© Group Policies that are not optimized (user) 37

could be optimized for reasons.
Following domains require actions (permissions required)

= ad.evotec pl requires 3 changes.
= ad.evotec xyz requires 44 changes.

Ta generate up to date report please execute:

» Install-Module GPOZaunr Force of install module manually
» invoke-GPOZaurr -FilePath SEnv UserProfile\Deskiop\GPOZaunGPOPListBefore himi -Verbose -Type GPOLIst

Steps above will generate above summary with more details allowing you to get up 1o date report and steps on how 1o fix it

Explanstion to table columns:

[Empty - means GPO has currently no content It could be there was content, but it was removed, of that it never had content

LLinked - means GPO is inked of unlinked. We need at least one link that is enabled 10 mark it as linked. 1f GPO is linked, but all links are disabled, s not linked
[Enabled - means GPO has at least one section enabled. If enabled is set to false that means both sections are disabled, and therefore GPO is not active.
Optimized - means GPO section that is not in use is disabled. If section {user or computer) is enabled and there is no content, ifs not optimized
Problem - means GPO has one or more section (user or computer) that is disabled, yet there is content in it
ApplyPermission - means GPO has no Apply Permission. This means there's no user/compuler/group it's applicable fo.

| Comy || Esee || SV || POF || Snow 0rees Searcn
DiaplayName  Domanbiame D Dops | Empty | Lnked  Gnabied  Opteasd  Probem  AphPwmission  Dxchde  CompuinPuls  UsePoicies  LinksCoust

TEST)
© ey e [ cauadE '] Faise Windows Reg iy ] 0 0 A1 emngs seavied
P08

05" deowe ST a False brgiamy 7 . 1 Enabied

COMPUTERS
0  evotee 12 m Foise Lacal Users ang Giougs 0 (] (] Ensbied.
Admstno

TEsT) sam13

User conkgranon

0 o CEET ] Fose - 4 ] ' m

[} -/ deoweny  SRRE g Foise fegnay ] ] ] Ensoied.
Lt STN2a248
Test) 0eftae?-

O ZRu  deowem Sy Fuine Regany f ' ] Enatied
Tesrg o
TeSt oty —

[+] w Bock  adevoec ﬂ‘m

bl nicoss

18011680

o :.'“‘":u epe—— W"“ n Faise [ 0 0 Ensdied

[Coptaytiome ] [Domambiems ] (G015 ] [Compterpoicies ] [Userobies ] [UnksGourt ] (LinksEnabiodCount | [LinksOissbiedGount | [Enstiedetats | [ComputerProbiem | [GompuaerDptmized |

Showing 110 10,451 enren o beom (1208 4 5 6 M m
Simpa 1 . Empey i Linkked & Dinable G Poicsen
will guide you how unbnked group policies
Prepare environment Make a backup Exciuging Group Remove GPOs that Remove GPOs that Remove GPOS that Remove GPOS that Optimize GPOS. verification report
Policies are EMPTY are UNLINKED are DISABLED 80 not APPLY {optional)

llowing remaves every EMPTY Group Policy. Make sure when running it for the first time to run it with P as shown b sure that for each GPO that is about 1o be deleted a backup is made to

folder on a desktop. vou can skip parameters related to backup if y GPOs priot 10 and
Remcve-GFOZaurr -RequireDays 7 -Type Expry -BackupPach ~§Bmv:Usersr Desitop\GRO” -Verbose -Wnatif

o, if you L Admin credentials 1o @ single domain please use folowing command:
i, Remove-GROIsurz -Requirelays 7 -Type Empty -BackupPath “§EnvilUserProfile\Deskicp\GBO" -Verbose -WhatIf -IncludeDomains 'YourD
After execution please make sure there are no eors, make sure 1o Teview provided output, and confirm that what is about 10 be deleted matches expected data

nYoulaveFen

e happy (this will start
Remove-GPOZaur: -RequireDays 7 -Type Expry -Backupach "§EnviUserfx top\GBC" -LimitProcessing 1 -Verbose
i you ‘admin credentials 10 a single domain please use following command
Bemcve-GPOZsurz -RequireDays 7 -Type Expry -BackupPath “$EnvilUserProfile\Deskicp\GEC® -Limith: 1 -Vezbose - *YouzD = ssacnsF
‘This command when executed deletes only first X empty GPOs. Use Li 1o prevent Mluhmmwmlwumwlmmnmhunmmmwunlﬁxulhqu !

accordingly Please make sure 1o check if backup is made s well before going all in.
If there's nothing else 1o be deleted, we can skip to next step step
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This report is fairly complete and provides automated fixes for most issues detected.
Invoke-GPOZaurr - Report GPOPermissions

The following report contains a full overview of all permissions around Group Policies. It
detects 4 different problems (lack of authenticated users, wrong permissions for Domain
Admins and Enterprise Admins, Unknown permissions, and lack of proper permission for
SYSTEM account). It also contains all permissions, so it's easy to review all permissions from a
single place. For each problem, automation is developed, so it's fairly easy to fix any issues as
long as you agree with what's proposed.

1. Invoke-GPOZaurr -Type GPOPermissions

“The great advantage about telling the truth is that nobody ever believes it.”

— Dorothy L. Sayers
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This report is interactive, meaning clicking on a GPO in one table limits permissions shown in
another table. GPOPermissions type is kind of ultimate way for you to deal with permissions.
I've made one report that covers what 3 different reports were covering before.

1. Invoke-GPOZaurr -Type
GPOPermissionsRead, GPOPermissionsAdministrative, GPOPermissionsUnknown

So while you can use the cmdlet above with each type separately — it's easier to use one.
Invoke-GPOZaurr - advanced usage

Invoke-GPOZaurr is basically a wrapper of around 20 or so different GPO cmdlets that I have
developed over a period of six months. I was worried that with so many cmdlets being available
in my module and my laziness in the documentation, I thought Invoke-GPOZaurr's three-step
approach (Describe Problem, Provide Data, Offer Solution) was an experiment that I believe
will help me manage my GPOs efficiently for years to come. Not everything is completed, but
at the current state, it's good enough for release. It allows you to understand where you stand
without spending days, weeks, or months of analysis depending on how big your Active
Directory is. Of course, this one little command has few more options that allow for different
customization options.

1. Invoke-GPOZaurr [[-Type] <string[]>] [[-ExcludeGroupPolicies] <scriptblock>]
[-FilePath <string>] [-PassThru] [-HideHTML] [-HideSteps] [-ShowError]
[-ShowWarning] [-Forest <string>] [-ExcludeDomains <string[]>] [-IncludeDomains
<string[]>] [<CommonParameters>]

Using a Type parameter, you can ask for one or multiple types. Providing FilePath parameter,
you can tell GPOZaurr where to save created HTML file. PassThru, on the other hand, is
useful to have HTML generated and get the output of the reports back to you for future
analysis.

Ui S
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2 PowerShell X B Windows PowerShell

PS C:\Users\przemyslaw.klys> Invoke-GPOZaurr \Desktop\Test.html GPOAnalysis, GPOFiles

[i] Version

[i] Supported types Chosen by user:

[i] Domain Information Forest:

[i] Domain Information Included Domains:

[i] Domain Information Excluded Domains:

[i] SYSVOL (MetLogon) Files List

WARNING: Get-GPOZaurrFiles - Access to the path
'"\\ad.evotec.xyz\SYSvOL\ad.evotec.xyz\Policies\{8A7BC515-D7FD-UD1F-90B8-EU7C15F89295}' is denied.
(UnauthorizedAccessException)

WARNING: Get-GPOZaurrFiles - Access to the path '\\ad.evotec.xyz\SYSVOL\ad.evotec.xyz\scripts\YouCantAccess' is denied.
(UnauthorizedAccessException)

[i] SYSVOL (MNetLogon) Files List

[i] Group Policy Content

[i] Group Policy Content

[i] Generating HTML report

[i] Generating HTML report

Name
Version Current/Latest: ©.0.110 at 01/22/2021 12:41:11
Settings {ShowError, HideSteps, ShowWarning}

GPOFiles {Name, ActionRequired, Data, Exclusions..
GPOAnalysis {Name, ActionRequired, Data, Exclusions..

1
-3
1
o¥

PS C:\Users\przemyslaw.klys>

It's also possible to hide steps to fix a given problem. This can be useful if you're doing an
overview for your Client/Management and don't want to show how to fix it.

1. Invoke-GPOZaurr -FilePath $Env:UserProfile\Desktop\Test.html -Type GPOBroken
-HideSteps

UEE SEvwy
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Group Po ored in two places - Activ

Group Po ore ctory (metadata) and SYSVOL (content).Since those are managed in different ways, replicated in different Broken / Orphaned Group Policies
ways it's possible because of different issues

get out of sync

For example

Descrption CrestionTime Modifcation ime Emor

Using HideHTML parameter prevents auto-opening of HTML. It's useful for automation
purposes.

1. Invoke-GPOZaurr -FilePath $Env:UserProfile\Desktop\Test.html -Type GPOBroken
-HideSteps -HideHTML

Invoke-GPOZaurr - Type GPOAnalysis

GPO Analysis report is one of the coolest ones I've made. It's able to provide a lot of smaller
reports that show the content of group policies. Each report is a separate tab. Using GPO GUI,
you would normally show you similar output, but this one does it globally. If you've ever tried
to find all GPOs that map drives, find ones that have script execution — it's the way to go.

1. Invoke-GPOZaurr -Type GPOAnalysis

2] PowerShell x B Windows PowerShell

PS C:\Users\przemyslaw.klys> Invoke-GPOZaurr GPOAnalysis
[i] Version

[i] Supported types Chosen by user:

[i] Domain Information Forest:

[i] Domain Information Included Domains:
[i] Domain Information Excluded Domains:

[i] Group Policy Content
[i] Group Policy Content
[i] Generating HTML report
[i] Generating HTML report
PS C:\Users\przemyslaw.klys> |
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Report generated on 01/24/2021 16:50:10

GPOZau - Cument/Latest: 0.0.110 a1 01

2021124111

Audit Biometrics Bitiocker EventLog EventLopSenvice InfemetCommunicationhanagement Laps Lithnet LocalUsers LocaiGroups MicrosofiOutiook2016 Nethteeting Policies Printers PrintersPoiicies
ertificates A RemoteD: Seripts SecurityOptions SoMuareinstaltion
SystemServees SystemServicesNT TaskScheduier UserRightsassignment ‘Windows DefenderExpioAGuare WindowsHeloF orBusiness
Copy | ((Excet | [(csv | ((POF ) [ Show 15 rows Search
Displayhiame DomainMame sup GpType ClearTextPassword L dhge
S1B2FR00TED
%‘"“ DOMin ) evotee.yz TID2-045F- Compater Disabled s 3 I} 1 7 Enabled 2 35 5 7
= D0CO4FBIB4FD
3B2FLTED
[+ ] 3:3" Domain 1 evotecpl 1102945 Computer Disabled ] Mot set 180 0 10 Enabied 10 Not St s 7
00C0:FBIB4F0
[ DisplayName DomainName | [oUID | [GpoType | [CrearTear | [LockowBadCount | [Lock: tion | | ( [ ength | [PasswordComplexity | [PasswordHistorySize | [ResetlockowtCount | [MaxClockSkew | [MaxR
Showing 1 10 2of 2entries Fist  Previous et  Last
Report generated on D1/24/2021 16:50:10 GPOZurr - CurrentLatest: 0.0.110 o1 01/22/2021 124111
AccountPolicies Audit Biometrics Sitlocker EveniLog EventLogSenice Inteme!Communicationhtanagement Laps Lithnet LocalUsers LocalGroups MiorosofiOutiook20 16 Nelldeeting Policies Printers PiintersPolicies
PublicKeyP ates y y y y Seripts Securityoptions Softuarelnstailation
SystemServices SystemServicesHT TaskScheduler UserRightsAssignment WindowsDefenderExploitGuard WindovisHeloForBusiness WindowsPorerShel IntemetExplorerZanes
((eeer | (csv | (Por | [ snowisroms
Displayhame DomainName ) GpoType CreatedTime: ModifiedTime ReadTime SecurityDescrigtor FiterDataAvailable Name IssuedTo ExpirationDate
© AlLiCenifcales sdevotecayz e o emae Computer 20200606 18:03:36 0200617 06:3228 20210128 16:50:04 SecuriyDescriptor True RootCertificate adcs adcs 2030-06-06T17:46:402
@ ComofALLl ad evotec uyz CEL20D1C-0720-4571-6755 Computer 20200813 092508 2020-08-13 09:52:42 2021-01:24 16:5007 SecurityDescriptor Tre RoutGertificate AddTrust Extemal CARoot  AddTrust Biremal CA Roor  2020-05-30T10:43:3582
Certficates B6AFO2DS4ET
Copy of ALL| CE420D1C-0720-46718755- . y -
[ skl ad evotec xyz et Computer 20200813 092508 20200813 095242 20210128 16:50:07 SecurtyDescriptor True Rootgertifcate ades adcs 2030.06-06T17:46:407
@ CorrofaLl adevotez gz CE0DIC-D720-4671-6755- Computer 20200813 00:25:08 20200813 09:52:42 20210124 16:50:07 SerurtyDescriptor Tue IntermediateQACemficat:  AdgTrust Extemal OARoot  AdoTrust Extemal CARcot  2020-05-30T10-48:382
Certicates B5AFDZDS4ET
@ Comofall adevotecayz CESDDIC 07046710755 Compter 20200613 093508 200613 005242 20210123 16:50:07 SecurityDescriptor True IntermediateCACertficate  AfimTrust Commercial  AfiimTrust Commercial  2030-12:31T1206.062
Certficates SEAFOZDS4ETS
] ﬁ'm::s“ ad evotec uyz Es‘:%gzné;ggn«nms Computer 20200813 092508 2020-08-13 09:52:42 2021-01:24 16:5007 SecurityDescriptor Tre TrustedPeopleCenificste  AddTrust Extemal CARoot  AddTrust Eiremal CA Roor  2020-05-30T10:43:387
Copy of ALLI CE420D1C-0720-46718755- y
[ ko at evotecayz it Computer 2020081309256 20200613 095242 20210124 16:50.07 SeourityDescriptor Tre TrustedPeopleCerticate  AffrmTrust Commercial  AffimiTrust Commercial
@ CorrofaLl adevotez gz CE2DDIC-D720-4671-6755- Computer 20200813 00:25:08 20200813 09:52:42 20210124 16:50:07 SerurtyDescriptor Tue UntnustegCentficate AddTrust Extemal CARoot  AddTrust Exiemal GA Root  2020-05-30T10:48:387
Certficates B5AFDZDS4ET
@ Comofall adevotecayz CESDDIC 072046710755 Compter 20200613 093508 200613 005242 20210123 16:50:07 SecurityDescriptor True UnlrustedCerticate AffrmTrust Commercial  AffimTrust Commercial  2030-231T1£06:062
Cenficates BEAFIZDS4ET
[DisplayName | [o me | [cuD | [GroTyme | [CreatedTime ] [ | [ReadTime | [SecurityDescriplor | [FillerDataAvailable | [Name | [issuedTo | [IssuedBy | [ExpirationDats
Showing 1 to§ of § entres Fist  Frevious New  Les
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Report generated on 01/24/2021 16:50:10

AccountPolicies

Bitlocker

Avdi Biometrics EventLog

LAPS

LocalUsers.

LocalGroups

6POZaun - Cuvent/Latest: 0.0.110 &t 01/22/2021 1241111+

MicrosofiOutiook2016

SystemSenvicesNT

com ) (e ) (o) (o6 ) ((Spowriime |

DisplayName ~ DomanName

GUID GpoType PolicyName PolicyState.

TaskScheduler

PolicyCategory

PolicyExplain

PolicyText

DCIEvent Log
Settings

DC| Event Log
Settings

DC| EventLog
Settings.

ALL | Allow use of

ALL| Allow use of
brometrics

ALL | Allow use of
biometrics

ALL | Allow use of
Liometrics

ad.evotec.az

a evotec.xyz

a ewotec xyz

o evotec.yz

o evotecayz

od evotec.z

a evotec.xyz

Control the
Pt computer locationof thelog Enabed
14ASEOTFOB4D fle

4EIFSCTO-
Back uplog
008-4486- atomaticas

Computer

1448E07F0548 when

4EIFOCTO-
DOB-LASE Specify the

maximum log fie  Enabled
size (KB)

Compuet
1ABEO7FOBAE

Allow domain

=13 10 [0g on
[— using biometrics

10FOET6E
DIBS-4FAL-
o1A4
CIFT830827A4

Use 2 hardware.
Compater ooty device

Enabled

Useblomerrics  Enabled

10FOET6E
DIBS-4FAL-
o1kt Computer

Use

Windows
e fo pugness €0

“This policy setting controls the location of the log

file. The location of the file must be writabie by the
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The idea for every report is that each setting is stored per each line. This sometimes means that
if the setting has a potential of 50 options, the report will generate 50 columns. I've not found an
easy way to make it readable without custom creating and every report. While I do that for
some of the reports, some are totally autogenerated. If you feel something is not covered or
require a better report, open up an issue, and we can see what can be done.

Invoke-GPOZaurr - Automating GPOZaurr to Email

Since I want to keep my group policies healthy at all times, I've developed small automation.
This automation deals with one report and sends an email to a ticketing system if there is a
problem or sends an update to the AD team that everything is great. This automation uses

(which is also used to generate HTML anyway). I've developed the module
where the description on each report is available to use outside of GPOZaurr (that's where the
PassThru parameter is useful).

Import-Module GPOZaurr -Force

$PasswordSecureString = 'passwordSecureString'

$Types = @(

@f

Name = 'GPOOwners'

Path = "§PSScriptRoot\Reports\GPOOwners_$(Get-Date -f yyyy-MM-dd HHmmss).html"
Subject = 'TAD Compliance] Group Policy Owners Issue'

Ticket = '[Ticket#2001000](https://linkToChangeRequest)'

Attach = $true

}

@4
Name = 'GPODuplicates'

Path = "$§PSScriptRoot\Reports\GPODuplicates $(Get-Date -f yyyy-MM-dd HHmmss).html"
Subject = '[AD Compliance] Group Policy Duplicate (Conflicting) Objects Detected'

Ticket = '[Ticket#2001000](https://link ToChangeRequest)'

Attach = $true

}
@1

Name = 'NetLogonOwners'

Path = "$PSScriptRoot\Reports\NetLogonPermissions_$(Get-Date -f yyyy-MM-dd HHmmss).html"
Subject = 'TAD Compliance] NetLogon Owners Issue'

Ticket = '[Ticket#2001000](https://linkToChangeRequest)'

Attach = $true

}

@4
Name = 'GPOConsistency'

Path = "§PSScriptRoot\Reports\GPOConsistency $(Get-Date -f yyyy-MM-dd HHmmss).html"
Subject = '[AD Compliance] Group Policy Consistency'
Ticket = '[Ticket#2001000](https://linkToChangeRequest)'
Attach = $true

} R S
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https://github.com/EvotecIT/PSWriteHTML

# Too big

@4

Name = 'GPOPermissions'

Path = "$PSScriptRoot\Reports\GPOPermissions_$(Get-Date -f yyyy-MM-dd_HHmmss).html"
Subject = '[AD Compliance] Group Policy Permissions Analysis'

Ticket = '[Ticket#2001000](https://link ToChangeRequest)'

Attach = $false

}

@4
Name ="'GPOList'

Path = "$PSScriptRoot\Reports\GPOList $(Get-Date -f yyyy-MM-dd  HHmmss).htm]"
Subject = 'TAD Compliance] Group Policy Empty & Unlinked & Disabled Cleanup'
Ticket = '[Ticket#2001000](https://linkToChangeRequest)'

Attach = $false

}

@f
Name = 'GPOBroken';

Path = "$PSScriptRoot\Reports\GPOOrphans $(Get-Date -f yyyy-MM-dd_HHmmss).html";
Subject = '[AD Compliance] Group Policy Orphaned/Broken Cleanup'

Ticket = "[Ticket#2001000](https://linkToChangeRequest)'

Attach = $true

}

@4
Name ="'GPOBrokenLink'

Path = "$PSScriptRoot\Reports\GPOBrokenLink $(Get-Date -f yyyy-MM-dd_HHmmss).html"
Subject = TAD Compliance] Group Policy Broken Links'

Ticket = '[Ticket#2001000](https://linkToChangeRequest)'

Attach = $true

}
)

foreach ($Type in $Types) {

$EmailHeaderBadReport = EmailHeader {

EmailFrom -Address 'EmailFrom@evotec.pl'

EmailTo -Addresses "przemyslawklys@evotec.pl", 'otherguy@evotec.pl'
EmailServer -Server 'smtpServer' -SSL -Port 25 -UserName 'login' -Password $PasswordSecureString
-PasswordAsSecure

EmailOptions -Priority High -DeliveryNotifications Never

EmailSubject -Subject $Type.Subject

if ($Type.Attach -eq $true) {

EmailAttachment -FilePath $Type.Path

}

}
$EmailHeaderGoodReport = EmailHeader {

EmailFrom -Address 'EmailFrom@evotec.pl'

EmailTo -Addresses "przemyslawklys@test.pl", 'otherguy@evotec.pl'
EmailServer -Server 'smtpServer' -SSL -Port 25 -UserName 'login' -Password $PasswordSecureString
-PasswordAsSecure

EmailOptions -Priority Low -DeliveryNotifications Never

EmailSubject -Subject $Type.Subject 1 Feyrmo e
ifr?ﬂi}yl;le.f:tachl{;cfgtrue})]p{e o UELW 5@@7 &/] lﬂ
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EmailAttachment -FilePath $Type.Path

}

j
$ReportOutput = Invoke-GPOZaurr -FilePath $Type.Path -Type $Type.Name -PassThru -HideHTML -Verbose

foreach ($Report in $ReportOutput.Keys | Where-Object { § -notin 'Version', 'Settings' }) {

if (SReportOutput[$Report]['ActionRequired'] -eq $true) {

Email {

$EmailHeaderBadReport

EmailBody {

EmailText -Text 'Hello Team,' -LineBreak

EmailText -Text "I've found disprepency in our domain that needs to be fixed and I need your help. "
-LineBreak

$ReportOutput[$Report]['Summary']

EmailText -LineBreak

EmailText -TextBlock {

"This automation was approved by CAB in $($Type.Ticket). "
"The goal is to keep Group Policies Healthy at all times! "

"In case of issues please contact Przemyslaw Klys "

} -LineBreak

EmailText -Text "With regards,'

EmailText -Text 'Automated Monitoring'

} -FontSize 10pt

}

} else {

Email {

$EmailHeaderGoodReport

EmailBody {

EmailText -Text 'Hello Team,' -LineBreak

EmailText -Text "I've run the report and everything is looking great. Nothing to do here, but just wanted to say -
great job! " -LineBreak

$ReportOutput[$Report]['Summary']

EmailText -LineBreak

EmailText -TextBlock {

"This automation was approved by CAB in $($Type.Ticket). "
"The goal is to keep Group Policies Healthy at all times! "

"In case of issues please contact Przemyslaw Klys "

} -LineBreak

EmailText -Text 'With regards,'

EmailText -Text 'Automated Monitoring'

}+ -FontSize 10pt

b
}
b
}

lEE SR
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Keep in mind that some of those reports can get really large. For example, the permissions
report for 4000 GPOs is about 30MB in size. On the other hand, some other reports are much
smaller. This is why there's an option to choose whether to attach a report or not.

Summary

GPOZaurr is a huge module. It contains a lot of reports, and just a handful of those are shown
here. It's almost 20000 lines of code. It can deal with all sorts of GPO/SYSVOL/NETLOGON
problems you may have. Feel free to explore. On GitHub, the full source code is available (and
somewhat readable — one function per file) and about 40 different examples. Not everything
may be easy to understand, but I plan to release more blog posts on different ways to deal with
1ssues. What's important to know is that this module will work just fine with just user
credentials. Of course, if you've removed authenticated users from a GPO, some reports will
skip it, others will mark it as unavailable, but it does work. Of course, fixing issues will require
Domain Admin, but that you can do manually — not even running GPOZaurr as Domain Admin.

The code is published on
Issues should be reported on

Code is published as a module on

10,387

ad= of 1.0.0
ownloads of 1.0.0

View full stats

9/17/2023

Last Pubhzshed

The module is signed with a certificate, like any new modules that I create or update.
1. Install-Module GPOZaurr -Force

GO Ahead! Have fun! Make sure to report any issues, or if you feel like something would
require covering more ground, let me know. My goal is to have

deal with Group Policies. TEEW %@w]&ﬁlﬂ
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https://github.com/EvotecIT/GPOZaurr
https://github.com/EvotecIT/GPOZaurr/issues
https://www.powershellgallery.com/packages/GpoZaurr/
https://www.powershellgallery.com/packages/GpoZaurr/1.0.0

Przemyslaw Klys / About Author

System Architect with over 14 years of experience in the IT field. Skilled, among others, in
Active Directory, Microsoft Exchange and Office 365. Profoundly interested in PowerShell.
Software geek.

Whoever of you loves life

and desires to see many good days,
keep your tongue from evil

and your lips from telling lies.
Turn from evil and do good;

seek peace and pursue it.
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https://evotec.xyz/tag/active-directory/
https://evotec.xyz/tag/gpo/
https://evotec.xyz/tag/group-policy/
https://evotec.xyz/tag/powershell/
https://evotec.xyz/author/przemyslaw-klys/

James is a consultant from the UK, specializing mainly in end-user computing, Active Directory
and client-side monitoring. When not consulting for , he can often be found
blogging, writing technical articles and speaking at conferences and user groups.

Installing GPOZaurr

You need RSAT installed to support GPOZaurr; after that, you can simply add the module from
PowerShell.

Install-Module -Name GPOZaurr -Force

EN Administrator: Windows PowerShell

PS C:\Users\Administrator> install-module GPOZaurr
PS C:\Users\Administrator>

Install GPOZaurr

If you're unable to contact the PowerShell gallery, then you can download the modules on a
separate workstation and copy them to the target before installing the module.

Full details are provided on and in as well.

The module has many reports that you can use, which are laid out in the second link above.
However, in most cases, you can simply generate a full report by running Invoke-GPOZaurr.

E¥ Administrator: Windows PowerShell - ] X

PS C:\Users\Administrator>» install-module GPOZaurr

PS C:\Users\Administrator> Invoke-GPOZaurr

[i] Version

[i) Domain Information Forest:

[i] Domain Information Included Domains:
[i] Domain Information Excluded Domains:

[il Broken Group Policies

[i] Broken Group Policies

[1] Group Policy Broken Links
Group Policy Broken Links
Group Policy Owners

Generting a full report with Invoke GPOZaurr
Generating reports

Once the command has finished executing, an interactive HTML report W111 be generated. This

has many output sections that can be browsed, each of which pr ach

tabbed section 1s shown below. ULLLL\ %WL Y L]
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https://4sysops.com/members/james-rankin/
https://james-rankin.com
https://github.com/EvotecIT/GPOZaurr
https://evotec.xyz/the-only-command-you-will-ever-need-to-understand-and-fix-your-group-policies-gpo/
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GPOZaurr report sections

There is also a "Summary" section that provides a handy overview of the report and its
recommendations.

e el e T R

g [y bt 4L B by e ket e e B e e o1 iy g (A s

GPOZaurr summary report

Another excellent feature of GPOZaurr is the ability to export any of the report sections to CSV
(for manipulation in Excel), PDF, or HTML format. This allows you to pull out certain subsets
of data and then produce more granular information. For instance, I have used it to look at data
from the Group Policy Content section and then filter it by Drive Mappings to obtain a list of
UNC paths that are being mapped via GP before exporting to CSV. This allowed me to identify
any invalid or inaccessible drive mappings being delivered to the users.

=@ SEwn
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GPOZaurr report filtered

Looking through the data available in this HTML file gives you fantastic insight into the setup
and configuration of your Group Policies. There are some annoyances (such as spelling and
grammatical mistakes) that can be chalked up to the author not having English as a first
language, but you can easily tidy these up by editing the HTML directly. Of particular interest
to me is the Group Policy Content section, which provides a wealth of data that can be perused
or exported.

et pemecaind on 089OZ021 221

GPOZaurr content view

One cautionary mention is that GPOZaurr also provides links to remediation for things such as
invalid GPOs or broken links. I would not recommend using this functionality—use the data
that has been identified to feed into formal change controls for the removal of GPOs rather than
using the tool to do them directly. As such, you should be careful who you provide the raw
HTML data to—it is much safer to export the highlights to Excel or PDF for distribution
purposes. If you want to avoid the remediation links and distribute HTML, however, you can

simply run the tool with the -HideSteps parameter specified. . -
Ech oEvun
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Some of the report sections that GPOZaurr outputs are immediately usable, whereas others
require more detailed review. It is up to you how you use the data; you can filter and crunch it in
any way you please. What I have suggested below is simply a list of guidelines. There are many
more things you can achieve!

Finding broken GPOs

Broken or dead links are instantly identified.

Finding broken GPOs links

The tool also pulls out GPOs that are disabled, duplicated, unlinked, empty, that have sections
with disabled content, that users have no permissions to apply, and that have incorrect
permissions. This gives a whole load of data that can be quickly verified and fed into a process
to remove or disable policies that are not applied for a multitude of reasons. This should be
properly validated and change reviewed, as shown in the process below. And it is always
prudent to rerun the GPOZaurr utility before making any changes to make sure no one has
altered the policies in the meantime.

=@ SEwn

Page | 50 Produc{ions




g Review list of broken Raise change request for Remove dead links from
] link GPOs and validate clean-up GPMC
B
“
%
B
L]
-]
] RHLSE. :harlge re‘.]uesl for T e Run 5mpt 1o verify that 7
disabling unlinked o S policies have not Disable GPOs
§ o policies to be disabled . .
? policies changed since analysis
g
g
E
o
g
£
B Raise (r!ange rgquesg for Creste backups of Run su"lpt o verify that .
E removing policies with - . policies have not Disable GPOs
] A policies to be disabled . .
I~ no apply permissions changed since analysis
8
o
2
Fixing broken GPOs

In large enterprise environments, this stage of consolidation usually produces at least a few
hundred policy objects that can potentially be removed. Once the "quick wins" are done, you
can now move on to the slightly more time-consuming phases.

Finding disabled GPOs

First, there will be GPOs identified that have sections (either Computer or User Config) that are
disabled but contain content. GPOZaurr will flag these, but they will need a manual review
process to verify whether disabled content is required or not.

g sl L Re-enable disabled sections
Ja— re-enable
(=
E5
‘§' g Review the disabled
= content
5
§ '1!: \ Raise change request to Remove content from
v Is not required remove disabled section
inding di e SEvuy
Finding disabled GPOs G el Lj
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Finding GPOs with invalid security filters

Next is the specter of invalid security filters. Older GP implementations typically have more of
these. Several years ago, Microsoft changed the way that the user Group Policy is applied via a
security update. Some of the user processing is now done in the device context. This means that
if you are filtering a GPO by user or group (and Authenticated Users is not present), then the
Domain Computers group (or a list of computer accounts) must be present in order for the filter
to successfully apply. GPOs that do not have Authenticated Users or a list of computer accounts
specified on the Security Filter cannot be processed.

GPOZaurr outputs a report of "Group Policy Authenticated Users Permissions," which narrows
the list down to policies that don't have Authenticated Users present, but each one of these must
be checked manually for a group of computers being specified.

Bofors MS16.072
o3 are retrioved by

t Roading all Group Palic

With
in com requires 0 changes out of 109,

That means we need to fix parmissions on: 2.gul of 109 Group Policies

GPOs with invalid security filters

If there are no computer groups or accounts present on the Security Filter, however, this
indicates that the GPO has an invalid security filter and should be either remediated or removed.

filte

a

¥

% s Verify non-application of Reise change request to Create backups of LB R

i policies disable policies policies 1o be disabled P Dot LTI
= = changed since analysis

%

8

]

Fixing GPOs with invalid security filter

You can also apply custom Search Builder conditions to the GPOZaurr data to produce more
targeted inquiries. I used this to filter the summary data down into those policies containing
WML filters. It is useful to view and verify these to ensure that they are still applicable and don't
take a long time to apply (Product Class is a well-known WMI filter that will cause particular
issues).

BTN SRy
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Custom search builder

Finding inapplicable GPOs

For the final part of the medium-term remediation, you can assess whether GPO settings are
inapplicable. Many GPOs, for instance, apply only to particular operating systems or software
versions (such as settings that only apply to Windows XP and Server 2003). These settings, if
present, will still be applied (they are just registry entries), but are essentially ignored.
Therefore, it is useful to identify and remediate these.

This is one area where, surprisingly, GPOZaurr does not offer much. However, Microsoft also
has the Policy Analyzer tool available, which may help with this in enterprise environments.
This tool compares GPOs to look for invalid settings.

Once you have identified any invalid legacy policies (whether by using Policy Analyzer or by
manual review), you can then feed the policies into the usual change review process to get them
removed.

i S=Evun
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https://techcommunity.microsoft.com/t5/microsoft-security-baselines/new-tool-policy-analyzer/ba-p/701049

Various tools that allow you to manage and consolidate your
Group Policy environment.

In today's article, | will make some general remarks and take a look at two useful GPO tools:
Get-GpoReport and Advanced Group Policy Management.

Contents

1. Preparation

2. Get-GpoReport

3. Advanced Group Policy Management

e Author

® Recent Posts

James Rankin

James is a consultant from the UK, specializing mainly in end-user computing, Active Directory
and client-side monitoring. When not consulting for james-rankin.com, he can often be found

blogging, writing technical articles and speaking at conferences and user groups.

Many enterprises rely heavily on Group Policy to provide configuration settings to their users
and devices. Group Policy, despite being relatively unchanged since 2006, encompasses many
configuration items that can be used to push granular settings down to domain-joined devices
and/or users. Enterprises often have very complicated Group Policy implementations, which
only become more complicated when multiple forests/domains and/or mergers and
acquisitions are factored into the equation. In many instances, the complexity of GPO
implementation, combined with the fear of inadvertently impacting the user base, leads to
Group Policy being left in a sprawling, bloated state that becomes increasingly difficult to
manage or unpick.
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https://4sysops.com/archives/consolidating-group-policy-part-1-get-gporeport-and-advanced-group-policy-management/#rtoc-1
https://4sysops.com/archives/consolidating-group-policy-part-1-get-gporeport-and-advanced-group-policy-management/#rtoc-2
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https://4sysops.com/archives/consolidating-group-policy-part-1-get-gporeport-and-advanced-group-policy-management/#abh_about
https://4sysops.com/archives/consolidating-group-policy-part-1-get-gporeport-and-advanced-group-policy-management/#abh_posts
https://4sysops.com/members/james-rankin/
https://james-rankin.com

Microsoft's longer-term goal is to move away from Group Policy toward what they call
"modern management" —using technology such as InTune and Desired State Configuration
rather than the legacy GPO methods to manage their user and device base. For the short term,
however, Group Policy is here to stay, at the very least in a hybrid way. As part of a migration
away from Group Policy, or just to simplify the day-to-day management and overhead, a
consolidation and remediation exercise such as that described in this article is vital.

As well as making management easier and migration more of a realistic possibility, this exercise
can also make the processing of policies more efficient, simply by removing unneeded or
inapplicable configuration items.

Preparation

If you're in an environment with a sizable number of GPOs (or even if you're not), you may well
want to automate as much of this as possible. Trawling through Group Policy Objects manually
is a thankless, time-consuming task, so we will suggest automated ways to find the information
wherever possible.

With regard to what we'd like to get out of the GPO consolidation exercise, we will attack it
from these angles:

® Remove broken GPOs and dead links

® Remove disabled GPOs

e Remove unlinked GPOs

® Remove empty GPOs

e |dentify GPOs with no content

e Identify GPOs with incorrect permissions

e I|dentify GPOs with inapplicable or legacy settings

e Identify GPOs with invalid security filters T@Em C‘%t_—n"l/]w]&”
Gy ad@l =
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Make sure that the user account you are using to do the consolidation exercise has at least
Read permissions to all the GPOs in your forest(s) or domain(s).

For the Group Policy PowerShell cmdlets, you need to have access to a machine with the
Remote Server Administration Tools (RSAT) installed.

Ensure that you have a backup of your GPOs. Even though we are going through a "read-only"
exercise and parsing the data, prudence suggests that you should have a full backup, just in
case. You can perform the backup either manually from GPMC by using the "Back Up" or "Save
Report" context menu functionality, or use the Backup-Gpo cmdlet (which allows all GPOs in a
domain to be backed up at once).

I 2
= A3
By
=] A5
=] A6
=} AT
=] A8
=] A9

=/ AsynchronousGPOF

Edit...

\=[ C_AccessDeniedSett
_EJ C_AppLocker_D GPO Status
(= C_AppsPreload_0 Back Up...

=/ C_AuditingForLogm
(= C_Autolpdates AIIL
5[ C_BlockZoom_0
\=[ C_CaptureProcess5t
=/ C_CitrixUPM_D

(= C_CitrixUPMFullCor
=] C_ClearPublicDesktc

Restore from Backup...
Import Settings...
Save Report...

Mew Window from Here

Copy
(= C_CustomRDSHTim S
=/ C_DisableDefender ==
'=[ C_DisableLogonScri Rename
\=[ C_DisableShutdown Refresh
(= C_EnableApp-V_Xer

Help

=[ C_Enablefsynchron
) sy

Backing up GPOs
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There are a couple of tools that can be used for outputting GPO data. The go-to tool is usually
the Group Policy PowerShell cmdlets, mainly Get-GpoReport. This can output either HTML or
XML reports for all GPOs in a domain. You can combine this with other cmdlets, such as
Get-GPPermission and Get-GPO, to produce more targeted data.

Get-GpoReport

One main issue with Get-GpoReport, however, is that it often fails to output an HTML report
successfully when run on a large number of policy objects. The XML report works fine;
however, this is considerably less readable than the HTML report. Also, even if the HTML report
works, parsing this information into actionable data can be time-consuming and may require

further scripted manipulation.

B Geowp Policy Management - o *
U Fle  Action  View Window Help
L SR ol 7 Rl

i, Geoup Policy Management Chango Cantrol for FIRM LOCAL o
w b Forest FIRMLLOCAL
w I Domains Contents [gman Delegaten  AGPM Server  Producton Dislegation
v i rﬁ;:c:c.u va [;é—_l.;;.u_b;-';u;é;"""""""""""'L_E
Y ‘st Domuen Policy J
-;;AFNIET': Controded  Unconsoled Pending  Tempiates  Becyce Bn
» |28 Dewmain Controllers .
v b TestOU Fwﬁhm
3 B} Thefiem Hame = Tkpie Changed By Thanpe Date
» |5 Geowp Policy Objects Y resr n AP _Ackin [AGPM_AdmndBPRML ... 1024016 20405 P
+ [ WA Filbers History
v 1] Stavter GPO1 Settings ]
8l Change Control Differance »
» I Sees
XY Group Pokcy Modeling Ect
= Greup Policy Results Chesck Out..
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The implementation of AGPMC will provide far more control and failsafes than are currently
available within a typical enterprise environment where they use the standard GPMC, as well
as allowing more granular reporting and assessment. These changes are crucial to improving
the ongoing management of the GP estate.

AGPM simply requires dedicated service accounts and an installation of the console to be
implemented.

It is also recommended that the editing of GPOs be locked to AGPMC to prevent users from
accessing the policies from other instances of the Group Policy console. If you aren't already
using AGPMC, you should start as soon as possible.

GPO Viewer

This software is Freeware. You use this software at your own risk. I do not warrant this
software to be fit for any purpose and I cannot be held accountable for any form of data loss that
occurs as a result of using this program, you use it at your own risk.

The functionality of GPO Viewer has now been incorporated in the GPO Explorer option of
NetTools

@ S=En
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https://nettools.net/?sdm_process_download=1&download_id=2477

F

=/ GPO Viewerv1.9

File Window
- win2016dc1
Machine Policies £ Users Palicies
----- A} Operation Completed Momally : HOMELAB Y HomeBozs

[A) GPO Started: 2241 2/2023 08:2%:27 { HOME LAB YA dministrator
LAY GPO Ended: 2241242023 08:29: 28

) GPO Server YWwWin20160C1 . Homelab
A) Link Speed Ok

j Local Group Policy

j Default Domain Controllers Policy

j Windows Update

j Dizable Anorymous SI0 Enumeration
j Dizable Guest Account

j Enable ‘WinFik4

j Storing LAM Manager Hash

j FowerShell Execution Policy

j Security Audits

j Femaote Event Viewer and RPC Firewal
j Default Domain Policy

‘_13J Groups

Overview

GPO Viewer is a tool I wrote back in 2002 to display which GPOs have been applied to a
workstation by reading the results from the GPO engine that are stored in the registry of the
machine. It can be used to read the GPO status of both local and remote workstations, the
details of each workstation are displayed in a separate window to allow results from different
machines to be compared.

=@ SEwn
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F

=/ GPO Viewerv1.9
File ‘Window

[ win2016dc1

Machine Policies =-&5] Users Policies

A} Operation Completed Momally : HOMELAB Y HomeBozs
[A) GPO Started: 2241 2/2023 08:2%:27 { HOME LAB YA dministrator
LAY GPO Ended: 2241242023 08:29: 28

) GPO Server YWwWin20160C1 . Homelab
A) Link Speed Ok

j Local Group Policy

j Default Domain Controllers Policy

j Windows Update

j Dizable Anorymous SI0 Enumeration
j Dizable Guest Account

j Enable ‘WinFik4

j Storing LAM Manager Hash

j FowerShell Execution Policy

j Security Audits

j Femaote Event Viewer and RPC Firewal
j Default Domain Policy

‘_13J Groups

I’ve dusted it off, updated the graphics, added some additional error checking, and updated
some of the terminology to reflect the changes since I wrote it. GPO Viewer provides a
graphical user interface to display the policies that have been applied to both the machine and
users that have logged onto the workstation. It provides the ability to drill down on each policy
and show the details of the GPO engine and in the case where a policy wasn't applied, the
reasons why. It also has the ability to save the GPO status details to a file so the details can be
reviewed later.

To retrieve the GPO details from a remote machine, the user context running the program must
have administrator rights on the remote workstation and the remote registry service must be
running.

The screenshoot below shows the results of the a scan against a domin controller.

=@ SEwn
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LZ GPO Viewerv1.9 — O ®
File Window

[=REAR 4 achine P 3 E@ |Jzers Policies
LA} Operation Completed Marmally - &, W2K 1 2hadminiztiator

LAY GPO Started: 441042020 16:16:38 - %, 5-1-5-21-2045993374-976204274-373051 70238-500
i) GPO Ended: 441042020 16:16:38
- IAY GPO Server WawZk]9 w2k 2 local
LAY Link Speed Ok,
Local Group Policy
Default Dormain Controllers Palicy
FOC Only
MWan-PDC Palicy

Securty Policy
Drefault Diomain Policy

The Open option on File menu is used to select the workstation that use which to scan. In the
Select Computer dialog enter the name of the workstation you wish the scan or leave the field
blank to scan the local machine.

= GPO Viewerv1.9

File  Window

Open Ctrl+C
Refresh F5

Close

Export
Load GV

Legging >

Exit

iz Sy
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Select Computer >

Station Mame:; ||

LCancel | Show

The workstation result window is split into to two sections, the left handside for the machine

based policies and right handside for the user policies. Both section provide similar details on
the policies that have been applied, while the left handside only display one set of policies that
have been applied to the machine, the User section displays all the users that have logged onto

the machines and the policies that were applied to that user the last time the policy engine ran.

ﬁ." GPO Viewer v1.9 - [Local Maching]
[ File Window

=3 @ Machine Policies

LA} Operation Completed Mormally

(A} GPO Stated: 4/10/2020 16:16:38

-(A) GPO Ended: 4/10/2020 16:16:38

LAY GPO Server; Waw2k]19 w2k 2 local

LA} Link Speed Ok

j Local Group Policy

j Default Domain Controllers Palicy

- j FDC Only

j MWon-PDC Palicy

j Securty Policy

j Default Domain Paolicy

5;_‘; GEroups

----- ‘._'}?_J BUILTIMNAdministrators

----- ‘_"r? Everyone

----- ‘_'r? BUILTIM U zers

----- ‘_‘r? BUILTIMPre-w/indows 2000 Compatible Access
----- ‘_'r? BUILTIMN'Windmmz Authorization Access Group
----- ‘_fr? MT AUTHORITYSMETWORE,

----- ‘_"r? HT AUTHORITY Authenticated U sers

----- ‘_‘r? MT AITHORITYAThis Organization

----- ‘_‘ra WK 22K 194

----- ‘_‘r? WK1 25Domain Controllers

----- ‘_‘ra HT AUTHORITYSEMTERFRISE DOMAIN CONTROLLERS
----- ‘_‘r? Authentication authonty aszerted identity

----- ‘_'r?_ W2k 125Denied RODC Pazsword Replication Group
----- 42, Mandatory Label\System Mandatary Level

ml_|l_|l_|l_|l_|l_|
(a2 g g o g B g )

@

I _,.. Lacal Group Palicy

I _... Drefault Domain Policy

=N 5? Groups

---‘_‘r? WK1 2WDomain Users

‘_'r? Everyone

‘_‘r? BUILTIM Administrators

‘_'r? BUILTIM U zers

‘_fr?_ BUILTINAFre-#/indowes 2000 Compatible ccess
32J MT AUTHORITYSREMOTE INTERACTIVE LOGON
‘_‘:3 MT AUTHORITYSMNTERACTIVE

‘_'r? MT AUTHORITYAuthenticated Users

‘_‘r? MT AJTHORITY,Thiz Organization

‘_‘:3 LOCAL

‘_‘r? WK1 24Domain Adming

‘_'r?_ WK1 2\Group Policy Creatar Dwners

-8, W2K12\Schema Admins

‘_'r? WK1 2\Enterprise Admins

‘_‘r? Authentication authority asserted identity

‘_'r? W 2K 12\ ocalG roup

‘_fr?_ W 2K 125G rouplocal

‘_'r? WK1 2WDenied RODC Password Replication Group
---‘_‘r? Mandatory Label\High Mandatory Lewvel

£ - J 5-1-5- 21 -2045993374-976204274-373051 7028-500

— O x

- 8 X

W2K1 2\admln|stratnr

Operation Completed Mormally
GPO Started: 4/10/2020 16:01:37
GPO Ended: 410/2020 16:01:37

We will now breakdown each section and provides a little more information of the details that

are displayed in each section, the details are the same for the computer and user policies, where

there are differences these are called out below.
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GPO Processing Status

----- (A} Operation Completed Marmally

----- () GPO Started: 4/10/2020 16:16:33

----- (i) GPO Ended: 4/10/2020 16:16:33

----- A GPO Server \ww2k13.w2k12 local

4D Link Speed Ok The first three entries provide the details on the status of the policy
engine, Operation Completed Normally is displayed if the engine completed without any errors,
however, if an error occurred the error details will be displayed. Next is the start and finish
times for the last time the Policy Engine ran. The Link Speed option is only displayed in the
machine section, and will display a warning if the link speed test has been identified that the
machine is connected to the domain controller over a slow link as defined by the policy
configuration settings.

Policies Results

j Local Group Palicy

j Default Domain Controllers Policy
j FOC Only

j Mon-FOC Palicy

j Security Palicy

j Default Domain Policy

The policies that are applied are displayed next, they are listed in the order in which they are
applied. For policies that have been applied a green icon is shown next to the name of the
policy, if a policy is not applied a red icon is displayed. You can expand the item to display the
details of the policy and the reasons why the policy was not applied.

GPO Details

=i PDC Orily

----- (24 Policy Assigned

----- [ GPO Section Enabled

----- E‘r GPO GUID: {DC990666-COF9-4EDF-B3FD-507EE9EB49BE}

----- [ Options: (0)

----- [34% SOM: LDAP://0U=Domain Controllers,DC=w2k12,DC=local

..... a4 Version: 262148 (4/4)

----- [24 Section Revision: 4

----- [24 ‘WM Filter Passed: True

..... 3% WMl Fiter: MSFT_SomFiter ID="(24833026-7F B -42FE-AB12-437D52589841". When a policy is expanded it

shows the details from the GPO engine. By default the icon colour for these items is blue,
however, if an entry indicates that something failed, the icon will be red. The Policy Assigned
or Policy Not Assigned shows if the computer or user has been assigned the Appy Policy right.
GPO Section shows if the GPO section has been enabled, this is controlled by the GPO Status,
1.e. User configuration settings disabled or Computer configuration settings disabled option in
GPMC. If a section is enabled but the section doesn't contain a &@@mh@@@ﬂw@@ﬂ ion
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is Empty entry will also be displayed. GPO GUID is the name of the group policy object in AD.
Options displays if the policy has enforce option enabled or not, if the policy is set to enforce a
padlock is shown next to the status icon. The SOM displays the OU to which the policy is
linked in AD. The Version and Section Revision entries display the version details for the
policy, which is either the computer or user section version number. WMI Filter Passed show
the results of the WMI filter test, if there is no WMI filter applied to the policy the result will be
true. The WMI Filter entry display the GUID of the WMI filter that is assigned to the policy.

Group Membership

ﬁ Groups

----- ﬁj BUILTIN'&dministrators

----- 42, Everyane

----- ﬁj BUILTINAU sers

----- ﬁj BUILTINPre-#/indows 2000 Compatible Access
----- ﬁj BUILTINYWindows Autharization Access Group
----- ﬁl MT AUTHORITYSNETwWORK

----- ﬁj NT AUTHORITYauthenticated Users

----- ﬁj NT AUTHORITYThiz Organization

----- S WK1 20w 2K 9%

----- ﬁj W 2K124Domain Controllers

----- ﬁl MT AUTHORITYSENTERPRISE DOMAIN COMTROLLERS
----- ﬁj Authentication authority asserted identity

----- ﬁj W2k 124Denied RODC Pazsword Replication Group

----- ﬁj t andatary Label\System kandatary Level

This is the list of groups that the machines, or the
user is a member of. This information is based on the machine's or user's access token and not
the group membership in AD, as they can be different depending on when the machine was last
rebooted, this can effect which policies are applied.

Examples

In this example the section is enabled, however the section is empty, so the GPO is reported as
not being applied This common for the local policy.

Uzl SEvwny
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Elj Local Group Palicy

----- E{’ Policy Azzigned

----- E{’ GFO Section Enabled
----- E{’ GPO Section iz Emphy
----- E{’ GPO GUID: Local Group Policy
----- E{’ Options: (0]

----- E{’ S0OM: Local

----- E{’ Werzion: 0 [0/7)

----- E{’ Section Revizgion: 0

----- E{’ Wl Filker Paszed: Tue
----- E{’ W'l Filker:

In the next example the machine or user have not been assigned the Apply Policy permission
and 1s reported as Policy Not Assigned, as a side effect the WMI filter is also marked as failed.

Ej Security Palicy

----- @ Palicy Mot Azzsigned

----- &Y GPO Section Enabled

----- @.‘f GPO GUID: {EAFSB029-95B 0-4B0A-BOBF-DABFAATIB7AZY
Options: (0]

SOM: LDAP://0U=Domain Controllers, D C=wz2k1 2,0 C=local
----- @.‘f Wersion: 4294901761 [B55351)

----- @ Section Revizion: 1

----- @ Wi Filter Pazzed: Falze

""" A bl Filker:

In this last example the WMI filter test has failed so the policy failed to be applied. The SOM
reference for the WMI filter is displayed, you will need to use NetTools, GPO Explorer, WMI
Filters, to determine the name and details of the filter.

=l g NorPDC Policy

----- ¥ Palicy Assigned

----- 3% GPO Section Enabled

..... E{‘ GPO GUID: {B2304954-4060-417E-5323-60639E 2ADE A}

----- Ay Options: [0]

----- fw SOM: LDAP: //0U=Domain Controllers, D C=w2k1 2,0 C=local

----- 2 Version: 65537 [1/1]

----- 3% Section Revision: 1

----- 2% WM Filter Passed: False

..... E{‘ Wil Filter: MSFT_SomFilter.|D="{0 1EBABIC-4215-4154-9EDE-339349B0F 3E 4} . Domain="wzk1 2. local"

Export

The File menu has options to export and load the GPO engine results for both the computer and
user details to a file, these files have a GV X file extension, these can then be reviewed later or
when the machines is not available. As this uses registry fragments to save the details, you still
need administrator or SE_ RESTORE _NAME and SE BACKUP_NAME user rights to load and
view these files.

UEEh SEvwy
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https://nettools.net/?sdm_process_download=1&download_id=2477

This software is Freeware. You use this software at your own risk. I do not warrant this
software to be fit for any purpose and I cannot be held accountable for any form of data loss that
occurs as a result of using this program, you use it at your own risk.

The Swiss army knife of AD troubleshooting

Features

What's New (223
Getting Started
Access Control CZ23
AD Replication
AD Sites
Authentication
Groups

Group Policies
Information
LDAP

Schema

Name Resolution

Network

=@ SEwn
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https://nettools.net/
https://nettools.net/download/

Trusts

Users 223
Misc

NetTools contains over 90 different tests and functions, that are grouped into 14 sessions. The
high-level details of the individual tests and features is provided below. See

for details on common operations used within NetTools. Details on how to run NetTools can be
found

Access Control

AD Effective Permissions 23

A feature in the AD Permissions Browser and Permissions dialog to show what permissions a
selected user will receive on the selected objects, this covers the DACL, SACL on all partitions,
also the default schema and mailbox permissions. Includes the option to model the impact of
permissions changes when developing a delegation model. See

AD Permissions Browser

The ACL Browser provides a fast and simple method to browse the directory structure and
display the associated permissions assigned and inherited by the selected object. SACL
permissions are displayed when the SACL option is selected, and default schema permissions
are displayed when browsing the schema partition and selecting the class object. See

UEEh SEvwy
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https://nettools.net/basics/
https://nettools.net/471-2/
https://nettools.net/effective-permissions/
https://nettools.net/acl-browser/
https://nettools.net/acl-browser/

- Accesz Control
- AD Permigsions Browser
ermizsions Reparter

- DirSync

- Domain Changes

- DS& GUIDs

- Object Metadat

- Object Replicatio

- Replication Curgor
- Replication Latenc
- Replication Jusues
- &0 Sites

- AD Sites

- 40 Subrets

- DC Coverage

- DCx in site

- Site I5TG

- Sites Browser

- Sites DC List

- Owerlapping Subtet:
- Authentication

- kerberos Tickets

- Lagon |
- Password Checker [ the directory structure
-~ RID Paol and display the
-+ Flunas associated permissions
- 5CP Search . permis
- 51D History assigned and inherited by
31D Histary (Bulk] the selected object.
- g;ﬁj’m SACL permissions are
- Token Size displayed when the
- User Rights SACL option is selected,
- Groups and default schema

- Circular References
- Group Compare

- Group Manager

- Group Members

- Local Groups

- MetQuenDisplaylnfc

- Group Policies
L RPN Funlarer

Server: |win2(l el

j [ Clear Local Cache

Conkest: |Default WC

v Display OUs and Containers [~ Show ACLMVACE flags [ Display 51D

OU=BEitLocker

(1 CM=Buitin

3 CM=Computers

(& CM=Deleted Objects
(& 0U=Domain Contrall
CM=FareignS ecurityf
[Z2 DU=HomelLablaptog
(& 0U=HomelLabPC
OU=HomelabServer
£ 0U=Homelabivtd

CM=lsers

The ACL Browser
provides a fast and
simple method to browse

permissions are
displayed when browsing
the schema partition and
selecting the class object.

N —

AD Permissions Editor EZ23

The AD permissions dialog, provides the ability to edit the permissions of objects in the Active

Directory. See

AD Permissions Reporter

A powerful feature to generate reports on who has access and rights in the AD, includes over 30

predefined reports. See

Assigned Trustees

EEE DC=Homelab DC=Tech Object Security l

Owner: HOMELABAD omain Adming
Group: HOMELAESD omain Adming

jJ Befresh | Trustee |

[ Include SACL [rights requirsd)

| Type | Trustee | Permiszion Inherited | AppliesTo
333 Deny  Ewveryone SOOT Thig Object only
_‘;3‘ Allow  BUILTIN'Account Dperatars Create/delete inetorgperso... This Object only
33, Allow  BUILTINAzcount Operators  Createddelete computer abj.. Thiz Object only
333 Allow  BUILTINVAzcount Dperatore Create/delete group objects Thig Object only
_‘;3‘ Allow  BUILTINAPrint Operators Create/delete printgueue o... This Object only
33, Allow  BUILTINVAzcount Dperatars Create/delste user objects Thiz Object only
333 Allow  HOMELABSDomain Admine Full control Thig Object only
:33, Allow  WT AUTHORITYSEMTER... LCLORPRC Thiz Object only
33, Allow  WT AUTHORITYAuthenti..  LCLORPRC Thiz Object only
333 Allow  NTADTHORITYSSYSTERM  Full contral Thig Object only
_‘;3‘ Allow  BUILTINWPreAwindows 20, Fead account restrictions True Descendant inetorgperzon objects
33, Allow BUILTINAPre-windows 20 Read account restrictions True Descendant user objects
333 Allow  BUILTIMWPrewindows 20, Read logon information True [Degcendant inetorgperzon objects
_‘;3‘ Allow  BUILTINWPreAwindows 20, Fead logon information True Descendant user objects
33, Allow  BUILTIMNWPrerwindows 20, Fead group membership True Descendant inetorgperson objects
333 Allow  BUILTIMWPrewindows 20, Read group membership True Degcendant user objects
_‘;3‘ Allow  BUILTINWPretwWindows 20, Fead general information True Descendant inetorgperzon objects
33, Allow  BUILTINWPreswindows 20, Fead general information True Descendant user objects
333 Allow  BUILTIMNWPrewindows 20, Read remote access inform... True [Degcendant inetorgperzon objects
_‘;3‘ Allow  BUILTINAPre-windows 20, Read remote access inform.. True Descendant user objects
33, Allow  HOMELABSKey Admins Readiwrite mads-keporede.. True Thiz Object and all descendant ...
333 Allow  HOMELABSEnterprize Kep ...  Readdwite meds-kevcrede..  Tue Thig Object and all descendant ...
_‘;3‘ Allow  CREATOR OWNER Walidated wirite to computer... True Descendant computer objects
33, Allow  NT AJTHORITYSELF Walidated write to computer... True Descendant computer objects
333 Allow  NT AJTHORITYSEMTER...  Read tokengroups True Degcendant computer objects
_‘;3‘ Allow  NT AJTHORITYSEMTER...  Fead tokengroups True Descendant group objects
33, Allow  NT AJTHORITYSEMTER...  Fead tokengroups True Descendant user objects
333 Allow  NT AJTHORITYSSELF WwWiike metpm-tpminformation...  True Degcendant computer objects
_‘;3‘ Allow  BUILTINWPreAwindows 20, LCLO RPRC True Descendant inetorgperzon objects
33, Allow  BUILTINWPreAwindows 20, LCLO RPRC True Descendant group objects
333 Allow  BUILTIMNWPrewindows 20, LCLORFRC True Degcendant user objects
_‘;3‘ Allow  WT AUTHORITYNSELF Readwite msds-allowedto,. True This Object and all descendant ..
33, Allow  NT AJTHORITYSELF RF WP Ca far private infor... True Thiz Object and all descendant ...
333 Allow HOMELABSEnterprize Adm...  Full control True Thig Object and all descendant ...
_‘;3‘ Allow  BUILTINAPre-windows 20, List contents True This Object and all descendant ..
B2 Allow  BUILTINVAdministrators LC LA RP WP S0 RCwD... Tue This Object and all dezcendant ..

Will scan the complete partition or from the selected location down, and will display the

trustees that have been assigned permissions and how many times the trustee appears in the

ACLs.
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https://nettools.net/how-to-edit-an-ad-objects-permissions/
https://nettools.net/ad-permissions-reporter/

-~ focess Control
- A0 Permizsions Browser

- A0 Permizsions Feporter server |wm2EI1 fidc] j
- Agzigned Tustess Contest: |Default HC jJ Go
- Bl '&":':'_333 Riights [ Include Maibox Permizsions [ Include Inkerited
E=teided Rightz
- Properdg Set Search Trustes | Count |
- SDDL Wi Evemone 91
- 5DProp CREATOR OwMER 24
D Replication NT AUTHORITY\SELF 293
- Attiibute B eplicdion NT AUTHORITY Authenticated Users 559 h
DC Updales NT AUTHORITY\SYSTEM 485
- DiSunc NT SUTHORITYSME TwORK SERVICE 1
_ HOMELABSWINZ0TEDCT$ !
- Domain Changss HOME LABDnsfdmins 1
- D54 GUIDs HOMELABSWINTTPROVM1 9% 1
- Object Metadata HOMELAEYXE QNG4S 27
.. Object Replication HOMELABSWINTIENTYM15S 1
* Repication Cursors C OMELADSWINTIPROVM1 36 ;
- EZE::E::E: Eﬂ:ﬂ;: AMELABINTIPROTES TYM$ 1
_ 5521309227 2043-2021 369796-1 4458567671116 1
- &0 Sikes B4 1
- A0 Sites : 1
- 0 Subnets . . 45
- DI Coverage Will scan the complete partition 1
- DLz in site or from the selected location 123 12
g!te 1518 down. and will display the 1
- Sites Browser . 1
- Sites O List trustees that have been assigned 1
- Overlapping Subnets permissions and how many 1
- Authentication . e 1
 Kerboros Tickats times the trustee appears in the §,,., 1
- Logon ACLs. » !
- Pazsword Checker T : : ]
-~ RID Pool 5-1.5.21-3892272843-2021 369796-1 445806767-2107 1
- Runas HOMELAB\WINZO19CORES 19
- SCF Search HOMELAB\WMDESKTOPS 1
- 51D History HOME LABNSERVER 201 SHYPER 31

Compare AD Permissions
The capability to compare the permissions of two different AD objects. See

Control Access Rights

Displays the Control Access Rights that have been defined in the select directory. Selecting a
Right will display which attributes the right applies to and the Property Sets the attributes that
are included in the Right.

Extended Rights

Display the extended rights that are defined in the directory.

Property Set Search

Will search the property sets for the specified attribute and display all the property sets that
include the attribute. UEEW %L—@&ﬁ 1Y} &ﬂ
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https://nettools.net/comparing-ad-permissions/
https://nettools.net/comparing-ad-permissions/

SDDL Viewer
A simple option to allow an SDDL string to be displayed in the NetTools permissions dialog
See

SDProp

This option is used to search for all user and group objects in the domain where the permissions
of the object are controlled by the SDProp process. There is also an option to reset the user
permissions to restore users that have been orphaned by the process and to allow the SDProp
process to reset permissions for users that are still members of a protected group. See

- AD Replication

Attribute Replication
Is used to confirm that the specified attributes of the selected object have been replicated across
all domain controllers.

DC Updates
Will display the number of updates that have been processed across all the domain controllers,
in the forest or domain controllers hosting the selected domain context. See

DirSync
Utilizes the LDAP DIRSYNC server-side control to display the updates that have been made on
the domain controller. See

Domain Changes
Displays the objects that have been updated on the domain controller based on the
USNChanged attribute. See

DSA GUIDs
Will display all the DSA GUIDs and Invocation GUIDs registered against the selected server.

Object Metadata
Will display the directory services meta data for the selected object. See

Object Replication
Used to confirm that objects and attributes are replicating across the selected domain
controllers. See

Replication Cursors
Will display the directory replication cursors for the selected domain controllers
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Replication Latency

This option provides the ability to test the time taken to replicate a new object across all the
domain controllers in the select partition. The test will create the selected object type and then
delete the object once the test is complete

Replication Queues

This option displays the directory replication queues on the specified domain controller.
Domain Admins or Replicating Directory Changes right is required to display the contents of
the replication queues.

AD Sites

AD Sites

A simple DNS test to find which domain controllers will be used based on a machine's IP
address or AD site name. The returned domain controllers will be tested to confirm that they
respond to ping, LDAP,, and GC ports.

AD Subnets

Will display which AD site the specified IP address to assign to, or if you paste a list of IP
addresses into the main pane, the AD site for the corresponding IP addresses will be displayed.
See

DC Coverage
A simple DNS test to return what AD sites are serviced by the specified domain controller.

DCs in site
another simple DNS test to return what domain controllers are registered against the specified
AD site. The Site Name can be selected from a dropdown list.

Site ISTG
It will display which domain controllers is performing the ISTG role for each site. See

Sites Browser

A combined view lets you view the AD Site details in a simple hierarchical browser. The
following details can be displayed, AD Sites, Subnets, Site Links, Domain Controllers, Query
Policy, connections, Downstream Partners, Naming Contexts, Licensing, Site coverage, Link
Costs, NTDS settings, and test domain controller connectivity. See
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Sites DC List
Displays the list of domain controllers in the specified forest, for each domain controller the site
name, default domain context, roles, FQDN, and IP address is displayed. See

Overlapping Subnets
This will scan the IP addresses defined in the forest and display any IP address ranges that
overlap another IP address range. See

Authentication

Kerberos Tickets

Provides the ability to display the Kerberos tickets that are associated with the current user
context, or a specified Session. It is possible to purge individual or all tickets, and request a
new ticket based on the specified SPN. See

Logon

A simple test using the LogonUser API and allows you to specify the API parameters to test
different authentication methods and types. i.e. GPO User Rights configuration. If the login is
successful, the corresponding groups and privileges will be displayed. See

Password Checker
A crude password checker to check if the specified password is being used by a list of
accounts. The list is added by pasting the list of samaccountname into the pane.

RID Pool
Used to display the RID pool allocation and the next RID for all the domain controllers in the
forest. The current RID pool master and the next RID pool allocation is also displayed. See

Runas

A simple test using the CreateProcessWithLogonW API to execute a program using the defined
set of credentials. This was one of the first options added and could do with some love to
update the form.

SCP Search
An option to allow you to search the directory of the specified SCP. with the ability to search
based on the service name or the GUID of the service.

Sessions

Will display the existing logon sessions that exist on the local machines and dlq lay the

processes that are associated with the logon session. See ULLD %qL LW
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SID History
An option to display and manage the SID history against a single user or group object.

SID History (Bulk)

A bulk update option to allow the SID History to be set on a number of objects based on a
semi-colon-separated input file. The option uses the DsAddSidHistory API which has a number
of prerequisites which are tested by the validation step before you can import and update the
SID History of the specified objects. See

SPN
An option to search the directory for the specified Service Principal Name, the search uses the
sPNMappings settings to search for alternative service names against the host. See

Token Size

This option will display the token sizes for all objects that match the specified search criteria.
Once the list is returned it is possible to explore which direct and nested groups contribute to the
overall token size. See

User Rights
This will display the groups and privileges that are assigned to the user context in which
NetTools is running. See

& Groups

Circular References
Used to find any circular references or infinite loops in group membership See

Group Compare
Provides the ability to compare the group membership between two users. There are a number
of different name resolution and comparison options available. See

Group Manager

An option to allow the membership of a group to be updated, allows changes to be specified as
SamAccountName, SID, UPN, email, or DN input. The changes are pasted into the right-hand
pane. See

Group Members
An option to display the members of a group, including recursive across nested groups,
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Local Groups (NetGroupEnum)
An option to display the members of the local groups associated with the specified server. See

NetQueryDisplayInfo
Will display the local or global groups associated with the specified server using the
NetQueryDisplaylnfo API.

@

@, . .
&% Group Policies

GPO Explorer

Provides similar functionality to GPMC to browse the GPO defined in the specified forest, and
also includes the test functionality of GPOTool.exe. Provides the ability to view GPO
allocations, settings, permissions, view the contents of the registry.pol file, and test the GPOs
providing similar functionality as GPOTool. See

@ Information

Server Info
Based on the NetServerGetInfo API, this option provides the ability to display the configuration
information of the selected server

User Info
Based on the NetUserGetInfo API, this option provides the ability to display the details of the
selected local user account.

e

—
—5— LDAP

Compare Objects
Provides the ability to compare differences between two objects or the changes that have been

made to a single object. See

LDAP Browser
This option allows you to browse the contents of a directory in a three-pane view. Including the
ability to restore deleted AD objects. See
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LDAP Performance

This option performs a number of LDAP directory read operations and displays the time taken
to perform these operations. The number of time the tests are run can be configured and Min,
Max, and Avg is displayed. See

LDAP Ping

This option uses raw WinSocket packet injection to simulate the CLDAP protocol and allows
the NeutralizeNT options to be bypassed. Still, there isn't much call for this option now that
NT4\Windows 2000 hybrid domains have pretty much disappeared! See

LDAP Search

A powerful and feature-rich LDAP client providing user-selectable data type decodes,
server-side control, LDAP session options control, LDAP browser, display filters, save
favourites, filter string substitution for common data types, table view, queries based on
multiple inputs, LDAP filter wizard, batch multiple queries and feed the result into subsequent
queries, create write\update queries, and much more. See

Manage Lists
A sub-function of the LDAP Search feature, which allows lists of data to be set up and then
used by the display filters. See

Object Count

An option to count the number of different types of objects that exist under the selected OU
structure. Selectable object types for Users, Groups, Computers, Active Users and all objects.
See

Schema

Schema Class Browser

Displays the schema classes as defined in the selected LDAP directory. Provide a list of the
defined schema classes, when selected it shows the attributes that are included in that class, as
well the source class of the attributes. It also displays the hierarchy for the selected class. See

Schema History

This option displays the updates that have been performed on the schema and the name of the
corresponding update based on the internal database and user-defined entries in the
NetTools.ini, i.e. Windows 2008, 2012, 2019, Exchange CU update, and third-party schema

providers etc. See M (e
Tl SRuvy
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Schema Versions

This option displays the current version of various schema, features and functions, included,
Forest, Domain, and Domain Controller Functional Level, RODC, Schema Version, Exchange
Schema, Forest, and Domain level, attribute and class counts against each Domain Controller in
the forest. Ideal for confirming that a schema update has been completed and replicated across
the forest. See

)
2N

DC Resolution

This option provides the ability to check the consistency of the DNS, DSAPI, LDAP
configuration for the domain controllers in the forest. There is also the option to complete a
port scan to confirm if the ports are available. The list of servers and ports to be tested can be
user defined. The server list is defined by pasting the list of server IP addresses to be tested.

Name Resolution

See

DsGetDcName

This option provides the ability to call the DsGetDcName API directly with user-specified
parameters. The DsGetDcName is part of the NetLogon service and used is to find domain
controllers in the forest\domain. See

NetGetDcName
The option allows the legacy NetGetDcName API to be called with user-specified parameters.
See

Local Groups
The option uses the legacy Windows networking NetServerEnum API to display the groups on
the local or remote servers in the domain.

WINS Lookup
A command line style function that let you query WINS servers. Supports user-defined record
types in queries.

L)
—0— Network

Certificate Checker
This feature allows you to verify the certificates that are used to

the

results of the revocation checks. See TEEULU %@MMM
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HTTP Headers
An option to display the HTTP headers that are returned by the website, with the option to
follow or not follow directions See

IP Geo Location
An option to query the ip-api.com API service to query the GEO location of a specific IP
address or name. See

Ping

A multiple-threaded ping function that allows you to ping multiple IP addresses at once. The
devices that are to be ping are pasted into the pane, the list can be IP addresses, FQDN, or
shortnames. See

Trace Route
A multiple-threaded trace route function that checks all hops simultaneously to provide the
fastest possible results. See

Whols
An option to query the WHOIS database for the details of the specified domain name, with an
option to follow referral to sub WHOIS database authority. See

UNC Check
This option will test the specified UNC path and confirm each component of the path is correct
including, name resolution, ping, share existence, permissions and directory is searchable. See

URL Check

Combines the HTTP header, IP GEO Location, Trace Route, Whols, Ping and DNS resolution
tests against the specified domain name, the referral and redirects are defined by the individual
tests. See

‘%' Trusts

Domain Tree
This option will display the list of the domains and domain controllers in the specified forest.

DsTrust
This option will display the trusts that are returned by the DsTrust API against the specified
server.
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LsaTrust

This option will display the trusts that are returned by the LsaOpenPolicy and
LsaEnumerateTrustedDomains APIs against the specified server. Administrator rights are
required for this API.

@ Users

Group Changes
An audit function to display the group membership changes that have been performed on the
selected user. This will display which groups the user has been added and removed from. See

Last Logon

This option will display the last logon details for the specified user against all the domain
controllers containing the user, including the last logon time per DC, last password change, lock
time, and bad password time. There is a single-click button to unlock the account. There is also
an option to trace back through the event logs on the domain controllers and the member servers
in the authentication request to find the details of why an account has been locked out. This
functionality requires Security Log read rights and is dependent on the event log details not
being lost by event wrapping. See

Last Logon Time

The option will query all the domain controllers in the domain to get the LastLogon attribute
and display the latest time. The option support querying multiple users, the list of users is
pasted into the pane. See

Locked Accounts
The option will display all accounts that are currently locked in the specified domain and
provides the option to bulk unlock selected accounts. See

NetUserEnum
This option will allow the browsing of the local groups on member servers and the users
assigned to the groups.

Org Structure

An option to browse the organisational structure of the specified user based on the user's
manager and direct report attributes, for the selected user a common set of attributes is
displayed, and if defined the associated thumbnail picture is also displayed.
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Reports (23
This option will show all the direct and indirect reports for the selected user. See

Search

This option uses ANR based searches to search for the specified user or other objects in the
domain or forest. From the search results it is possible to link the select user or object to other
options using the context menu. See

Top Quota Usage
The top quota assignments are displayed against the selected domain context or all contexts in
the domain. It's also possible to search for the quotas of a specifying user.

User's Groups
This option will display the user's group membership as returned by the TokenGroup attributes
associated with the user.

User's Membership
This option will display the nested group membership of users, and which nested groups
contributed to the user's group membership. See

Misc

ASN.1 Viewer

This option is used to display ASN.1 data structures, support for DER, PEM, PKCS#7, and
PKCS#12 file formats, and manual input in hex and base64 formats. Includes support for
common X.509 field types. See

Base64
An option to convert text, GUID, or Hex to Base64 and back. There is also an option to create a
new GUID if required from the context menu. See

Clipboard Formats
This 1s a simple option to display the details of the data that is currently held in the clipboard
buffer.

Error Messages
An option to display the error messages associated with an error number based on the
DisplayMessage API. There is also an option to display LSA and LDAP based errors.
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GUID Search
Provides the ability to search for a GUID against a number of GUID stored in the directory. See

Mail Conflicts
A rather specific option to test for potential mail address conflicts that may occur during a
domain migration.

Mail Unique
A rather specific option to test for potential mail address conflicts that may occur during a
domain migration.

Relative Identifiers
This option search against the selected domain for the specified RID.

SID Converter
An option to resolve a name to the corresponding SID and visa versa, the number of different
formats are displayed. See

Time Converter

An option to convert time and date into a number of different formats. Supported formats
include Generalized Time, Int64, Azure format and returned across local and UTC time zones.
See
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What do we say to health checking Active Directory?

Setting up a new Active Directory is an easy task. You download and install Windows Server,
install required roles and in 4 hours or less have a basic Active Directory setup. In an ideal
world that would be all and your only task would be to manage users, computers, and groups
occasionally creating some Group Policies. Unfortunately, things with Active Directory aren't as
easy as I've pictured it. Active Directory is a whole ecosystem and works well ranging from
small companies with ten users to 500k users or more (haven't seen one myself — but so they
say!). When you scale Active Directory adding more servers, more domains things tend to get
complicated, and while things on top may look like they work correctly, in practice, they may
not. That's why, as an Administrator, you need to manage Active Directory in terms of its
Health and Security. Seems easy right? Not quite. While you may think you have done
everything, checked everything, there's always something missing. Unless you have
instructions for everything and can guarantee that things stay the same way as you left them

forever, it's a bit more complicated. That's why Microsoft deliv

troubleshoot your Active Directory, such as dcdiag, repadmin anﬁ_@@‘h{hgﬁ@m}wyﬂﬂ
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monitoring solutions such as Microsoft SCOM which can help and detect when some things
happen in your AD while you were gone. Surely there are some 3rd party companies give you
some tools that can help with a lot of that as well. Finally, there is lot of folks within the
community creating PowerShell scripts or functions that help with some Health Checks of your
Active Directory.

Active Directory Health

For years I've been copying/pasting some stuff from different blogs trying to find what I've
misconfigured or what | am missing. Alternatively, | used now discontinued Microsoft Active
Directory Replication Status Tool that was excellent looking way telling me what doesn't work
when it comes to Active Directory Replication. Do you remember it?

Report generated on 12/22/2023 09-33:04 Current/Latest-0.0.86 at 12/20/2023 15:57:23

FForest Backup

Active Directory is critical system for any company. Having a proper, up to date backup is crucial. Last backup should be
® Informational maximum few days old, if not less than 24 hours old. Please keep in mind that this test doesn't verifies the backup, nor
provides information if the backup was saved to proper place and will be available for restore operations. This tests merely
checks what was reported by Active Directory - that backup did happen. You should make sure that your backup, and more
importantly restore process actually works!

Good
Following resources may be helpful to understand this topic, please make sure to read those to understand this topic before
following any instructions.

« Backing Up and Restoring an Active Directory Server
«» Backup Active Directory (Full and Incremental Backup)

. In the table below you can find summary of tests executed in the Forest Backup category. Each test has their assessment level
s . importance level and action defined. Depending on the assessment, importance and action AD Team needs to investigate
according to the steps provided including using their internal processes (for example SOP). It's important o have an
understanding what the test is trying to tell you and what solution is provided. If you have doubts, or don't understand some

test please consider talking to senior admins for guidance.
Below command was used to generate and asses current data that is visible in this report. In case there are more information

required feel free to confirm problems found yourself. Copy Esicel csv PDF Show 10 rows ¥ Search Builder Search:

Get-WinADLastBackup -Foreat $ForestName DisplayName Type Category Assessment

» Forest Backup Forest Configuration _
» Last Backup DC=HomeLab,DC=TechSavvyProductions,DC=com Forest Configuration | Good
» Last Backup Cl DC=HomeLab,DC= ¥ tions,DC=com Forest Configuration | Good
» Last Backup C! CN=C ion DC=HomeL ab, DC: y ions, DG=com Forest Configuration | Good
» Last Backup DC=DomainDnsZones,DC=Homel ab, 0C=TechSawwyProductions,DC=com Forest Configuration | Bood
» Last Backup DC=F DC=HomeLab, y ions,DC=com Forest Configuration | Goed
[oisplayhiame | [category | [Assessment |
Showing 1 to 6 of & entries First Previous 1 Hext Last
Copy Escel csv PDF Show Trows ¥ Search Buikder Search:
Domain NamingContext LastBackup LastBackupDaysAgo
homelab.techsavvyproductions.com DC=Homel ab,DC=TechSavvyProductions,DC=com 22.12.2023 09:01:57 1]
.|| homelab.techsavvyproductions.com CN=C DC=HomeLab,DC= ryl ions,DC=com 22.12.2023 05:56:47 0

Some months ago, I saw on Twitter how Bill Kindle wrote Pester based Active Directory test.
If you don't know Pester, it's a test framework for PowerShell scripts. He used it in the
non-conventional way of testing infrastructure with it. It was a bit eye-opener for me even thou
I know some people have done similar things before. At that time, I took his code, done some
improvements, few small adjustments, and released to PowerShell Gallery under
PesterInfrastructureTests name. This gave me the ability to use it freely without the need to
copy/paste any code. I was using it for confirming that my or my Clients Active Directory
works correctly. It covered some basic tests, but it was handy. It made me forget about the AD
Replication Status Tool, and I could quickly check if everythi Q@Lﬁ@g%@lﬂﬂk@
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Windows Updates. Let's see how PesterInfrastructureTests looks like and what it does, shall
we? All we have to do is install it using Install-Module which downloads and install
PesterInfrastructureTests. After that, we run a single command that targets Active Directory
Forest scanning all Domains and all Domain Controllers doing some basics tests.

1. # First Install Module if you don't have one
2. # Install-Module PesterInfrastructureTests -Force -AllowClobber
3. Test-ADPester

What I love about it, is that with one command Test-ADPester it delivered me the status of my
Active Directory. Not a lot of it, but enough to tell whether my Active Directory is healthy or
not, with virtually zero effort on my side.

See what [ mean? So much red, some yellow warnings and some white ones. Oh well, when I
see red, that means it's terrible, and I should jump in to fix things. I could probably do some
try/catch, prettify it a bit and enjoy its functionality for more years to come. Unfortunately for
me, a few months ago on a trip to , I've spent
8-hour driving with one of my colleagues talking about Health Checks
for Active Directory, and how cool would it be to have something similar to what
offers to Microsoft SQL Community. Cool idea, right? He then followed thru by releasing

on Github — a curated list of health checks that someone
can take and build upon. It was just a list, but something one can rely on to develop their stuff.
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LDAP Connectivity

Domain Controllers require certain ports for LDAP connectivity to be open, and serving proper certificate for SSL connectivity.
@ Informational Following ports are required to be available:

Good « LDAP port 389
® High « LDAP SSL port 636
= LDAP Global Catalog port 3268
» LDAP Global Catalog SLL port 3269
30.0%
If any/all of those ports are unavailable for any of the Romain Controllers it means that either DC is not available from location
it's getting tested from (411 0VE) or those ports are down, or DG doesn't have a proper certificate installed. Please make sure to
verify Domain Controllers that are reporting errors and talk to network team if required to make sure proper ports are open thru
firewall.

Following resources may be helpful to understand this topic, please make sure to read those to understand this topic before
following any instructions.

= Testing LDAP and LDAPS connectivity with PowerShell
Below command was used to generate and asses current data that is visible in this report. In case there are more information = 2020 LDAP channel binding and LDAP signing_requirements for Windows
required feel free to confirm problems found yourself.
Test-LDAP -Forest $ForestName -IncludeDomains $Domain -SkipRODC:$5kipRODEC
-WarningZcticn SilentlyContinue -VerifyCertificate

In the table below you can find summary of tests executed in the LDAP Connectivity category. Each test has their assessment
level , importance level and action defined. Depending on the assessment, importance and action AD Team needs to
investigate according to the steps provided including using their internal processes (for example SOP). It's important to have
an understanding what the test is trying to tell you and what solution is provided. If you have doubts, or don't understand some
test please consider talking to senior admins for guidance.

o [t [0 o | i -

DisplayName Type Category Assessment Importance Action Extended
» LDAP Connectivity Domain Health _ Informational Informational  Data is available
» LDAPPort s Avsilable Domain  Health Good Extreme Must Expected value

Implement (Equal): 0

Must Expected value
» LDAP SSL Portis Available Domain Health Extreme (Equal): 0, Found
Impiement value: 2

» LDAPGC Portis Avsilable Domain  Health Good Extreme Must Expected value
Implement (Equal): 0

Must Expected value
= LDAP S5L GC Port is Avsilable Domain Health Extreme Implement (E]“.ﬂll. 0, Found

Useful AD Health and Security Materials

Me, being me, and with my tendency to reinvent the wheel, I thought that [ need something
more then Pester checks and that my Pesterinfrastructurelests is not going to cut it. I've
decided to do a lot of research trying to find what others have done in the area and while there
are lots of materials and approaches all require manual steps to start, or check an only small part
of Active Directory. Following is a list of some things I found useful and things that gave me
ideas to build something of my own.

e /ctive Directory Checklist by Mateusz Czerniawski

o pChecksAD by Mateusz Czerniawski

e PSADHealth by Mike Kanakos and Stephen Valdinger

e /ADPoshand his other repositories by Chad Cox

e /n Active Directory Health Check PowerShell script by Jeff Wouters

e Active Directory Health Check, Audit and Remediation Scripts by JEREMY
SAUNDERS

e Microsoft Active Directory Health Check PowerShell Script Version 2.0 by Carl Webster
/ Jetf Wouters and Michael B Smith

e ACTIVE DIRECTORY HEAITH CHECK & OFFICE 3 )T@@@A%@@M&ﬂ
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https://github.com/mczerniawski/Active-Directory-CheckList
https://github.com/mczerniawski/pChecksAD
https://github.com/compwiz32/PSADHealth
https://github.com/chadmcox/ADPoSh
https://github.com/chadmcox
http://jeffwouters.nl/index.php/2014/07/an-active-directory-health-check-powershell-script-v1-0/
http://www.jhouseconsulting.com/2014/05/15/active-directory-health-check-audit-and-remediation-scripts-1301
https://carlwebster.com/microsoft-active-directory-health-check-powershell-script-v2-0/
https://justaucguy.wordpress.com/2015/06/22/active-directory-health-check-office-365/

°
° by Sukhija Vikas

° by Thomas Mitchell
° by Irwin Strachan

° by Mark Wragg

And that's just a list of resources that cover at least 1 test. ['ve gone thru plenty of blog posts,
websites, scripts, GitHub trying to asses what people think Health Check means for Active
Directory. Arnaud Loos list is by far my most favorite, and the most comprehensive list I
found. It's a gold mine!

° by

Testimo - Basic features

Of making many books there is no end, and much study wearies the body.
Now all has been heard;
here is the conclusion of the matter:
Fear God and keep his commandments,
for this is the duty of all mankind.
For God will bring every deed into judgment,
including every hidden thing,

whether it is good or evil.
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https://dovestones.com/active-directory-health-check/
https://github.com/aikoncwd/vbs-ad-health-report
https://gallery.technet.microsoft.com/scriptcenter/Active-Directory-Health-709336cd
https://thomasmitchell.net/how-to-drive-revenue-with-active-directory-health-checks/
https://pshirwin.wordpress.com/2016/04/08/active-directory-operations-test/
https://github.com/markwragg/Test-ActiveDirectory
https://arnaudloos.com/AD-Health-Check/
https://www.linkedin.com/in/arnaudl/

| Report generated on 12/22/2023 09:33:04 Current/Latest: 0.0.86 at 12/20/2023 1 5'57'2."1

4 SUMMARY ® FOREST & DOMAINS & DOMAIN CONTROLLERS

% DOMAIN HOMELAB TECHSAVVYPRODUCTIONS.COM

‘WIN20160C2 HOMELAB TECHSAVVYPRODUCTIONS COM

5
5
‘

In the table below you can find summary of tests executed in the Domain Controller Information category. Each test has their

Good  assessment level , importance level and action defined. Depending on the assessment, importance and action AD Team needs
to investigate according to the steps provided including using their internal processes (for example SOP). It's important to have
an understanding what the test is trying to tell you and what solution is provided. If you have doubts, or don't understand some
test please consider talking to senior admins for guidance.

Copy el csv PDF | Show 10rows ¥ || Search Buikder | Search:|

DisplayMame Type Category Assessment Importance Action Extended
¥ Domain Controller Information s Mot defined Good Extreme Not defined  Data is available
Controller
Domain Expected value
- » Is Enabled Conroller Mot defined Good Mot defined Mot defined (Equal): True
100.0% .
Domain Expected value
» |5 Global Catalog c ller Mot defined Good Mot defined Mot defined (Equal): True
Below command was used to generate and asses current data that is visible in this report. In case there are more information DisplayName | [voe | [category | [Assessment | [importance | [Action | [Extended |
required feel free to confirm problems found yourself. ]
Showing 110 3 of 3 entries First Previous

. . 1 Next Last
Get-ADDomainController -Server $DomainController | |

| Copy || Esicel || csv || PDFE H Show Trows ¥ H Sazrch Buikdar ‘ Search:| ‘
ComputerObjectDN DefaultPartition Domain Enabled Forest HostName Invocationld 1Py
2B029095-585F
CN=WIN2016DC1,0U=Domain Controllers,DC=HomeLab,DC=TechSavvyProductions DC=com DC=HomeLab,| =com HomeLab. Y True HomeLab. TechSavvyProductions.com Win2016DC1.HomeLab.TechSavwyProductions.com 4831- 192
bhd3-9a2e0fEff3e
ComputerObjectDN | |Defau|tPa|uuon | ‘Domaln | ‘Enab\ad ‘ |Fo|ast ‘ |Hosh‘lame ‘ |Inﬂ.-‘ocahonld | E
Showing 11to 1 of 1 entries First Previous

| 1 | Hext Last

Now all I have to do is reinvent the wheel and build something of my own. But what should it
be? How should it work? Well, after a few weeks of working on it, changing how things are
done, how things are working I've decided that it should at least cover these goals:

e [t should allow for testing Forest

e It should allow for testing all domains within a forest

e [t should allow for testing all domain controllers in all domains

e [t should be easily extensible in adding more tests

e [t should allow changing settings on a global way (disable/enable test)

e [t should allow changing each test separately (think password policy differences between
different companies)

e [t should allow excluding Domains and Domain Controllers from tests
e [t should allow easy installation
e [t should allow easy use, intuitive use out of the box

e [t should have tests based on settings rather then a snapshot/baseline comparison only

e [t should deliver Pass/Fail per test

e [t should allow for reporting with extended information a U%n @-&t@ DLc/ 1&1@1
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Don't get me wrong, I did have those plans as above, but I've changed my mind probably 50
times while working on a solution. Today is just a day [ am comfortable enough to share it with
you and ask for feedback.

Testimo is PowerShell Module that I wrote to help me asses Active Directory Forests that |
manage frequently or in-frequently. I often consult for MSP companies that manage multiple
Clients, each with different Active Directory. Alternatively, I get ad-hoc requests for help, and
so I need something that can help me quickly verify where the problem may be, without
knowing how someone built their environment. It needs to be flexible enough to tell me where
a possible problem may be without spending much time trying to find that problem. Usually,
when I get such request you need to go thru lots of different areas by hand, and since I'm pretty
lazy my happiness level goes down, and we don't want that right? That's why I've created
Testimo, and I hope you will enjoy it as much as I do. It's by no means module that covers
everything, but I hope it will be able to help me do my job better and faster. Let's see if it can
help you? But before I jump into it, I wanted to add that Testimo is joining my two other
AD-related modules that you may find useful.

Keep in mind that while the blog posts cover some functionality, I do work on those modules
from time to time adding new features. It's best to track GitHub if you want to know what
changes or what's added. I don't do blogs for every release.

° — home for Find-Events and general reporting on Events (not only
related to AD)

° — home for documentation of AD / Office 365 — engine only

° — home for a dataset for Active Directory

° — home for a dataset for 0365

° — home for an Office 365 Health Service

So what Testimo can do? I've defined set of different tests with a very short overview what is
the expectation from a test

e Forest Backup — Verify last backup time should be less than X days

e Forest Replication — Verify each DC in replication site can reach other replication

b o O
TR el S
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https://evotec.xyz/what-do-we-say-to-writing-active-directory-documentation/
https://evotec.xyz/the-only-powershell-command-you-will-ever-need-to-find-out-who-did-what-in-active-directory/
https://evotec.xyz/the-only-powershell-command-you-will-ever-need-to-find-out-who-did-what-in-active-directory/
https://github.com/EvotecIT/PSWinReporting
https://github.com/EvotecIT/PSWinDocumentation
https://github.com/EvotecIT/PSWinDocumentation.AD
https://github.com/EvotecIT/PSWinDocumentation.O365
https://github.com/EvotecIT/PSWinDocumentation.O365HealthService

e Forest Optional Features — Verify Optional Feature Recycle Bin should be Enabled

e Forest Optional Features- Verify Optional Feature Privileged Access Management
Feature should be Enabled

e Forest Optional Features — Verify Optional Feature Laps should be enabled Configured
e Forest Sites Verification Verify each site has at least one subnet configured

e Forest Sites Verification Verify each site has at least one domain controller configured
e Forest Site Links — Verify each site link is automatic

e Forest Site Links — Verify each site link uses notifications

e Forest Site Links- Verify each site link does not use notifications

e Forest Roles Verify each FSMO holder is reachable

e Forest Orphaned/Empty Admins — Verify there are no Orphaned Admins
(users/groups/computers)

e Forest Tombstone Lifetime — Verify Tombstone lifetime is greater or equal 180 days
e Domain Roles Verify each FSMO holder is reachable

e Domain Password Complexity Requirements — Verify Password Complexity Policy
should be Enabled

e Domain Password Complexity Requirements — Verify Password Length should be
greater than X

e Domain Password Complexity Requirements — Verify Password Threshold should be
greater than X

e Domain Password Complexity Requirements — Verify Password Lockout Duration
should be greater than X minutes

e Domain Password Complexity Requirements — Verify Password Lockout Observation
Window should be greater than X minutes

e Domain Password Complexity Requirements — Verify Password Minimum Age should
be greater than X

e Domain Password Complexity Requirements — Verify Password History Count should be
greater than X

UEEh SEvwy
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e Domain Password Complexity Requirements — Verify Password Reversible Encryption
should be Disabled

e Domain Trust Availability — Verify each Trust status is OK

e Domain Trust Unconstrained TGTDelegation — Verify each Trust TGTDelegation is set
to True

e Domain Kerberos Account Age — Verify Kerberos Last Password Change Should be less
than 180 days

e Domain Groups: Account Operators — Verify Group is empty
e Domain Groups: Schema Admins — Verify Group is empty

e Domain User: Administrator — Verify Last Password Change should be less than 360
days or account disabled

e Domain DNS Forwarders — Verify DNS Forwarders are identical on all DNS nodes

e Domain DNS Scavenging Primary DNS Server — Verify DNS Scavenging is set to X
days

e Domain DNS Scavenging Primary DNS Server — Verify DNS Scavenging State is set to
True

e Domain DNS Scavenging Primary DNS Server — Verify DNS Scavenging Time is less
than X days

e Domain DNS Zone Aging — Verify DNS Zone Aging is set
e Domain Well known folder — UsersContainer Verify folder is not at it's defaults.
e Domain Well known folder — ComputersContainer Verify folder is not at it's defaults.

e Domain Well known folder — DomainControllersContainer Verify folder is at it's
defaults.

e Domain Well known folder — DeletedObjectsContainer Verify folder is at it's defaults.
e Domain Well known folder — SystemsContainer Verify folder is at it's defaults.

e Domain Well known folder — LostAndFoundContainer Verify folder is at it's defaults.
e Domain Well known folder — QuotasContainer Verify folder is at it's defaults.

e Domain Well known folder — ForeignSecurityPrincipals
defaults.
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e Domain Orphaned Foreign Security Principals — Verify there are no orphaned FSP
objects.

e Domain Orphaned/Empty Organizational Units — Verify there are no orphaned
Organizational Units

e Domain Group Policy Missing Permissions — Verify Authenticated Users/Domain
Computers are on each and every Group Policy

e Domain DFSR Sysvol — Verify SYSVOL is DFSR

e Domain Controller Information — Is Enabled

e Domain Controller Information — Is Global Catalog

e Domain Controller Service Status — Verify all Services are running

e Domain Controller Service Status — Verify all Services are set to automatic startup

e Domain Controller Service Status (Print Spooler) — Verify Print Spooler Service is set
to disabled

e Domain Controller Service Status (Print Spooler) — Verify Print Spooler Service is
stopped

e Domain Controller Ping Connectivity — Verify DC is reachable

e Domain Controller Ports — Verify Following ports 53, 88, 135, 139, 389, 445, 464, 636,
3268, 3269, 9389 are open

e Domain Controller RDP Ports — Verify Following ports 3389 (RDP) is open

e Domain Controller RDP Security — Verify NLA is enabled

e Domain Controller LDAP Connectivity — Verify all LDAP Ports are open

e Domain Controller LDAP Connectivity — Verify all LDAP SSL Ports are open

e Domain Controller Windows Firewall — Verify windows firewall is enabled for all
network cards

e Domain Controller Windows Remote Management — Verify Windows Remote
Management identification requests are managed

e Domain Controller Resolves internal DNS queries — Verify DNS on DC resolves
Internal DNS

UEEh SEvwy
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e Domain Controller Resolves external DNS queries — Verify DNS on DC resolves
External DNS

e Domain Controller Name servers for primary domain zone Verify DNS Name servers
for primary zone are identical

e Domain Controller Responds to PowerShell Queries Verify DC responds to PowerShell
queries

e Domain Controller TimeSettings — Verify PDC should sync time to external source
e Domain Controller TimeSettings — Verify Non-PDC should sync time to PDC emulator

e Domain Controller TimeSettings — Verify Virtualized DCs should sync to hypervisor
during boot time only

e Domain Controller Time Synchronization Internal — Verify Time Synchronization
Difference to PDC less than X seconds

e Domain Controller Time Synchronization External — Verify Time Synchronization
Difference to pool.ntp.org less than X seconds

e Domain Controller Disk Free — Verify OS partition Free space is at least X %
e Domain Controller Disk Free — Verify NTDS partition Free space is at least X %

e Domain Controller Operating System — Verify Windows Operating system is Windows
2012 or higher

e Domain Controller Windows Updates — Verify Last patch was installed less than 60
days ago

e Domain Controller SMB Protocols — Verify SMB v1 protocol is disabled
e Domain Controller SMB Protocols — Verify SMB v2 protocol is enabled

e Domain Controller SMB Shares — Verify default SMB shares NETLOGON/SYSVOL
are visible

e Domain Controller DFSR AutoRecovery — Verify DFSR AutoRecovery is enabled

e Domain Controller Windows Roles and Features — Verify Windows Features for
AD/DNS/File Services are enabled

And that is just a starting point, something to expand on. I've tried to p1ck different tests so I can
see how easy for me is to add new tests w1thout changmg how
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missed something or made an incorrect assumption, or even that in some cases, the test will fail
for some reason. After all, this is an alpha product and something I've been developing for like
three weeks on and off. Hopefully, with your help, I should be able to iron out the bugs, add
new tests, and improve the quality of Testimo for different architectures. Maybe you can help
out as well in other areas that need improvements? Feel free to reach out on

/ / / . I'm in all those places.

Testimo - Running Tests

I gave you a little backstory, told the goals, shown some fancy feature list, but you're not here
for that right? You want to see the action! Let's go straight for that! Meet Testimo! As with my
earlier tests module again here, we have a single command that does all the magic.

1. Invoke-Testimo

What it does it executes what I call a data source (for example Get Last Backup Dates) and
then it verifies each data source against defined tests (in this case checks whether last backup
date is older than two days). Of course, the defaults are well, just defaults. Each Active
Directory, each company has different needs.

Report generated on 12/22/2023 00:33:04 Current/Latest: 0.0.86 at 12/20/2023 15:57:2:

Testimo Summary ! ® informational
Good
@ Forest Backup (number of tests: 6) .H\gh
3 ® Elevated
@ severe
& Forest DHCP (number of tests: 1) Low
High: 312
18.5%
@ Forest Replication (number of tests: 7) 16.8%
@ Forest Replication using RepAdmin (number of tests: 11)
(Optional Features (number of tests: 5)
@ Forest Sites (number of tests: 3)
Total Informational Good High Elevated Severe Low
‘Site Links (number of tests: 3)

© Site Links Connections (number of tests: 5) Copy || Ewcal || cSV PDF | | Show iSrows ¥ Saarch Builder Search:

DisplayName Type Category Assessment Imporiance Action
. e e N N e

» Last Backup DC=HomeLab,DC=TechSavvyProductions,DC=com Forest Configuration  Good Extreme ::l
3 Forest Root KDS Key (number of tests: 1) » Last Backup Cl i i i Forest  Configuration Good Extreme ::'m

» Last Backup C| ion,0C=Homel ab, jions DC=com Forest  Configuration  Good Exireme ::‘
& Subnets verification (number of tests: 3) Must

» Last Backup DC: il {omeLal y i Forest Configuration  Good Extreme gl

- " Must

© Orphaned Administrative Objects {AdminCount) (number of tests: 2) - LR el HE S Forest  Configuration  Good e |mplement
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https://github.com/PrzemyslawKlys
https://twitter.com/PrzemyslawKlys
https://www.reddit.com/user/MadBoyEvo
https://discordapp.com/invite/Ju25cw6

As you can see above, it executed 420 tests, of which 50 failed. But while Invoke-Testimo is
excellent in delivering quick, visual assessment, it doesn't play well if you would want to act on
it. That's why there is ReturnResults switch. The usage is simple:

1. Invoke-Testimo -ReturnResults

What changes? Well, you get the same visual output, but also you get PowerShell object when
done. That means you can process results and act on them if you need to. It's handy for
automation where you would execute this daily/weekly and if any of the tests you've defined
returns false you can act on it.

Easy? It gives you an option to easily filter out on failed tests only, tests that relate to a
particular domain or domain controller.

Testimo - Sending summary to email

Of course, you can do much more with that data. For example, if you were to use
(my go-to PowerShell Module to create beautiful, functional emails with zero effort) you
could do something like this:

$Results = Invoke-Testimo -ReturnResults -ExcludeDomains 'ad.evotec.pl'

Email {

EmailHeader {

EmailFrom -Address 'myemail@evotec.pl'

EmailTo -Addresses "otheremail@evotec.pl"

EmailServer -Server 'smtp.office365' -UserName 'myemail@evotec.pl' -Password
'C:\Support\Important\Password-Evotec.txt' -PasswordAsSecure -PasswordFromFile -Port 587 -SSL
EmailOptions -Priority High -DeliveryNotifications Never

EmailSubject -Subject '[Reporting Evotec] Summary of Active Directory Tests'

}

EmailBody -FontFamily 'Calibri' -Size 15 {

EmailText -Text "Summary of Active Directory Tests" -Color None, Blue -LineBreak

EmailTable -DataTable $Results {
EmailTableCondition -ComparisonType 'string' -Name 'Status' -Operator eq - Value 'True' -BackgroundColor
Green -Color White -Inline -Row

EmailTableCondition -ComparisonType 'string' -Name 'Status' -Operator ne|-elpe[Eie'(-BaekgronndCalor
Red -Color White -Inline -Row GULEW %@mmlﬂ
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} -HideFooter

}
} -AttachSelf -Supress $false

As you noticed, there's also a file attached. Since I've used AttachSelf switch, it attached an
enhanced HTML version to email. When you open it up, you get a bit more options to play
with.

You can export your content to Excel, filter things out, and play as needed. Cool right?

will be integrated into Testimo so that you can fill in your email address and some
basic settings into configuration and whenever you run it with Invoke-Testimo -Email switch it
would use email information to give you report as needed. Surely that's something I would love
to get feedback on thou. This is planned for the next release.

Testimo - Advanced Configuration

As I mentioned it before every Active Directory is different so that rules can be different.
While for ad-hoc tests that you do to asses health check of Active Directory it's fine to visually
skip false-positives, using it daily with red all over the place isn't the best way to go. That's why
Testimo allows you to export/edit configuration in three ways. To file/JSON:

1. Get-TestimoConfiguration -FilePath
$PSScriptRoot\Configuration\TestimoConfiguration.json

Which delivers something that looks like configuration below where you can change your
settings as you need them.

To JSON directly (in case you want to process data however you want to handle it):
1. Get-TestimoConfiguration -AsJson

And finally output to hashtable which you can edit while being in PowerShell:
1. $OutputOrderedDictionary = Get-TestimoConfiguration

2. $OutputOrderedDictionary.Forest.OptionalFeatures. Tests.RecycleBinEnabled.Enable =
$false

3. $OutputOrderedDictionary.Forest.OptionalFeatures. Tests(LapsAvailable.Enable = $tirue
il o
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4. $OutputOrderedDictionary.Forest.OptionalFeatures. Tests.LapsAvailable.Parameters.Expe
ctedValue = $false

How you intend to use it, it's up to you. Exporting configuration and modifying it doesn't do
much. You still need to import that configuration back to Testimo.

$ConfigurationFile = "$PSScriptRoot\Configuration\TestimoConfiguration.json"

$Sources = @(

#ForestFSMOROoles'

'ForestOptionalFeatures'

'ForestBackup'

#'ForestOrphaned Admins'
'DomainPasswordComplexity’
#'DomainKerberosAccountAge'
#'DomainDNSScavengingForPrimaryDNSServer'
'DCWindowsUpdates'

)

$TestResults = Invoke-Testimo -ReturnResults -ExcludeDomains 'ad.evotec.pl' -ExtendedResults
-Configuration $ConfigurationFile -Sources $Sources
$TestResults | Format-Table -AutoSize *

I hope that didn't scare you with that code above right? As you can see above I am loading
configuration from JSON file, I've also decided that I want to partially limit the number of tests
I want to run (even thou configuration has it all enabled) using Sources parameter, which means
only four sources will be used in next run. I've also decided to skip one of my broken domains
because it takes a lot more time to scan a broken domain (timeouts on every single test take
time). Finally, I'm using ReturnResults but also with another switch ExtendedResults. This
will give you a bit of individual output that I'll describe a bit later on. Alternatively, the
Configuration parameter also takes Hashtables as input.

1. $OutputOrderedDictionary = Get-TestimoConfiguration

2. $OutputOrderedDictionary.Forest.OptionalFeatures. Tests.RecycleBinEnabled.Enable =
$false

3. $OutputOrderedDictionary.Forest.OptionalFeatures. Tests.LapsAvailable.Enable = $true

4. $OutputOrderedDictionary.Forest.OptionalFeatures. Tests.LapsAvailable.Parameters.Expe
ctedValue = $false

6. $Sources = @(
7. #ForestFSMOROoles'
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8. 'ForestOptionalFeatures'

9. 'ForestBackup'

10.#'ForestOrphanedAdmins'
11.'DomainPasswordComplexity'
12.#DomainKerberosAccountAge'
13.#'DomainDNSScavengingForPrimaryDNSServer'
14.'"DCWindowsUpdates'

15.)

16.

17.$TestResults = Invoke-Testimo -ReturnResults -ExcludeDomains 'ad.evotec.pl'
-ExtendedResults -Sources $Sources -Configuration $OutputOrderedDictionary

18.$TestResults | Format-Table -AutoSize *

It's up to you which one you prefer better. Keep in mind that what Sources do is they limit tests
to a defined list, which is useful. However, there's also ExcludeSources which you can use if
you want to skip one or two tests but leave everything else.

Testimo - Extended Report

As mentioned earlier next to ReturnResults, there's also ExtendedResults switch. When you
run Testimo with that switch, the result is not impressive. To not spend the next 10 minutes
waiting for all tests to finish, I'm going to limit the number of sources and use two types of tests,
along with two mentioned switches.

1. Invoke-Testimo -Sources ForestRoles,DomainRoles -ReturnResults -ExtendedResults

See, the result is as usual displayed to screen, and additionally, PowerShell object is returned.
This object is unique and something that is work in progress that I intend to use to build an
excellent looking Overview of it. I'm returning it so you can take it and make something of
your own if you want to. Below is a code I'm using, to create Overview of all tests that
happened (that's in action).

1. $Sources = @(

2. 'ForestRoles'
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'ForestOptionalFeatures'

'ForestOrphaned Admins'
'DomainPasswordComplexity'
'DomainKerberosAccountAge'
'DomainDNSScavengingForPrimaryDNSServer'
'DomainSysVolDFSR'

XX N kW

'DCRDPSecurity’

10.'DCSMBShares'
11.'DomainGroupPolicyMissingPermissions'
12.'DCWindowsRolesAndFeatures'
13.'DCNTDSParameters'

14.'DCInformation'
15.'ForestReplicationStatus'

16.)

17.

18.$TestResults = Invoke-Testimo -ReturnResults -ExtendedResults -Sources $Sources
#-ExcludeDomains 'ad.evotec.pl' #-ExcludeDomainControllers
$ExludeDomainControllers

19.

20.New-HTML -FilePath $PSScriptRoot\Output\TestimoSummary.html -UseCssLinks
-UseJavaScriptLinks {

21.[Array] $PassedTests = $TestResults['Results'] | Where-Object { § .Status -eq $true }
22.[Array] $FailedTests = $TestResults['Results'] | Where-Object { $ .Status -ne $true }
23.New-HTMLTab -Name 'Summary' -IconBrands galactic-senate {

24 New-HTMLSection -HeaderText "Tests results" -HeaderBackGroundColor DarkGray {
25.New-HTMLPanel {

26.New-HTMLChart {
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27.New-ChartPie -Name 'Passed' -Value ($TestResults['Summary'].Passed) -Color
ForestGreen

28.New-ChartPie -Name 'Failed' -Value ($TestResults['Summary'].Failed) -Color OrangeRed

29.New-ChartPie -Name '"Failed' -Value ($TestResults['Summary'].Skipped) -Color
LightBlue

30.}
31.New-HTMLTable -DataTable $TestResults['Summary'] -HideFooter -DisableSearch {

32.New-HTMLTableContent -ColumnName "Passed' -BackGroundColor ForestGreen -Color
White

33.New-HTMLTableContent -ColumnName 'Failed' -BackGroundColor OrangeRed -Color
White

34 New-HTMLTableContent -ColumnName 'Skipped' -BackGroundColor LightBlue -Color
White

35.}

36.}

37.New-HTMLPanel {

38.New-HTMLTable -DataTable $TestResults['Results'] {
39.New-HTMLTableCondition -Name 'Status' -Value $true -Color Green -Row
40.New-HTMLTableCondition -Name 'Status' -Value $false -Color Red -Row
41.}

42.%

43.}

44}

45.New-HTMLTab -Name 'Forest' -IconBrands first-order {

46.foreach ($Source in $TestResults['Forest']['Tests'].Keys) {

47.

48.$Name = $TestResults['Forest']['Tests'|[[$Source]['Name']

49.$Data = $TestResults['Forest']['Tests'][$Source]['Data'] TEEW %@w]&/]lw
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50.$SourceCode = $TestResults['Forest']['Tests'][$Source]['SourceCode']
51.$Results = $TestResults['Forest']['Tests'][$Source]['Results']
52.#$Details = $TestResults['Forest']['Tests'][$Source]['Details']

53.[Array] $PassedTestsSingular = $TestResults['Forest']['Tests'][$Source]['Results'] |
Where-Object { $_.Status -eq $true }

54.[Array] $FailedTestsSingular = $TestResults['Forest']['Tests'[[$Source]['Results'] |
Where-Object { $ .Status -ne $true }

55.

56.New-HTMLSection -HeaderText $Name -HeaderBackGroundColor DarkGray
-CanCollapse {

57.New-HTMLContainer {

58.New-HTMLPanel {

59.New-HTMLChart {

60.New-ChartPie -Name 'Passed' -Value ($PassedTestsSingular.Count) -Color ForestGreen
61.New-ChartPie -Name 'Failed' -Value ($FailedTestsSingular.Count) -Color OrangeRed
62.}

63.New-HTMLCodeBlock -Code $SourceCode -Style 'PowerShell' -Theme enlighter
64.}

65.}

66.New-HTMLContainer {

67.New-HTMLPanel {

68.New-HTMLTable -DataTable $Data

69.New-HTMLTable -DataTable $Results {

70.New-HTMLTableCondition -Name 'Status' -Value $true -Color Green -Row
71.New-HTMLTableCondition -Name 'Status' -Value $false -Color Red -Row

72.}

73. _ -
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74.}

75.1

76.}

77.}

78.

79.foreach ($§Domain in $TestResults['Domains'].Keys) {

80.New-HTMLTab -Name "Domain $Domain" -IconBrands deskpro {
81.foreach ($Source in $TestResults['Domains'][$Domain]['Tests'].Keys) {
82.$Name = $TestResults['Domains'][$Domain]['Tests'][$Source][ Name']
83.$Data = $TestResults['Domains'][$Domain]['Tests'][$Source]['Data']
84.$SourceCode = $TestResults['Domains'][$Domain]['Tests'][$Source]['SourceCode']
85.8Results = $TestResults['Domains'][$Domain]['Tests'][$Source]['Results']
86.# $Details = $TestResults['Domains'][$Domain]['Tests'][$Source]['Details']

87.[Array] $PassedTestsSingular =
$TestResults['Domains'][$Domain]['Tests'|[$Source]['Results'] | Where-Object {
$ .Status -eq $true }

88.[Array] $FailedTestsSingular =
$TestResults['Domains'][$Domain]['Tests'][$Source]['Results'] | Where-Object {
$ .Status -ne $true }

89.

90.New-HTMLSection -HeaderText $Name -HeaderBackGroundColor DarkGray
-CanCollapse {

91.New-HTMLContainer {

92.New-HTMLPanel {

93.New-HTMLChart {

94 New-ChartPie -Name 'Passed' -Value ($PassedTestsSingular.Count) -Color ForestGreen
95.New-ChartPie -Name 'Failed' -Value ($FailedTestsSingular.Count) -Color OrangeRed

9. Ech RV
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97.New-HTMLCodeBlock -Code $SourceCode -Style 'PowerShell' -Theme enlighter
98.}

99.}

100. New-HTMLContainer {

101. New-HTMLPanel {

102. New-HTMLTable -DataTable $Data

103. New-HTMLTable -DataTable $Results {

104. New-HTMLTableCondition -Name 'Status' -Value $true -Color Green -Row
105. New-HTMLTableCondition -Name 'Status' -Value $false -Color Red -Row
106. }
107. }
108. }
109. }
110. }
111. foreach ($DC in $TestResults['Domains'][$Domain]['DomainControllers'].Keys) {

112. New-HTMLSection -HeaderText "Domain Controller - $DC"
-HeaderBackGroundColor DarkSlateGray -CanCollapse {

113. New-HTMLContainer {

114. foreach ($Source in
$TestResults['Domains'][$Domain]['DomainControllers'|[$DC]['Tests']. Keys) {

115. $Name =
$TestResults['Domains'][$Domain]['DomainControllers'|[$DC]['Tests']|[$Source]['Name']

116. $Data=
$TestResults['Domains'][$Domain]['DomainControllers'|[$DC]['Tests'][$Source]['Data']

117. $SourceCode =
$TestResults['Domains'[[$Domain]['DomainControllers'|[$DC]['Tests'][$Source]['Source
Code']
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118. $Results =
$TestResults['Domains'][$Domain]['DomainControllers'|[$DC]['Tests'][$Source]['Results

']
119. #$Details =
$TestResults['Domains'|[$Domain]['DomainControllers'|[$DC]['Tests'][$Source]['Details'

]

120. [Array] $PassedTestsSingular =
$TestResults['Domains'][$Domain]['DomainControllers'|[$DC]['Tests'][$Source]['Results
"] | Where-Object { § .Status -eq $true }

121. [Array] $FailedTestsSingular =
$TestResults['Domains'|[$Domain]['DomainControllers'|[$DC]['Tests'][$Source]['Results
"7 | Where-Object { $ .Status -ne $true }

122.

123. New-HTMLSection -HeaderText $Name -HeaderBackGroundColor DarkGray {
124. New-HTMLContainer {

125. New-HTMLPanel {

126. New-HTMLChart {

127. New-ChartPie -Name "Passed' -Value ($PassedTestsSingular.Count) -Color
ForestGreen

128. New-ChartPie -Name 'Failed' -Value ($FailedTestsSingular.Count) -Color OrangeRed
129. }

130. New-HTMLCodeBlock -Code $SourceCode -Style 'PowerShell' -Theme enlighter
131. }

132. }

133. New-HTMLContainer {

134. New-HTMLPanel {

135. New-HTMLTable -DataTable $Data

136. New-HTMLTable -DataTable $Results {

137. New-HTMLTableCondition -Name 'Status' -Value $t ltU LlﬁrgquxL LW
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138. New-HTMLTableCondition -Name 'Status' -Value $false -Color Red -Row
139.
140.
141.
142.
143.
144.
145.
146.

[ N L S

147.
148.
149. ! -ShowHTML

Which will give you the following HTML document

As you can see above, there are some tabs. The first tab has a summary of all tests, and I plan
to expand it with some charts and more data that may be useful for quick assessment. Following
pages give you a detailed overview of all tests for Forest, and each Domain separately. Please
notice that on the left side, just under pie chart, it shows you a PowerShell command that is
executed to get the data. On the right side, there is output from that command, and just below it
tests results. The idea is that if something is wrong, you can see more information on the
problem straight away or you can take the matter in your own hands and use the provided
PowerShell commands and see for yourself. Of course, you may need to replace place holder
variables with your own data. I may make it more comfortable in the next versions by filling
that for you. This is just a very early concept of course, so I will make sure this gets some “I
want to look good” treatment. I look forward to hearing your feedback on this. Since I know
whatever I will build here, may not be not enough — all that data I used to create that output
internally is available by using ReturnResults, ExtendedResults switches. The report from
above is also available with just this little command. Keep in mind I'm 11m1t1ng sources, so |
don't spend 10 minutes waiting for it to execute everything. Yo r and
get full test output to HTML for all your Forest/Domain data. UEEW g@w]l/]Lw
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. Import-Module .\Testimo.psd1 -Force #-Verbose

$Sources = @(

'ForestRoles'
'ForestOptionalFeatures'
'ForestOrphanedAdmins'
'DomainPasswordComplexity'

'DomainKerberosAccountAge'

o =N kLD

#DomainDNSScavengingForPrimaryDNSServer'
10.#'DomainSysVolDFSR'
11.#DCRDPSecurity’
12.'DCSMBShares'
13.'DomainGroupPolicyMissingPermissions'
14.#DCWindowsRolesAndFeatures'
15. #DCNTDSParameters'
16.#'DClnformation’
17.'ForestReplicationStatus'
18.)
19.
20.Invoke-Testimo -Sources $Sources -ExcludeDomains 'ad.evotec.pl' -ShowReport
The report is available online for you to view —
Testimo - Test Sources

While you may be wondering what Sources are available, I've decided to simplify this for you.
Just run a command, and you get all the available sources. It's important because the same idea
will apply to export new configuration. Keep in mind that this project is not yet written in stone
and not everything is yet decided so some things may change, some typos will get fixed, or

definitions changed. I'll try to make it as painless as possible thou:

1. Get-TestimoSources UEEW %QQZ L lﬂ
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https://evotec.xyz/wp-content/uploads/2019/09/TestimoExampleOutput.html

e DCNTDSParameters

e DCDFSRAutoRecovery

e DCDiskSpace

e DCDnsNameServes

e DCDnsResolveExternal

e DCDnsResolvelnternal

e DCLDAP

e DCOperatingSystem

e DClInformation

e DCPingable

e DCPorts

e DCRDPPorts

e DCRDPSecurity

e DCServices

e DCSMBProtocols

e DCSMBShares

e DCTimeSettings

e DCTimeSynchronizationExternal
e DCTimeSynchronizationInternal
e DCWindowsFirewall

e DCWindowsRemoteManagement
e DCWindowsRolesAndFeatures
e DCWindowsUpdates

e DomainDNSForwaders

e DomainDNSScavengingForPrimaryDNSServer

e DomainDnsZonesAging
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e DomainEmptyOrganizationalUnits

e DomainGroupPolicyMissingPermissions

e DomainKerberosAccountAge

e DomainOrphanedForeignSecurityPrincipals
e DomainPasswordComplexity

e DomainRoles

e DomainSecurityGroupsAccountOperators

e DomainSecurityGroupsSchemaAdmins

e DomainSecurityUsersAcccountAdministrator
e DomainSysVolDFSR

e DomainTrusts

e DomainWellKnownFolders

e ForestBackup

e ForestOptionalFeatures

e ForestOrphanedAdmins

e ForestReplication # This uses newer approach
e ForestReplicationStatus # This uses Repadmin
e ForestRoles

e ForestSiteLinks

e ForestSiteLinksConnections

e ForestSites

e ForestTombstoneLifetime

Of course, when you are using Sources parameter, it will autocomplete as well. But sometimes
it's faster to build array without using autocomplete. It's essential to understand that each
Source can have multiple tests assigned to it. For example, you could get a list of all Domain
Controllers and their availability. You could then do multiple tests checklng dlfferent things

based on one source. I have defined some criteria on each sourcg; 1 on

1t and establish more tests to the same source. UEEW gL*QQZR/ZLj
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lestimo Requirements

Testimo to work requires PowerShell 5.1. It can be installed on Windows 2008 R2 however
from my tests it misses a lot of commands I use for testing DNS or other parts of the system.
Since 2008 R2 extended support ends in just a few months, it seems a bit unnecessary to add
support for it. However, I will consider this if there will be interest to support it. A bigger
problem is I don't have Windows 2008R2 to test with. Anything above Windows 2012 should
work correctly. Feel free to let me know if it doesn't, and we can figure this out. If you're
running this from Windows 10 machine, please make sure you have correct permissions to run
it against your Active Directory and that you have RSAT installed. I'm doing most of the tests
using Windows 10 1903.

Installing & Updating Testimo
1. Install-Module Testimo

For easy use and installation, all modules are available from PowerShellGallery. Installing it is
as easy as it gets. Keep in mind that when you install Testimo, you get
PSWinDocumentation.AD, PSWinDocumentation.DNS, ADEssentials, PSSharedGoods,
PSWriteColor, Connectimo, PSWriteHTML and Emailimo installed by default, so you don't
have to install it separately. You may be wondering why so many modules? Well, I already have
some stuff written for different purposes, and while I could get the stuff I need from different
modules, I wrote and keep everything integrated, it would kill my productivity.

Sometimes you may need additional steps
1. Install-Module Testimo -Force -AllowClobber

Since Testimo is available as PowerShell module new versions are also published there. When
a new version is out, you can run

1. Update-Module Testimo

Using Force and AllowClobber is optional and should be only used if you experience issues in
installation. For example, if you run Install-Module with Force switch while Testimo is
already installed, it will overwrite/install the newest version, but it will also redownload and
overwrite any dependencies it has. AllowClobber, on the other hand, is useful when I decide to
move functions between modules. I may decide that function X should be in module Y instead
of module Z. When you already have function X in module Z, and you move it in next version
to module Y PowerShell will detect that there is already comm isk and it

will complain. That's where AllowClobber comes in where it t IL le %@L“L/“L is
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problem for now. Since both module Z and Y will get updated function will be in only one of
them, and everything will start to work.

Making Testimo Portable

Since Testimo aims to be useful also in scenarios where you don't want to install Testimo, and
it's dependencies to PowerShell Modules path I've created a simple function that downloads
Testimo and it's dependencies from PowerShellGallery, and finally uses Import-Module to
import modules into memory so that you can use it as you like. I've written a short about it
with code you can use to get that up and running.

1. Initialize-ModulePortable -Name 'Testimo' -Path
$Env:UserProfile\Desktop\TestimoPortable -Download

After that Invoke-Testimo and all its features are available within-session, you're using it. Of
course, you don't have to use the Download switch all the time, but only when you update
Testimo and it's dependencies to a newer version. If you don't use the download switch all it
does is preload all modules from a given path, and that's it.

Uninstalling & Removing Testimo

Since you can install it, you can also uninstall it. Of course it's not enought to just uninstall
Testimo because all other dependencies will stay there. If you're not using any of those other
modules that I've written, feel free to uninstall all of them.

1.SModules = @('Testimo',
'PSWinDocumentation.AD', 'PSWinDocumentation.DNS', 'ADEssent
ials', 'PSSharedGoods', 'PSWriteColor', 'Connectimo',
'DSInternals’' )

2.foreach (SModule in $Modules) {
3.Uninstall-Module S$Module -Force -AllVersions
4.}

Useful tools for reporting/emailing

Since Reporting/Emailing functionality of is not ready and can change feel free to
explore what is possible with and . Below is a bunch of links
describing those modules doing different actions. If you find there something that you think

would look cool in Testimo reporting, let me know.

. e Sy
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https://evotec.xyz/making-powershellgallery-modules-portable/
https://github.com/EvotecIT/Testimo
https://github.com/EvotecIT/PSWriteHTML
https://github.com/EvotecIT/Emailimo
https://evotec.xyz/meet-statusimo-powershell-generated-status-page/

°
°
Development Features Requests Bugs

Testimo and all other modules are open source and are available on GitHub. If you feel you can
help with just about anything — from fixing typos to adding more tests — you're very welcome!

° — Engine mostly, this is where main development happens

° —my “glue” PowerShell module that holds a lot of functions that are
used by my modules

° — responsible for HTML reporting
° —some commands I used are based here
° — while it's a module to build AD Documentation I use some

internal commands to build tests

° — same as above but for DNS (not ready for documentation,
useful for tests — work in progress)

° — module for sending/building HTML based emails.

Have fun!

Przemyslaw Klys / About Author

System Architect with over 14 years of experience in the IT field. Skilled, among others, in
Active Directory, Microsoft Exchange and Office 365. Profoundly interested in PowerShell.

Software geek. — —
: e S=vuy
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https://evotec.xyz/meet-dashimo-powershell-generated-dashboard/
https://evotec.xyz/dashimo-easy-table-conditional-formatting-and-more/
https://evotec.xyz/out-htmlview-html-alternative-to-out-gridview/
https://evotec.xyz/meet-emailimo-new-way-to-send-pretty-emails-with-powershell/
https://evotec.xyz/all-your-html-tables-are-belong-to-us/
https://evotec.xyz/sending-html-emails-with-powershell-and-zero-html-knowledge-required/
https://evotec.xyz/dashimo-pswritehtml-charting-icons-and-few-other-changes/
https://evotec.xyz/working-with-html-in-powershell-just-got-better/
https://evotec.xyz/comparing-two-or-more-objects-visually-in-powershell-cross-platform/
https://github.com/EvotecIT/Testimo
https://github.com/EvotecIT/PSSharedGoods
https://github.com/EvotecIT/PSWriteHTML
https://github.com/EvotecIT/ADEssentials
https://github.com/EvotecIT/PSWinDocumentation.AD
https://github.com/EvotecIT/PSWinDocumentation.DNS
https://github.com/EvotecIT/Emailimo
https://evotec.xyz/tag/active-directory/
https://evotec.xyz/tag/ad/
https://evotec.xyz/tag/dhcp/
https://evotec.xyz/tag/dns/
https://evotec.xyz/tag/health-checks/
https://evotec.xyz/tag/powershell/
https://evotec.xyz/tag/security-checks/
https://evotec.xyz/tag/testimo/

Zentyal: Active Directory using Linux
Ease the management of your IT infrastructure

Manage your Windows® users as you are used to, without the associated cost. Plus unify
network infrastructure management to get to focus on the business critical IT of your
organization.
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https://zentyal.com/features/
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Domain & Directory Server
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Replace your MS Active Directory® seamlessly

Q
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e Set up as a stand-alone server or additional DC of a Windows domain

e Manage GPOs with RSAT

e Inexpensive, doesn’t require CALs

Zentyal offers an easy to use Windows Server® alternative. It comes with native compatibility

with Microsoft Active Directory® allowing you to join Windo

manage them easily, causing no disruption to your users.
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Mail Server
Dedicated mail server
e [ntegrates modern webmail and ActiveSync
e Unlimited virtual mail domains
e User management via Zentyal or Microsoft® Active Directory

Zentyal includes the industry-standard SMTP and POP3/IMAP mail servers built upon the most
established technologies and protocols. Gives you the opportunity to deploy Zentyal as a mail
server, domain & directory server with mail or all-in one server.

He has shown you, O mortal, what is good.
And what does the Lord require of you?
To act justly and to love mercy

and to walk humbly with your God.
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https://zentyal.com/features/#domain
https://zentyal.com/features/#mail
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Love is patient, love is kind. It does not envy, it does not boast, it is not proud. It does not
dishonor others, it is not self-seeking, it is not easily angered, it keeps no record of wrongs.
Love does not delight in evil but rejoices with the truth. It always protects, always trusts,
always hopes, always perseveres.
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Gateway & Infrastructure Server

Secure Internet access and unify your network infrastructure

e Backup

e User authentication in HTTP Proxy

e Domain-based HTTPS web pages block

Zentyal allows you to unify and easily manage all the basic network infrastructure services and
to offer reliable and secure Internet access. It covers services fr

TERA St
backup to gateway, firewall and HTTP proxy to mention few. ﬁ” L
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See all gateway and infrastructure features

Technical Support
Expert assistance when you need it
e (overs all the Zentyal Server features
e Provided by the Official Zentyal Support Team
e Best-effort support for migrations from Windows Server

Not quite sure if you have the necessary knowledge to set-up and maintain Zentyal Server

in-house? Count on the Zentyal Support Team — They have extensive experience in providing
support for commercial Zentyal deployments.

See all support features
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https://zentyal.com/features/#gateway
https://zentyal.com/features/#support

Pricing
Perpetual licenses and optional support

Purchase perpetual Zentyal Server License according to your business size, starting from
195€/server (Micro License, <25 users). We have server-based pricing, no user or device CALs
are required. Optional Support Subscriptions are also available.

For further pricing information, simply : T@Em\ g@&/]&/]&ﬂ
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https://zentyal.com/get-offer/

Full feature list

Latest release: Zentyal 7.0
based on Ubuntu Server 20.04 LTS

e (entral domain and directory management
e Users, Security groups, Distribution lists, Contacts
e Multiple Organization Units (OUs), Group Policy Objects (GPOs)
e NETLOGON scripts, Roaming profiles
e Single Sign-On (SSO) authentication
Directory & e Supported OS: Windows® XP/Vista/7/8/10
Domain e File sharing in Windows® environments (CIFS)
e Users and Groups access and modification permissions (ACLs)
e Management of user profile pictures
e Importing/exporting of users and groups
e Audit mode on/off (file server)

e [ntegrated software: Samba

e Supported protocols: SMTP, POP3, IMAP, CalDAYV, CardDAYV,
SIEVE

e Supported clients: Mozilla Thunderbird®
e Webmail
e Synchronization to mobile devices via ActiveSync
Mail e Multiple virtual mail domains
e Single Sign-On (SSO) authentication
e Management via Zentyal or Microsoft® Active Directory
e Antivirus & Mail filter

e Integrated software: Postfix, Dovecot, Fetchmail, Sieve, SOGo, SOGo

Acti Amavis, ClamA WS @@
ctiveSync, Amavis, ClamAV, Spa ‘T@EW [@@wﬂ/w
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Gateway

Infrastructure

Maintenance
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Network configuration

Routing

Gateway

Firewall

Network authentication service (RADIUS)
HTTP Proxy

IDS/IPS

User authentication in HTTP Proxy
Domain-based HTTPS web pages block
Integrated software: Iproute2, Netfilter, Squid, Suricata, FreeRADIUS
DHCP and DNS server

NTP server

Certification Authority (CA)
Virtualization Manager

Virtual Private Networks (VPNs)

Backup

Instant Messaging (IM) service

FTP Server

IPSec/L2TP

Antivirus on-access scan

Integrated software: BIND, ISC DHCP Software, ntpd, OpenSSL,
OpenVPN, ejabbered, Libvirt/KVM, Duplicity, vsftpd, Libreswan

Real-time alerts
Daily reports

Kernel management

UEEh SEvwy
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e Software and security updates
Support & e Software upgrades

Updates e Access to the knowledge base

e Technical support

Now all has been heard;
here is the conclusion of the matter:
Fear God and keep his commandments,
for this 1s the duty of all mankind.
For God will bring every deed into judgment,
including every hidden thing,
whether it 1s good or evil.
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	The only command you will ever need to understand and fix your Group Policies (GPO) 
	GPOZaurr  
	1.0.0 
	Group Policy Eater is a PowerShell module that aims to gather information about Group Policies but also allows fixing issues that you may find in them. 
	Installing GPOZaurr 
	Various tools that allow you to manage and consolidate your Group Policy environment. 
	In today's article, I will make some general remarks and take a look at two useful GPO tools: Get-GpoReport and Advanced Group Policy Management. 
	Contents 
	1.​Preparation 
	2.​Get-GpoReport 
	3.​Advanced Group Policy Management 
	●​Author 
	●​Recent Posts 
	James Rankin 
	James is a consultant from the UK, specializing mainly in end-user computing, Active Directory and client-side monitoring. When not consulting for james-rankin.com, he can often be found blogging, writing technical articles and speaking at conferences and user groups. 
	Many enterprises rely heavily on Group Policy to provide configuration settings to their users and devices. Group Policy, despite being relatively unchanged since 2006, encompasses many configuration items that can be used to push granular settings down to domain-joined devices and/or users. Enterprises often have very complicated Group Policy implementations, which only become more complicated when multiple forests/domains and/or mergers and acquisitions are factored into the equation. In many instances, the complexity of GPO implementation, combined with the fear of inadvertently impacting the user base, leads to Group Policy being left in a sprawling, bloated state that becomes increasingly difficult to manage or unpick. 
	Microsoft's longer-term goal is to move away from Group Policy toward what they call "modern management"—using technology such as InTune and Desired State Configuration rather than the legacy GPO methods to manage their user and device base. For the short term, however, Group Policy is here to stay, at the very least in a hybrid way. As part of a migration away from Group Policy, or just to simplify the day-to-day management and overhead, a consolidation and remediation exercise such as that described in this article is vital. 
	As well as making management easier and migration more of a realistic possibility, this exercise can also make the processing of policies more efficient, simply by removing unneeded or inapplicable configuration items. 
	Preparation 
	If you're in an environment with a sizable number of GPOs (or even if you're not), you may well want to automate as much of this as possible. Trawling through Group Policy Objects manually is a thankless, time-consuming task, so we will suggest automated ways to find the information wherever possible. 
	With regard to what we'd like to get out of the GPO consolidation exercise, we will attack it from these angles: 
	●​Remove broken GPOs and dead links 
	●​Remove disabled GPOs 
	●​Remove unlinked GPOs 
	●​Remove empty GPOs 
	●​Identify GPOs with no content 
	●​Identify GPOs with incorrect permissions 
	●​Identify GPOs with inapplicable or legacy settings 
	●​Identify GPOs with invalid security filters 
	Make sure that the user account you are using to do the consolidation exercise has at least Read permissions to all the GPOs in your forest(s) or domain(s). 
	For the Group Policy PowerShell cmdlets, you need to have access to a machine with the Remote Server Administration Tools (RSAT) installed. 
	Ensure that you have a backup of your GPOs. Even though we are going through a "read-only" exercise and parsing the data, prudence suggests that you should have a full backup, just in case. You can perform the backup either manually from GPMC by using the "Back Up" or "Save Report" context menu functionality, or use the Backup-Gpo cmdlet (which allows all GPOs in a domain to be backed up at once). 
	Backing up GPOs 
	Backing up GPOs 
	There are a couple of tools that can be used for outputting GPO data. The go-to tool is usually the Group Policy PowerShell cmdlets, mainly Get-GpoReport. This can output either HTML or XML reports for all GPOs in a domain. You can combine this with other cmdlets, such as Get-GPPermission and Get-GPO, to produce more targeted data. 
	Get-GpoReport 
	One main issue with Get-GpoReport, however, is that it often fails to output an HTML report successfully when run on a large number of policy objects. The XML report works fine; however, this is considerably less readable than the HTML report. Also, even if the HTML report works, parsing this information into actionable data can be time-consuming and may require further scripted manipulation. 
	AGPM 
	AGPM 
	The implementation of AGPMC will provide far more control and failsafes than are currently available within a typical enterprise environment where they use the standard GPMC, as well as allowing more granular reporting and assessment. These changes are crucial to improving the ongoing management of the GP estate. 
	AGPM simply requires dedicated service accounts and an installation of the console to be implemented. 
	It is also recommended that the editing of GPOs be locked to AGPMC to prevent users from accessing the policies from other instances of the Group Policy console. If you aren't already using AGPMC, you should start as soon as possible. 
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