DPO Walk-in Security Clinic

esmschools.org/oconnor

If u dont trust the QR

DPO Walk-in Security Clinic

ifinn@homercentral.org

koconnor@esmschools.org

Got a question about a security practice?

Need advice on how to approach a security problem, process or policy?

Want a quick review of your security posture?


http://esmschools.org/oconnor
mailto:jfinn@homercentral.org
mailto:koconnor@esmschools.org

Come to this open ended session with practicing District Tech Directors, Network admins,
BOCES/RIC staff and industry partners. We hope you’ll walk away with some ideas on how to
approach your problem, and some possible solutions.

We hope that participants will be able to contribute to the discussion as well!
Co Facilitators:

Josh Finn, Chief Information Officer, Homer Central Schools
Kieran O’Connor, Executive Director of Planning, Development & Technology, East Syracuse
Minoa Schools

Topics to ask about, but not limited to (in no particular
order)
® Policies/Procedures/Documentation
o DR Plan, testing
m Offsite v. Onsite cold compute
m BOCES, Legal, RIC
m Table tops
® Teachers,Principals, PR
® Include in the district-wide safety plan
o Data inventory
m A good bit of our data is at BOCES/RIC
® Phone Tree for component districts
m User access matrix



e onboarding/offboarding
o Roles and job titles to define access
m “The Matrix”
o Least privilege, and review of it
o Annual reviews of policies, procedures,
documentation
o IT Building Condition Survey
e Comptroller reports--“reading the tea leaves”
O
e Hardening your infrastructure

o MFA
o VPN
o Reducing your radar signature
O Service accounts
o Temporary accounts

m Substitutes

m Vendors
o Protecting your backups

m Testing your backups
© Domain Joined servers
o Password manager



® Physical security
o Buildings

o IT infrastructure
m Tech Condition Survey- Master Library

Problem/Question/Scenario

Solutions

Other info

Put a sample problem /
question/scenario in here,
like:

“What does a tabletop
exercise look like?

We’ll then add in solutions




