
Ex. No: 1(a) ​ ​ IMPLEMENTATION OF CAESAR CIPHER 
 
AIM 

To write a Java Program for implementing Caesar Cipher. 
ALGORITHM 

Step 1: Start the program. 
Step 2: Define a class CaesarCipher. 
Step 3: Declare a string ALPHABET. 
Step 4: Define a function encrypt() to produce a cipher text and decrypt() to reproduce the     
            plain text. 
Step 5: Define a main(), get the string and call encrypt() to encrypt the string and decrypt()  
            to reproduce the plain text and display it. 
Step 6:​Stop the program. 

 
PROGRAM 
package javaapplication1; 
import java.util.Scanner; 
public class CaesarCipher 
{ 

public static final String ALPHABET = "abcdefghijklmnopqrstuvwxyz"; 
 ​ public static String encrypt(String plainText, int shiftKey) 

{ 
plainText = plainText.toLowerCase(); 
String cipherText = ""; 
for (int i = 0; i < plainText.length(); i++) 
{ 

int charPosition = ALPHABET.indexOf(plainText.charAt(i)); 
int keyVal = (shiftKey + charPosition) % 26; 
char replaceVal = ALPHABET.charAt(keyVal); 
cipherText += replaceVal; 

} 
return cipherText; 

} 
 
public static String decrypt(String cipherText, int shiftKey) 
{ 

cipherText = cipherText.toLowerCase(); 
String plainText = ""; 
for (int i = 0; i < cipherText.length(); i++) 
{ 

int charPosition = ALPHABET.indexOf(cipherText.charAt(i)); 
int keyVal = (charPosition - shiftKey) % 26; 
if (keyVal < 0) 
{ 

keyVal = ALPHABET.length() + keyVal; 
} 
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char replaceVal = ALPHABET.charAt(keyVal); 
plainText += replaceVal; 

} 
return plainText; 

} 
public static void main(String[] args) 
{ 

try (Scanner sc = new Scanner(System.in))  
{ 

System.out.println("Enter the String for Encryption: "); 
String message = new String(); 
message = sc.next(); 
System.out.println("Encrypted Text is:"); 
System.out.println(encrypt(message, 3)); 
System.out.println("Decrypted Text is:"); 
System.out.println(decrypt(encrypt(message, 3), 3)); 

} 
} 

} 
 

 
 

OUTPUT 
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RESULT 

Thus java program to implement Caesar Cipher was written, executed and output is verified 
successfully. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Ex.No: 1(b) ​ ​ IMPLEMENTATION OF PLAYFAIR CIPHER 
 
AIM 
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To write a Java program for implementing Playfair Cipher. 
 
ALGORITHM 

Step 1: Start the program. 
Step 2: Define a class Basic to find the index of a char. 
Step 3: Define a class PlayFair to define the key matrix, find the row position, column  

position, encrypt the text and decrypt the text. 
Step 4: Define a class PlayFairCipher, to get the plain text and to encrypt and decrypt text. 
Step 5: Display the encrypted text and decrypted text. 
Step 6: Stop the program. 

 
PROGRAM 
package javaapplication1; 
import java.util.*; 
class Basic 
{ 

String allChar="ABCDEFGHIJKLMNOPQRSTUVWXYZ"; 
boolean indexOfChar(char c) 
{ 

for(int i=0;i < allChar.length();i++) 
{​ if(allChar.charAt(i)==c) 

return true; 
}return false; 

} 
} 
 class PlayFair 
{​ Basic b=new Basic(); 

char keyMatrix[][]=new char[5][5]; 
boolean repeat(char c) 
{​ if(!b.indexOfChar(c)) 

{​ return true; 
} 
for(int i=0;i < keyMatrix.length;i++) 
{​ for(int j=0;j < keyMatrix[i].length;j++) 

 
return true; 

} 
} return false; 

} 
void insertKey(String key) 
{​ key=key.toUpperCase(); 

key=key.replaceAll("J", "I"); 
key=key.replaceAll(" ", ""); 

 
int a=0,b=0; 
for(int k=0;k < key.length();k++) 
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{​ if(keyMatrix[i][j]==c || c=='J') 
{​ if(!repeat(key.charAt(k))) 

{​ keyMatrix[a][b++]=key.charAt(k); 
if(b>4) 
{​ b=0; 

a++; 
} 

} 
} 
char p='A'; 
while(a < 5) 
{​ while(b < 5) 

{​ if(!repeat(p)) 
{​ keyMatrix[a][b++]=p; 
}​ p++; 

}​ b=0; 
a++; 

}System.out.print("-------------------------Key Matrix-------------------"); 
for(int i=0;i < 5;i++) 
{​ System.out.println(); 

for(int j=0;j < 5;j++) 
System.out.print("\t"+keyMatrix[i][j]); 

} 
System.out.println("\n---------------------------------------------------------"); 

}int rowPos(char c) 
{​ for(int i=0;i < keyMatrix.length;i++) 

{​ for(int j=0;j < keyMatrix[i].length;j++) 
{​ if(keyMatrix[i][j]==c) 

return i; 
} 

} return -1;        
}  
int columnPos(char c) 
{​ for(int i=0;i < keyMatrix.length;i++) 

{​ for(int j=0;j < keyMatrix[i].length;j++) 
{​ if(keyMatrix[i][j]==c) 

return j; 
} 

}return -1; 
}  

String encryptChar(String plain) 
{​ plain=plain.toUpperCase(); 

char a=plain.charAt(0),b=plain.charAt(1); 
String cipherChar=""; 
int r1,c1,r2,c2; 
r1=rowPos(a); 

​ ​ 5 
 



c1=columnPos(a); 
r2=rowPos(b); 
c2=columnPos(b); 
if(c1==c2) 
{​ ++r1; 

++r2; 
if(r1>4) 

r1=0; 
if(r2>4) 

r2=0; 
cipherChar+=keyMatrix[r1][c2]; 

cipherChar+=keyMatrix[r2][c1]; 
} 
else if(r1==r2) 
{​ ++c1; 

++c2; 
if(c1>4) 

c1=0; 
if(c2>4) 

c2=0; 
cipherChar+=keyMatrix[r1][c1]; 
cipherChar+=keyMatrix[r2][c2]; 

} 
else 
{​ cipherChar+=keyMatrix[r1][c2]; 

cipherChar+=keyMatrix[r2][c1]; 
}    return cipherChar; 

} 
String Encrypt(String plainText,String key) 
{​ insertKey(key); 

String cipherText=""; 
plainText=plainText.replaceAll("j", "i"); 
plainText=plainText.replaceAll(" ", ""); 
plainText=plainText.toUpperCase(); 
int len=plainText.length(); 
if(len/2!=0) 
{​ plainText+="X"; 

++len; 
} 
for(int i=0;i < len-1;i=i+2) 
{​ cipherText+=encryptChar(plainText.substring(i,i+2)); 

cipherText+=" ";     
}   return cipherText;       } 

String decryptChar(String cipher) 
{​ cipher=cipher.toUpperCase(); 

char a=cipher.charAt(0),b=cipher.charAt(1); 
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String plainChar=""; 
int r1,c1,r2,c2; 
r1=rowPos(a); 
c1=columnPos(a); 
r2=rowPos(b); 
c2=columnPos(b); 
if(c1==c2) 
{​ --r1; 

--r2; 
if(r1 < 0) 

r1=4; 
if(r2 < 0) 

r2=4; 
plainChar+=keyMatrix[r1][c2]; 
plainChar+=keyMatrix[r2][c1]; 

} 
else if(r1==r2) 
{ 

--c1; 
--c2; 
if(c1 < 0) 

c1=4; 
if(c2 < 0) 

c2=4; 
plainChar+=keyMatrix[r1][c1]; 
plainChar+=keyMatrix[r2][c2]; 

} 
else 
{​ plainChar+=keyMatrix[r1][c2]; 

plainChar+=keyMatrix[r2][c1]; 
}​ return plainChar; 

} 
String Decrypt(String cipherText,String key) 
{​ String plainText=""; 

cipherText=cipherText.replaceAll("j", "i"); 
cipherText=cipherText.replaceAll(" ", ""); 
cipherText=cipherText.toUpperCase(); 
int len=cipherText.length(); 
for(int i=0;i < len-1;i=i+2) 
{​ plainText+=decryptChar(cipherText.substring(i,i+2)); 

plainText+=" "; 
}​ return plainText; 

} 
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class PlayfairCipher 
{ 

public static void main(String args[])throws Exception 
{ 

PlayFair p=new PlayFair(); 
Scanner scn=new Scanner(System.in); 
String key,cipherText,plainText; 
System.out.println("Enter plaintext:"); 
plainText=scn.nextLine(); 
System.out.println("Enter Key:"); 
key=scn.nextLine(); 
cipherText=p.Encrypt(plainText,key); 
System.out.println("Encrypted text:"); 
System.out.println("---------------------------------------------------------\n"+cipherText); 
 System.out.println("---------------------------------------------------------"); 
String encryptedText=p.Decrypt(cipherText, key); 
System.out.println("Decrypted text:" ); 
System.out.println("---------------------------------------------------------\n"+encryptedTe
xt); 
System.out.println("---------------------------------------------------------"); 

} 
} 
 
 
 
 
 
 
OUTPUT 
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RESULT 

Thus java program to implement PlayFair Cipher was written, executed and output is 
verified successfully. 
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Ex.No: 1(c) ​ ​ IMPLEMENTATION OF HILL CIPHER 
 
AIM 

To write a Java Program for implementing Hill Cipher. 
 
ALGORITHM 

Step 1: Start the program. 
Step 2: Define a class HillCipher, in that declare 2 array one for key, other for inverse key 

and define a string key. 
Step 3: In this class, define a main(), get the choice to encrypt or decrypt. 
Step 4: Based on the choice call encrypt() and decrypt() to find cipher and plain text. 
Step 5: Display the result. 
Step 6: Stop the program. 

 
PROGRAM 
package javaapplication1; 
import javax.swing.JOptionPane; 
public class HillCipher  
{//the 3x3 key matrix for 3 characters at once 

public static int[][] keymat = new int[][]{ 
                { 1, 2, 1 }, 
                { 2, 3, 2 }, 
                { 2, 2, 1 }, 
            }; 

public static int[][] invkeymat = new int[][]{ 
                { -1, 0, 1 }, 
                { 2, -1, 0 }, 
                { -2, 2, -1}, 
            }; 

public static String key = "ABCDEFGHIJKLMNOPQRSTUVWXYZ"; 
public static void main(String[] args)  
{ // TODO code application logic here 

String text,outtext =""; 
int ch, n; 
ch = Integer.parseInt(JOptionPane.showInputDialog(null, "Enter 1 to Encrypt and 2 

to Decrypt!")); 
text = JOptionPane.showInputDialog(null, "Enter plain/cipher text to encrypt?"); 
text = text.toUpperCase(); 
text = text.replaceAll("\\s",""); //removing spaces 
n = text.length() % 3; 
if(n!=0) 
{​ for(int i = 1; i<= (3-n);i++) 
{ text+= 'X'; 

} 
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} 
System.out.println("Padded Text:" + text); 
char[] ptextchars = text.toCharArray(); 
switch(ch) 
{ 

case 1: 
for(int i=0;i< text.length(); i+=3) 
{ 

outtext += encrypt(ptextchars[i],ptextchars[i+1],ptextchars[i+2]);​
} 
break; 
case 2: 
for(int i=0;i< text.length(); i+=3) 
{ 

outtext += decrypt(ptextchars[i],ptextchars[i+1],ptextchars[i+2]); 
} 
break; 
default: System.out.println("Invalid Choice!"); 

        ​ ​ } 
        ​ ​ System.out.println("Output: " + outtext); 
    ​ } 

 
 
private static String encrypt(char a, char b, char c)  
{ 

String ret = ""; 
int x,y, z; 
int posa = (int)a - 65; 
int posb = (int)b - 65; 
int posc = (int)c - 65; 
x = posa * keymat[0][0] + posb * keymat[1][0] + posc * keymat[2][0]; 
y = posa * keymat[0][1] + posb * keymat[1][1] + posc * keymat[2][1]; 
z = posa * keymat[0][2] + posb * keymat[1][2] + posc * keymat[2][2]; 
a = key.charAt(x%26); 
b = key.charAt(y%26); 
c = key.charAt(z%26); 
 ret = "" + a + b + c; 
return ret; 

} 
private static String decrypt(char a, char b, char c) 
{ 

String ret = ""; 
int x,y,z; 
int posa = (int)a - 65; 
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int posb = (int)b - 65; 
int posc = (int)c - 65; 
x = posa * invkeymat[0][0]+ posb * invkeymat[1][0] + posc * invkeymat[2][0]; 
y = posa * invkeymat[0][1]+ posb * invkeymat[1][1] + posc * invkeymat[2][1]; 
z = posa * invkeymat[0][2]+ posb * invkeymat[1][2] + posc * invkeymat[2][2]; 
a = key.charAt((x%26<0)?(26+x%26):(x%26)); 
b = key.charAt((y%26<0)?(26+y%26):(y%26)); 
c = key.charAt((z%26<0)?(26+z%26):(z%26)); 
ret = "" + a + b + c; 
return ret; 

} 
} 
 
 
 
DECRYPT 
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RESULT 

Thus java program to implement Hill Cipher was written, executed and output is verified 
successfully. 
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Ex.No: 1(d) ​ ​ IMPLEMENTATION OF VIGENERE CIPHER 
 
AIM 

To write a Java Program for implementing Vigenere Cipher. 
 
ALGORITHM 

Step 1: Start the program. 
Step 2: Define a class VC1, in that define encipher() to produce a cipher text. 
Step 3: Define decipher() to reproduce the plain text. 
Step 4: Define a shift() to shift the values. 
Step 5: In main(), define the text and key values and call the encipher() to encrypt and  

decipher() to decrypt the encrypted text. 
Step 6: Display the results. 
Step 7: Stop the program. 

 
PROGRAM 
package javaapplication1; 
public class VC1  
{ 

public static String encipher(String s, String key) 
{ 

StringBuilder builder = new StringBuilder(); 
for(int i = 0; i < s.length(); i ++) 
{ 

if(s.charAt(i) < 65 || s.charAt(i) > 90) 
{ //ASCII character (capital letter) 

throw new IllegalArgumentException("" +"Open text must contain 
only capital letters"); 

} 
//add shift modularly 
char encyphered = s.charAt(i) + getShift(key, i) > 90 ? (char)((s.charAt(i) + 
getShift(key, i)) - 26) : (char)(s.charAt(i) + getShift(key, i)); 
builder.append(encyphered); 

} 
return builder.toString(); 

} 
public static String decipher(String s, String key) 
{ 

StringBuilder builder = new StringBuilder(); 
for(int i = 0; i < s.length(); i ++) 
{ 

if(s.charAt(i) < 65 || s.charAt(i) > 90) 
{ //ASCII character (capital letter) 

throw new IllegalArgumentException("" +"Ciphertext must contain 
only capital letters"); 

} 
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//subtract shift modularly 
char decyphered = s.charAt(i) - getShift(key, i) < 65 ? (char)((s.charAt(i) - 
getShift(key, i)) + 26) : (char)(s.charAt(i) - getShift(key, i)); 
builder.append(decyphered); 

} 
return builder.toString(); 

} 
private static int getShift(String key, int i) 
{ 

if(key.charAt(i % key.length()) < 65 || key.charAt(i % key.length()) > 90) 
{ 

throw new IllegalArgumentException("" +"Key phrase must contain only 
capital letters"); 

} 
return ((int)key.charAt(i % key.length())) - 65; 

} 
public static void main(String[] args) 
{ 

String text = "HELLO"; 
String key = "CAT"; 
String enciphered = encipher(text, key); 
System.out.println("IMPLEMENTATION OF VIGENERE CIPHER"); 
System.out.println("CIPHER TEXT IS:"+enciphered); 
System.out.println("DECIPHERED TEXT IS:"+decipher(enciphered, key)); 

} 
}  
 
 

 
 
 
RESULT 

Thus java program to implement Vigenere Cipher was written, executed and output is 
verified successfully. 
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Ex.No: 2 ​ ​ ​ IMPLEMENTATION OF RAIL FENCE –  
          ROW & COLUMN TRANSFORMATION 

 
AIM 

To write a Java Program for implementing Rail Fence – Row & Column Transformation. 
 
ALGORITHM 

Step 1: Start the program. 
Step 2: Define a class railfencebasic, in that define Encryption() to produce cipher text. 
Step 3: Define Decryption() to produce decipher text. 
Step 4: Define a class railfencecipher, in that define main() and input the text to cipher and 

decipher it. 
Step 5: Display the results. 
Step 6: Stop the program. 

 
PROGRAM 
package javaapplication1; 
import java.util.*; 
class RailFenceBasic 
{ 

int depth; 
String Encryption(String plainText,int depth)throws Exception 
{ 

int r=depth,len=plainText.length(); 
int c=len/depth; 
char mat[][]=new char[r][c]; 
int k=0; 
String cipherText=""; 
for(int i=0;i< c;i++) 
{​ for(int j=0;j< r;j++) 

{​ if(k!=len) 
mat[j][i]=plainText.charAt(k++); 

else​ mat[j][i]='X'; 
} 

} 
for(int i=0;i< r;i++) 
{​ for(int j=0;j< c;j++) 

{​ cipherText+=mat[i][j]; 
} 

}​ return cipherText; 
} 

 
String Decryption(String cipherText,int depth)throws Exception 
{ 

int r=depth,len=cipherText.length(); 
int c=len/depth; 
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char mat[][]=new char[r][c]; 
int k=0; 
String plainText=""; 
for(int i=0;i< r;i++) 
{ 

for(int j=0;j< c;j++) 
{ 

mat[i][j]=cipherText.charAt(k++); 
} 

} 
for(int i=0;i< c;i++) 
{​ for(int j=0;j< r;j++) 

{​ plainText+=mat[j][i]; 
} 

}​ return plainText; } 
} 
 class railfencecipher 
{ 

public static void main(String args[])throws Exception 
{​ RailFenceBasic rf=new RailFenceBasic(); 

Scanner scn=new Scanner(System.in); 
int depth; 
String plainText,cipherText,decryptedText; 
System.out.println("Enter plain text:"); 
plainText=scn.nextLine(); 
System.out.println("Enter depth for Encryption:"); 
depth=scn.nextInt(); 
cipherText=rf.Encryption(plainText,depth); 
System.out.println("Encrypted text is:\n"+cipherText); 
decryptedText=rf.Decryption(cipherText, depth); 
System.out.println("Decrypted text is:\n"+decryptedText); 

} 
} 
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OUTPUT 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
RESULT 

Thus java program to implement Rail Fence – Row & Column Transformation was written, 
executed and output is verified successfully. 
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Ex.No: 3 ​ ​ ​ IMPLEMENTATION OF DES 
 
AIM 

To write a Java Program for implementing DES. 
 
ALGORITHM 

Step 1: Start the program. 
Step 2: Define a class DES, in that define a constructor to display the encrypted and  

decrypted message. 
Step 3: Define generateSymmetricKey(), to generate the key. 
Step 4: Define encrypt() to encrypt the plain text. 
Step 5: Define decrypt() to decrypt the ciphered text. 
Step 6: Define main() to declare object for the class. 
Step 7: Stop the program. 

 
PROGRAM 
import java.util.*;  
   
class DES1 {  
    private static class DES {  
        // CONSTANTS  
        // Initial Permutation Table  
        int[] IP = { 58, 50, 42, 34, 26, 18,  
                     10, 2, 60, 52, 44, 36, 28, 20,  
                     12, 4, 62, 54, 46, 38,  
                     30, 22, 14, 6, 64, 56,  
                     48, 40, 32, 24, 16, 8,  
                     57, 49, 41, 33, 25, 17,  
                     9, 1, 59, 51, 43, 35, 27,  
                     19, 11, 3, 61, 53, 45,  
                     37, 29, 21, 13, 5, 63, 55,  
                     47, 39, 31, 23, 15, 7 };  
   
        // Inverse Initial Permutation Table  
        int[] IP1 = { 40, 8, 48, 16, 56, 24, 64,  
                      32, 39, 7, 47, 15, 55,  
                      23, 63, 31, 38, 6, 46,  
                      14, 54, 22, 62, 30, 37,  
                      5, 45, 13, 53, 21, 61,  
                      29, 36, 4, 44, 12, 52,  
                      20, 60, 28, 35, 3, 43,  
                      11, 51, 19, 59, 27, 34,  
                      2, 42, 10, 50, 18, 58,  
                      26, 33, 1, 41, 9, 49,  
                      17, 57, 25 };  
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        // first key-hePermutation Table  
        int[] PC1 = { 57, 49, 41, 33, 25,  
                      17, 9, 1, 58, 50, 42, 34, 26,  
                      18, 10, 2, 59, 51, 43, 35, 27,  
                      19, 11, 3, 60, 52, 44, 36, 63,  
                      55, 47, 39, 31, 23, 15, 7, 62,  
                      54, 46, 38, 30, 22, 14, 6, 61,  
                      53, 45, 37, 29, 21, 13, 5, 28,  
                      20, 12, 4 };  
   
        // second key-Permutation Table  
        int[] PC2 = { 14, 17, 11, 24, 1, 5, 3,  
                      28, 15, 6, 21, 10, 23, 19, 12,  
                      4, 26, 8, 16, 7, 27, 20, 13, 2,  
                      41, 52, 31, 37, 47, 55, 30, 40,  
                      51, 45, 33, 48, 44, 49, 39, 56,  
                      34, 53, 46, 42, 50, 36, 29, 32 };  
   
        // Expansion D-box Table  
        int[] EP = { 32, 1, 2, 3, 4, 5, 4,  
                     5, 6, 7, 8, 9, 8, 9, 10,  
                     11, 12, 13, 12, 13, 14, 15,  
                     16, 17, 16, 17, 18, 19, 20,  
                     21, 20, 21, 22, 23, 24, 25,  
                     24, 25, 26, 27, 28, 29, 28,  
                     29, 30, 31, 32, 1 };  
   
        // Straight Permutation Table  
        int[] P = { 16, 7, 20, 21, 29, 12, 28,  
                    17, 1, 15, 23, 26, 5, 18,  
                    31, 10, 2, 8, 24, 14, 32,  
                    27, 3, 9, 19, 13, 30, 6,  
                    22, 11, 4, 25 };  
   
        // S-box Table  
        int[][][] sbox = {  
            { { 14, 4, 13, 1, 2, 15, 11, 8, 3, 10, 6, 12, 5, 9, 0, 7 },  
              { 0, 15, 7, 4, 14, 2, 13, 1, 10, 6, 12, 11, 9, 5, 3, 8 },  
              { 4, 1, 14, 8, 13, 6, 2, 11, 15, 12, 9, 7, 3, 10, 5, 0 },  
              { 15, 12, 8, 2, 4, 9, 1, 7, 5, 11, 3, 14, 10, 0, 6, 13 } },  
   
            { { 15, 1, 8, 14, 6, 11, 3, 4, 9, 7, 2, 13, 12, 0, 5, 10 },  
              { 3, 13, 4, 7, 15, 2, 8, 14, 12, 0, 1, 10, 6, 9, 11, 5 },  
              { 0, 14, 7, 11, 10, 4, 13, 1, 5, 8, 12, 6, 9, 3, 2, 15 },  
              { 13, 8, 10, 1, 3, 15, 4, 2, 11, 6, 7, 12, 0, 5, 14, 9 } },  
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            { { 10, 0, 9, 14, 6, 3, 15, 5, 1, 13, 12, 7, 11, 4, 2, 8 },  
              { 13, 7, 0, 9, 3, 4, 6, 10, 2, 8, 5, 14, 12, 11, 15, 1 },  
              { 13, 6, 4, 9, 8, 15, 3, 0, 11, 1, 2, 12, 5, 10, 14, 7 },  
              { 1, 10, 13, 0, 6, 9, 8, 7, 4, 15, 14, 3, 11, 5, 2, 12 } },  
            { { 7, 13, 14, 3, 0, 6, 9, 10, 1, 2, 8, 5, 11, 12, 4, 15 },  
              { 13, 8, 11, 5, 6, 15, 0, 3, 4, 7, 2, 12, 1, 10, 14, 9 },  
              { 10, 6, 9, 0, 12, 11, 7, 13, 15, 1, 3, 14, 5, 2, 8, 4 },  
              { 3, 15, 0, 6, 10, 1, 13, 8, 9, 4, 5, 11, 12, 7, 2, 14 } },  
            { { 2, 12, 4, 1, 7, 10, 11, 6, 8, 5, 3, 15, 13, 0, 14, 9 },  
              { 14, 11, 2, 12, 4, 7, 13, 1, 5, 0, 15, 10, 3, 9, 8, 6 },  
              { 4, 2, 1, 11, 10, 13, 7, 8, 15, 9, 12, 5, 6, 3, 0, 14 },  
              { 11, 8, 12, 7, 1, 14, 2, 13, 6, 15, 0, 9, 10, 4, 5, 3 } },  
            { { 12, 1, 10, 15, 9, 2, 6, 8, 0, 13, 3, 4, 14, 7, 5, 11 },  
              { 10, 15, 4, 2, 7, 12, 9, 5, 6, 1, 13, 14, 0, 11, 3, 8 },  
              { 9, 14, 15, 5, 2, 8, 12, 3, 7, 0, 4, 10, 1, 13, 11, 6 },  
              { 4, 3, 2, 12, 9, 5, 15, 10, 11, 14, 1, 7, 6, 0, 8, 13 } },  
            { { 4, 11, 2, 14, 15, 0, 8, 13, 3, 12, 9, 7, 5, 10, 6, 1 },  
              { 13, 0, 11, 7, 4, 9, 1, 10, 14, 3, 5, 12, 2, 15, 8, 6 },  
              { 1, 4, 11, 13, 12, 3, 7, 14, 10, 15, 6, 8, 0, 5, 9, 2 },  
              { 6, 11, 13, 8, 1, 4, 10, 7, 9, 5, 0, 15, 14, 2, 3, 12 } },  
            { { 13, 2, 8, 4, 6, 15, 11, 1, 10, 9, 3, 14, 5, 0, 12, 7 },  
              { 1, 15, 13, 8, 10, 3, 7, 4, 12, 5, 6, 11, 0, 14, 9, 2 },  
              { 7, 11, 4, 1, 9, 12, 14, 2, 0, 6, 10, 13, 15, 3, 5, 8 },  
              { 2, 1, 14, 7, 4, 10, 8, 13, 15, 12, 9, 0, 3, 5, 6, 11 } }  
        };  
        int[] shiftBits = { 1, 1, 2, 2, 2, 2, 2, 2,  
                            1, 2, 2, 2, 2, 2, 2, 1 };  
   
        // hexadecimal to binary conversion  
        String hextoBin(String input)  
        {  
            int n = input.length() * 4;  
            input = Long.toBinaryString(  
                Long.parseUnsignedLong(input, 16));  
            while (input.length() < n)  
                input = "0" + input;  
            return input;  
        }  
   
        // binary to hexadecimal conversion  
        String binToHex(String input)  
        {  
            int n = (int)input.length() / 4;  
            input = Long.toHexString(  
                Long.parseUnsignedLong(input, 2));  

​ ​ 21 
 



            while (input.length() < n)  
                input = "0" + input;  
            return input;  
        }  
          // per-mutate input hexadecimal  
        // according to specified sequence  
        String permutation(int[] sequence, String input)  
        {  
            String output = "";  
            input = hextoBin(input);  
            for (int i = 0; i < sequence.length; i++)  
                output += input.charAt(sequence[i] - 1);  
            output = binToHex(output);  
            return output;  
        }  
          // xor 2 hexadecimal strings  
        String xor(String a, String b)  
        {  
            // hexadecimal to decimal(base 10)  
            long t_a = Long.parseUnsignedLong(a, 16);  
            // hexadecimal to decimal(base 10)  
            long t_b = Long.parseUnsignedLong(b, 16);  
            // xor  
            t_a = t_a ^ t_b;  
            // decimal to hexadecimal  
            a = Long.toHexString(t_a);  
            // prepend 0's to maintain length  
            while (a.length() < b.length())  
                a = "0" + a;  
            return a;  
        }  
   
        // left Circular Shifting bits  
        String leftCircularShift(String input, int numBits)  
        {  
            int n = input.length() * 4;  
            int perm[] = new int[n];  
            for (int i = 0; i < n - 1; i++)  
                perm[i] = (i + 2);  
            perm[n - 1] = 1;  
            while (numBits-- > 0)  
                input = permutation(perm, input);  
            return input;  
        }  
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        // preparing 16 keys for 16 rounds  
        String[] getKeys(String key)  
        {  
            String keys[] = new String[16];  
            // first key permutation  
            key = permutation(PC1, key);  
            for (int i = 0; i < 16; i++) {  
                key = leftCircularShift(  
                          key.substring(0, 7), shiftBits[i])  
                      + leftCircularShift(key.substring(7, 14),  
                                          shiftBits[i]);  
                // second key permutation  
                keys[i] = permutation(PC2, key);  
            }  
            return keys;  
        }  
          // s-box lookup  
        String sBox(String input)  
        {  
            String output = "";  
            input = hextoBin(input);  
            for (int i = 0; i < 48; i += 6) {  
                String temp = input.substring(i, i + 6);  
                int num = i / 6;  
                int row = Integer.parseInt(  
                    temp.charAt(0) + "" + temp.charAt(5), 2);  
                int col = Integer.parseInt(  
                    temp.substring(1, 5), 2);  
                output += Integer.toHexString(  
                    sbox[num][row][col]);  
            }  
            return output;  
        }  
   
        String round(String input, String key, int num)  
        {  
            // fk  
            String left = input.substring(0, 8);  
            String temp = input.substring(8, 16);  
            String right = temp;  
            // Expansion permutation  
            temp = permutation(EP, temp);  
            // xor temp and round key  
            temp = xor(temp, key);  
            // lookup in s-box table  
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            temp = sBox(temp);  
            // Straight D-box  
            temp = permutation(P, temp);  
            // xor  
            left = xor(left, temp);  
            System.out.println("Round " 
                               + (num + 1) + " " 
                               + right.toUpperCase()  
                               + " " + left.toUpperCase() + " " 
                               + key.toUpperCase());  
   
            // swapper  
            return right + left;  
        }  
        String encrypt(String plainText, String key)  
        {  
            int i;  
            // get round keys  
            String keys[] = getKeys(key);  
   
            // initial permutation  
            plainText = permutation(IP, plainText);  
            System.out.println(  
                "After initial permutation: " 
                + plainText.toUpperCase());  
            System.out.println(  
                "After splitting: L0=" 
                + plainText.substring(0, 8).toUpperCase()  
                + " R0=" 
                + plainText.substring(8, 16).toUpperCase() + "\n");  
   
            // 16 rounds  
            for (i = 0; i < 16; i++) {  
                plainText = round(plainText, keys[i], i);  
            }  
   
            // 32-bit swap  
            plainText = plainText.substring(8, 16)  
                        + plainText.substring(0, 8);  
   
            // final permutation  
            plainText = permutation(IP1, plainText);  
            return plainText;  
        }  
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        String decrypt(String plainText, String key)  
        {  
            int i;  
            // get round keys  
            String keys[] = getKeys(key);  
   
            // initial permutation  
            plainText = permutation(IP, plainText);  
            System.out.println(  
                "After initial permutation: " 
                + plainText.toUpperCase());  
            System.out.println(  
                "After splitting: L0=" 
                + plainText.substring(0, 8).toUpperCase()  
                + " R0=" + plainText.substring(8, 16).toUpperCase()  
                + "\n");  
   
            // 16-rounds  
            for (i = 15; i > -1; i--) {  
                plainText = round(plainText, keys[i], 15 - i);  
            }  
   
            // 32-bit swap  
            plainText = plainText.substring(8, 16)  
                        + plainText.substring(0, 8);  
            plainText = permutation(IP1, plainText);  
            return plainText;  
        }  
    }  
    public static void main(String args[])  
    {  
        String text = "123456ABCD132536";  
        String key = "AABB09182736CCDD";  
   
        DES cipher = new DES();  
        System.out.println("Encryption:\n");  
 
        text = cipher.encrypt(text, key);  
 
        System.out.println(  
            "\nCipher Text: " + text.toUpperCase() + "\n");  
        System.out.println("Decryption\n");  
        text = cipher.decrypt(text, key);  
        System.out.println(  
            "\nPlain Text: " 
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            + text.toUpperCase());      }  } 
 
​ ​ catch(Exception e)  

{​ System.out.println(e);​​ } 
​ } 
   ​ void generateSymmetricKey()  

{     ​ try  {  ​ Random r = new Random(); 
​ ​ ​ int num = r.nextInt(10000); 
​ ​ ​ String knum = String.valueOf(num); 
            ​ ​ byte[] knumb = knum.getBytes(); 
            ​ ​ skey=getRawKey(knumb); 
            ​ ​ skeyString = new String(skey); 
            ​ ​ System.out.println("DES Symmetric key = "+skeyString); 
        ​ ​ } 
        ​ ​ catch(Exception e)  

{       ​ System.out.println(e);        ​ ​ } 
    ​ } 
    ​ private static byte[] getRawKey(byte[] seed) throws Exception  

{     ​ KeyGenerator kgen = KeyGenerator.getInstance("DES"); 
        ​ ​ SecureRandom sr = SecureRandom.getInstance("SHA1PRNG"); 
        ​ ​ sr.setSeed(seed); 
        ​ ​ kgen.init(56, sr); 
        ​ ​ SecretKey skey = kgen.generateKey(); 
       ​ ​ raw = skey.getEncoded(); 
        ​ ​ return raw; 
    ​ } 
    ​ private static byte[] encrypt(byte[] raw, byte[] clear) throws Exception  

{      ​ SecretKeySpec skeySpec = new SecretKeySpec(raw, "DES"); 
        ​ ​ Cipher cipher = Cipher.getInstance("DES"); 
        ​ ​ cipher.init(Cipher.ENCRYPT_MODE, skeySpec); 
        ​ ​ byte[] encrypted = cipher.doFinal(clear); 
        ​ ​ return encrypted; 
    ​ } 

private static byte[] decrypt(byte[] raw, byte[] encrypted) throws Exception  
{       ​ SecretKeySpec skeySpec = new SecretKeySpec(raw, "DES"); 

        ​ ​ Cipher cipher = Cipher.getInstance("DES"); 
        ​ ​ cipher.init(Cipher.DECRYPT_MODE, skeySpec); 
        ​ ​ byte[] decrypted = cipher.doFinal(encrypted); 
        ​ ​ return decrypted; 
    ​ } 

public static void main(String args[])  
{​ DES des = new DES();​ } 

} 
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OUTPUT 
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RESULT 

Thus java program to implement DES was written, executed and output is verified 
successfully. 
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Ex.No:4 ​ ​ ​           IMPLEMENTATION OF AES 
 
 
AIM 

To implement AES using java. 
 
ALGORITHM 

Step 1: Start the program. 
Step 2: Define a class AES, in that assign values to plaintext, IV and key variables. 
Step 3: Define main() to display the encrypted and decrypted text of plain text. 
Step 4: Define encrypt() to generated cipher text and decrypt() to generate plain text. 
Step 5: Stop the program. 

 
PROGRAM 
package javaapplication1; 
import java.security.MessageDigest; 
import java.util.Arrays; 
import javax.crypto.KeyGenerator; 
import javax.crypto.SecretKey; 
import javax.crypto.spec.SecretKeySpec; 
import javax.crypto.spec.IvParameterSpec; 
 
import javax.crypto.Cipher; 
import javax.crypto.spec.IvParameterSpec; 
import javax.crypto.spec.SecretKeySpec; 
 
public class AES  
{ 

static String IV = "AAAAAAAAAAAAAAAA"; 
static String plaintext = "test text 123\0\0\0"; /*Note null padding*/ 
static String encryptionKey = "0123456789abcdef"; 
public static void main(String [] args)  
{ 

try  
{ 

System.out.println("==Java=="); 
System.out.println("plain:   " + plaintext); 
byte[] cipher = encrypt(plaintext, encryptionKey); 
System.out.print("cipher:  "); 
for (int i=0; i<cipher.length; i++) 

System.out.print(new Integer(cipher[i])+" "); 
System.out.println(""); 
String decrypted = decrypt(cipher, encryptionKey); 
System.out.println("decrypt: " + decrypted); 

}  
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catch (Exception e)  
{ 

e.printStackTrace(); 
}  

} 
public static byte[] encrypt(String plainText, String encryptionKey) throws Exception  
{ 

Cipher cipher = Cipher.getInstance("AES/CBC/NoPadding", "SunJCE"); 
SecretKeySpec key = new SecretKeySpec(encryptionKey.getBytes("UTF-8"), 
"AES"); 
cipher.init(Cipher.ENCRYPT_MODE, key,new 
IvParameterSpec(IV.getBytes("UTF-8"))); 
return cipher.doFinal(plainText.getBytes("UTF-8"));​  

} 
public static String decrypt(byte[] cipherText, String encryptionKey) throws Exception 
{ 

Cipher cipher = Cipher.getInstance("AES/CBC/NoPadding", "SunJCE"); 
SecretKeySpec key = new SecretKeySpec(encryptionKey.getBytes("UTF-8"), 
"AES"); 
cipher.init(Cipher.DECRYPT_MODE, key,new 
IvParameterSpec(IV.getBytes("UTF-8"))); 
return new String(cipher.doFinal(cipherText),"UTF-8"); 

} 
} 
 
 
OUTPUT 
 
Enter plaintext: 
onetimepadalogrihtmsneedlongkey 
Enter key: 
longkeyisrequiredforonetimepad 
Encrpted text is:zbrzsqcxsuebioimky jbriwt rvkhj 
Decrypted text is:onetimepadalogrihtmsneedlongkey 
 
 
 
 
 
 
 
RESULT 

Thus AES was implemented using java and output is verified successfully. 
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Ex.No: 5​ ​ ​ IMPLEMENTATION OF RSA 
 
AIM 

To write a Java Program for implementing RSA. 
 

Algorithm 
Step 1 : Choose two prime numbers p and q. 

Step 2 : Calculate n = p*q 

Step 3 : Calculate  ϕ(n) = (p – 1) * (q – 1) 

Step 4 : Choose e such that gcd(e , ϕ(n) ) = 1 

Step 5 : Calculate d such that e*d mod ϕ(n) = 1 

Step 6 : Public Key {e,n} Private Key {d,n} 

Step 7 : Cipher text C = Pe mod n  where P = plaintext 

Step 8 : For Decryption D = Dd mod n where D will give back the plaintext. 

 
PROGRAM 
import java.util.*; 
import java.math.*; 
class RSA 
{ 
     public static void main(String args[]) 
    { 
        Scanner sc=new Scanner(System.in); 
        int p,q,n,z,d=0,e,i; 
        System.out.println("Enter the number to be encrypted and decrypted"); 
        int msg=sc.nextInt(); 
        double c; 
        BigInteger msgback;  
        System.out.println("Enter 1st prime number p"); 
        p=sc.nextInt(); 
        System.out.println("Enter 2nd prime number q"); 
        q=sc.nextInt(); 
        n=p*q; 
        z=(p-1)*(q-1); 
        System.out.println("the value of z = "+z);  
         
        for(e=2;e<z;e++) 
        { 
            if(gcd(e,z)==1)            // e is for public key exponent 
            {  
                break; 
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            } 
        } 
        System.out.println("the value of e = "+e);  
        for(i=0;i<=9;i++) 
        { 
            int x=1+(i*z); 
            if(x%e==0)      //d is for private key exponent 
            { 
                d=x/e; 
                break; 
            } 
        } 
        System.out.println("the value of d = "+d);  
        c=(Math.pow(msg,e))%n; 
        System.out.println("Encrypted message is : -"); 
        System.out.println(c); 
                    //converting int value of n to BigInteger 
        BigInteger N = BigInteger.valueOf(n); 
 //converting float value of c to BigInteger 
        BigInteger C = BigDecimal.valueOf(c).toBigInteger(); 
        msgback = (C.pow(d)).mod(N); 
        System.out.println("Derypted message is : -"); 
        System.out.println(msgback); 
    } 
    static int gcd(int e, int z) 
    { 
        if(e==0) 
        return z;  
        else 
        return gcd(z%e,e); 
    } 
} 
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OUTPUT 
 

 
 
 
 
 
 
 
 
 
 
RESULT 

Thus java program to implement RSA was written, executed and output is verified 
successfully. 

 
 

 
 
 
 
 
 
 
 

​ ​ 33 
 



 
Ex.No: 6​ ​ IMPLEMENTATION OF DIFFIEE - HELLMAN 
 
AIM 

To write a Java Program for implementing Diffiee - Hellman. 
 
ALGORITHM 
Step 1 : Choose two prime numbers g(primitive root of p) and p. 
Step 2 :  Alice selects a secret no(a) and computes ga mod p , let’s call it A. Alice sends A to Bob. 
Step 3 : Bob selects a secret no(b) and computes gb mod p, let’s call it B. Bob sends B to Alice. 
Step 4 : Alice computes S_A = Ba mod p 
Step 5 : Bob computes S_B = Ab mod p 
Step 6 : If S_A=S_B then Alice and Bob can agree for future communication. 
 
PROGRAM 
import java.util.*; 
  
class Diff 
{ 
    public static void main(String args[]) 
    { 
        Scanner sc=new Scanner(System.in); 
        System.out.println("Enter modulo(p)"); 
        int p=sc.nextInt(); 
        System.out.println("Enter primitive root of "+p); 
        int g=sc.nextInt(); 
        System.out.println("Choose 1st secret no(Alice)"); 
        int a=sc.nextInt(); 
        System.out.println("Choose 2nd secret no(BOB)"); 
        int b=sc.nextInt(); 
  
        int A = (int)Math.pow(g,a)%p; 
        int B = (int)Math.pow(g,b)%p; 
        int S_A = (int)Math.pow(B,a)%p; 
        int S_B =(int)Math.pow(A,b)%p;  
  
        if(S_A==S_B) 
        { 
            System.out.println("ALice and Bob can communicate with each other!!!"); 
            System.out.println("They share a secret no = "+S_A);  
        } 
         else 
        { 
            System.out.println("ALice and Bob cannot communicate with each other!!!"); 
        } 
    }  
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} 
​ OUTPUT 

 
 
 
 
 
 
 
 
 
 
 
 
 
RESULT 

Thus java program to implement Diffiee Hellman was written, executed and output is 
verified successfully. 
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Ex.No: 7 ​ ​ ​ IMPLEMENTATION OF SHA-1 
 
AIM 

To write a Java Program for implementing SHA-1. 
 
ALGORITHM 

Step 1: Start the program. 
Step 2:  Define a class HashTextTest, in that main() call sha1() to display secured hash  

value. 
Step 3: Define sha1(), in that define the instances and generate the hash value. 
Step 4: Stop the program. 

 
PROGRAM 
package javaapplication1; 
import java.security.MessageDigest; 
import java.security.NoSuchAlgorithmException; 
public class HashTextTest 
{ 
 ​ public static void main(String[] args) throws NoSuchAlgorithmException 

{ 
        ​ ​ System.out.println("Shared Hash Key Value is:"+sha1("shared Hashing")); 
    ​ } 
    ​ static String sha1(String input) throws NoSuchAlgorithmException 

{ 
        ​ ​ MessageDigest mDigest = MessageDigest.getInstance("SHA1"); 
        ​ ​ byte[] result = mDigest.digest(input.getBytes()); 
        ​ ​ StringBuffer sb = new StringBuffer(); 
        ​ ​ for (int i = 0; i < result.length; i++) 

{ 
            ​ ​ sb.append(Integer.toString((result[i] & 0xff) + 0x100, 16).substring(1)); 
        ​ ​ } 
         ​ ​ return sb.toString(); 
    ​ } 
}​  

 
 
 
 
 
 
 
 
 
 

​ ​ 36 
 



 
OUTPUT 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
RESULT 

Thus java program to implement SHA was written, executed and output is verified 
successfully. 
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Ex. No: 8 ​ ​ IMPLEMENTATION OF SIGNATURE SCHEME 

DIGITAL SIGNATURE STANDARD 
 
AIM 

To implement Signature Scheme of Digital Signature Standard using java. 
 
ALGORITHM 

Step 1: Start the program. 
Step 2: Define a class DSS, in that define a main(). 
Step 3: Create instance for KeypairGenerator class. 
Step 4: Generate Key Pair using KeyPair Class. 
Step 5: Send the data to encrypt and sign. 
Step 6: Sign the data using Signature class. 
Step 7: Display the signature and verification status. 
Step 8: Stop the program. 

 
PROGRAM 
package javaapplication1; 
import java.security.KeyPair; 
import java.security.KeyPairGenerator; 
import java.security.Signature; 
import sun.misc.BASE64Encoder; 
public class DSS  
{ 
public static void main(String[] args) throws Exception 

{​ KeyPairGenerator kpg = KeyPairGenerator.getInstance("RSA"); 
kpg.initialize(1024); 
KeyPair keyPair = kpg.genKeyPair(); 
byte[] data = "test".getBytes("UTF8"); 
Signature sig = Signature.getInstance("MD5WithRSA"); 
sig.initSign(keyPair.getPrivate()); 
sig.update(data); 
byte[] signatureBytes = sig.sign(); 
System.out.println("Singature:" + new BASE64Encoder().encode(signatureBytes)); 
sig.initVerify(keyPair.getPublic()); 
sig.update(data); 
System.out.println(sig.verify(signatureBytes)); 

} 
} 
 
OUTPUT 
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RESULT 

Thus java program to implement Signature Scheme of Digital Signature Standard was 
written, executed and output is verified successfully. 
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Ex.No: 9​ DEMONSTRATE INTRUSION DETECTION SYSTEM (IDS)  

USING SNORT 
 
AIM 

To demonstrate intrusion detection system (ids) using snort. 
 
PROCEDURE 
SNORT can be configured to run in three modes: 

1. Sniffer mode  
2. Packet Logger mode  
3. Network Intrusion Detection System mode 

 
Sniffer mode�snort –v Print out the TCP/IP packets header on the screen 

 Snort –vd show the TCP/IP ICMP header with application data in transit. 
 
Packet Logger mode�snort –dev –l c:\log [create this directory in the C drive] and snort will 
automatically know to go into packet logger mode, it collects every packet it sees and places it in 
log directory. snort –dev –l c:\log –h ipaddress/24 This rule tells snort that you want to print out the 
data link and TCP/IP headers as well as application data into the log directory. snort –l c:\log –b 
This is binary mode logs everything into a single file. 
 
Network Intrusion Detection System mode�snort –d c:\log –h ipaddress/24 –c snort.conf - This 
is a configuration file applies rule to each packet to decide it an action based upon the rule type in 
the file. Snort –d –h ipaddress/24 –l c:\log –c snort.conf - This will configure snort to run in its most 
basic NIDS form, logging packets that trigger rules specifies in the snort.conf.  
 

Step 1: Download SNORT from snort.org  
Step 2: Install snort with or without database support.  
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Step 3: Select all the components and Click Next.  
Step 4: Install and Close.  
Step 5: Skip the WinPcap driver installation  
Step 6: Add the path variable in windows environment variable by selecting new classpath. 
Step 7: Create a path variable and point it at snort.exe variable namepath and variable 

valuec:\snort\bin.  

 
Step 8: Click OK button and then close all dialog boxes.  
Step 9: Open command prompt and type the following commands:  
 
C:\Snort\bin>Snort - v 
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C:\Snort\bin>Snort – vd 
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RESULT 
Thus Intrusion Detection System was demonstrated using Snort tool successfully. 

 
 
 
Ex. No : 10 
Date :                          Exploring N-Stalker, a Vulnerability Assessment Tool 
AIM: 
To download the N-Stalker Vulnerability Assessment Tool and exploring the 
features. 
EXPLORING N-STALKER: 
❖​ N-Stalker Web Application Security Scanner is a Web security assessment tool. 

❖​ It incorporates with a well-known N-Stealth HTTP Security Scanner and 39,000 

Web attack signature database. 

❖​ This tool also comes in both free and paid version. 

❖​ Before scanning the target, go to “License Manager” tab, perform the update. 

❖​ Once update, you will note the status as up to date. 

❖​ You need to download and install N-Stalker from www.nstalker.com. 

1. Start N-Stalker from a Windows computer. The program is installed under 
Start ➪ Programs ➪ N-Stalker ➪ N-Stalker Free Edition. 
2. Enter a host address or a range of addresses to scan. 
3. Click Start Scan. 
4. After the scan completes, the N-Stalker Report Manager will prompt 
5. you to select a format for the resulting report as choose Generate HTML. 
6. Review the HTML report for vulnerabilities. 
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Now goto “Scan Session”, enter the target URL. 
In scan policy, you can select from the four options, 

❖​ Manual test which will crawl the website and will be waiting for manual 
attacks. 

❖​ Full Cross Site Scripting (XSS) assessment 
❖​ Open Web Application Security Project (OWASP) policy 
❖​ Web server infrastructure analysis. 

Once, the option has been selected, next step is “Optimize settings” which will crawl the 
whole website for further analysis. 
 
In review option, you can get all the information like host information, technologies used, 
policy name, etc. 
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Once done, start the session and start the scan.  
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The scanner will crawl the whole website and will show the scripts, broken pages, hidden 
fields, information leakage, web forms related information which helps to analyze further. 
 

 
  

 
Once the scan is completed, the N-Stalker scanner will show details like severity level, 
vulnerability class, why is it an issue, the fix for the issue and the URL which is vulnerable 
to the particular vulnerability? 

 

 
 
RESULT: 
Thus the N-Stalker Vulnerability Assessment tool has been downloaded, installed and the 
features has been explored by using a vulnerable website. 
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Ex. No : 11 
Date : ​ ​ ​ Defeating Malware - Building Trojans 
AIM: 
To build a Trojan and know the harmness of the trojan malwares in a computer system. ​
 
TROJAN: 
❖​ In computing, a Trojan horse, or Trojan, is any malware which misleads users of its 

true intent. 

❖​ Trojans are generally spread by some form of social engineering, for example 

where a user is duped into executing an email attachment disguised to appear not 

suspicious, (e.g., a routine form to be filled in), or by clicking on some fake 

advertisement on social media or anywhere else. 

❖​ Although their payload can be anything, many modern forms act as a backdoor, 

contacting a controller which can then have unauthorized access to the affected 

computer. 

❖​ Trojans may allow an attacker to access users' personal information such as 

banking information, passwords, or personal identity. 

❖​ Example: Ransomware attacks are often carried out using a trojan. 

 
PROCEDURE: 
1. Create a simple trojan by using Windows Batch File (.bat) 
2. Type these below code in notepad and save it as Trojan.bat 
3. Double click on Trojan.bat file. 
4. When the trojan code executes, it will open MS-Paint, Notepad, Command 
    Prompt, Explorer, etc., infinitely. 
5. Restart the computer to stop the execution of this trojan. 
 
 
 
 
CODE: 
Trojan.bat 
@echo off 
:x 
start mspaint 
start notepad 
start cmd 
start explorer 
start control 
start calc 
goto x 
 
 
OUTPUT 
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(MS-Paint, Notepad, Command Prompt, Explorer will open infinitely) 

 

 
 
 
 
 
 
 
 
 
 
 
 
RESULT: 
Thus a trojan has been built and the harmness of the trojan viruses has been explored. 
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Ex.No: 12 ​ ​          INSTALLATION OF ROOTKITS AND  

STUDY ABOUT THE VARIETY OF OPTIONS 
 
AIM 

To install rootkits and study about the variety of options. 
 
PROCEDURE 

Rootkit is a stealth type of malicious software designed to hide the existence of certain 
process from normal methods of detection and enables continued privileged access to a computer. 

Step 1: Download Rootkit Tool from GMER website. www.gmer.net  
Step 2: This displays the Processes, Modules, Services, Files, Registry, RootKit/Malwares, 

Autostart, CMD of local host.  
Step 3: Select Processes menu and kill any unwanted process if any.  
Step 4: Modules menu displays the various system files like .sys, .dll  
Step 5: Services menu displays the complete services running with Autostart, Enable,  

Disable, System, Boot.  
Step 6: Files menu displays full files on Hard-Disk volumes.  
Step 7: Registry displays Hkey_Current_user and Hkey_Local_Machine. 
Step 8: Rootkits/Malawares scans the local drives selected.  
Step 9: Autostart displays the registry base Autostart applications.  
Step 10: CMD allows the user to interact with command line utilities or Registry. 
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RESULT 

Thus Rootkit was installed and various options were studied successfully. 
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Ex.No:13 ​       PERFORM WIRELESS AUDIT ON AN ACCESS POINT  

OR A ROUTER AND DECRYPT WEP AND WPA USING NET STUMBLER 
 
AIM 

 To perform wireless audit on an access point or a router and decrypt WEP and WPA using 
Net Stumbler. 
 
PROCEDURE 

NetStumbler (Network Stumbler) is one of the Wi-Fi hacking tool which only compatible 
with windows, this tool also a freeware. With this program, we can search for wireless network 
which open and infiltrate the network. Its having some compatibility and network adapter issues. 

 
Step 1: Download and install Netstumbler  
Step 2: It is highly recommended that your PC should have wireless network card in order 

to access wireless router.  
Step 3: Now Run Netstumbler in record mode and configure wireless card.  
Step 4: There are several indicators regarding the strength of the signal, such as GREEN 

indicates Strong, YELLOW and other color indicates a weaker signal, RED 
indicates a very weak and GREY indicates a signal loss.  

Step 5: Lock symbol with GREEN bubble indicates the Access point has encryption 
enabled.  

Step 6: MAC assigned to Wireless Access Point is displayed on right hand pane.  
Step 7: The next coloumn displays the Access points Service Set Identifier[SSID] which is 

useful to crack the password.  
Step 8: To decrypt use WireShark tool by selecting EditpreferencesIEEE 802.11.  
Step 9: Enter the WEP keys as a string of hexadecimal numbers as A1B2C3D4E5. 
Step 10: Stop the tool. 
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Adding Keys: Wireless Toolbar  

If you are using the Windows version of Wireshark and you have an AirPcap adapter you 
can add decryption keys using the wireless toolbar. If the toolbar isn't visible, you can show it by 
selecting View->Wireless Toolbar. Click on the Decryption Keys... button on the toolbar: 
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This will open the decryption key managment window. As shown in the window you can select between 
three decryption modes: None, Wireshark, and Driver: 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
RESULT 

Thus wireless audit on an access point or a router was performed and decrypted WEP and 
WPA using Net Stumbler done successfully. 
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Ex.No: 14 ​ ​       CREATION OF DIGITAL SIGNATURE,  

SECURE DATA STORAGE,  
SECURE DATA TRANSMISSION USING GNUPG 

 
AIM 

To create Digital Signature, secure Data Storage & transmission using GnuPG. 
 
PROCEDURE 
GENERATING KEYPAIR 

Step 1:​Open up Kleopatra. 
Step 2: Go to ‘File’, then ‘New Certificate…’ 

 
 
 
Step 3: The Certificate Creation Wizard should pop up, click on ‘Create a personal 
OpenPGP key pair’ 
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Step 4: Now you’ll enter your details. Use your marketplace username as ‘Name’, and fill 
out the rest with whatever you want. You don’t need to use a real email. Check the picture 
for an example on how it should look. 

 
 
 
Step 5: Click ‘Advanced Settings…’, and another window should appear. Under ‘Key 
Material’, make sure ‘RSA’ is checked. In the drop down menu beside it, and select ‘4,096 
bits’. Check the picture to confirm you have everything set correctly, then click ‘Ok’ 
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Step 6: Confirm you filled out all of your info correctly, then click ‘Create Key’ 
 

 
 
Step 7: Another window will pop up asking to enter a passphrase. Do so, then click ‘Ok’ 
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Step 8: It will now generate your key. It will need you to do random things to create 
entropy. Mash keys, wiggle the mouse, watch porn, download torrents, whatever 
 

 
 
 
Step 9: Your key is now created. Go ahead and click ‘Finish’ 
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OBTAINING YOUR PUBLIC KEY 

 
Step 1: Right click on your key, then click ‘Export Certificates…’ 
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Step 2: Browse where you want to save, give it a name, then click ‘Save’ 

 
Step 3: Open your favourite text editor, browse to where the file is saved. You may have to 

select ‘All files’ from the dropdown menu. Click the file you saved, then open 
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OBTAINING PRIVATE KEY 
 

Step 1: Right click on your key, select ‘Export Secret Keys…’ 
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Step 2: Select where you want it saved, give it a name, check ‘ASCII armor’, and click ‘Ok’ 

 
 
Step 3: You now have your private key 

 
 
IMPORTING A PUBLIC KEY 
Step 1: Find a public key you want to import. 
Step 2: Copy everything from ‘—–BEGIN PGP PUBLIC KEY BLOCK—–‘ to ‘—– END PGP 
PUBLIC KEY BLOCK—‘ 
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Step 3: In your task bar, right click on the Kleopatra icon, go to ‘Clipboard’, then click ‘Certificate 
Import’ 
Step 4: If it worked, you should see a window pop up, click ‘Ok’. 
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IMPORTING YOUR PRIVATE KEY 

Step 1: Go to ‘File’, then click ‘Import Certificates…’ 
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  Step 2: Browse to where your private key is, select it, then click ‘Open’ 
 

 
 
 
 
 
          Step 3: It will import your private key, and pop up a window to confirm. Click ‘Ok’ 
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Step 4: You should now see your key information under the ‘My Certificates’ tab 

 
 
 
ENCRYPTING A MESSAGE 

Step 1: Open up your text editor of choice. 
Step 2: Type out your message, select it all, and copy it. 
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Step 3: In your task bar, right click on the Kleopatra icon, go to ‘Clipboard’, then click 

‘Encrypt…’ 

 
 
 
 
Step 4: window will open. Click ‘Add Recipient…’ 
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Step 5: Another window will appear. Click the ‘Other Certificates’ tab, then select who you 

want to send your message to, then click ‘Ok’. 
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Step 6: You should be back at the previous window with the recipient listed. Click ‘Next’ 
 

 
 

 
 
Step 7: If all went well, you should see this window. Click ‘Ok’ 
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Step 8: Your encrypted message will be in your clipboard, all you need to do is paste it into 

the message box and send 

 
 
 
DECRYPTING A MESSAGE 

Step 1: Copy everything that was sent. 
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Step 2: In your task bar, right click on the Kleopatra icon, go to ‘Clipboard’, then click 

‘Decrypt/Verify…’ 

 
 
 
Step 3: A window will pop up asking for your passphrase, enter that then click ‘Ok’. 
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RESULT 

Thus creation of Digital Signature, secure data stirage and transmission was done using 
Kleopatra Tool using GnuPG was done and output is verified successfully. 
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Ex.No: 15 ​ ​          SETUP A HONEY POT AND MONITOR  

THE HONEYPOT ON NETWORK USING KF SENSOR 
 
AIM 

To setup a honey pot and monitor the honey pot on network using KF Sensor. 
 
PROCEDURE 

Honey Pot is a device placed on Computer Network specifically designed to capture 
malicious network traffic.  

KF Sensor is the tool to setup as honeypot when KF Sensor is running it places a siren icon 
in the windows system tray in the bottom right of the screen. If there are no alerts then green icon is 
displayed. 
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RESULT 

Thus honey pot was set up and monitored on network using KF Sensor done successfully. 
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