Privacy Policy

Quentin Powell created and released the Authenticator Duo: Two Factor. Your privacy is vital
to us. This Privacy Policy explains what personal information the Authenticator Duo: Two
Factor collects, how it's utilized, and your rights as a user.

Information We Collect

The App may gather information as described below:

e Directly provided information: Includes name, email, profile picture, and other details
you willingly provide.

e Usage and Log data: Refers to your interaction patterns, device data, and activity
within the App.

e Device-specific data: Covers data such as IP address, device type, operating system,
and device identifiers.

e Location information: Depending on permissions, we might collect real-time data
about your location.

e Cookies and tracking: Used for enhancing your experience and understanding usage
patterns.

Usage of Collected Information

The information aids us in:

Improving the App's functionality and user interface.
Addressing user concerns, feedback, and support requests.
Dispatching essential notifications and promotional content.
Generating anonymous, aggregate statistics about App usage.
Identifying potential threats and improving security.

Data Sharing and Disclosure

We ensure limited sharing of your data, adhering to the following conditions:

e With your explicit consent.

e Legal and regulatory requirements or if mandated by a judicial process.

e In case of business transitions such as mergers or acquisitions, with guarantees of
data privacy.

Third-party Services



We might collaborate with third-party services for analytics, advertising, and functionalities
that can access your data with strict data protection clauses.

Security

Your security is our priority. We adopt best practices to safeguard your data, although no
digital platform is invulnerable.

User Rights

You reserve the right to:

e Access, modify, or erase your personal data.
e Restrict or object to certain data processing activities.
e \Withdraw any given consents.

Policy Updates

This Privacy Policy may be revised periodically. You are encouraged to revisit this page to
remain informed about any changes.

Contact Information

For any queries regarding this policy, reach out to us at powellquentin473@gmail.com.
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