
Privacy Policy — Delete Me 
 
Effective date: October 4, 2026 
 
This Privacy Policy explains how Decent Softwares ("we", "us", "our") collects, uses and shares 
information when you use the Delete Me mobile app (the "App"). By using the App, you agree to 
the practices described here. 
 
1. Information we collect 
 
Information you provide 
- Email addresses you enter to check for data breaches. 
- Removal request details you choose to give us when asking us to remove your data: your full 
name, phone number, current and past addresses, postal code and country. All of these fields 
are optional. 
- Passwords you check. A password you enter is never sent to us or stored. See Section 3. 
- Promo codes you redeem, and anything you send us when you contact support. 
 
Information collected automatically 
- An anonymous account ID. The App signs you in anonymously through Firebase 
Authentication. We do not ask for a username or password. 
- App activity: your breach check history, removal requests and their progress, and when you 
last opened the App. 
- Subscription status: whether you have an active subscription. Payments are handled by 
Google Play. We never receive your card or payment details. 
- A push notification token, so we can send you updates about your removal requests and new 
breaches. 
- Basic device and app information, such as the app version and platform. 
 
Information stored only on your device 
If you fill in a removal request but don't subscribe, those details are saved on your device so you 
don't have to enter them again. They are sent to us only when you subscribe, and they are 
deleted from the device once the request has been sent. 
 
2. How we use your information 
 
We use your information to: 
- check whether your email address appears in known data breaches; 
- create and process data removal requests you ask us to make, including contacting the 
companies and websites that hold your data on your behalf; 
- show you your check history and the progress of your removals; 
- send you notifications about your requests and about new breaches; 
- manage your subscription and access to premium features; 



- keep the App working, secure and up to date, and respond to support requests. 
 
We do not sell your personal information, and we do not use it for third-party advertising. 
 
3. Password checks 
 
When you check a password, the App turns it into a SHA-1 hash on your device. Only the first 5 
characters of that hash are sent to the Have I Been Pwned "Pwned Passwords" service 
(k-anonymity). Your 
password and its full hash never leave your device, and password checks are not saved. 
 
4. How we share information 
 
We share information only as needed to run the App: 
- Google Firebase (Authentication, Cloud Firestore, Cloud Functions, Cloud Messaging) for your 
account, data storage, server processing and notifications. 
- Breach data providers (such as Have I Been Pwned) to look up breaches for the email add 
- Companies and websites named in your removal request. We send them the details needed to 
find and delete your records. 
- Superwall and Google Play to show subscription offers and handle purchases. 
- Google Play In-App Review to show the rating prompt. 
- Authorities, if the law requires it, or if it is needed to protect our rights, our user 
 
Each of these providers handles data under its own privacy policy. 
 
5. Data retention 
 
We keep your check history and removal requests for as long as you use the App, so you can 
track them. If you ask us to delete your data, we will delete it within a reasonable time, unless 
the law requires us to keep it. 
 
6. Your rights and choices 
 
- Access, correction and deletion: email us at support@decentsoftwares.in to ask for a copy of 
your data or to have it corrected or deleted. 
- Notifications: you can turn off push notifications at any time in your device settings. 
- Subscriptions: you can manage or cancel your subscription in the Google Play Store. 
-  Depending on where you live (for example under the GDPR, the UK GDPR, the CCPA or 
India's DPDP Act), you may have more rights, such as objecting to or restricting how we 
process your data. Contact us to use them. 
 
7. Security 
 



Data is sent over encrypted connections (HTTPS) and stored on Google Firebase infrastructure. 
No method of transmission or storage is completely secure, but we take reasonable steps to 
protect your information. 
 
8. Children's privacy 
 
The App is not meant for children under 13 (or the minimum age in your country). We do not 
knowingly collect information from children. If you believe a child has given us information, 
contact us and we will delete it. 
 
9. International transfers 
 
Your information may be processed on servers outside your country, including where Google 
and our other providers operate. Where required, we use appropriate safeguards for these 
transfers. 
 
10. Changes to this policy 
 
We may update this Privacy Policy from time to time. When we do, we will post the new version 
with a new effective date. Continuing to use the App after a change means you accept the 
updated policy. 
 
11. Contact us 
 
If you have questions or requests about this Privacy Policy or your data, contact: 
 
Decent Softwares 
Email: support@decentsoftwares.in 
 


