
CVE-2022-31363 

Form-Submission Information 

[Suggested description] 
Cypress : https://www.infineon.com/ Cypress Bluetooth Mesh SDK 
BSA0107_05.01.00-BX8-AMESH-08 is affected by: Buffer Overflow. The impact is: 
execute arbitrary code (remote). The component is: affected function is 
pb_transport_handle_frag_.       
In Cypress Bluetooth Mesh SDK, there is an out-of-bound write vulnerability that 
can be triggered during mesh provisioning. Because there is no check for 
mismatched SegN and TotalLength in Transaction Start PDU. 
 
[Vulnerability Type] 
Buffer Overflow 
 
[Vendor of Product] 
Cypress : https://www.infineon.com/ 
 
[Affected Product Code Base] 
Cypress Bluetooth Mesh SDK - BSA0107_05.01.00-BX8-AMESH-08 
 
[Affected Component] 
affected function is pb_transport_handle_frag_ 
 
[Attack Type] 
Remote 
 
[Impact Code execution] 
true 
 
[Impact Escalation of Privileges] 
true 
 
[Attack Vectors] 
The attack vector is sending malformed segmented packets to victim device 
during mesh provisioning. The attack is launched remotely. 
 
[Has vendor confirmed or acknowledged the vulnerability?] 
true 
 
[Discoverer] 
Han Yan, Lewei Qu, Dongxiang Ke of Baidu AIoT Security Team 



Vulnerability description 

In Cypress Android Bluetooth Mesh SDK, an out-of-bound write vulnerability can 
be triggered during provisioning, because there is no check for mismatched SegN 
and TotalLength in Transaction Start PDU. 
The vulnerable function is pb_transport_handle_frag_. 

Vulnerability analysis 

Analysis 
SegN indicates the last segment number. 
TotalLength indicates the number of octets in the provisioning PDU. 

 
In Cypress Android Bluetooth Mesh SDK, there is only a check for TotalLength in 
Transaction Start PDU. Whether the TotalLength matches SegN is not checked. 

 
By sending malformed Transaction Start PDU with legal TotalLength and oversize 
SegN, the check for SegO and SegN in Transaction Continue PDU can be bypassed. 

 
In consequence, a Transaction Continue PDU with oversized SegO can trigger out 
-of-bound write (oversized means greater than 2, corresponding to TotalLength 
0x43). 



 
POC 
We send segmented packets to target device in chance of public key exchanging. 

 
At that point, we first send a Transaction Start PDU with SegN 63 and Totallength 
65. Since there is no check for mismatched SegN and TotalLength, SegN 63 will be 
cached into struct pb_transport_cb[i] for this segment session. 

 
Then we send several packets with oversized SegO. Since SegN cached as 63, they 
fit the check SegO <= SegN and will be copied into buffer, causing oob write. 

 



 
When finish sending, we use GDB to observe the heap of mesh process. We found 
the packets with oversized SegO are indeed cached out-of-bound. 

 
Since pb_transport_cb[i] is totally 160 bytes, 

 
and buffer’s offset is 5, 

 
the out-of-bound write issue will finally cause heap overflow. 
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