Mnatexu. Onnata 6aHKOBCKOW KapTOW OHMaunH

Hawu cant nogknioyveH K MHTEPHET-3KBaNpPUHTY, U Bbl MOXeTe onnatntb Ycnyry 6aHKOBCKOW KapTow
Visa nnn Mastercard. lNocne noareepxaeHus BelbpaHHoro ToBapa nnbo ycnyrm oTkpoeTcs
3allMLLEeHHOE OKHO C MraTexHon cTpaHuuen npoueccuHrosoro LueHTtpa TipTop Pay, roe Bam
HeobxoauMo BBECTU AaHHble Balue 6aHkOBCKOW KapTbl. [na 4ONONHUTENBHON ayTeHTudmkauum
Jeprkatenst kapTbl ucnonedyercsa npotokon 3-D Secure. Ecnv Baw baHk-aMUTeHT nogaepxunsaet
AaHHylo TexHonoruio, Bel Byagete nepeHanpaBneHbl Ha ero cepeep Ans NPOXOXAeHUs
OONONHUTENbHOW naeHTudrkaumm. MHdopmavmio o npasunax n Metogax LOMofHUTENbHON
naeHTndukauumn ytouHanTe B baHke, Bbigaslwem Bam 6aHKOBCKytO KapTy.

Ycnyra oHnarnH-onnartbl OCyLLIECTBIISETCA B COOTBETCTBMM C NpaBunamm MexayHapoaHbIX
nnatexHbix cuctem Visa n MasterCard Ha npuHumMnax cobniogeHns KoHOUaeHUMansHOCTH 1
©e30nacHOCTM COBEPLLEHUS MaTexa, A4S 3TOro UCMOMb3YHTCS CaMble akTyarbHble MeToAb!
NpoOBEPKK, LWNEPOBAHNS 1 Nepeaayvm AaHHbIX Mo 3aKpbITbIM KaHanam ces3n. Beog gaHHbIX
©aHKOBCKOW KapTbl OCYLLECTBNSAETCS B 3alUMLLEHHOM OKHe Ha nnartexHon ctpaHuue TipTop Pay.

B nonst Ha nnaTtexHown cTpaHuue TpebyeTcs BBECTUM HOMEP KapTbl, MMS BriagernbLa KapTbl, CPOK
OencTBusA KapTbl, TPEX3HaYHbIN kog 6esonacHocTn (CVV2 ansa VISA unn CVC2 ana MasterCard).
Bce HeobGxoguMble faHHble OTOOpaXkeHbl HA MOBEPXHOCTM OAaHKOBCKOW KapTbl.

CVV2/ CVC2 — 310 TpéX3HauHbIN Kog 6e30nacHOCTM, HaxXoAasLWMNCcst Ha 0GOPOTHOM CTOPOHE KapTbl.

[anee B TOM ke OKHe OTKpOeTcsi cTpaHuua Bawero 6aHka-amuteHTa ans seoga 3-D Secure koga. B
cny4yae, ecrnivm y Bac He HacTpoeH ctatuyHbin 3-D Secure, oH BygeT oTnpasneH Ha Ball HOMepP
TenedoHa nocpeactsom SMS. Ecnu 3-D Secure koa k Bam He npuwen, To cnegyet obpatntcs B
Ball GaHK-3MUTEHT.

3-D Secure — 310 camasi COBpeMeHHasi TexHororusi obecnevyeHnss 6e3onacHoCTY NnaTexen no
KapTam B ceTu UHTEpHeET. [Mo3BoNsieT 0AHO3HAYHO MAEHTUULMPOBATL NOASIMHHOCTL AepXKaTens
KapTbl, OCYLLECTBISIIOLLEr0 Onepaumio, 1 MakCUMarnbHO CHU3UTb PUCK MOLLEHHUYECKMX ornepauuin no
KapTe.

FapaHTuK 6e3onacHocTH

MpoueccuHrobiv LeHTp TipTop Pay 3awmaeTt n obpabaTeiBaeT AaHHbIE Ballen 6aHKOBCKOW KapThbl
no ctangapty 6esonacHoctn PCI DSS 3.0. Nepegava nHgopmMaumm B NnaTeXHbIN W03
NPOWUCXOLMWT C MPUMEHEHMNEM TeXHONormn wundgposaHua SSL. [lanbHenwas nepegada nHgopmaumm
NPOVCXOAMNT MO 3aKPbITbIM BAHKOBCKUM CETAM, MMEHOLLIMM HanBbICLLNA YPOBEHb HaaexHocTU. TipTop
Pay He nepenaeT gaHHble Bawlen kapTbl HAM U UHBIM TPETbUM fnuam. s 4onofHUTENBHON
ayTeHTudmnKauumn gepxxatenst kapTbl Ucnonb3yetca npotokon 3-D Secure.

B cnyyae, ecnn y Bac ecTb BONpocChkl N0 COBEPLLUEHHOMY MNaTexy, Bbl MoXeTe 00paTnTbCs B CyX0y
NoSAEPKKN KITMEHTOB MaTEXHOro cepBuca no dreKTPOHHOM noYTte support-kz@tiptoppay.inc.

Be3onacHoOCTb OHNaWH-NIaTexXeun

Mpepoctaensemas Bamu nepcoHanbHas nHgopmauus (Mvsa, agpec, TenedoH, e-mail, Homep
KPEAUTHOW KapTbl) ABNSAETCA KOHMAEHUMANbHOM 1 HE NOANEXMUT pasrnalueHunto. [laHHble Bawen
KpeauTHOWM KapTbl NepefatoTcs TOMbKO B 3allMppoBaHHOM BUAE U HE COXPAHSIIOTCA Ha Hallem
Web-cepBepe.
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BesonacHocTb 06paboTku NHTepHeT-nnatexen rapaHtTupyet TOO «TipTop Pay Kazakhstan». Bce
onepauun ¢ NiaTeXHbIMU KapTaMy MPOUCXOAAT B COOTBETCTBUU C TpeboBaHusmn VISA
International, MasterCard n gpyrux nnaTtexHbix cucteM. [Npu nepegadve MHopmaL MM NCMOMb3yHTCA
crneunannanpoBaHHble TEXHOMOrMN 6e30MacHOCTM KapTOYHbIX OHManH-NnaTexen, obpabdoTka
OaHHbIX BefeTcs Ha 6e30nacHOM BbICOKOTEXHOMOMMYHOM CepBEpPE NPOLECCUHIOBOWM KOMMAHWMN.

Onnata nnaTexHbIMu KapTamu OesonacHa, NOTOMY 4TO:

e CucTema aBTopMsaLny rapaHTMpyeT MNOKynaTento, YTo MraTeXxHble PeKBU3UTLI ero
nnaTexxHow KapTbl (Homep, cpok aencteus, CVV2/CVC2) He nonagyT B PYKN MOLLUEHHWKOB,
TaK Kak 3TV JaHHble He XPaHATCA Ha cepBepe aBTopu3auny U He MOryT BbiTb MOXULLEHBI.

e [lokynaTtenb BBOAUT CBOW NNaTexHble AaHHblE HEMOCPEACTBEHHO B CUCTEME aBTOpM3aLmm
TipTop Pay, a He Ha canTe MHTepHeT-MarasvHa, crefoBaTenbHO, NNaTeXHbIe PEKBU3UTDI
KapTO4KM nokynaTens He 6yayT AOCTYMHbI TPETbUM NULaM.
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