s

X

Instructions to Update a Certificate for a Custom Google SAML
Application
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1. Logininto the google domain as an admin
2. Select the Admin icon from the waffle

2 O O

Wault Admin Hangouts

3. Use the top search bar, type web and mobile apps and select the web and mobile apps waffle.

© Admin Q weband mobile appg X

FEATURES View all

Home
. Web and mobile apps

Directory Apps > Web and mobile apps

—  Android ann installations

4. Select the midatahub custom saml application®:

Q_  Search for users, groups or settings

ps > Web and mobile apps

Apps (1) Add app ¥ Settings ¥
+ Adda filter
O  mMeme 4 Platform Authentication User access Details

O q' Midatahub  Web SAML ON for everyone  Certificate expires on Oct 13, 2027

*The name may be different depending on how it was originally configured for your district.
5. Once the application is open select service provider details:
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User access

To make the managed app available to select users, choose a group or organizational unit. Learn more

View details

ON for everyone

Service provider details

Certificate ACS URL

https:/fadfs. midatahub.org/adfs/ls/

Entity ID

http://adfs.midatahub.org/adfs/sery

SAML attribute mapping
Map Google directory user profile fields to SAML service provider attributes.

http://schemas.xmlsoap.org/ws/2005/05/identit...

Basic |

formation > Primary email

6. Select manage certificates:

tart URL

https://milaunchpad.org
Signed response

Certificate

Select a certificate for this app

Certificate

Google_2027-10-13-12214_SAML2_0 (Expires Oct 13, 2027)

Manage certificates

7. Select add certificate

B

SHA-256 fingerprint

oL

gTCkNhbGImb3JuaWEwHRCNMjIxMDIT

FHMIUAUL ATILGIY Y BRS 1 LUY

DEBS:30:95:A7:00:B3:5C07:17:C0:17:85:B8:DCA9:94:AC:BE 7B9BEB/.CO:EE:9 1:FBIOA12:85:36:D(0:

21

ADD CERTIFICATE

8. Once the new cert is added close the SAML Certificates window:

X SAML certificates

9. Under service Provider details select the Certificate dropdown:

D
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Certificate

S,
¥

Select a certificate for this app

Certificate

hManana rartificatee

10. Select the newly generated certificate (if the newly generated cert is not available refresh the
page):

https://milaunchpad.org

Signed response

Certificate
Select a certificate for this app
Google_2027-10-24-114028_SAML2_0 (Expires Oct 24, 2027)

Choose certificate

Manage certificates

Nama In

11. Select Save at the bottom of the page

Certificate

Select a certificate for this app
Certificate

Google_2027-10-24-114028_SAML2_0 (Expires Oct 24, 2027)

Manage certificates

Name ID

Defines the naming formats supported by the identity provider. Learn more
MName ID format

WIN_DOMAIN_QUALIFIED

Name ID

Basic Information > Primary email

CANCEL SAVE

12. Select download metadata from the left navigation:
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®

P g
a Mlidatahub

5 TEST SAML LOGIN
3 DOWNLOAD METADATA

»" EDIT DETAILS

W DELETE APP
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13. The following dialog is presented — select the download metadata button

Download metadata

To configure single sign-on (SSO) for SAML apps, follow yvour
ce providers instructions. Learn nmore

serwi

Option 1: Download IdP metadata

DOWMNLOAD METADATA

Option 2: Copy the SS0O URL, entity 1D, and certificate

SS0 URL

raccounts.google coms oy co3m=zad =

samlZ/sidp?idpid=

hittp s
o |
Entity 1D
hitps/raccounts.google comysossamiZ7idpid=cOo3mzadx [ |
Certificate
Google_2027-10-24-114028_SAMLZ_0O = -
Expires Oct 24, 2027

——BEGIN CERTIFICATE

PAND O DO AW GAWIEAQIGAY OOCA/ MADGTCSgGSIbZDOEBCwWUAMHSxFD

AT Dol D = 7 S
CLOSE

A EaRIE

14. Confirm the metadata has the new cert data by navigating to the downloaded metadata file and
open it in a text or html browser window you should see the valid until tag reflects the new

cert’s expiration date:
<?xml versicn="1.8" encoding="UTF-8"?><md:EntityDescriptor xmlns:md="urn:oasis:names:tc:SAML:2.8:metadata" ent
wvalidUntil="2027-18-24T158:40:25.0007" >
' <md:IDPSS0Descriptor WantAuthnRequestsSigned="false" protocolSuppertEnumeration="urn:oasis:names:tc:5AML:2.9

EE} <md:KeyDescriptor use="signing”>»
<ds:KeyInfo xmlns:ds="http://www.w3.0rg/2006/89/ xnldsigh">

o
<ds:X5890atax
<ds:X589Certificate>MIIDdDCCALYgAWIBARIGAYQDcl/ /MABGCSqGESIb3DQEECWUAMHS XFDASBENVEBACTCRdVb2dSZSE]

bnﬂuMR‘f’wFAYDVQQHEwle3VudGFpb18WaW3MQSwDQ‘r’DVQQDEwZHb29nbﬁUxﬁDﬁngWEAsmdv
b2dsZSBGh3IgV29yazELMAKGALUEBhMCVVMKE ZARBENVEASTCkNhbGImb3 JuaWEwHh cNM IxMDIL

BT _PAr T Al R e T AT A T AN 1 AT A L s el s e e T e A A BT e

15. Once confirmed that the new cert is contained in the file, please open a ticket to miServiceDesk

requesting the federation be updated and attach the file.


https://miservicedesk.com/
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