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Privacy Policy for FocusOn

Last updated: March 27, 2026

This Privacy Policy describes how FocusOn ("we", "us", or "our") collects, uses, processes,
and discloses your information when you use our mobile application (the "App"). By using
the App, you agree to the collection and use of information in accordance with this policy.

1. Data Collection & Cloud Syncing (Google Sign-In & Firebase)

To provide cross-device syncing, account recovery, and multiplayer "Squad" features,
FocusOn utilizes Google Sign-In and Firebase real-time databases.

When you authenticate your account, we collect and securely store:

e Personal Information: Your Email Address, Google User ID (UID), Google Display
Name, and your custom-chosen FocusOn Alias/Username.

e App Activity & Telemetry: Your accumulated focus time, current streaks, and
completed missions to sync your progress to the cloud and participate in Live Racing
and Squad features.

Why do we collect this? This data is collected strictly for App Functionality (Account
Management) and Personalization. We do not sell your personal data or email addresses
to third parties. All data transmitted to our Firebase servers is encrypted in transit using
industry-standard HTTPS/SSL.

2. Data Deletion & Retention (Your Rights)

You have the absolute right to request the permanent deletion of your account and all
associated data at any time.

e In-App Deletion: You can instantly and permanently wipe your data by navigating to
the Profile Dossier within the App and tapping "Terminate Account”. This will
instantly erase your Firebase records, account links, and local device memory.

e Web Deletion Request: If you have uninstalled the App and wish to delete your
data, you can submit a data deletion request by filling out our secure form here:
wizardevlop@gmail.com or by emailing us directly. We will wipe all your data from
our servers within 48 hours.

3. Device Permissions (Accessibility & Usage Access)

FocusOn requires specific high-level Android permissions to function as a digital well-being
tool.



e AccessibilityService API: This is the core functionality of the App. The Accessibility
Service allows the App to detect when specific short-form video elements (such as
the YouTube Shorts shelf, Instagram Reels, or TikTok feeds) are displayed on your
screen. When detected, the App automates a gesture (such as clicking "Not
Interested", clicking "Back", or returning to the Home Screen) to block the distraction.

e Usage Access: This permission allows the App to track your daily screen time and
monitor which applications are actively running in the foreground to enforce your
custom blocklists.

Privacy Guarantee for Device Permissions:

e We DO NOT use the Accessibility Service or Usage Access to read, collect, or store
any sensitive user data (such as passwords, credit card numbers, or personal
messages).

e We DO NOT transmit any of your screen content or browsing history to external
servers. App blocking and screen time calculations happen locally on your device.

4. Data Collection and Ads (Google AdMob)

We use Google AdMob to display advertisements within the App for users on the Basic
(Free) tier. AdMob is a third-party advertising service provided by Google Inc.

AdMob may collect and use certain data to serve personalized or non-personalized ads,
including:

e Device Identifiers: Advertising ID (GAID).
e Usage Data: Information about how you interact with the ads.
e Location Data: Coarse location data may be used to serve relevant ads.

This data collection is governed by Google's Privacy Policy. We do not have direct access to
this raw advertising data; it is processed securely by Google. Link to AdMob Privacy Policy:
https://policies.google.com/privacy

5. Log Data & Analytics

In the case of an error in the App, we may collect data and information (through third-party
products like Google Play Services and Firebase Crashlytics) on your phone called Log
Data. This Log Data may include information such as your device Internet Protocol (“IP”)
address, device name, operating system version, the configuration of the App when utilizing
our Service, the time and date of your use of the Service, and other crash statistics.

6. Security

We value your trust in providing us your Personal Information, thus we are striving to use
commercially acceptable means of protecting it. But remember that no method of
transmission over the internet, or method of electronic storage is 100% secure and reliable,
and we cannot guarantee its absolute security.


https://policies.google.com/privacy
https://policies.google.com/privacy

7. Children’s Privacy

These Services do not address anyone under the age of 13. We do not knowingly collect
personally identifiable information from children under 13. In the case we discover that a
child under 13 has provided us with personal information, we immediately delete this from
our servers. If you are a parent or guardian and you are aware that your child has provided
us with personal information, please contact us so that we will be able to take the necessary
actions.

8. Changes to This Privacy Policy

We may update our Privacy Policy from time to time. Thus, you are advised to review this
page periodically for any changes. We will notify you of any changes by posting the new
Privacy Policy on this page. These changes are effective immediately after they are posted.

9. Contact Us

If you have any questions, suggestions, or wish to submit a manual data deletion request, do
not hesitate to contact us at: Email: dev.wizard.edit@gmail.com
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