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BY INSTRUCTURE

Lockdown Browser
o The Respondus Lockdown Browser that is included as part of the Mastery Connect
subscription comes with different levels of security.
e The default security level is Very High.
Lockdown browser must be set at the district level, it cannot be set at the school level.
e Lockdown browser can currently be used on all devices, including Chromebooks.

Levels of Security:

e Low:
o The browser is initially at the “low” security level. This level blocks access to other

applications, but does not restrict navigation to course tools like chat and search
boxes.

e Medium:

o The medium level is used for quiz score review pages and other protected
content that should not be copy-pasted or printed. The browser maximizes the
current page in a new window, blocking access to links and tools on the page
under it. Navigation is allowed for any links on the protected page, and the
student is allowed to close the page.

e Medium High:
o The medium high security level mirrors the behavior of High security, with the

exception that the user is able to close the browser during an exam with a
confirmation prompt.

e High:

o The high security level is “quiz mode”, the page is maximized and students are not
allowed to close the page or exit the browser until the server signals the browser
that the quiz has been completed. The High security page allows the student to
use refresh during an assessment.

m To end high security and allow students to close the browser, without
submitting the assessment, use a JavaScript command or navigation with
CGl variable to change the security level to Medium or Low, or issue the
close browser command.

e Very High:
o The Very High security level has all of the aspects of the High security, however,
the refresh button is blocked.



