Root CAs: https://www.checktls.com/showcas.html

Artikel:
https://www.heise.de/news/Hunderte-Wissenschaftler-warnen-vor-staatlichen-Root-Zertifikaten-93551
65.html

https://netzpolitik.org/2023/eidas-trilog-hunderte-wissenschaftlerinnen-und-dutzende-ngos-warnen-vor
-massenueberwachung/
https://www.derstandard.at/story/3000000194644/blankoscheck-zur-ueberwachung-eu-einigt-sich-auf-
scharf-kritisierte-eidas-novelle

Details:

https: rityriskah

Offene Briefe:

https://nce.mpi-sp.org/index.php/s/cG88cptFdaDNyRr

https://last-chance-for-eidas.org/
https://blog.mozilla.org/netpolicy/files/2023/11/eIDAS-Industry-L etter-updated.pdf

https://www.eff.org/deeplinks/2023/11/article-45-will-roll-back-web-security-12-years
https://security.googleblog.com/2023/11/qualified-certificates-with-qualified.html

Eu- Parlament

741186 QICk/
https://www.patrick-breyer.de/eu-verordnung-ueber-digitale-identitaeten-eidas-piraten-unterstuetzen-k

reach deal- W|th councn

https://www.etsi.org/committeel/li

Diskussionen'

https: //www reddit. com/r/gr|vacy/comments/17m17a0/last chance to fix_eidas secret eu Iaw threat
ens/

ETSI:
https://www.eff.org/deeplinks/2019/02/ets-isnt-tls-and-you-shouldnt-use-it

https://www.vice. com/en/art|cIe/4a3n3|/backdoor-|n Qohce rad|os tetra-burst

90s- st|II eX|sts

) , iteoll

Staatliche Angriffe:
https://www.eff. org/deeglmks/2011/08/|ran|an man- mlddle attack -against-google

h ://blog.mozilla.

## Liste von ChatGPT erstellen Links* Um zu zeigen, dass wir sténdig gehackt werden:

1. [Cyberattack on Deutsche
Leasing](https:
- IT systems of Deutsche Leasmg were affected by a cyber attack



https://www.checktls.com/showcas.html
https://www.heise.de/news/Hunderte-Wissenschaftler-warnen-vor-staatlichen-Root-Zertifikaten-9355165.html
https://www.heise.de/news/Hunderte-Wissenschaftler-warnen-vor-staatlichen-Root-Zertifikaten-9355165.html
https://netzpolitik.org/2023/eidas-trilog-hunderte-wissenschaftlerinnen-und-dutzende-ngos-warnen-vor-massenueberwachung/
https://netzpolitik.org/2023/eidas-trilog-hunderte-wissenschaftlerinnen-und-dutzende-ngos-warnen-vor-massenueberwachung/
https://www.derstandard.at/story/3000000194644/blankoscheck-zur-ueberwachung-eu-einigt-sich-auf-scharf-kritisierte-eidas-novelle
https://www.derstandard.at/story/3000000194644/blankoscheck-zur-ueberwachung-eu-einigt-sich-auf-scharf-kritisierte-eidas-novelle
https://securityriskahead.eu/
https://nce.mpi-sp.org/index.php/s/cG88cptFdaDNyRr
https://last-chance-for-eidas.org/
https://blog.mozilla.org/netpolicy/files/2023/11/eIDAS-Industry-Letter-updated.pdf
https://last-chance-for-eidas.org/art45interception.html
https://www.eff.org/deeplinks/2023/11/article-45-will-roll-back-web-security-12-years
https://security.googleblog.com/2023/11/qualified-certificates-with-qualified.html
https://www.linkedin.com/posts/vedranlalic_eidas-digitalidentity-digitaleurope-activity-7118219583915741186-QICk/
https://www.linkedin.com/posts/vedranlalic_eidas-digitalidentity-digitaleurope-activity-7118219583915741186-QICk/
https://www.patrick-breyer.de/eu-verordnung-ueber-digitale-identitaeten-eidas-piraten-unterstuetzen-keinen-blankoscheck-zur-online-ueberwachung-der-buergerinnen/
https://www.patrick-breyer.de/eu-verordnung-ueber-digitale-identitaeten-eidas-piraten-unterstuetzen-keinen-blankoscheck-zur-online-ueberwachung-der-buergerinnen/
https://www.europarl.europa.eu/news/en/press-room/20231106IPR09006/eu-wide-digital-wallet-meps-reach-deal-with-council
https://www.europarl.europa.eu/news/en/press-room/20231106IPR09006/eu-wide-digital-wallet-meps-reach-deal-with-council
https://www.etsi.org/committee/li
https://github.com/eu-digital-identity-wallet/eudi-doc-architecture-and-reference-framework/issues/66
https://www.reddit.com/r/privacy/comments/17m17a0/last_chance_to_fix_eidas_secret_eu_law_threatens/
https://www.reddit.com/r/privacy/comments/17m17a0/last_chance_to_fix_eidas_secret_eu_law_threatens/
https://www.eff.org/deeplinks/2019/02/ets-isnt-tls-and-you-shouldnt-use-it
https://www.vice.com/en/article/4a3n3j/backdoor-in-police-radios-tetra-burst
https://news.rub.de/english/press-releases/2021-06-16-it-security-backdoor-mobile-phone-encryption-90s-still-exists
https://news.rub.de/english/press-releases/2021-06-16-it-security-backdoor-mobile-phone-encryption-90s-still-exists
https://www.etsi.org/committee/li
https://www.eff.org/deeplinks/2011/08/iranian-man-middle-attack-against-google
https://blog.mozilla.org/security/2015/04/02/distrusting-new-cnnic-certificates/
https://www.heise.de/news/Cyber-Angriff-IT-der-Deutsche-Leasing-seit-Samstag-offline-6578433.html

2. [Cyberattack on
Bitmarck](https://www.heise.de/news/Cyber-Angriff-auf-Bitmarck-Einige-Krankenkassen-Dienste-gestoert-657843
2.html ) - Technical disruptions at health insurance services due to cyber-attacks on IT service provider Bitmarck.
3. [Adesso Systems
Compromised](https://www.heise.de/news/Cyberattacke-auf-IT-Dienstleister-Adesso-Systeme-kompromittiert-Dat
en-6578431.html ) - Systems of Adesso compromised and data downloaded by unknown attackers.

4. [Hacker Attacks from

China] :
8430.html ) - Chlnese coordlnated hacker attacks targeting multiple organizations, including government
institutions.

5. [AMS Training Company |bis Acam
Cyber-Attack](https://www.derstandard.at/story/3000000178957/ams-schulungsfirma-ibis-acam-wurde-ziel-einer-
cyberattacke ) - Ibis Acam became the target of a cyberattack.

6. [Digital Attack on the
Bundestag](https://netzpolitik.org/2023/digital-attack-on-german-parliament-investigative-report-on-the-hack-of-th
e-left-party-infrastructure-in-bundestag/ ) - The infrastructure of the Left Party in the Bundestag was compromised
potentially through phishing.

7. [Documents on Bundestag Hack
Published](https://netzpolitik.org/2016/wir-veroeffentlichen-dokumente-zum-bundestagshack-wie-man-die-abgeor
dneten-im-unklaren-liess/ ) - Published documents reveal the lack of information given to deputies regarding the
Bundestag hack.

Below are more links to articles detailing various cyberattacks on German government institutions and related
entities:

1. [FinFisher Surveillance

Spyware](https: ) [
Q) - Discussion on government-grade commerC|aI surveillance spyware prowded by FlnFlsher company for use

by government agencies in lawful investigations.

2. [German Government Cyber

enses- |dUSKCN1GD4ZO ) - Germany's government shores up defenses against a powerful cyber attack.

3. [Hack on German
Politicians](https://www.dw.com/en/hundreds-of-german-politicians-hit-in-hacking-attack/a-46942562 ) - A hacking
attack that targeted all of Germany's political parties represented in the federal parliament.

4. [Germany's Counter-Hack
Measures](https://www.politico.eu/article/a-hacked-off-germany-hacks-back-cybersecurity/ ) - Germany's efforts
to strike back against digital attacks after intruders roamed the German parliament’s network.

5. [Russian Hackers Target German

Firms](https: J
been targeted by Russmn hackers in response to Western sanchons
6. [Isolated Hack on German Government
Computers](https://www.reuters.com/article/us-germany-security-cyber/germany-says-its-government-computers-
secure-after-isolated-hack-idUSKCN1GC2W3 ) - Germany confirms an isolated hack on its government computer
network was brought under control.

7. [Hack on Germany's Greens
Party](hitps://www.reuters.com/article/us-germany-greens-cyber-idUSKBN2A42FT ) - Investigation of an intrusion
into the computer network of Germany's Greens party.

8. [Infiltration of German Government

Networks](https://www.dw.com/en/hackers-infiltr. -german-government-networks/a-42752785 ) - Hackers
infiltrated German government networks, uncovered by German security services.

9. [Russian Hack on German
Parliament](https://www.dw.com/en/russia-behind-hack-on-german-parliament-reports/a-36824404 ) - German
parliament database hack in 2015 linked to Russian hackers.

10. [DDoS Attack on German Cooperative
Banks](https://www.reuters.com/article/us-germany-cyber-banks-idUSKCN1T12QX ) - A DDoS cyber attack
disrupted more than 800 financial institutions operated by a German IT provider.

) - German firms may have



https://www.heise.de/news/Cyber-Angriff-auf-Bitmarck-Einige-Krankenkassen-Dienste-gestoert-6578432.html
https://www.heise.de/news/Cyber-Angriff-auf-Bitmarck-Einige-Krankenkassen-Dienste-gestoert-6578432.html
https://www.heise.de/news/Cyberattacke-auf-IT-Dienstleister-Adesso-Systeme-kompromittiert-Daten-6578431.html
https://www.heise.de/news/Cyberattacke-auf-IT-Dienstleister-Adesso-Systeme-kompromittiert-Daten-6578431.html
https://www.heise.de/news/Hackerangriff-aus-China-auf-Dutzende-Organisationen-und-auch-Staaten-6578430.html
https://www.heise.de/news/Hackerangriff-aus-China-auf-Dutzende-Organisationen-und-auch-Staaten-6578430.html
https://www.derstandard.at/story/3000000178957/ams-schulungsfirma-ibis-acam-wurde-ziel-einer-cyberattacke
https://www.derstandard.at/story/3000000178957/ams-schulungsfirma-ibis-acam-wurde-ziel-einer-cyberattacke
https://netzpolitik.org/2023/digital-attack-on-german-parliament-investigative-report-on-the-hack-of-the-left-party-infrastructure-in-bundestag/
https://netzpolitik.org/2023/digital-attack-on-german-parliament-investigative-report-on-the-hack-of-the-left-party-infrastructure-in-bundestag/
https://netzpolitik.org/2016/wir-veroeffentlichen-dokumente-zum-bundestagshack-wie-man-die-abgeordneten-im-unklaren-liess/
https://netzpolitik.org/2016/wir-veroeffentlichen-dokumente-zum-bundestagshack-wie-man-die-abgeordneten-im-unklaren-liess/
https://www.carnegieendowment.org/2021/07/19/encryption-debate-in-germany-2021-update-pub-84950
https://www.carnegieendowment.org/2021/07/19/encryption-debate-in-germany-2021-update-pub-84950
https://www.reuters.com/article/us-germany-cyber/german-government-under-cyber-attack-shores-up-defenses-idUSKCN1GD4Z0
https://www.reuters.com/article/us-germany-cyber/german-government-under-cyber-attack-shores-up-defenses-idUSKCN1GD4Z0
https://www.dw.com/en/hundreds-of-german-politicians-hit-in-hacking-attack/a-46942562
https://www.politico.eu/article/a-hacked-off-germany-hacks-back-cybersecurity/
https://www.dw.com/en/german-firms-targeted-by-russian-hackers/a-61173873
https://www.reuters.com/article/us-germany-security-cyber/germany-says-its-government-computers-secure-after-isolated-hack-idUSKCN1GC2W3
https://www.reuters.com/article/us-germany-security-cyber/germany-says-its-government-computers-secure-after-isolated-hack-idUSKCN1GC2W3
https://www.reuters.com/article/us-germany-greens-cyber-idUSKBN2A42FT
https://www.dw.com/en/hackers-infiltrated-german-government-networks/a-42752785
https://www.dw.com/en/russia-behind-hack-on-german-parliament-reports/a-36824404
https://www.reuters.com/article/us-germany-cyber-banks-idUSKCN1T12QX

