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Abstract

In modern days, we have to be in touch with various high-tech
machineries and equipments to get our jobs done and make our lives easier.
Too often these ma- chineries serve very important purposes and
sometimes require continuous mon- itoring. But it’s not always feasible to
be physically near to the system. So, to be in touch with this sort of
important systems by not being physically close, we need some sort of
remote solution. The remote solution should unleash the restrictions due to
physical distance yet provides enough reliability even from distance.

We came to know about some commercially available products which
allow re- mote systems controlling through internet. Internet is
undoubtedly emerging; yet, it lacks the true sense of real mobility and
security, making the remote system controlling a limited term than it is
supposed to be.

In search of true a remote and adequately secure solution to be really
effective and practicable, which can be a better choice to mobile telephony?
Mobile phones have become almost an inseparable part of civil lives today.
We are all familiar with the CALL and SMS services of mobile phones and use
it extensively in our daily lives. Also enhanced data rate services like GPRS
and EDGE are common in today’s world and it brings the internet to the
mobile phones. Keeping the mobile telephony in mind, we tried to analyze
the existing services and solutions to the problem of true remote system
controlling and came up with some innovative ideas to utilize the power of
mobile telephony. We researched and implemented the mechanism so that
the ordinary services of the mobile phones can be leveraged to
communicate with and control the remote systems.
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Chapter1

Introduction

1.1 Definitions of a Remote System

We consider the 'System’ to be a concept that encapsulates a bunch of
machines and instruments grouped to perform some tasks. An example of
such a system is a cell phone tower or a manufacturing house or even a
home or anything that is equipped with electrically or electronically
controlled devices.

We define 'Remote’ to be a place anywhere on the earth. So, conceptually
remote controlling a system 1is global remote controlling that is usable for
any sort of control involving machines and instruments.

1.2 Motivation Behind Controlling Remote System

The motivations behind the goal to control such remote systems are simple.
It's not always feasible to be physically near to the system setup and still
sometimes it's very important to control it. For an example, a smart remote
controller may enable us to track the surveillance from anywhere. So, it
takes the control of the home beyond the home and to the hands of the
people. And if a simple mobile phone takes the added responsibility to
control the remote system, the control is reachable from almost everywhere
people travels and lives on earth. This sort of high end technology is
supposed to facilitate the different life easing utilities to a



new age and bringing things out of the box to as near as one’s palm.

1.3 Available Media

1.3.1 Internet

Of all the available media, Internet is a good example of the remote
communica- tion. Internet places virtually no bounds on geographical
placement and is thus considered ‘enough’ remote by our definition. But
internet is a place crowded with various types of traffics, often hostile to
each other. Security vulnerability is the most striking alert point of the
internet. Whenever a web based application goes live, a lot of efforts has to
take place before it can be said to be secured, if at all. When we say
remote control, we want to make sure no malicious party ever gains control
and abolishes everything. Also to use web, it requires resources like
flawless internet connections and hosting servers, which may not always fit
to the concept of remote controlling systems.

1.3.2 Mobile Telephony

Another candidate solution to this problem is the use of mobile telephony.
Mobile telephony offers a wide range of communication services like voice
and data trans- fer through SMS and other enhanced data transfer protocols
like GPRS, EDGE [1] at a relatively low price and at a wide variety of places on
earth. In the mean time, the security is better achieved by the use of strict
traffic control. We adhered to this method for our approach to the remote
system controlling because of its unparallel availability and modest
security at the affordable price.

1.4 Scope

The main goal of this project is to find out the feasible ways to leverage
the mobile telephony using the existing services but redefining the trivial
purposes they serve. So, we investigated the different ways we could use the
cell phones to go beyond making calls and sending SMS for taking care of
personal interests and devised



some ways to implement the remote control, which is ‘Remote’ and
conceptually can be used at any System.

Conceptually it is a generic solution for controlling remote systems. To
make it a reality and also to demonstrate its power we started with the
simple task of controlling a home remotely using mobile telephony. A home
is also a System in the context that there is a setup of various electrical and
electronic machines and instruments. Although the televisions and air
conditioners come with some sort of small range remote controllers, we
look beyond the small range and take it to any range indeed. So, although
the water motor or the infrared security system doesn’t come with such a
remote controller, it's perfectly possible to leverage the technology of
mobile telephony to extend it. And also we don’t need to carry one remote
controller for each of the devices we wish to control; rather we can do this
just by using our mobile phone, which we generally carry anyway. Even
more, we don’'t have to subscribe to any other services like internet or
whatsoever beyond the normal services we get from our traditional mobile
phones, which makes it very handy indeed.

It's better to leverage the available home controllers than to devise one
from scratch to aid this goal. Because there are standardized home
controllers in the market and they offer wide coverage of controllable
appliances. X10 is one of the best candidates in the home controller
manufacturers [2]. We left the home appli- ances controlling part to the X10
and concentrated on the communication between the mobile phone and the
X10 controller.

1.5 Organization of the Chapters

In the following chapters, we represent the various candidate solutions to
remote controlling using telephony. Chapter two provides some definitions
and back- grounds to facilitate the reader in understanding the terms and
technologies used throughout this document. Chapters three to six
documents the implementation guidelines of various ways for extending
the communication of mobile telephony



for controlling the home controller which is used as a prototype of generic
remote systems.



Chapter 2

Background

This chapter introduces the mostly used terms and provides basic
backgrounds of the participants in the various solutions to the remote
system controlling prob- lem which we devised and implemented.

2.1 Mobile Telephony

In telecommunication, telephony encompasses the general use of
equipment to provide voice communication over distances, specifically by
connecting telephones to each other. The term mobile telephony is derived
from original telephony to de- note the communication that facilitates
mobility using wireless technology. Mobile telephony offers services like
voice and data transfer. Data transfer is done us- ing SMS and also some
other enhanced data rate services like GPRS and EDGE provides internet
access facilities to the mobile phones.

Short Message Service (SMS) is a telecommunications protocol that allows
the sending of "short” (160 characters or less) text messages. It is available
on most digital mobile phones and some personal digital assistants with
onboard wire- less telecommunications. Devices which can connect to
mobile phones and PDAs through protocols such as Bluetooth and AT
command can also sometimes use that link to send SMS messages over the
wireless network. The usability of the inter-person SMS can be used to
leverage for the controller we wish to design.



GPRS (General Packet Radio Service) is the most used wireless data
service, avail- able now with almost every GSM network. GPRS is a
connectivity solution based on Internet Protocols that supports a wide
range of enterprise and consumer ap- plications. With throughput rates of
up to 40 kbit/s, users have a similar access speed to a dial-up modem but
with the convenience of being able to connect from anywhere. GPRS
customers enjoy advanced, feature-rich data services such as color Internet
browsing, e-mail on the move, and powerful visual communications such as
video streaming, multimedia messages and location-based services.

Further enhancements to GSM networks are provided by Enhanced Data
rates for GSM Evolution (EDGE) technology. EDGE provides up to three times
the data capacity of GPRS. Using EDGE, operators can handle three times
more subscribers than GPRS; triple their data rate per subscriber, or add
extra capacity to their voice communications. EDGE allows the delivery of
advanced mobile services such as the downloading of video and music clips,
full multimedia messaging, high-speed color Internet access and e-mail on
the move. [1]

2.2 X10 Active Home Controller Pro

X10 controller comes as a package that has one controller module and
other appliance modules categorized by their classes like lights, fans and so
on. The controller connects to a computer using USB connectivity. It can be
instructed using the provided software from computer and also from the
remote controller that comes with the package. An appliance specific
module or generic module 1is plugged in between the controller and the
appliances. The controller directly impacts the modules and not the
appliances attached with the modules. So, the devices are completely
unaware of the presence of the X10 home controlling and this is why X10
doesn’t limit its operations to some specific vendors.

X10 controller uses the power line to send and receive commands to the
modules. This signal is passed using a bandwidth that doesn’'t interfere
with the existing power connections.



To control a specific appliance of many so connected, X10 uses an
addressing mechanism to detect the desired one. This addressing is set in
the appliance mod- ules prior to connecting it and can be changed at
anytime. Whenever X10 controller has to send some commands, it
broadcasts the command to the power line. The command contains the
address of the device that is intended to control. So, the module that has an
address matching with the address in the command, responds immediately.
This way, it handles a specific request issued by the controller to control an
appliance. [2]

2.3 Java Specification Request(JSR)

Java Specification Requests (JSR) are the actual descriptions of proposed and
final specifications for the Java platform. At any one time there are
numerous JSRs moving through the review and approval process. JSR - 82 one
of the JSRs and used for programming Bluetooth in java and we used it in
our implementation (refer to chapter 05 for details). [3]

2.4 Java 2 Micro Edition(J2ME)

Java Platform, Micro Edition (Java ME) is the most ubiquitous application
plat- form for mobile devices across the globe. It provides a robust, flexible
environment for applications running on a broad range of other embedded
devices, such as mo- bile phones, PDAs, TV set-top boxes, and printers. The
Java ME platform includes flexible user interfaces, a robust security model,
a broad range of built-in network protocols, and extensive support for
networked and offline applications that can be downloaded dynamically.
Applications based on Java ME software are portable across a wide range of
devices, yet leveraging each device’s native capabilities.

The Java ME platform is deployed on billions of devices, supported by
leading tool vendors, and used by companies worldwide. In short, it is the
platform of choice for today’s consumer and embedded devices. Java ME
technology was originally created in order to deal with the constraints
associated with building applications



for small devices. For this purpose Sun defined the basics for Java ME
technology to fit such a limited environment and make it possible to create
Java applications running on small devices with limited memory, display
and power capacity. Java ME platform is a collection of technologies and
specifications that can be combined to construct a complete Java runtime
environment specifically to fit the require- ments of a particular device or
market. This offers a flexibility and co-existence for all the players in the
eco-system to seamlessly cooperate to offer the most appealing experience
for the end-user.

The Java ME technology is based on three elements
1. A configuration provides the most basic set of libraries and virtual
machine capabilities for a broad range of devices.
2. A profile is a set of APIs that support a narrower range of devices.
3. An optional package is a set of technology-specific APIs.

Over time the Java ME platform has been divided into two base
configurations, one to fit small mobile devices and one to be targeted
towards more capable mobile devices like smart-phones and set top boxes.
The configuration for small devices is called the Connected Limited Device
Profile (CLDC) and the more capable configu- ration is called the Connected
Device Profile (CDC).The figure below represents an overview of the
components of Java ME technology and how it relates to the other Java
Technologies.

Configuration for Small Devices - The Connected Limited Device Configuration (CLDC)
The configuration targeting resource-constraint devices like mobile phones
is called the Connected Limited Device Configuration (CLDC). It is specifically
designed to meet the needs for a Java platform to run on devices with
limited memory, processing power and graphical capabilities. On top of the
different configurations Java ME platform also specifies a number of
profiles defining a set of higher-level APIs that further define the
application. A widely adopted example is to combine the CLDC with the
Mobile Information Device Profile (MIDP) to provide a complete Java appli-
cation environment for mobile phones and other devices with similar
capabilities.
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Figure 2.1: Java Mirco Edition Components

With the configuration and profiles the actual application then resides,
using the different available APIs in the profile. For a CLDC and MIDP
environment, which 1is typically what most mobile devices today are
implemented with, a MIDlet is then created. A MIDlet is the application
created by a Java ME software developer, such as a game, a business
application or other mobile features. These MIDlets can be written once and
run on every available device conforming with the specifications for Java
ME technology. The MIDlet can reside on a repository somewhere in the
ecosystem and the end user can search for a specific type of application and
having it downloaded over the air to his/her device.

Configuration for More Capable Devices and SmartPhones - The Connected Device

Configura- tion (CDC) The configuration targeted larger devices with more

capacity and with a



network-connection, like high-end personal digital assistants, and set-top
boxes, is called the Connected Device Profile (CDC). The goals of the CDC
configuration is to leverage technology skills and developer tools based on
the Java Platform Standard Edition (SE), and to support the feature sets of a
broad range of connected devices while fitting within their resource
constraints.

2.5 Java Native Interface (JNI)

The Java Native Interface (JNI) is the native programming interface for Java
that is part of the JDK. By writing programs using the JNI, a code becomes
completely portable across all platforms. The JNI allows Java code that runs
within a Java Virtual Machine (VM) to operate with applications and
libraries written in other languages, such as C, C++, and assembly.
Programmers use the JNI to write na- tive methods to handle those
situations when an application cannot be written entirely in the Java
programming language. A few examples of such situations are given below.
1. The standard Java «class library may not support the
platform-dependent fea- tures needed by an application.

2. For using available library or application written in another
programming lan- guage and conforming to Java applications.

3. Time-critical codes are typically written 1in a lower-level
programming language, such as assembly, and then can be accessed by Java
via INI. [4]

2.6 Wireless Ad-hoc Network

A wireless ad-hoc network 1is a computer network in which the
communication links are wireless. The network is ad-hoc because each node
is willing to forward data for other nodes, and so the determination of
which nodes forward data is made dynamically based on the network
connectivity. This is in contrast to older network technologies in which
some designated nodes, usually with custom hardware and variously known
as routers, switches, hubs, and firewalls, perform the task of



forwarding the data. Minimal configuration and quick deployment make ad
hoc networks suitable for various purposes.



Chapter 3

Web Server Based Solution

3.1 Definition

Web servers are the hearts of the modern day communication networks.
After certain improvements the web servers reached into a stable and
powerful state to- day. At its early life, it was responsible for receiving and
handling requests from the web clients like different browsers and
applications via Hyper Text Transfer Pro- tocol(HTTP). The communication
started by the issuing of a request from the Web client. Each Web server
handled the request and sent a response back to the Web client. After that,
the Web server closed the connection and released all resources involved to
fulfill the request. It was necessary to release all the acquired resources
because the Web server was supposed to take care of thousands of requests
on a short time and also most of the Web pages were only simple static
HTML pages. This was termed as ‘stateless’ because no state information
was held at the Web server for subsequent requests from the Web client.

These days, things improved a lot. The Web servers are capable of
handling re- quests for dynamic pages that are generated on the fly
depending on the particular request from the Web client. The concept of
true ‘statelessness’ is no more held as Web servers also have the ability to
store data across the Web page requests, which opens the new opportunity
of Web applications to come to existence by com- bining the Web pages.
Because many Web sites are set up as Web applications



containing many Web pages, the idea of a Web server delivering a single
page to the Web browser and closing the connection is rather outdated. Web
servers now implement “keep alive” features for connections that make the
Web servers keep the connections to the Web browsers open for a period of
time with anticipation of additional page requests from a Web browser.

The most commonly used Web servers are Microsoft Windows based
Microsoft IIS (Internet Information Service) and open source Apache and
Apache Tomcat for multi platform support.

3.2 Understanding the Hyper Text Transfer Protocol (HTTP)

HTTP is the most used text-based communication protocol that is used by
the Web client to request Web pages from the Web server and by the Web
server to send responses back to the Web browser. Standard ports for HTTP
and secure HTTP (HTTPS) are 80 and 443 respectively.A brief description of
the protocol is given next.

GET /index.html HTTP/1.1
Host:
www.helloworld.com

This is a simple form of the text based request sent from the Web client to
Web server. The components are as follows:-

a. GET - the name of the method to invoke at the server.
b. /index.html - the name of the page requested.

C. HTTP/1.1 - the protocol version.

d. Host - the Web servers address.

Although the full protocol is not reflected in this small example, it lays
down the foundation to discuss about the protocol. Several other lines can
be appended to this example to facilitate more options and particulars.
Brief descriptions about the two most commonly used methods are given
next.


http://www.helloworld.com/

POST -Used to send data as a part of the message body instead of as a part of
the page query. These data are not typically cached and no particular
constraint is applied on the data length.

GET -Used to send data as a part of the message as a part of the page query.
These data are typically cached and constraint a maximum length of data to
be transferred.

For a complete list of the methods see [5].
The typical response from a Web server looks like the
following: HTTP/1.1 200 OK

Server:

Microsoft-115/6.0

Content-type:

text/html

Content-length:

38

<html><body>Hello World</body></html>

The semantics of the above example is given next:

. HTTP/1.1 200 OK - the protocol version.
. Server: Microsoft-1IS/6.0 - the name and version of the Web server.

. Content-length: 38 - the length in bytes of the response.
<html><body>Hello World</body></html> - the content to be
displayed in the Web client.

a
b
c. Content-type: text/html - the mime type of the attached content.
d
e

Descriptions of Commonly encountered response codes are as described in
code and response format:



Code | Response
200 0K

301 Moved permanently
400 Bad request

404 Page not found
408 Timed out

500 Server error

Table 3.1: HTTP Response Codes

3.3 Mobile Connectivity

Java (J2ME and J2SE) enabled cell phones can connect to web server easily.
One of the widely used constructs to communicate with Web server is the
Java Servlet.

HTTP HTTP

Web Home
Server Computer

T HTTP HTTP

Mobile

Figure 3.1: Block Diagram : Web Server Based Solution

The Web client can issue HTTP Request to the servlet . Java enabled cell
phones can connect to a servlet using the HttpConnection, which is the heart
of this com- munication. Using HttpConnection the various parameters of
the connection can be specified. To connect to the servlet the cell phones
have to undertake following activities:

a. Open an HttpConnection to the specified server URL.



b. Set the HttpRequest type as GET or POST.

C. Set the "User-Agent” to "Profile/MIDP-1.0 Configuration/CLDC-1.0".
. Set the "Content-Language” to "en-US".
. Open the QutputStream and perform the writing if necessary.

d
e
f. Open the InputStream and perform the reading if necessary.
g. Close the streams.

h

. Close the HttpConnection.

The servlet have to be setup initially to serve the mobile clients. The
sequences of steps are:
a. The Servlet has an init () method which is called during initialization
for allocat- ing resources necessary to serve the requests.
b. It contains a function named doXXX () for handling any HTTP POST or
HTTP GET requests initiated by the Web client.
C. The Servlet has a destroy () method which is invoked to clean up the
allocated resources.

3.4 Pseudo Code

3.4.1 Mobile Web
Client Algorithm :

mobileClient
Begin
Take input from the user.

Validate user input and notify if validation fails.
Connect to the Web server.

> o=

If connection fails, make successive attempts for a specified number of times.



5. If connection establishes, send the request containing user data to
the Web server.

6. Else, notify failure message to the user.

7. Retrieve the response and take necessary actions.
8. Go to step one until user aborts the application.
End

3.4.2 Computer Web
Client Algorithm

computerClient

Begin

Connect to the Web server.

Repeat the following steps until user aborts.

Issue request to the Web server.

Parse server response.

If response contains useful information, take necessary actions.

o 0 A N

Wait for a specified time.

End

3.5 Pros and Cons

3.5.1 Pros

1. It enlarges the scope of the usability of the internet beyond the computers.
2. Web servers are equipped with high levels of performance
optimization and se- curity implementations. So, using a Web server in
between the two communicating ends it allows one to take the full
advantage of the services provided by the Web servers.



3.5.2 Cons

1. The Web server requires hosting the server side application at a
designated server, which adds cost overhead and maintenance issues.

2. Internet connectivity is required for both the mobile device and the
home com- puter, which also adds cost overhead.

3. The internet is a place with lots of scopes for security vulnerability
and it incurs risk on the communication as well.

4. Web servers are supposed to be best used as a server for complex
services to a wide number of clients. But using it to pass the messages from
one end to the other does not seem to be intuitive and fails to utilize the
true potential of a Web server.



Chapter 4

NOKIA FBUS Based Solution

4.1 Definition

Most Nokia phones come with a default support of M-Bus and F-Bus
protocols mainly for low level controlling of the devices like flushing
memories, installing operating systems. M-Bus is a one pin bi-directional
bus for both transmitting and receiving data from the phone. It is slow and
only half-duplex. F-Bus is the later high-speed full-duplex bus and very
similar to standard serial port. For this we choose F-BUS over M-BUS for
communicating mobile phones with computer.

F-BUS, a proprietary protocol of Nokia, offers a completely bidirectional
commu- nication between a mobile phone and a computer through SMS. This
protocol is not open to public. To use the F-BUS a special kind of connectivity
cable is used instead of the usual cables shipped with the mobile phones.

4.2 Understanding the FBUS Protocol

The Nokia protocol has a series of commands that allow the user to make
calls, send and get SMS messages and lots more at the very low level. The
protocol is discussed in terms of the functionalities required to send and
receive SMS to and from a computer.



Figure 4.1: NOKIA FBUS Connection
4.2.1 Basic Packet Format

Packets sent from the ‘phone must be acknowledged by the PC via a special
packet and vice versa. Most communication takes the form of:

a. PC sends some type of "request” or command packet.

b. Mobile phone sends an acknowledgement.

C. Mobile phone sends some response to the request packet.

d. PC sends acknowledgment.

4.2.2 Format of Packet from Computer

Byte 0. This is the F-Bus Frame ID. For cable connection it is Ox1E and for
Infrared it is Ox1C.

Byte I. This is the destination address. When sending data, it's the mobile
phone’s device ID byte. It is supposed to be same for a mobile phone set (we
used 0x00).

Byte 2: This is the source address. When sending data, it's the PC’s device ID
byte (we used 0x0C).

Byte 3: This is the message type or ‘command’. e.g. 0xD1 is ‘Get hardware and
software version'.

Byte 4-5. Byte 4 and 5 holds the message length in bytes. Byte 4 is the MSB
and byte 5 is the LSB

Byte 6 and following: The data segment occupies the number of bytes equal
to the message length. Most Nokia phones are 16 bit phones and to end up in
an even



address, it may be required to pad up the address to the next lowest even
number. The last byte in the data segment (Byte 12 above) is the sequence
number. : The last 3 bits of these byte increments from 0 to 7 for each frame.
This part needs to be sent back to the phone in the acknowledge frame.
Bytes after the data segment. Two checksum bytes are appended to the end
of the packet. The second to last byte is always the odd checksum byte and
the last byte is the even checksum byte. The checksum is calculated by
XORing all the odd bytes and placing the result in the odd Checksum location
and then XORing the even bytes and then placing the result in the even byte.
So the frame structure is as follows

1E | 00 | OC | Type | Len | Message | Seq No | Padding byte if necessary | Checksum

Table 4.1: FBUS packet format from Computer

4.2.3 Format of ACK from Computer

Byte 0. Same as packet send from

computer. Byte 1 Same as packet send

from computer. Byte 2: Same as packet

send from computer.

Byte 3. This is the message type or ‘command’. For acknowledgment it is OX7F.
Byte 4-5: This is the length of the message which is always 0x02.

Byte 6: It corresponds to original message type.

Byte 7. 1t is the sequence number. The last 3 bits indicate sequence number
of packet being acknowledged.

Byte 8-9: The 8th byte is the odd checksum byte and the 9th byte is the even
checksum byte. So the frame structure is as follows

1E | 00| OC | 7F | 00 | Len | Type | Seq No | Checksum

Table 4.2: FBUS ACK format from Computer



4.2.4 Format of Packet from Mobile Phones

This is the same format as the packet sent from Computer. The only
difference 1is the source and destination address are swapped .So the frame
structure 1is as follows

1E | OC | 00 | Type | Len | Message | Seq No | Padding byte if necessary | Checksu

m

Table 4.3: FBUS packet format from Mobile Phone

4.2.5 Format of ACK from Mobile Phones

This is the same format as the ack sent from Computer. The only difference
1s the source and destination address are swapped .So the frame structure
is as follows

1E | OC | 00| 7F | 00 | Len | Type | Seq No | Checksum

Table 4.4: FBUS ACK format from Mobile Phone

4.2.6 Format of SMS Submit from Computer

Byte 0. This is the F-Bus Frame

ID. Byte I: This is the destination

address. Byte 2. This 1is the

source address.

Byte 3. This is the message type or ‘command’. E.g. 0x02 is used for SMS.

Byte 4-5:Byte 4 and 5 holds the message length in bytes. Byte 4 is the MSB
and byte 5 is the LSB.

Byte 6 to 8: This is the start of the SMS frame header. It contains 0x00, 0x01,
and 0x00.

Byte 9 to 1I. This is used to indicate that SMS is sending. It contains 0x01,
0x02, and 0x00.

Byte 12: This is the SMS centre number length. It includes SMSC Number Type




and SMS Centre Phone Number.

Byte 13. This is SMSC number type e.g. 0x81l-unknown 0x9l1-international
0xAl- national.

Byte 14 to 23: This is SMS Centre Phone Number in octet format.

Byte 24: This is message type. XXXX XXX1 means SMS Submit - The short mes-
sage is transmitted from the Mobile Station (MS) to the Service Centre (SC).
XXXX XXX0 means SMS Deliver - The short message is transmitted from the
SC to the MS.

Byte 25: This is Message Reference if SMS Deliver and Validity Indicator used.
Byte 26: This is the Protocol ID.

Byte 27. This is the Data Coding Scheme.

Byte 28: This is the message length in 7 bit characters. It is the size of the
un- packed message.

Byte 29. This is the Destination’s number length in semi-octets.

Byte 30. This 1is Destination’s number type e.g. 0x8l-unknown,
0x91-international, OxAl-national

Byte 31 to 40: This is the Destination’s Phone Number in Octet format.

Byte 41: This is the Validity-Period Code. It defines the time period during
which the originator considers the short message to be valid.

Byte 42 to 47: This is the service centre time stamp For SMS-Deliver.

Byte 48 to following: The data segment occupies the number of bytes equal
to the message length. It is the message packed into 7 bit characters using
SMS Point- to-Point Character Packing. As most Nokia phones are 16 bit
phones and to end up in an even address, it may be required to pad up the
address to the next lowest even number. The last byte in the data segment
(Byte 12 above) is the sequence number. : The last 3 bits of these byte
increments from 0 to 7 for each frame.

Bytes after the data segment:. Two checksum bytes are appended to the end
of the packet. The second to last byte is always the odd checksum byte and
the last byte is the even checksum byte.



4.2.7 Process of SMS Decoding

The SMS sent must be decoded in order to fit it in the packet. The decoding
of the String 'hello’ is described below for the clear understanding of the
decoding process.

The ASCII characters and binary of ‘hello’ are given

below hello (ASCII Characters)

68 65 6C 6C 6F (In hexadecimal)

1101000 1100101 1101100 1101100 1101111 (In Binary)

The first byte in the string is on the right. The least significant bit is then
displayed on the left with the most significant bit on the left. Shown below
is the same string of 'hello’ just displayed backwards. Then it's just a matter
to dividing the binary values into bytes starting with the first character in
the string. (Start from right and go to left.) The first decoded byte is simply
the first 7 bits of the first character with the first bit of the second
character added to the end as shown below. The next decoded byte is then
the remaining 6 bits from the second character with two bits of the third
byte added to the end. This process just keeps going until all characters are
decoded. The last decoded byte is the remaining bits from the last character
with the most significant bits packed with zeros.

6F 6C 6C 65 68

1101111 1101100 1101100 1100101 1101000 (The ASCII characters shown in
binary)

110 11111101 10011011 00110010 11101000 (The above binary just split into 8 bit
segments)

06 FD 9B 32 E8 (The 8 bit segments decoded into hex)

The message ’'hello’ is therefore E8 32 9B FD 06 when packed. For more
details on FBUS see [6]

4.3 Mobile Connectivity

Nokia phones can connect to the computer using F-BUS protocol. The F-BUS
data cable is serial type for the computer side and 3 or 4 or 5 pin special
connectors for



connecting the mobile phone.

SMS FBUS

Remote Home Home
Mobile Mobile Computer

SMS " FBUS

Figure 4.2: Block Diagram : NOKIA FBUS Based Solution

The setup starts with some initial packet and acknowledgment transfer
between the computer and mobile phone. When a SMS 1is received in the
mobile phone then it is automatically read by the computer using the F-BUS
protocol. Then the computer processes the SMS as required. Moreover the
computer can send SMS to any mobile using the mobile connected with it
F-BUS protocol. So using F-BUS it is possible to communicate between
mobile phone and computer through SMS.

4.4 Pseudo Code

Algorithm : FBUSTransceiver

Begin

1. Perform connection initialization operations

2. Poll the connected port for signals

3. Upon receiving the SMS received signal get the SMS
4, Send acknowledgement data

5. Authenticate and process the data

6. Go to

step 2 End



4.5 Usage

1. If equipped with a standard PCB and appropriate ports, the home
mobile can be used as an SDK to provide mobile connectivity with a
computer or even micro- controllers.

2. It will suit most for places where internet connection is not available
or afford- able but a small scale mobile remote controlling mechanism is
required.

4.6 ProsandCons

4.6.1 Pros

1. This is cost effective in the sense that the communication can
leverage the cheapest Nokia mobile phones to serve as the home mobile.

2. It depends on the SMS protocol, making it available at almost
everywhere people travel now a days. Also, it doesn’t require any server
setup or internet communi- cation to serve the underlying purpose.

4.6.2 Cons

1. The F-Bus protocol is a proprietary one and it’'s hard to write robust
computer programs to handle data at the lowest level with the mere
support that is available in the reach on internet and articles written by
some professionals.

2. The connecting cable to the F-Bus is a clumsy process as opposed to
the regular connectivity cables, making it unfit to be used as a mobile
phone at home.

3. F-Bus is objected to be used with very low level programming, which
1s not intuitive to be used in our area of interest and suits most to
applications like phone memory flushing and installing operating systems.
4. It is not possible to process multiple clients’ requests simultaneously.



Chapter 5

Bluetooth Based Solution

5.1 Definition

Bluetooth wireless technology stands in the way of traditional
short-range wired communications technology connecting portable and/or
fixed devices while main- taining high levels of security. It obsoletes wires
between your workstation, mouse, laptop computer, music head-phones etc.
The key features of Bluetooth technol- ogy are robustness, low power yet
low cost. The Bluetooth specification sets the standard for a wide range of
devices to connect and communicate with each other.

Bluetooth technology has achieved global acceptance such that any
Bluetooth enabled device, almost everywhere in the world, can connect to
other Bluetooth enabled devices with a minimal effort. Bluetooth enabled
electronic devices con- nect and communicate wirelessly through
short-range ad hoc networks known as Piconets. One device can connect to
at most seven other devices simultaneously within a single Piconet and can
also be a part of several Piconets. Piconets are established dynamically and
automatically as Bluetooth enabled devices enter and leave radio proximity.

A fundamental strength of Bluetooth wireless technology is the ability to
simul- taneously handle both data and voice transmissions, making it most
feasible for handheld devices. A wide range of innovations like hands-free
headsets, printing



and fax utilities and so on are facilitated by the Bluetooth protocol. [7]

5.2 Understanding the Bluetooth Communication

The document has limited the study of Bluetooth to the Application Layer.
So the physical architecture details are beyond the scope of this document.
Nevertheless the document provides glimpses of some physical layer
information as necessary.

Due to the ad-hoc nature of Bluetooth networks, Bluetooth devices
naturally move in and out of the range of a Piconet frequently. Bluetooth
devices must there- fore have the ability to discover nearby Bluetooth
devices. When a new Bluetooth device is discovered, a service discovery may
be initiated in order to determine which services the device is offering.

The Bluetooth Specification refers to the device discovery operation as
inquiry. During the inquiry process the inquiring Bluetooth device will
receive the Blue- tooth address and clock from nearby discoverable devices.
The inquiring device then identifies the other devices by their Bluetooth
address and is also able to synchronize the frequency hopping with
discovered devices, using their Bluetooth address and clock.

Devices make themselves discoverable by entering the inquiry scan mode.
In this mode frequency hopping is slower than usual rate because the
device spends a relatively longer period of time on each channel. This
increases the possibility of detecting inquiring devices. Discoverable
devices make use of an Inquiry Access Code (IAC) for device discovery. The
General Inquiry Access Code (GIAC) and the Limited Inquiry Access Code
(LIAC) are the types of Inquiry Access Code. The GIAC is used when a device is
general discoverable implying it will be discoverable for an undefined
period of time. The LIAC is used when a device will be discoverable for only
a limited period of time.



Different Bluetooth devices offer different sets of services. Hence, a
Bluetooth device needs to do a service discovery on a remote device in order
to obtain in- formation about available services. Service searches can be of
a general nature by polling a device for all available services, but can also
be narrowed down to find just a single service. The service discovery
process uses the Service Discovery Protocol (SDP). A SDP client must issue
SDP requests to a SDP server to retrieve information from the server's
service records. Bluetooth devices keep information about their Bluetooth
services in a Service Discovery Database (SDDB). The SDDB contains service
record entries, where each service record contains attributes de- scribing a
particular service. Each service has its own entry in the SDDB. Remote
devices can retrieve service records during service discovery and possesses
all in- formation required to use the services described. The Universally
Unique Identifier (UUID) is used for identifying services, protocols and
profiles. A UUID is a 128-bit identifier that is guaranteed to be unique across
all time and space. The Blue- tooth technology uses different variants of
UUIDs, short UUIDs and long UUIDs, to reduce the burden of storing and
transferring 128-bit UUID values. A range of short UUID values has been
pre-allocated for often-used services, protocols and profiles and is listed in
the Bluetooth Assigned Numbers document on the Blue- tooth Membership
website. Generic Access Profile (GAP) The basis for all profiles in the
Bluetooth system. The GAP defines basic Bluetooth functionality like setting
up L2CAP links, handling security modes and discoverable modes and
primitive data transfers. That's why it falls into our area of interest.

Authentication is performed using bonding and pairing .Bonding is the
procedure of a Bluetooth device authenticating another Bluetooth device
and is dependent on a shared authentication key. If the devices do not share
an authentication key, a new key must be created before the bonding
process can complete. Generation of the authentication key is called pairing.
The pairing process involves generation of an initialization key and an
authentication key, followed by mutual authentication. The initialization
key is based on user input, a random number and the Bluetooth address of
one of the devices. The user input is referred to as a Personal Identifica-



tion Number (PIN) or passkey and may be up to 128-bits long. The passkey is
the shared secret between the two devices. The authentication key is based
on ran- dom numbers and Bluetooth addresses from both devices. The
initialization key 1is used for encryption when exchanging data to create the
authentication key, and is thereafter discarded. When the pairing process is
completed, the device authen- ticates each other. Both devices share the
same authentication key, often called a combination key since both devices
have contributed to the creation of the key. When two devices have
completed the pairing process they may store the authen- tication key for
future use. The devices are then paired and may authenticate each other
through the bonding process without the use of a passkey. Devices will stay
paired until one device requests a new pairing process, or the
authentication key is deleted on either of the devices.

Authorization 1is the process of giving a remote Bluetooth device
permission to ac- cess a particular service. In order to be authorized the
remote device must first be authenticated through the bonding process.
Access may then be granted on a tem- porary or a permanent basis. The trust
attribute is related to authorization, linking authorization permissions to a
particular device. A trusted device may connect to a Bluetooth service, and
the authorization process will complete successfully without user
interaction. For more information see [8]

5.3 Mobile Connectivity

We need to build a mobile Bluetooth Client application and Computer
Bluetooth server application in order to establish a bidirectional
communication between the two. We choose JAVA for the development of
both client and server, as J2ME is the most used language platform for
mobile applications development. Java provides a Bluetooth Application
Programmer Interface (API) which is known as JSR-82. It is also known as
JABWT (Java APIs for Bluetooth Wireless Technology).

The basic concepts of any Bluetooth application (Java or otherwise)
consist of the following components:
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Figure 5.1: Block Diagram : Bluetooh Based Solution
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5.3.1 Stack Initialization

At the very beginning it is required to initialize the Bluetooth stack. The
stack is the piece of software (or firmware) that controls the Bluetooth
device. Stack initializa- tion can consist of a number of things, but its main
purpose is to get the Bluetooth device ready to start wireless
communication. Every vendor handles stack initial- ization differently. The
basic functions for stack initialization are getLocalDevice (),
setDiscoverable (), getDiscoveryAgent ().

5.3.2 Device Management

LocalDevice and RemoteDevice are the two main classes in the Java
Bluetooth Specification that allow performing Device Management. These
classes give the ability to query statistical information about the local
Bluetooth device (LocalDe- vice) and information on the devices in the
remote area (RemoteDevice). The static method LocalDevice.getLocalDevice
() returns an instantiated LocalDevice object to use. In order to get the
unique address of the Bluetooth radio, one needs to call getBluetoothAddress
() on the local device object. The Bluetooth address serves the



same purpose of the MAC address on the network card of computer. Every
Blue- tooth device has a unique address. If a device wants other Bluetooth
devices in the area to find it, then it needs to call the setDiscoverable ()
method in LocalDevice object. In a nutshell, that's about all it takes to
perform Device Management with the Java Bluetooth Specification APIs.

5.3.3 Device Discovery

Bluetooth device has no idea of what other Bluetooth devices are in the
area. Per- haps there are laptops, desktops, printers, mobile phones, or PDAs
in the area. In order to find out, Bluetooth device will use the Device
Discovery classes that are provided into the Java Bluetooth API in order to
see what's out there. The two classes responsible for Bluetooth device to
discover remote Bluetooth devices in the area are DiscoveryAgent and
Discoverylistener.

After getting a LocalDevice object by getLocalDevice () function, it needs
just to in- stantiate a DiscoveryAgent by calling
LocalDevice.getDiscoveryAgent ().

There are multiple ways to discover remote Bluetooth devices but in this
document only one particular way is presented. First, the object must
implement the Discov- erylistener interface. This interface works like any
listener, so it'll notify when an event happens. In this case, it will notify
when Bluetooth devices are in the area. In order to start the discovery
process, it needs to call the startInquiry () method on DiscoveryAgent. This
method is non-blocking, so one is free to do other things while you wait for
other Bluetooth devices to be found. When a Bluetooth device is found, the
JVUM will call the deviceDiscovered () method of the class that im-
plemented the DiscoverylListener interface. This method will pass a
RemoteDevice object that represents the device discovered by the inquiry.

5.3.4 Service Discovery

After finding the other Bluetooth devices it would be necessary to see what
ser- vices that those devices offer. Of course, if the RemoteDevice is a
printer, then it can offer a printing service. But what if the RemoteDevice is
a computer? Would it readily come to mind that you can also print to a



printer server? That's where



Service Discovery comes in. One can never be sure what services a
RemoteDevice may offer. Service Discovery allows finding out what they are.
Service Discovery is just like Device Discovery in the sense that it use the
DiscoveryAgent to do the "discovering.” The searchServices () method of the
DiscoveryAgent class allows to search for services on a RemoteDevice. When
services are found, the servicesDis- covered () will be called by the JVM if
the object implemented the DiscoverylListener interface. This callback
method also passes in a ServiceRecordobject that pertains to the service for
which one searched. With a ServiceRecord in hand, one can do plenty of
things, but it would be most likely to to connect to the RemoteDevice where
this ServiceRecord originated.

5.3.5 Service Registration

Before a Bluetooth client device can use the Service Discovery on a Bluetooth
server device, the Bluetooth server needs to register its services internally
in the Service Discovery database (SDDB). That process is called Service
Registration. In a peer- to-peer application, such as a file transfer or chat
application, one should remem- ber that any device can act as the client or
the server, so one needs to incorporate that functionality (both client and
server) into the code in order to handle both scenarios of Service Discovery
(i.e., the client) and Service Registration (i.e., the server). Here’s a scenario
of what’s involved to get the service registered and stored in the SDDB.

1. Call Connector.open () and cast the resulting Connection to a
StreamConnection- Notifier. Connector.open () creates a new ServiceRecord
and sets some attributes.

2. Use the LocalDevice object and the StreamConnectionNotifier to
obtain the Ser- viceRecord that was created by the system.

3. Add or modify the attributes in the ServiceRecord (optional).

4, Use the StreamConnectionNotifier and call acceptAndOpen () and wait
for Blue- tooth clients to discover this service and connect. The system
Creates a service record in the SDDB.

5. Wait until a client connects.

6. Then the server is ready to exit, call close () on the StreamConnectionNotifier.



The system removes the service record from the SDDB.
StreamConnectionNotifier and Connector both come from the
javax.microedition.io package of the J2ZME platform. That’'s all one needs to
do Service Registration in Bluetooth.

5.3.6 Communication

Bluetooth is a communication protocol. The Java Bluetooth API gives three
ways to send and receive data. In this document we cover one of them
named RFCOMM. RFCOMM is the protocol layer that the Serial Port Profile
uses in order to commu- nicate, but these two items are almost always used
synonymously.

For server side, the communication needs a unique UIUD. The URL takes the
form of <btspp://localhost:> + <UIUD> + <name=appName> where appName
is the name of the application chosen by the user. A
StreamConnectionNotifier and StreamConnection are needed. We need to
cast the Connector.open (URL) to the instance of StreamConnectionNotifier.
The acceptAndOpen () method of Stream- ConnectionNotifier returns an
instance of StreamConnection which is needed for the communication. The
StreamConnection contains openDatalnputStream () and
openDataOutputStream () functions which are used to open the streams. The
read- UTF () and writeUTF () functions of the StreamConnection are used for
reading and writing.

For client side, the URL 1is obtained to connect to the device from the
ServiceRecord object that one gets from Service Discovery. The
getConnectionURL () method of the Service Record returns the URL. The open
(URL) method of Connector returns an instance of StreamConnection which is
needed for the communication. The StreamConnection contains
openDatalnputStream () and openDataOutputStream () functions which are
used to open the streams. The readUTF () and writeUTF () functions of the
StreamConnection are wused for reading and writing. For Dbetter
understanding of the implementation see [9] and [10]



5.4 Pseudo Code

Algorithm : J2MEBluetoothClient

Begin

1. Search for other Bluetooth devices

2. Authenticate and authorize the peer connection

3. Discover the services and register the data transfer service
4, Connect with the server and transfer data on

demand End

Algorithm : BluetoothServer

Begin

1. Set status as discoverable
2. If one device request for pairing, perform authentication and authorization
3. Respond to requests from the

client End

5.5 Prosand Cons

5.5.1 Pros

1. Bluetooth offers a global standard for connecting a wide range of
devices with different services. So, using a Bluetooth protocol at the bottom
makes one applica- tion somewhat versatile in terms of interoperability.

2. Bluetooth is available at most of the handheld devices like cell
phones, music players and cameras all conforming to the defined standard.
So, to use the Blue-



tooth with the computer, one need not think about overheads like internet
and web servers.

3. The technology is very easy to use. The devices generally come with
built-in software support for Bluetooth operations and these are most
commonly used ap- plications for handheld devices.

4, The most desirable property for a communication protocol is the
ability to mea- sure the security support it provides. And Bluetooth
restricts the malicious attacks by using the 128-bit long shared keys and
once securely started, maintains it until the otherwise stated.

5.5.2 Cons

1. One of the major limitations of Bluetooth technology is the short
range of oper- ations. So the system is unable to cope with mobility.

2. Bluetooth standards do not address routing in Piconets which
sometimes make the networking structure inefficient.

3. Bluetooth is not fully developed and integrated into all the products
involved. We have to still wait for it to get fully evolved.

4, In J2ME application data transfer by any custom built software
requires human intervention which makes the Bluetooth solution infeasible
for our case.



Chapter 6

AT Command Based Solution

6.1 Definition

AT commands provide the computer with the most flexible way to control
and ex- plore the services and resources of a mobile. AT commands enable
one to send and receive SMS from the computer and also it lets the
computer to browse the mo- biles resources like memory and phone book
and so on. AT Stands for 'Attention’ command. GSM mobile phones are
equipped with built in GSM Modems which responds to the commands
issued as an SMS by the connected computer. AT com- mands create a logical
bidirectional communication between computer and mobile phone.

6.2 Understanding the AT Commands

6.2.1 Format of AT Commands

The commands are similar to any other commands we use in various
terminals. The commands conform to a well defined syntax. To start with, it
is not case sensitive. The common prefix is AT for all the commands.
Multiple commands can be specified in a single line starting with only one
‘AT’ as the common prefix. The symbols < > and [ ] denotes compulsory and
optional settings values respectively. When the computer issues a
command, the effect retains its value until it's changed explicitly. In the
following three examples, the values are given in a ‘command name



- functions - response’ format.

1. AT+< >=n to write in a new setting with the command.

2. AT+< >? Displays the current setting for the command.

3. AT+< >=? Displays all setting values that can be used with the command.
The connection test is performed by first sending the command 'AT’ and if
the mobile is correctly connected, it notifies the computer through the
message 'OK’. Otherwise it sends an error message.

6.2.2 SMS Related AT Commands

The sequence of commands and responses are given below:
Sending SMS

PC. AT

Mobile: OK

PC. AT+CPIN?

Mobile: +CPIN: jcode;

PC: AT+CMGF=1 [For Text Mode]

Mobile: OK

PC:. AT+CSCA="<smsc number>"

Mobile: OK

PC. AT+CMGS="<destination phone number>"
Mobile: ;

PC: <SMS text>Ctrl-Z [SMS text must be terminated with Ctrl-Z (ASCII 26)]
Mobile: OK

Receiving SMS

PC. AT

Mobile: OK

PC: AT+CPIN?

Mobile: +CPIN: jcode;

PC: AT+CMGF=1 [For Text Mode]
Mobile: OK



PC: AT+CNMI=1,2,0,0,0

Mobile: OK

After this mobile will wait for any incoming SMS and upon receiving
directing it towards the PC.

6.3 Mobile Connectivity

The mobile can be connected using standard data cable or Bluetooth for
commu- nication using AT Commands.

AT Command
SMS Read SMS
Remote i Home | Home
Mobile |, Mobile |. Computer
SMS AT Command
Write SMS

Figure 6.1: Block Diagram : AT Command Based Solution

However, after connecting, it normally binds the mobile with one of the
virtual COM ports. So, the communication virtually becomes serial data
communication behind the scene irrespective of the physical connection
used. The commands pre- sented above can be tested in the computer
Hyperterminal to verify the sequence of commands and their syntax. Only if
the commands are verified, then it is suggested to port to programming
codes.

6.4 Pseudo Code

Algorithm : ATCommandImplement

Begin



Perform initialization and setup

Poll the virtual COM port that is connected to the mobile
If there in an coming SMS get it

Authenticate the SMS and perform necessary actions

o & N

Go to step 2 and repeat the whole

process End

6.5 Prosand Cons

6.5.1 Pros

1. The communication is solely implemented using SMS protocol which
is available at most of the places.

2. It doesn’t rely on the internet and web servers, which cuts down the
overhead and the cost of the communication.

3. From the programming point of view, all the efforts are rendered for
the com- puter and not the mobile, which makes the total implementation a
relatively simple task.

4, There is no binding about the physical connection link that is used
between the computers and mobile, which makes it more versatile and
interoperable with data cables, Bluetooth and infrared.

6.5.2 Cons

1. AT command is somewhat device dependent. So, to permit devices
from multiple vendors and multiple models, it may be necessary to alter the
commands accord- ingly.

2. It 1is desired for a bDbidirectional communication that the
communication can start from any of the two ends. But here the
communication always starts with the command from the computer’s end.



Chapter 7

Demonstrating Prototype

We implemented a prototype of the discussed remote system controlling
project. Our implementation controls the home appliances of a home using
mobile phones from anywhere. We also implemented various ways to
communicate between the mobile phone and the computer. X10 Active Home
Pro is used to take care of the real control mechanism once fed enough input
to it. Using this set of devices, we concentrated on the communication
aspect and came up with various solutions.

7.1 Brief Comparison of Different Alternative Solutions

The web based solution requires a web server hosting and internet
connection at both the mobile phone and the home computer. Given that
this specification is met, the home computer is responsible to forward the
commands after formatting to the X10 controller. We do not stress one to
adhere to this solution because the limiting factor of availability of
internet is the obstacle to be called it truly remote.

The FBUS based solution incurs the extra coding complexity and also
clumsy connection to the home mobile. The setup requires the home mobile
to be stationed at home and connected to the computer. The controlling is
done by the remote mobile. The unavailability of FBUS protocol details and
strong dependency on Nokia mobile phones, it gets progressively harder to
make robust programs.



Bluetooth based solution is a very strong candidate to be judged the best
among all. Bluetooth offers full bidirectional communication between the
computer and the mobile. And also, a standard client-server based
programming model eases the task. The controlling can be done from both
the home and remote mobiles and also the home mobile is somewhat
mobile in the sense that Bluetooth offers a small range of mobility. Also
Bluetooth works for any mobile phone with Bluetooth API irrespective of the
vendor. The only restricting factor with this solution is, it requires
human intervention for custom made applications in the mobile for sending
and receiving data to and from outside resources. Provided that, this step is
avoidable, it seems very logical to make use of this solution.

We proposed the AT command based solution for its simplicity and ease of
use. It doesn’t incur any extra cost and it's available with all the mobile
phones. The connection has no restrictions for the home mobile as it can be
connected using any of the ways available like Bluetooth, Infrared and data
cables. It also alleviates the necessity of any human intervention. The
programming is concerned only with the computer and nothing about the
home mobile, which makes the task simpler.

7.2 Description of the Prototype

The prototype implementation involves two mobile phones, one computer
and X10 Active Home Pro system as hardware components. The software
facilitating the whole communication is developed using programming
languages Java Standard Edition (J2SE) and Micro Edition (J2ME) and also a C
program is used from the Java using JNI (Java Native Interface).

7.2.1 Remote Mobile

The remote mobile is free to operate in either of the two ways. The
preferred one is for the Java enabled mobile phones. We developed a J2ME
application for the remote mobile. The application lets one to assign human
friendly set of names instead of the default naming of the X10 modules. The
user is free to use either the



assigned names or the X10 specific names using a simple graphical user
interface from their mobiles. For the rest of the mobiles that doesn’t come
with a support for Java the user is asked to send a Home Control Message to
control the home appliances. The remote mobile is totally vendor
independent and the capability of sending and receiving SMS is the only
necessary requirement for it.

7.2.2 Home Mobile

The home mobile is connected to the computer using a standard data cable.
The computer communicates with the mobile using AT command.

7.2.3 Home Computer

The computer in our prototype uses the AT command protocol to determine
if a new Home Control Message is received in the home mobile. The
prototype software is developed in windows based platform but can easily
be migrated to other 0S like Unix/Linux and so on. Upon recognizing and
authenticating a home control mes- sage the computer makes a look up to
the mapping between the human readable names and the X10 specific codes.
Once the machine key corresponding to the X10 device is formed the
message is sent to the specific USB port which connects to the X10
controller.

N L)

i
Remate Home Computer Third party Lamp Module Lamp
Mobile Mobile controller

(x10)

System Diagram of Remote Smart Home Controller

Figure 7.1: Prototype System Diagram



7.2.4 X10 Home Controller Package

X10 is a communications protocol, similar to network protocols such as
TCP/IP. However, X10 works across home power lines. Like a broadcast
network, every command is sent through every wire in the house; it’s up to
each individual device to decide whether it needs to respond to a particular
command. With X10, a wide variety of devices can talk to each other and
also with the computer.

CM15A, a 2-way PC interface is at the other end of the communication hop
from the computer. Based on the sent Home Control Message, we send the
correspond- ing X10 code to CM 15A. Also we send the address of the target
device. CM15A then broadcasts this message through the power line. All the
attached X10 devices receive the message, but only the target device, that is
specified in the message, responds. The constraint applied here is, X10
messages are only valid if there is no transformer between the controller
and the receiving module.

A Lamp Module LM465 and an Appliance Module AM486 is used in our
prototype to control the lights and other generic appliances like hitters and
SO on. But this is not a restrictive feature, as addition of other modules is
just only a matter of plugging into the home power line.

The controller software module wraps up the lower level of the
communication of the computer with the CM15A through USB. The software
module presents an interface which enables the client of this module to
transfer the raw data without worrying about the details about the
low-level protocol implementation. Once this message 1is sent, the
connected CM15A receives the data and broadcasts it over the power line
using a designated frequency. The lamp module (also other such modules) is
pre-tuned to act upon receiving these control signals. CM15A receives these
acknowledgment signals from power line and forwards it to PC through USB



port. Finally, the wrapper program confirms the successful completion of
the is- sued command.



Chapter 8

Conclusion

8.1 Summary

We implemented a prototype of the remote system controlling. Although
the im- plementation is just a home controller using mobile telephony, it
may be a guide to do more than just this. Conceptually we provided the
solution to send and receive data between a mobile phone and a computer
which can be the most important part of the remote system controlling.
Once there is a way to control devices from the computer, all we need to do
s, an application that bridges between our appli- cation and the controller
application. This way, it can be stated that, this solution is usable with a
wide range of remote controlling systems with a bit of tuning to the
particular context where it is applied.

Our solution is somewhat unique in the sense that, commercial products
facili- tating such a concept come up with internet based solution. And it’'s
evident that, there are scopes to improve these existing solutions and also
it may be a break- though innovation. We stepped in with this view that, a
mobile telephony based solution leveraging the power of the real mobility
can create real scopes. So, we presented different ways to implement this
solution with minimal and available resources using mobile phones.



8.2 Future Expansion Possibilities

Looking at the devised solution, one keen reader would readily point that,
the computer is a bit of overhead. Computer is a device with enormous
capability and our application fails to make most of it. So, it’s more of an
idle time for the computer and surely is an overhead.

We tried to replace the computer with a micro-controller. A
micro-controller is a small IC with a micro-processor, memory and IO
support, which is comparatively very cheap and requires fewer resources.
Now a days, micro-controllers come with built-in support for USB and
Bluetooth connectivity with traditional serial ports and also programming
support for these ports. Micro-controllers come with custom SDKs and can
be leveraged to serve our target goal with reduced efforts. We studied
theoretically with micro-controllers and it seemed possible to be
implemented in reality. Given enough time and wise thinking, one can
proceed with this project and move the computer part to the
micro-controller. This modification will highly add value to this project by
expanding its usability to a great extent.

The usability of the remote system controlling concept can be highly
diversified beyond that of a home controlling. For an example, one can use it
to monitor and control security systems. This can create a whole new
dimension to the security systems used worldwide as it take the control as
near as to one’s palm for always and everywhere.



Appendix A

A.1 Web Server Based Solution

SampleClient.java

1 importijava.io.;

2 import javax.micro.dition.io.; &

3 import javax . microedition . lcdui.; &

4 import javax . microedition &

.midlet.;5

6

7 public class SampleClient extends MIDlet implements
Comr. yandlistener 8

9
10 public Display display ;
11 public Command connect=new Command( “Connect” ,Command.0OK, 0) ;
12 public Command e x i t =new Command( "Exit” ,Command. EXIT ,1);
13 Form form ;
14 String url ="http://www.abc.com/SampleServlet” ;
15 boolean write Flag= false ;
16 String
writeData ; 17
18 public
SampleCliet () 19
20 '
21 :
22 '
23 public void
startApp () 24
25 " display = Display . getDisplay ( this) ;
26 form = new Form( "Response : ") ;
27 form .addCommand( connect ) ;
28 form .addCommand(exit);
29 form . setCommandListener ( this) ;
30 display . setCurrent ( form
)31 |
32 )
33 public void
pauseApp ( 34
35 Y
36 '
37
38 public void destroyApp (  boolean

unconditior. al) 39
40 notifyDestroyed () ;


http://www.abc.com/SampleServlet

41 }
42
43
44 public void commandAction (Command c, Displayable d)
45
46 { if(c==exit)
47
48 { this . destroyApp ( false) ;
49 }
50 eLse 1 T ( C==Connect )
51 { , ,
52 new HttpClient ( this);
53
54 }
55 }
56 }
HttpClient.java

1 importijava.io. *;
2 import javax . microedition.10. *;
3 importjavax . microedition. lcdut. *;

4 import javax . microedition . mdlet. *;

5
6
7  public class HttpClient implements Runnable

8

9 { public String readBuffer ;
10 SampleClient sc;
1 public String url ;
12
13 HttpClient ( SampleClient sc )
14
15 { this. sc=sc;
16 this . readBuffer=new String () ;
17 this. url=sc.url;
18 new Thread ( this) . start ();
19 }
20
21 public void run ()
22 { .
23 HttpConnection c = null;
24 InputStreamis = null;
25 OutputStream os = null ;
26 String show=new String (") ;
27 try
28 . .
29 ¢ =( HttpConnection ) Connector . open ( this. url);
30 c.setRequestMethod ( HttpConnection .POST) ;
31 C . setRequestProperty ( "User-Agent” ,"Profile/MIDP-1.0
32 Configuration/CLDC-1.0" ) ;
33 C . setRequestProperty ( “Content-Language” , "en-US" ) ;
34 0S=C . openOutputStream () ;
35 if (this.sc.write Flag==true)
36 {
37 os . write ( this . sc.writeData. getBytes () );
38 os. flush () ;
39 0s.close ();
40 this. sc. write Flag= false ;



41



42

43 is=c.openInputStream () ;

44 intlen=(int)c.getlength ();

45 if(len>0)46

47 . byte[]b=new byte[1is.available()];
48 " is.read(b);

49 this . readBuffer=new String (b ) ;

50 System . out . println ( “Reading:”+this . readBuffer ) ;
51 this.sc.form. append ( this . readBuffer); 52

53 i, (1

s !=null) 54 i

55 " is.close():

56 |

57 i. (o0s

1= null) 58 i

59 " os.close();

60 |

61 i.(c

I=null) 62 ’

63 " c.close();

64 i

65 P

66 ca.ch (

Exceptione) 67,

68 " this . sc. form . append ( "Error occured while connecting to the server.” ) ;
69 }

70 }

71}

SampleServlet.java
1 importjava.io.;
2 importijavax.serv.et.;.
3 import javax .ser *
vliet.http.;4
5 public class SampleServlet extends Http
Serv; et 6
7 [
8 //Initializeglobal variables
9 public void i n i t ( ) throws
ServletE: ception 10
1 y
12 '
13
14 //Process the HTTP Get request
15 public void doPost ( HttpServletRequest request , HttpServletResponse

16 response ) throws ServletException
I0Except on 17

18 " JoProcess ( request

response ) ; 19

20 )

21 //Process the HTTP Post request
22 public void doGet ( HttpServletRequest request , HttpServletResponse

23 response ) throws ServletException
IOExcept on 24
25 JoProcess ( request

Tesponse ) ; 26
27 '



12

28 public void doProcess ( HttpServletRequest request , HttpServletResponse
29 r

esponse;

)30

31 try

32 i

33 r;esponse . setContentType ( "text/html” ) ;
34 Print Writer out = response . get Writer () ;
35 out . print ( "Hello World” ) ;

36 out.close ();

37 catch ( Exception

e)38 ’

39 i 4

40 '

41 //Clean up resources

42 public void

destroy v ) 43

44 y

45 :

46 }

A.2 NOKIA FBUS Based Solution

FBUS.CPP
1 #include <dos . h>
2 #include <stdio. h>
3 #include <string. h>
4 #defin
e PORT Ox3F8 5
/ Def. "
/
7 /U =.l
8 e ®
9 e o
10 - o
11
// Function toinitialize the serial
port
13 '
oidiyi
t()14
15 outportb (PORT + 1, 0); /o %
16 /o *
17 OUtp - —. oL oo, . *® #
18 outportb (PORT + 0 , 0x01); /o 2
19 /o ¥
20 / ok P
21 /o ¥
22 /o ;g
23 / ok #
24 / ok #
25 /o ¥
26 outportb (PORT + 1, oo ’ , #* #
27 outportb (PORT + 3 , 0x03); /% *
28 outportb (PORT + 2 , 0xC7); /o ®
29 outportb (PORT + 4 , 0x0B); /o ®
30 :
31

32 // Function to write an array of character to the serial port
33 void write

(chara[]) 34

35 ' for(inti=0;1i <strlen(a);i++)



36 i

37 " outportb (
PORT,a[i]: ;38

39 ; )

40

41 // Function to write a single character to the serial port
42 void
writes (int a)

43

44 outportb (
PORT,: ); 45

46

47 // Function to synchronize compuer and mobile phone using F BUS
48 v

oid ;

sync \ )

49

50

51 char syn=0x55;

52 p r i n t f (

"\nSynchronizing\n”) ; 53 for

(inti=0;1 <128; 1 ++)

54 i

55 " write (syn);

56 delay (5

0);57 |

58 '

59

60 // Function to get the mobile phone ’ s software and hardware version
61 voi

d version (

)62

63 printf("\nversion\n”);

64 char v[16]= 0x1E 0x00, 0x0C, 0xD1, 0x00, 0x07, 0x00, 0x01 ,

65 f,,(OO, 0x03, 0x00, 0x01, 0x60, 0x00, 0x72, 0xD5 ; :
66 for (int j =0; j '
<3; ] ++) 67,

68 '

write (v) 39

70 : )

71 i

72 // Function to send the ackknowledgment for mobile phone ’ s software
73 //and hardware version

74 void

versigiack ()

75

76 printf("\nAcknowledgment\n”);
77 char a[10]= Ox1 ;

78 ' '

write;[ a)

;79

80

81 // Function that performs the packing of SMS
82 cha; smspack ( char

input,; ]) 83

84 ' chardecode[128]:

85 unsigned charc, w;

86 intn,shift=0,x,len=strlen (input);
87 decode [

0]=0;88

89 for (n=0; n<len;

++n)90

91 " c=1input[n] & OX7f;

92 c>>=shift;

93 w = input [ n+1] & Ox7f ;

94 W <<= (7-shift);



95 shift+=l;

96 c=cC W;

97 if(shift==

7)98 i

99 " shift=0x00;
100 N++;
101 i
102 x = strlen ( decode ) ;
103 decode [x]=c;
104 decode [ x+1] = 0;
105
106 return decode ;
107
108

109 // Function that performs the unpacking of

H(l) char * smsunpack( char input[])
{

112 unsigned char decode [128 ] ;
115 unsignea cnar c, w,

114 intn,shift=0,x,1len=strlen (input);
115 decode[0]=0;

116 for ( n=0; n<len; ++n)

117 {

118

119 char current =input[n];
120 if(n==0)

121 {

122 decode [ 0] = current & Ox7f ;
123 decode[1]=0;

124 shift++;

125 continue ;

126 }

127

128 charprev=1input[nl]; _
129 prev >>=(8sh _"t);

130 inttemp=1;

131 intps=1;

132 while (temp <shif

t) 133 i

134 ! ps = (ps <<1) L
135 temp ++;

136 |

137 '

prev &= ps; 138

139 current <<= (shif
t+1);140

141

142 c= (current prev )
& Ox7f ; 143

144 x = strlen ( decode ) ;

145 decode [x]=c;

146 decode [ x+1] = 0;

147 shift=(shift==7)?20:shift + 1,
148 |

149 re.urn
decode; 150
151 !

152 // Function that performs the unpacking of any input

153

SMS



154char 1 4 W

] 1. ey~
156 ' intshift=0,index=0;
157 int length = strlen (input ) ;
158 char current, prev ;
159 char decode [ 128 ];
160 int dindex = 0;
161 char
X =0; 162
163 for (index; index <length ; index ++)
164 {
165 if(!(index%7))shift=0;
166 X=0;
167 current = input [ index ];
168 if(shift==0)
169 {
170 prev = 0;
171
172 |
173 el.e
174 i
175 prev = input | _
index v 1]:176
177 chartemp = Ox7F >>shift;
178 temp &=current;
179 temp <<=shift;
180 char temp2 = prev >>(8 _hift);
181 temp2 &= (l<<shif -
t) 1,182
183 X = temp2

temp ; 184

185 decode [ dindex++] = x ;
186 shift
++; 187 :
188 de.ode [ dindex ] = 0;
189 return
decode ; 190
191
192
193 :
194
195 // Function that performs the formation of checksum
196 char;.:hecksum ( char

input [r. ) 197

198 charcs[2], even=0,0dd=0;
199 inti=0;

200 for (1i=0;1 <strlen (input);
i+=2)201

202 " odd"=

input[i]; 243

204 fo_ (i=L1; 1 <strlen (input)
;14=2) 205

206 " even"=

input[i]; 217

208 ¢s,0]=o0dd;

209 cs[l]=even;

210 retu

rncs;all

212



213 // Function that performs the octer conversion
214 char;octetConvert ( char
input [ ) 215

216 ' charret[20];

217 if ((strlen (input)%2)!=0) strcat (input, "F");
218 int len= strlen ( input ) , upper ,

lower ; 219

220 for (inti=0;1 <len

;1+4=2) 221

222 " if(input[i+l] =='F") upper = OXF ;

223 else upper = input [i+1]48; _

224 lower =input[i] 48 _

225 ret[i/ 2] = (( (up.er&OxOF ) <<4) ( lower &
0xOF ) ) ; 226,

227 re_[len /2]=0;

228

return; ret

229

230

231 // Function that performs the sending of ackknowledgment
232 void sendAck ( char type,

char seq) 2%}

234 char

startAck [ ] =235 ;

236 OX1E,

237 0x00,

238 0x0C,

239 Ox7F,

240 0x00,

241 0x02,

242 type,

243 seq

244 b

245 char '

check[2]; 246

247 char

ack[10]; 248

249 int i =0

,count=0; 250

251 for (1=0; 1 <strlen ( startAck) ;i ++) ack [ count++]= startAck
[1];252

253 strcpy ( check, checksum

(ack)); 254

255 for (i =0; i <strlen ( check ) ; i ++) ack [ count++]=
check[i];2: 6

257 !

258

259 // Function that performs the sending of SMS

260 void sendsms ( char message [ ], char smscno [ ], chardestno[], int
seqgno ) 261

262 '/ 4 fixedStart + length +  nextfixed +smsc +
263 pacding 0°S (until 10 bytes) + SmsHeader +  dest +
264 padding 0’s (until 10 bytes) + validity + packedSMS
265 + end + padd (ifnecessary )+ checksum

266 */

267 char f ixed Start [] ={

268 Ox1E, V4 0

269 0x00, V4 1

270 0x0C, V4 2

271 0x02, V4 3



272 0x00, /74

273 i

274 int lengtf. =0; // 5 Length (LSB)
275

276 charsmsc[20];

277 strcpy ( smsc, octetConvert (

smscno ) ) ; 278

279 char nextFixed [] = i

280 ox00, ' /6

281 0x01, 77

282 0x00, /78

283 0x01, /79

284 0x02, /710

285 0x00, /711

286 (char) (strlen (smsc)+1), /12
287 (char) 0 x81, /713

288 }

289 char smsHeader [ | ={

290 0x15, // 24

291 0x00, /725

292 0x00, /7 26

293 0x00, 7/ 27

294 (char) strlen ( message), // 28
295 (char) strlen ( destno), /29
296 (char) 0 x81, /30

297

298

299 chardest[20];

300 strcpy ( dest, octetConvert ( destno) ) ;

301 char validity[] = ¢{

302 0x0B, V4 41

303 0x00, V4 42

304 0x00, V4 43

305 0x00, V4 44

306 0x00, V4 45

307 0x00, V4 46

308 0x00 V4 47

309 };

310 char packedSMS[ 128 ] ;

311 strcpy ( packedSMS, smspack ( message ) ) ;

312 charend[] =/

313 0x01, // pbackedSMS end + 1
314 ( char) segno

315 '

316 //int padd=0;

317 char

check[2]; 318

319 length = strlen ( nextFixed ) + strlen ( smsc)
320 + (10 _strlen (smsc ) ) + strlen ( smsHeader ) + strlen ( dest)
321 + (10 _strlen (dest)) +strlen(validity) + strlen ( packedSMS)
322 +strlen(c..d);

323

324 int ispadd =( length%2==0)70:1;

325

326 //inttotal-=strien(fixed Start)+1+ + 1spadd + strlen ( check ),
327

328 char frame [ 256 ] ;

329

330

int i =0 ,count=0;



331

332 for (i =0; i <strlen ( f ixed Start ) ; i ++) frame [ count++]= f ixed
Start[i]; 333

334 frame [ count ++]=( char

) length ; 335

336 for (i =0; i <strlen ( nextFixed ) ; i ++) frame [ count++]=
nextFixed [i]; 337

338 for ( i =0; i <strlen ( smsc ) ; i ++) frame |
count++]=smsc[1i]; 339

340 for (i =0; i <(_ strlen ( smsc ) ) ; i ++) frame [
count++]=0x00 ; 341

342 for ( 1 =0; i <strlen ( smsHeader ) ; i ++) frame [
count++]=smsHeader [1]; 343

344 for (i =0; 1 <strlen ( dest) ;i ++) frame [ count++]=

dest[i]; 345

346 for (i =0; 1 <(_) strlen ( dest ) ) ; i ++) frame |
count++]=0x00 ; 347

348 for (i=0;1i<strlen(validity):1i++)frame[count++]=val
idity[1i];349

350 for ( 1 =0; i <strlen ( packedSMS ) ; i ++) frame [
count++]=packedSMS[1i]; 351

352 for ( i =0; 1 <strlen ( end ) ; i ++) frame |
count++]=end [i]; 353

354 i f ( 1ispadd==1) frame [

count++]=0x00 ; 355

356 strcpy ( check , checksum (

frame)); 357

358 for (1 =0; i <strlen ( check ) ; 1 ++) frame [ count++]=
check[i]; 359

360 write

(frame ) ; 361

362

363 // Function that performs the reading of SMS

364 void

readMe ssage ()

365

366 char frame [ 128 ] ;

367 frame[0]=0;

368 intc,ch,start=0,count=0,length=0,total=6;

369 do

370

371 if(count>=total)break;

372 ¢ = inportb (PORT +5) ;

373 i

f(c&l)374 ;

375 " ch=1inportb (PORT);

376 if (ch==0xI1E && ! start) 377

378 start=1;

379 Y

380 il (start)

381

382 fralae [count ] =ch;



383
385
386
387
388
389

frame [ count+1] = 0; 384
switch (count)
casel:printf (”Destination address %x ", ch); break;
case2:printf("Source address %x ", ch); break;
case3:printf("Type %x",ch); break;



Jwhile (1);

400
401 for (int i = 0; i <totals
2:. ++) 402

403 " ¢ =1inportb (PORT+5);

404 i

f(c&l)405

406 " c¢ch = inportb

(PORT) ; 407 )

408 p

409 '

410 :

411

412

413 void main ( void )

414 {

415 init();

416 sync () ;

417 delay (500) ;

418 version () ;

419 delay (500) ;

420 readMessage () ;

421

422 }

A.3 Bluetooth Based Solution
BluetoothClient.java

1/%
2 class Bluetooth Client _Jefines UI components and UI Event Handlers
3 &
4 in.portjava.io.; 4
5 import javax . bluetcoth.; 4
6 import javax . microedition. lcdui.; &
7 import javax . microedition &
.midlet.; 8

9 public class BluetoothClient extends MIDlet implements CommandListener
10 i
n
12 public Display display ;
13 Service bluelet = null;
14 Form f;
15 Command connect ;
16 public final static UUID uuid = new UUID( "102030405060708090A0BOCODOEQOF010”,
17 false) ;
18
19 public
Bluetoot: IClient () 20
21 ' f =new Form( "Bluetooth Client” ) ;



Service.java

22 connect=new Command( "Connect” ,Ccommand.0K, 0 ) ;
23 f . setCommandListener ( this) ;
24 f.addCommand( connect ) ;
25 }
26
27 public void startApp ()
;g {display = Display . getDisplay ( this) ;
30 display . setCurrent (f);
31 )
32
33 public void pauseApp ()
34
35
36 )
37
38 public void destroyApp ( boolean unconditional )
Z?J {this . notifyDestroyed () ;
4 )
42
43
44 public void commandAction (Command c, Displayable d)
45 {.
46 if (c==connect)
47 { . . , ,
48 /7 Instantiates Service class and starts the inquiry
49 bluelet =new Service ( this) ;
50 bluelet . start Inquiry ( DiscoveryAgent . GIAC,new UUID[ ] {this . uuid });
51 }
52 }
53 }
1/
2 class Bluetooth Client _responsible for a I 1 the Bluetooth communications
3 4
4
5 importjava.util. Vector;
6 import javax. bluetooth.; 4
7 import javax . microedition.1lcdui.; .
8 import javax . microedition . midlet.; &
9 importjava.io.;
10 import javux . &
microedition.io.; 11
12
13 public class Service implements CommandListener
Runna)le 14
15 ' BluetoothClient mid;
16 Display display ;
17 & ¥
18 PUL . . .. e i .___.devices
19 public static Vector deviceClasses = new Vector () ;
20 public static Vector services = new Vector () ; // List of Bluetooth services
21 public static int selected Device = _
22 private int discoveryMode ;
23 private UUID [ ] serviceUUIDs = null ;
24 public int deviceReturnCode ;
25 public int serviceReturnCode ;



26 private LocalDevice device ; // Local Bluetooth Device
27 private DiscoveryAgent agent ; // Agent performing discovery
28 Form f;

29 Text Field tb ;

30 Comma

nd send ; 31

32

33 public Service (

BluetoothCs lent m) 34

35 " this. mid=m;

36 display =this . mid . display ;

37 f =new Form( "Bluetooth Client” ) ;

38 send=new Command( “Send” ,Command.OK, 0 ) ;

39 tb=new Text Field ("”,”” ,100, Text Field .ANY ) ;
40 f.setCommandListener ( this);

41 // f.addCommand( send ),

42 f . append (

th);43

44

45 / +This function returns the 1 i s t of services provided by the Bluetooth
46 +device

47 VA

48 puLlic ServiceRecord [ ] getDiscoveredServices

()49 i

50 ServiceRecord [ ] r = new ServiceRecord [ services . size ()];
51 services . copyIlnto (r);

52 return

r;53 :

54

55 / +This function returns fi r s t service discovered

56 +this is for the data transfer functions

57 VA

58 puLlic ServiceRecord get First Discovered Service
()59 i

60 if (services.size()>0)

61 return ( ServiceRecord ) services . elementAt (0);
62 else

63 return

null; 64

65

66 public int getDeviceDiscoveryReturnCode

()67 ;

68 return

deviceRetu; nCode ; 69

70 )

71 public int getServiceDiscoveryReturnCode

()72 ;

73 return

serviceRety rnCode ; 74

75 )

76 public RemoteDevice get

SelectedDe; ice () 77

78 " if (selected Device != —

79 return ( RemoteDevice ) de\v..es. elementAt ( selected Device ) ;
80 else

81 return null ;

82 i

83

84 /#* This function does the necessary operations for device discovery #/



85

86 public void start Inquiry (int mode, UUID [] serviceUUIDs
) 87 i
88 "oty
89 i
90 " this. discoveryMode = mode;
91 this . serviceUUIDs = serviceUUIDs ;
92 devices . removeAllElements () ;
93 deviceClasses . removeAllElements () ;
94 device = LocalDevice . getLocalDevice () ; // obtain reference to singleton
95 device . set Discoverable ( DiscoveryAgent . GIAC) ; // set Discover Mode
96 agent = device . getDiscoveryAgent () ; // obtain reference to singleton
97 boolean result = agent . start Inquiry ( mode,new Listener () ):
98 tb . set String ( "Please Wait”) ;
99 display . setCurrent (f);
100 catch ( ;3luetoothStateException e )
101 .
102 e
printStackTrace () ; 103
104 i )
105 '
106
107 public void commandAction (Command ¢
Displayable,|) 108
109 Cif(
c==send) 110
111 "oty
112 i
13 ' Thread t=new Thread ( this);
114 t.start();
115 catch ( Except on ex) 116
117 rex
printStackTrace () : 11,
119 )
120 |
121 ;o
122 '
123 / «This function sends the data to the bluetooth server
124 fi
125
126 public void
run()127
128 " otry
129 i
130 " ServiceRecord r=this. get First Discovered Service () ;
131 String url =1 . getConnectionURL ( ServiceRecord .NOAUTHENTICATE NOENCRYPT,
132 false) ;
133 StreamConnection con = ( StreamConnection ) Connector . open (url) ;
134 DataQutputStream out = con . openDataOutputStream () ;
135 out. writeUTF (tb . get String ()):
136 out. flush ()
137 out.close():
138 DataInputStream in = con . openDatalnputStream () ;
139 String s =1in.readUTF () ;
140 con.close ();
141 catch ( I xception e )
142 ;

143 " e.printStackTrace () ;



144
145
146
147
148
149
150
151
152
153
154
155

156
157
158
159
160
161
162
163
164
165
166
167
168
169
170
171
172
173
174
175
176
177
178
179
180
181

J

/* Class Listener —responsible for the device and service discovery
*/

class Listener implements Discoverylistener

{

public void deviceDiscovered ( RemoteDevice remoteDevice , DeviceClass deviceClass )

{

devices . addElement ( remoteDevice ) ;

deviceClasses . addElement ( deviceClass ) ;

}
public void inquiryCompleted ( int complete )

deviceReturnCode = complete ;
if (devices.size()==0)
{
tb . set String ( "No Devices found” ) ;
display . setCurrent (f);
€ .se

RemoteDevice device = ( RemoteDevice ) Service . devices . elementAt (0) ;
String name = device . getFriendlyName ( false) ;
tb . set String (name) ;
selected Device = 0;
RemoteDevice remoteDevice =( RemoteDevice ) devices . elementAt
( selected Device ) ;
services . removeAllElements () ;
agent . searchServices ( null, serviceUUIDs , remoteDevice ,new Listener ());
display . setCurrent (f);
catch ( Eception e)

i
P

e

printStackTrace () ; 182

183
184
185
186
188

190
191
192
193
194
195
196
197
198
199
200
201
202

public void servicesDiscovered ( int transId, ServiceRecord [ ] records ) 187
for ( int 1 =0; 1 <records.length;
"o +)189
" ServiceRecord record = records [i];
services . addElement ( record ) ;

public void serviceSearchCompleted ( int transid , int complete )

serviceReturnCode = complete ;
f .addCommand( send ) ;
display . setCurrent (f);

}
}



203 }

BluetoothServer.java
1/
2 class Bluetooth Client _esponsible for the processing of the bluetooth messages
3 &
4
5 import javax . bluetooth.; 4
6 importjavax.microedition.ic.; &
7 impo #
rt java . io .;
8
9
10 public class BluetoothServer implements
Runnz)le 11
12 ' _ocalDevice device; // Server Bluetooth Device reference
13 DiscoveryAgent agent ; /7 discoveryAgent
14 public final static UUID uuid = new UUID( “102030405060708090A0BOCODOEQOF010”,
15 false ) ; //UIUD used in BT communication
16 private final static int SERVICE TELEPHONY = 0x400000 ;
17 public boolean done = false ;
18 public StreamConnectionNotifier
server; 19
20 public
Bluetoot 1Server () 21
22 ":his . run
server (23
24 )
25 public void run
server (s 26
27 "oy
28 i
29 " Jevice = LocalDevice . getlLocalDevice () ; // obtain reference to singleton
30 device . set Discoverable ( DiscoveryAgent . GIAC ) ; // set Discover mode to LIAC
31 Thread t = new Thread ( this) ;
32 t.start();
33 cat:h ( BluetoothStateException e )
34 ;
35 2
printStackirace () ; 36
37 ;o
38 '
39 public void
run () 4¢
41 '
42 String appName = "BluetoothServer” ;
43 StreamConnection ¢ = null;
44 String address= device . getBluetoothAddress () ;
45 try
46 i
47 r_;tring url = "btspp://localhost:” + uuid . to String () +
48 ":name="+ appName; // form the url
49 server = ( StreamConnectionNotifier ) Connector . open ( url) ; // connection
50 ServiceRecord rec = device . getRecord ( server ) ; // get record
51 rec . set Attribute Value ( 0x0008 , new Dataklement ( DataElement. U INT 1, OXFF));
52 rec . setDeviceServiceClasses ( SERVICE TELEPHONY )
53 cat :h ( Exception
e)54 ;
55 o

printStackTrace ( ) ; 56
}



57

58

while ( trve

) 59 '

60 try

61 i

62 'System . out . println ( “Server is waiting ...." ) ; // server is waiting
63 C = server . acceptAndOpen () ; // a device is connected

64 RemoteDevice rdev = RemoteDevice . getRemoteDevice ( ¢ ) ; // get the
65 //connected remote device
66 DataInputStream in = ¢ . openDatalnputStream () ; // open the InputStream
67 String s = in.readUTF () ; // read the data

68 System . out . println ( “Data received : " +S) ;

69 DataOutputStream out = c . openDataOutputStream () ; // open the OutputStream
70 out.writeUTF(s);  //send data back to the mobile

71 c . close

():72 |

73 ca.ch (

Exceptione) ;4

75 ‘system . out

println(e);:i6

77 ;o

78 |

79 '

80 public static void main ( String args

[])81 !

82 Jew

BluetoothServer () ; 83

84 i

85 '

86

87}

A.4 AT Command Based Solution

ATSms.java
1/%

class ATSms _implements the AT Command SMS protocol
in.portjava.io.;
importjava.util., s
import javax .comm.; 4
import java . u . i 1.

StringTokenizer ; 8

9 public class ATSms implements Serial Port Event Listener , Runnable
100

r

~NOoO Ok~ W

11 static CommPortIdentifier port Id ;

12 static Enumeration port List ;

13 InputStream inputStream;

14 OutputStream outputStream ;

15 Serial Port serial Port ; //Instance of Serial Port
16 String readData="", writeData="";

17 boolean readFlag=false , endFlag=

false; 18

19

20 public static void main ( String [ ]

args)2l

22 ' port List = CommPortIdentifier.getPortIdentifiers();

23 while ( port List . hasMoreElements () )



52
53

catch ( IOExceptione)

System . out . println (

"Exception-2:"+¢ ) ; 54

55
56
57

tr,
J

serial Port . addEventlListener (

this); 58 f

59

ca.ch (

TooManyListene: sException e ) 60

61

System . out . println (

"Exception-3:"+¢ ) ; 62

63 se-ial Port . notifyOnDataAvailable ( true) ;

64 try

65 i

66 " serial Port . setSerialPortParams (9600, Serial Port . DATABITS 8 ,
67 Serial Port . STOPBITS 1, Serial Port . PARITY NONE ) ; 68
69 ca ch (
UnsupportedCor; mOperationException e ) 70

71 " System . out . println (
"Exception-4:"+¢ ) ; 72

73 © //String smsc="+880IXXXXXXXXX" ;

74 /7 String phone="+880IXXXXXXXXX"

75 // String sms="This is a test SMS” ;

76 // this . sendMessage ( smsc, phone, sms ) ;
77 this . readMessage () ;

78 i

79 '

80 public void serial Event ( Serial Port Event
event) 81 ;

82 " switch (event. getEventType ())



132 // The function responsible to read received SMS

133 public void

readMessagy () 134

135 "oty

136 ;

137 outputStream . write ( "AT\r” . getBytes () ) ;

138 Thread . sleep (1000) ;

139 outputStream . write ( "AT+CPIN?\r" . getBytes () )
140 Thread . sleep (1000 ) ;

141 outputStream . write ( "AT+CMGF=1\r" . getBytes () ) ;



catch ( Exceptione)

181 :

182 System . out
printin(e) ;183 .

184 '

185 }

186 }
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