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Introduction

ADMIT ONE

This ticket entitles its bearer to
admittance for one to

KringleCon 2: Turtle Doves

Location:

EIf University
17 Christmas Tree Lane
North Pole

SANS holiday hack challenge known as “KringleCon” is a cybersecurity
conference developed by SANS to provide a wealth of hands on
workshops to teach about cyber security and the many disciplines.

There are many challenges, with a range of activities such as low level
shell escaping, basic threat hunting, and eventually moving across to
SQL injection and malware analysis.



Below is our main objective board, and challenges 3 - 12 contain secondary
objectives that are completed to earn hints for how to complete the main objective.
Because we are doing this for education purposes, we will be going through all the

challenges.

Challenges Index:

= GO BACK

KringleCon

& 0) Talk to Santa in the Quad

@ 1) Find the Turtle Doves

Narrative [39 of 10]
& 2) uUnredact Threatening Document

Objectives
@ 3) Windows Log Amalysis: Evaluate Attack Outcome

Hints
& 4) Windows Log Analysis: Determine Attacker Technigue

Talks
& 5) Network Log Analysis: Determine Compromised System

Achievements
@ 6) Splumk

[Exit]
& 7) Get Access To The Steam Tunnels
& 8) Bypassing the Frido Sleigh CAPTEHA
@& 9) Retrieve Scraps of Paper from Server

& 10) Recover Cleartext Document

@& 11) Open the Sleigh Shop Door

© 12) Filter Out Poisoned Sources of Weather Data
Difficulty: 4




©) Talk to Santa in the Quad

Enter the campus quad and talk to Santa.

This is the starter challenge to get you familiar with the map.

Simply walking into the courtyard will reveal Santa and the objective will be
completed.

BBt

& 1) Find the Turtle Doves

Find the missing turtle doves.

This is another starter challenge to get you familiar with the map.

You will find the two turtle doves in the north most building by the fireplace.

Hey little guys !

‘ Michael and Jane -
BIEERGIRhIn  Tyy0 Turtle Doves




& 2) Unredact Threatening Document

Difficulty: R&#&#%

Someone sent a threatening letter to E1f University. What
is the first word in ALL CAPS in the subject line of the
letter? Please find the letter in the Quad.

Summary

A challenge that will yet again require us to explore the campus, and utilize file
forensics

1.  Exploring the campus further will eventually lead to finding a letter
2. The letter has been redacted to hide the subject line and body contents
3. Utilizing a tool called pdf wondershare, we can bypass the redaction and read
confidential content

We find the file in the top left corner of the campus behind a tree.

found it!!!

BlueDolphin

Opening The document provides us with the following



Date: February 28, 2019
To the Adwinistration, Faculty, and staff of ELf University
17 Christmas Tree Lane

North Pole

From: A Concerned and Aggrieved Character

Attention ALl ELf Lniversity Personnel,
DO oenta
(.
1 é

If You do not accede to our demands, we will be forced to take matters into our own hands.
we do not make this threat lig htLH. You have less thawn six months to act dﬁmom.strab!,@.

n

[unl

b

Siwceretg,

-—-A Concerned and Aggrieved Character

You can download pdf wondershare from
https://pdf.wondershare.com/

This will allow us to edit the pdf document and bypass insecure redaction, by
copying and pasting the plain text.

The answer is the first word in the subject line in all capitals.

DEMAND


https://pdf.wondershare.com/

& 3) Windows Log Analysis: Evaluate Attack
Outcome

Difficulty: #%4%

We're seeing attacks against the E1f U domain! Using the
event log data, identify the user account that the
attacker compromised using a password spray attack. Bushy
Evergreen is hanging out in the train station and may be
able to help you out.

Summary
A challenge that requires log analysis
1.  Complete bushy evergreens secondary objective.
a. Text editor escaping

2. Complete Primary Objective
a. Threat hunting event logs

Secondary Objective: Escape Ed - CranPi

By Bragreen

Upon talking to Bushy, we learn that Pepper forced Bushy to learn how to use the ed
text editor and has left Bushy stuck.

Hi, I'm Bushy Evergreen. Welcome to EIf U!

I'm glad you're here. I'm the target of a temrible trick.
Pepper Minstix is at it again, sticking me in a text editor.
Pepper is forcing me to leamn ed.

Even the hint is ugly. Why can't | just use Gedit?

Please help me just quit the grinchy thing.



Upon opening the terminal we are provided with the following output:

. 300000000000001;,,,,,,,,:l000000000000011:

. 10000000000000C} , , ,, ,,,, :000000000000011000:

300000000000001 ;
. to000000000000C; ' ,,,,,,, - 0000000000000lccoc, , , ;00000
. €cooo0000000000:,"'""'"""", t00000000000001clooocC,, , 00000,
C00000000000000,,, ;5,55 ;000000000000001l00000C, , , ; 000,
CO00000000000000,,,, ;5 5 ; 00000000000000100000C, ,, ;1"
C00000000000000,,,,, 5,5, ;000000000000001l00000C, , . -
C00000000000000,,,;, 5, ; ; 00000000000000100000C .
C00000000000000,,,,, 5,5, }0000000000000010000: .
C00000000000000,,,;, 5 ; ; 00000000000000100;
:11111111111111,
Oh, many UNIX tools grow old, but this one's showing gray.
That Pepper LOLs and rolls her eyes, sends mocking looks my way.

I need to exit, run - get out! - and celebrate the yule.

Your challenge is to help this elf escape this blasted tool.

-Bushy Evergreen
Exit ed.
1118

This seems simple enough, we just have to exit the terminal. So the first thing we try
is typing q and pressing enter and sure enough it works. Just like vi editor.

Q

Loading, please wait

You did it! Congratulations!

elf@428cacd2bd2e:~$

Primary Objective:
Windows Log Analysis: Evaluate Attack Outcome

Now that we have completed the escape Ed Terminal, we can talk to Bushy again for more
hints.

In this challenge, it is important to research event ID’s to learn about some of the
more important ID’s when threat hunting.

Bushy evergreen provides a hint about a tool called “Deep Blue CLI” which is a
password spraying tool.



Taking the time to research this tool, will also bring to your attention to Event ID 4776
- Credential validation, which we look for and find in the system log files.

Let’s open the system even file.

Holiday Hack » Security.evitx

~
MName Date modified

)

il Security Properties X

General Securty Details Previous Versions

Eﬁ’:ﬂ |Securty

Type of file:  Event Log (evtx)

Opens with: li| Event Viewer Snapin Le Change...

4624 Logon

4672 Special Logon

4776 Credential Validation
4625 Logon

4648 Logon

4625 Logon

4648 Logon

4625 Logon

EventData
PackageName MICROSOFT_AUTHENTICATION
TargetUserName supatree
Workstation WORKSTATION
Status 0x0
Event ID 4776 Credential Validation is found down the list.

Expanding the details tab, give us the target username and objective answer.

Supatree



& 4) Windows Log Analysis: Determine
Attacker Technique

Difficulty: F ¥ ¥ 3

Using these normalized Sysmon logs, identify the tool the
attacker used to retrieve domain password hashes from the
lsass.exe process. For hints on achieving this objective,
please visit Hermey Hall and talk with SugarPlum Mary.

Summary
A challenge that requires log analysis
1. Secondary objective
a. Linux file paths

2. Primary objectives
a. Threat hunting log analyses

SuggiElum Vemy

BlleDalphin

Linux Path

Talking to sugar plum Mary gives us the dialogue with some context for
this secondary challenge.



Oh me oh my - | need some help!

| need to review some files in my Linux terminal, but | can't get
a file listing.

| know the command is /s, but it's really acting up.

Do you think you could help me out? As you work on this, think
about these questions:

1. Do the words in green have special significance?

2_ How can | find a file with a specific name?

3. What happens if there are multiple executables with the
same name in my $PATH?

At first, this seems easy, as we only need to list some files on Linux for Mary.
Opening the terminal provides us with the following output.

KKKKKKKKKKKXKKXXKXOOOOOOOOXXNXNNNNNNKO xoxOXXXKKXXKXXKKXKKKKKKKKKKKKKKKKKKKKK'
K00 0KK0OKKKKKKKKXXKKXXOXNXONXXNNXNNNNNW - .

0 OKKKKKKKKKXKKXXKXOOXN XX XNXXNNNNNNNNW dk0KKKXXXXKXKKXKKXKKXKKKKKKKKKKGKKGKKﬂ
KKKXKKKXXKXCOKXNXOXNXXNNXNNNNNNNNNX

OKKOKKKKKXKKKXXKXNXXXNXXNNXNNNNX

rrrrrrraaX

v oo e 0/ OKXXKKXKKXKKKKKKH

DOOOCKNNNNXNNNNXOOOOCXKNNNNNNNNNNNNK ko 1 1
DOOCOOOOCOCKNNNNNNNNNNNNNNNNNNNNNNNNNKXNNN o : cleXNNNNNNNNXNXXXXXXXXXXXXXXXKKXK'
DOOONOCKNCCKN XX NNNNNWWWWWINNNNNNNNNNNNNNNNNWWNWWNWNNWNNNNNNNNOOOOCNOOOOCCKXKKXH
XNDOCOXNNDCKNOXINN XN XN Wi WWWWWWWNNNNNNNNNNNNNWWWWINNNNNNNNNNNNNNNNNNNNNXNSOOCNXOCOK
DOOOXNXXNINDCCKN XX XX NWWWINNNNNNNNNWWNNNNNNNNWWWWWWNWNNNNNNNNNNNNNNNXCOUKNOCON XK X

I need to list s in my

o check on project logos
But what I see with there,
Are quotes from desert hobos...

piece of my command does fail?
I surely cannot it.
Make straight my and that-
I'll praise your skill and sharp wit!

Get a listing (1ls) of your current directory.
e1f@d69aa830135b: ~$




Trying to run LS provides us with the following output.

Get a listing (1ls) of your current directory.
elf@d69aa830135b:~$ 1s

his isn't the you're looking for
elf@d69aa830135b:~$

So another binary was executed and we were denied functionality of the command.
Mary had hinted for us to pay attention to the words in green, and then posed the
question “What happens if there are multiple executables with the same name in the
$PATH?".

A PATH is an environment variable that the majority of unix operating systems use to
tell the shell which directories to search for executable files in when command line
arguments are passed by the user.

The user’s PATH consists of colon-separated paths in a plain text file. Anytime a
user types a command-line argument that is not found in the shell it searches those
paths, unless the path is specified in the command line argument.

We can echo the path variable to find those absolute paths with

Echo $PATH
1f@d69aa830135b:~$ echo $PATH

usr/local/bin: /usr/bin:/bin:/usr/local/games: /usr/games

Let’s try and find the location of the Is command now with the whereis command.

elf@d69aa830135b:~$ whereis ls

ls: /bin/1s /usr/local/bin/ls /usr/share/man/manl/ls.1l.gz

We run Is from the first found path /bin/ and get the flag.



1f@d69aa830135b:~$% /bin/1s
rejected-elfu-logos. txt
oading, please wait

ou did it! Congratulations!

1f@d69aa830135b:~$

Upon completing this challenge we can talk to sugar plum mary to continue with the
main objective.

Oh there they are! Now | can delete them. Thanks!

Have you tried the Sysmon and EQL challenge?

If you aren't familiar with Sysmon, Carlos Perez has some
great info about it.

Haven't heard of the Event Query Language?

Check out some of Ross Wolf's work on EQL or that blog
post by Josh Wright in your badge.

Main Objective

For this next part, we have to identify the tools used to retrieve the domain password hashes
from Isass.exe process.

Using these normalized Sysmon logs, identify the tool the
attacker used to retrieve domain password hashes from the

lsass.exe process. For hints on achieving this objective,
please visit Hermey Hall and talk with SugarPlum Mary.

Upon downloading the files we see it is in a JSON format.
Well, sugar plum mary provided us with a hint about using Sysmon by Carlos Perez,
EQL Threat Hunting as well as some of Ross Wolf's stuff on EQL.

After some reading and research, we download the tools and query for ntdsutil which
is a common way to back up and AD environment, and within that backup are
password hashes.

We query the file for ntdsutil and get the following



"command_line": "ntdsutil.exe \"ac i ntds\" ifm \"create full c:\\hive\" q q

"event_type": "process”,

"logon_id": 999,

"parent_process_name": "cmd.exe",

"parent_process_path™: "C:\\Windows\\System32\\cmd.exe",
"pid": 3556,

"ppid": 3440,

"process_name": "ntdsutil.exe",

"process_path™: "C:\\Windows\\System32\\ntdsutil.exe",
"subtype”: "create",

"timestamp": 132186398476300000,

"unique_pid": "{7431d376-dee7-5dd3-0060-0010fec44fee}",
"unique_ppid": "{7431d376-dedb-5dd3-80e0-881027be4fee}",
"user™: "NT AUTHORITY\\SYSTEM",

"user_domain": "NT AUTHORITY",

"user_name": "SYSTEM"

That is our answer, ntdsutil.

Another way to solve this was to simply open the .json file in notepad ++ and
walkthrough the files until you found ntdsutil at the bottom.

"command line": "ntdsutiﬂ.exe \"ac 1 ntds\" ifm \"create full c:\\hive\" g gq",
"event type": "process",

"logon id": 999,

"parent process name": "cmd.exe",

"parent process path": "C:\\Windows\\System32\\cmd.exe",

"pid" : :Z‘VTII—.H:"

"ppid": 3440,

"process name": "ntdsutil.exe",

"process path": "C:\\Windows\\System32\\ntdsutil.exe",
"subtype": "create",

"timestamp": 132186398470300000,

"unique pid": "{7431d376-dee7-5dd3-0000-0010f0c44£00}",
"unique ppid": "{7431d376-dedb-5dd3-0000-001027be4f00}",
"user™: "NT AUTHORITY\\SYSTEM",

"user domain": "NT AUTHORITY",

"user name": "SYSTEM"

5) Network Log Analysis: Determine
Compromised System

Difficulty: F ¥ ¥ 3

The attacks don't stop! Can you help identify the IP
address of the malware-infected system using these Zeek
logs? For hints on achieving this objective, please visit
the Laboratory and talk with Sparkle Redberry.

Summary
A challenge that requires further log analysis

1. Complete Sparkle Redberry’s secondary challenge
a. Powershell challenges



2. Complete Main Objective
a. Threat hunting with logs

We talk with Sparkle Redberry who informs us she is having issues with her laser
that is configured in Powershell.

I'm Sparkie Redberry and Imma chargin' my laser!
Problem is: the settings are off.

Do you know any PowerShell?

It'd be GREAT if you could hop in and recalibrate this thing.
It spreads holiday cheer across the Earth ...

. when it's working!

Let’s open the terminal, and see what we receive for output.

PowerShell 6.2.3
Copyright (c) Microsoft Corporation. All rights reserved.

https://aka.ms/pscore6-docs
ype 'help' to get help.

NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN

X X

ELf University Student Research Terminal - Christmas Cheer Laser Project

X

The research department at ELf University is currently working on a top-secret
Laser which shoots laser beams of Christmas cheer at a range of hundreds of
miles. The student research team was successfully able to tweak the laser to
JUST the right settings to achieve 5 Mega-Jollies per liter of laser output.
Unfortunately, someone broke into the research terminal, changed the laser
settings through the Web API and left a note behind at

Read the calling card and follow the clues to find the correct laser Settlngs.
Apply these correct settings to the laser using it's Web API to achieve laser
output of 5 Mega-Jollies per liter.

Use for more info.

XX XXX XXX XX

N
N
NN
N
N
NN
NN
N
N
N
N
NN
N

NNNNNNNNNNNNNNNNNNNNNNENNNNNNNNNNNNNNNNNNNNNNNNN

PS /home/elf>




The information on the terminal informs us that we need to recalibrate this laser and
change the settings to achieve 5 Mega-Jollies Per liter of laser output. We also are
informed that someone left behind a note at /nome/callingcard.txt with information
about the laser settings.

It is also explained to us that we can execute
(Invoke-WebRequest -Uri http://localhost:1225/).RawContent to view the settings
and access the web api to change laser settings.

We run that command and receive the following.

Christmas Cheer Laser Project Web API

urn the laser on/off:
GET http://localhost:1225/api/on
GET http://localhost:1225/api/off

Check the current Mega-Jollies of laser output
GET http://localhost:1225/api/output

Change the lense refraction value (1.0 - 2.0):
GET http://localhost:1225/api/refraction?val=1.0

Change laser temperature in degrees Celsius:
GET http://localhost:1225/api/temperature?val=-10

Change the mirror angle value (@ - 359):
GET http://localhost:1225/api/angle?val=45.1

Change gaseous elements mixture:

POST http://localhost:1225/api/gas

POST BODY EXAMPLE (gas mixture percentages):
0=5&8H=58He=5&N=5&Ne=208&Ar=10&Xe=10&F=20&Kr=10&Rn=10

This is the settings page, displaying all possible and adjustable variables for the
powershell laser. We need to find all 5; mega-jollies, lense refraction, laser
temperature, mirror angle, and gaseous elements.

Now we view the calling card file mentioned above.

The calling card gives us a hint.

PS /home/elf> type /home/callingcard.txt
hat's become of your dear laser?

Fa la 1la la la, la la la la

Seems you can't now seem to raise her!
Fa 1la 1la la la, la la la la

Could commands hold riddles in hist'ry?
Fa la la la la, la la la la

Nay! You'll ever suffer myst'ry!

Fa 1la 1la la la, la la la la

PS /home/elf>

It is suggested we check the history.
Checking the history of our shell commands gives us the next hint.


http://localhost:1225/

We were provided with the hint earlier to review the sans cheat sheet here

https://blogs.sans.ora/pen-testing/files/2016/05/PowerShellCheatSheet v41.pdf

We use the get- history command.

CommandLine

Get-Help -Name Get-Process

Get-Help -Name Get-*

Set-ExecutionPolicy Unrestricted

Get-Service | ConvertTo-HTML -Property Name, Status > C:\services.htm
Get-Service | Export-CSV c:\service.csv

Get-Service | Select-Object Name, Status | Export-CSV c:\service.csv

(Invoke-WebRequest http://127.0.0.1:1225/api/angle?val=65.5) .RawContent
Get-EventLog -Log "Application"

I have many name=value variables that I share to applications system wide. At a co..
(Invoke-WebRequest -Uri http://localhost:1225/).RawContent

(Invoke-WebRequest -Uri http://localhost:1225/api/output).RawContent
(Invoke-WebRequest -Uri http://localhost:1225/home/callingcard.txt).RawContent

type callingcard.txt

type /home/callingcard.txt

We notice our mirror angle at line 7 and a hint at line 9 that is cut off, so let's fix this
with a formating flag.

Get-history -1d 9 |FL

PS /home/elf> get-history 9 | FL

Id : 9

CommandLine : I have many name=value variables that I share to applications
system wide. At a command T will reveal my secrets once you Get my
Child Items.

ExecutionStatus : Completed
StartExecutionTime : 11/29/19 4:57:16 PM
EndExecutionTime : 11/29/19 4:57:16 PM
Duration : 00:00:00.6090308

Okay, the only thing | can think of is an environment variable, so let’'s use Powershell
to dump them.

Get-childitem Env:


https://blogs.sans.org/pen-testing/files/2016/05/PowerShellCheatSheet_v41.pdf

PS /home/elf> get-childitem Env:

/bin/su

false

/home/elf

cl7f64dd7fb7

en_US_UTF-8

en_US.UTF-8

elf

/var/mail/elf

/opt/microsoft/powershell/6: /usr/local/sbin:/usr/local/b..
PSModuleAnalysisCachePath /var/cache/microsoft/powershell/PSModuleAnalysisCache/Mo..
PSModulePath /home/elf/.local/share/powershell/Modules: /usr/local/sha..
PWD /home/elf

e4999d6c-8cff-4054-95a2-6062F566264e

Squeezed and compressed I am hidden away. Expand me from.

/home/elf/elf

1

xterm

elf
userdomain laserterminal
USERDOMAIN laserterminal
username elf
USERNAME elf

We do see a hint here but it needs to be formatted.
So we run get-childitem Env: | FL

riddle

: Squeezed and compressed I am hidden away. Expand me from my prison and I will
show you the way. Recurse through all /etc and Sort on my LastWriteTime to
reveal im the newest of all.

Lest do some research for a query on objects by last write time.
We eventually come across the below command.

Get-Childltem -Path /etc/ -Recurse | Sort-Object LastWriteTime -Descending

Directory: /etc/apt

ode LastWriteTime Length Name

-r--- 1/31/20 4:48 PM 5662902 archive

Great we expand this archive with expand-archive /etc/apt/archive

Directory: /home/elf/archive/refraction
LastWriteTime Length Name

11/7/19 11:57 AM 134 riddle
11/5/19 2:26 PM 5724384 runme.elf

We output the riddle file and receive:

ery shallow am I in the depths of your elf home.
identity:

25520151A320B5B0D21561F92C8F6224




We then change the permissions and run the runme.elf file.

PS /home/elf/archive/refraction> chmod +x ./runme.elf
PS /home/elf/archive/refraction> ./runme.elf

refraction?val=1.867
PS /home/elf/archive/refraction>

Great there is our refraction value.

Now we need to run the md5 hash that was provided to use get- against our depth
directory.

gci -File -recurse | Get-FileHash -Algorithm md5 | where Hash -eq
"'25520151A320B5B0D21561F92C8F6224" | format-list

And we get our file location.

lgorithm : MD5
Hash : 25520151A320B5BOD21561F92C8F6224
Path : /home/elf/depths/produce/thhy5hll. txt

PS /home/elf/depths/produce> type ./thhy5hll.txt
temperature?val=-33.5

I am one of many thousand similar txt's contained within the deepest of /home/elf/depths.
Finding me will give you the most strength but doing so will require Piping all the Full

Name's to Sort Length.

PS /home/elf/depths/produce>

For the final setting of GAS we just need to extract all files in the depths location and
sort by length.



Get process information to include Username identification. Stop Process to show me you're skilled and in
this order they must be killed:

bushy

alabaster

minty

holly

Do this for me and then you /shall/see .

If you initially try to read the /shall/see file, you will get a permission denied error.

However, if we stop the process in the specified order we can then cat the /shall/see
the file to receive our next clue below.

“Get the .xml children of /etc - an event log to be found. Group all .Id’s and the last
thing will be in the Properties of the lonely unique event Id.”

We are then required to parse the .xml files in /etc and sort them by event id.
This provides us with a .xml file containing our gas value.

We can then update our laser with the web api and we get the flag.

Main objective

The attacks don't stop! Can you help identify the IP
address of the malware-infected system using these Zeek

logs? For hints on achieving this objective, please visit
the Laboratory and talk with Sparkle Redberry.

For this challenge we are asked to investigate Zeek logs to help identify the IP
address of the malware-infected sysem.

The following is the hint from sparkle redberry upon completing our secondary
object.

'ou got it - three cheers for cheerl
For objective 5, have you taken a look at our Zeek logs?

Something's gone wrong. But | hear someone named Rita can
help us.

Can you and she figure out what happened?

Although the intended solution is to download, install and run Rita while passing the
zeeklogs in input, | managed to just browse down into the beacons.html log file
within, where | found an IP address with an enormous amount of connections. This



was indeed our target.

e| beacons.html 2020-01-317:11 A...  HTMLFil
e/ bl-dest-ips.html 2020-01-31 7:11 A...  HTML Fil
8| bl-hostnames.html 2020-01-31 711 A...  HTMLFil
| bl-source-ips.html 2020-01-31 711 A...  HTMLFil
2| dns.html 2020-01-31 7:11 A...  HTML Fil
2| index.html 2020-01-31 7:11 A...  HTML Fil
2| long-conns.html 2020-01-31 7:11 A...  HTMLFil

Viewing: ELFU Beacons Strobes

BL Dest. IPs BL Hostnames Long Connections

Score Source Destination Connections

0.998 192.168.134.130 144.202.46.214 7660

© 6) sSplunk
Difficulty: F ¥ 3
Access https://splunk.elfu.org/ as elf with password

elfsocks. What was the message for Kent that the adversary
embedded in this attack? The SOC folks at that link will
help you along! For hints on achieving this objective,
please visit the Laboratory in Hermey Hall and talk with
Prof. Banas.

If you do not already know, Splunk is a tool for log analyses and threat hunting in
short. If you have never used Splunk beforem it is a very user-friendly application.

Let’s visit Prof. Banas in the laboratory.



) i BT
L‘!
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He directs us to the website mentioned above.

We are prefaced with this banner about the secondary objective of this challenge.

The Search for Holiday Cheer Challenge

Your goal is to answer the Challenge Question. You will include the answer to this question in your HHC write-up!

2. You do not need to answer the training questions. simply search through the Elf U SOC data to find the answer
to the final question on your own

3. If you need some guidance, answer the training questions! Each one will help you get closer to the answering the
Challenge Question

4. Characters in the SOC Secure Chat are there to help you. If you see a blinking red dot @next to a character, click on
them and read the chat history to learn what they have to teach you! And don't forget to scroll up in the chat history!

5. To search the SOC data, just click the Search link in the navigation bar in the upper left hand corner of the page.

6. This challenge is best enjoyed on a laptop or desktop computer with screen width of 1600 pixels or more.

7. WARNING This is a defensive challenge. Do not attack this system, web application, or back-end APIls. Thank you!

Lest go forward and connect to the EIf Soc Plunk website

splunk>enterprise

Username Password -




splunk

EIf University SOC

Chat

You will see here, this is really cool EIf University Soc centre, where multiple security
analysts are working away and communicating in real time. Thef left side is the
team communication web app and on tje right are the 7 secondary questions and the
main objective question. We are going to start with the training exercise as it is
intended to teach you basic skills and familiartiy with splunk and threat hunting.

Training Questions
&

What is the short host name of
Professor Banas' computer?

Ouir first question is simple and is disaplyed in the chat box with our co-worker alice.

Yep. And we have some system called 'sweetums' here on campus

&

communicating with the s&me weird IP




What is the name of the sensitive file that was likely
accessed and copied by the attacker? Please provide

the fully qualified location o];ghe file. (Example:
C:\temp\report.pdf)

At this point, the chat with Alice on the left-hand side unfolds and you learn that
these attackers are trying to get to santa by constantly trying to attack him and they
may have found some of his data. So we know our target here was Santa, and thus

our Splunk queries are foind
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