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Confidentiality Statement 
 
This document contains confidential and privileged information from Rekall Inc. (henceforth known 
as Rekall). The information contained in this document is confidential and may constitute inside or 
non-public information under international, federal, or state laws. Unauthorized forwarding, printing, 
copying, distribution, or use of such information is strictly prohibited and may be unlawful. If you are 
not the intended recipient, be aware that any disclosure, copying, or distribution of this document or 
its parts is prohibited. 
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Introduction 
 
In accordance with Rekall policies, our organization conducts external and internal penetration tests 
of its networks and systems throughout the year. The purpose of this engagement was to assess the 
networks’ and systems’ security and identify potential security flaws by utilizing industry-accepted 
testing methodology and best practices. 
 
For the testing, we focused on the following: 
 

●​ Attempting to determine what system-level vulnerabilities could be discovered and exploited 
with no prior knowledge of the environment or notification to administrators. 

●​ Attempting to exploit vulnerabilities found and access confidential information that may be 
stored on systems. 

●​ Documenting and reporting on all findings. 
 
All tests took into consideration the actual business processes implemented by the systems and 
their potential threats; therefore, the results of this assessment reflect a realistic picture of the actual 
exposure levels to online hackers. This document contains the results of that assessment. 
 
Assessment Objective 
 
The primary goal of this assessment was to provide an analysis of security flaws present in Rekall’s 
web applications, networks, and systems. This assessment was conducted to identify exploitable 
vulnerabilities and provide actionable recommendations on how to remediate the vulnerabilities to 
provide a greater level of security for the environment. 
 
We used our proven vulnerability testing methodology to assess all relevant web applications, 
networks, and systems in scope.  
 
Rekall has outlined the following objectives: 
 

Table 1: Defined Objectives 
 

Objective 
Find and exfiltrate any sensitive information within the domain. 

Escalate privileges. 

Compromise several machines. 
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Penetration Testing Methodology 
 
Reconnaissance 
  
We begin assessments by checking for any passive (open source) data that may assist the 
assessors with their tasks. If internal, the assessment team will perform active recon using tools 
such as Nmap and Bloodhound. 
 
Identification of Vulnerabilities and Services 
 
We use custom, private, and public tools such as Metasploit, hashcat, and Nmap to gain perspective 
of the network security from a hacker’s point of view. These methods provide Rekall with an 
understanding of the risks that threaten its information, and also the strengths and weaknesses of 
the current controls protecting those systems. The results were achieved by mapping the network 
architecture, identifying hosts and services, enumerating network and system-level vulnerabilities, 
attempting to discover unexpected hosts within the environment, and eliminating false positives that 
might have arisen from scanning.  
 
Vulnerability Exploitation 
 
Our normal process is to both manually test each identified vulnerability and use automated tools to 
exploit these issues. Exploitation of a vulnerability is defined as any action we perform that gives us 
unauthorized access to the system or the sensitive data.  
 
Reporting 
 
Once exploitation is completed and the assessors have completed their objectives, or have done 
everything possible within the allotted time, the assessment team writes the report, which is the final 
deliverable to the customer. 
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Scope 
 
Prior to any assessment activities, Rekall and the Hacktastic (hereafter referred to as HKTSTC) 
assessment team will identify targeted systems with a defined range or list of network IP addresses. 
The assessment team will work directly with the Rekall POC to determine which network ranges are 
in-scope for the scheduled assessment.  
 
It is Rekall’s responsibility to ensure that IP addresses identified as in-scope are actually controlled 
by Rekall and are hosted in Rekall-owned facilities (i.e., are not hosted by an external organization). 
In-scope and excluded IP addresses and ranges are listed below.  
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Executive Summary of Findings 
 
Grading Methodology 
 
Each finding was classified according to its severity, reflecting the risk each such vulnerability may 
pose to the business processes implemented by the application, based on the following criteria: 
 
Critical:​  Immediate threat to key business processes. 
High:​ ​  Indirect threat to key business processes/threat to secondary business processes. 
Medium:​  Indirect or partial threat to business processes.  
Low:​ ​  No direct threat exists; vulnerability may be leveraged with other vulnerabilities. 
Informational:    No threat; however, it is data that may be used in a future attack. 
 
As the following grid shows, each threat is assessed in terms of both its potential impact on the 
business and the likelihood of exploitation: 
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Summary of Strengths 
 
While the assessment team was successful in finding several vulnerabilities, the team also 
recognized several strengths within Rekall’s environment. These positives highlight the effective 
countermeasures and defenses that successfully prevented, detected, or denied an attack technique 
or tactic from occurring.  
 

●​ Rekall made a real effort to deter attacks on its website with input validation at several points 
 
 
Summary of Weaknesses 
 
We successfully found several critical vulnerabilities that should be immediately addressed in order 
to prevent an adversary from compromising the network. These findings are not specific to a 
software version but are more general and systemic vulnerabilities. 
 

●​ Rekall needs to work on promoting a culture of strong password use, multi-factor 
authentication, secure storage of data, and careful use of credentials. More than half of the 
vulnerabilities listed below would vanish with such a culture, so the rewards will be high for 
making this improvement. 

●​ Rekall is using older and unpatched versions of many services. The security and IT teams at 
Rekall need to do regular security audits and install recommended patches for the services 
being used. 

●​ Logical ports on Rekall machines that could be closed are open, and sometimes running 
vulnerable services. Rekall could consider closing some of those ports if they are not in 
regular use. Otherwise, see the point above about strengthening those services. 

●​ Rekall’s website code needs an added layer of protection with strong input validation at 
every point of entry. 
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Executive Summary 
 
HKTSTC was able to find and exploit 24 vulnerabilities in Rekall’s systems. But the good news here 
is that over half of those could be fixed with a more security-forward culture that establishes strong 
password policies and multi-factor authentication, along with employee training on storage of 
sensitive or flagged data and when and where to use their credentials. 
 
Many of the rest of the vulnerabilities arise from either old versions of services that can be readily 
patched (CVE numbers are included better for references to suggested fixes) and from a lack of 
input validation for the website (which can be added to the code). 
 
Overall, input validation, regular patching of operating systems, and a culture of password and data 
maintenance will make a measurable difference for Rekall, and these are readily accessible 
solutions. 

 
 
 

 
 
 
 
 
 
 
 

 
 

[Note to grader (Dan and/or Abdul): I was still trying up until today to crack those other flags from 
Day 1. I was able to get one of them well after the deadline and kept working on others. I clearly 
delineated which I got after the deadline was over. Dan mentioned that we would be graded on the 
flags we were successful with, but I included my efforts on the flags I failed in case you have input or 
reading suggestions for me. I really want to learn this, not just pass a class. It’s of course up to you 
whether or not you want to read those or comment. For the most part, I did not include my failed 
attempts in the executive summary or summary of vulnerabilities. The one exception to that is the 
brute force attack on the login page of the website. I am completely confident in my ability on the 
technical aspects of that attack; where I lacked was in my creativity at guessing usernames and 
passwords. And I wanted a full record for a how-to next time I need to use burp or a similar tool. 
 
Finally, whenever  there is a number included with the risk rating, that is because I was able to find a 
rating of the threat and its CVE number (or what I thought was the CVE number that correlated) 
online. I included citations wherever that was the case. If the vulnerability lacks a number, that 
means I made a guess at its severity. I would very much like a reading suggestion or three on how to 
estimate risk levels in future, as that felt very imprecise. 
 
Thanks for grading this; I know it’s long. I appreciate your time.] 
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Summary Vulnerability Overview 
 
Each of the following vulnerabilities has a link to a detailed explanation of the vulnerability along with a 
delineation of the techniques HKTSTC used to find and exploit the vulnerability in question. Click on the link 
and click on the drop-down to go to the appropriate page. 
 

# Vulnerability Severity 

1 
Cross-Site Scripting Vulnerabilities on Multiple Pages 
The website lacks sufficient input validation and is vulnerable to having code 
entered into input forms on various pages 

Low 

2 Sensitive Data Exposure on About-Rekall.php Page 
Sensitive data is posted on this page Low 

3 
Local File Injection Vulnerability on Memory-Planner.php Page 
This page needs better input validation to prevent code being uploaded in 
place of image files 

High 

4 SQL Injection Vulnerability on Login.php Page 
This page needs to add an input validation layer to protect from SQL code Medium 

5 HTML/PHPJavaScript Vulnerability on Login.php Page 
Sensitive data is exposed in the website coding on this page Low 

6 Sensitive Data Exposure in Robots.txt File 
The robots.txt file contains sensitive data Low 

7 
Command Injection on Networking.php Page 
This page needs better input validation to protect from code injection that 
allows a user to view files that should not be inaccessible 

High 

8 Brute Force Attack Vulnerability on Login 
The login page allows too many guesses of invalid credentials Medium 

9 
OSINT Sensitive Data Exposure 
Public data includes personal employee information that could invite a 
credential attack or social engineering 

Medium 

10 Website Security Certificate Vulnerability 
The certificate authority for this site has a real red flag. Low 

11 
Exposed Network Vulnerabilities 
An open source scan of Rekall’s network shows a number of vulnerable ports 
and services 

Medium 

12 Apache Struts Jakarta Multipart Parser RCE Vulnerability 
This Apache service contains an error that allows for remote code execution 

Critical 
10.0 

13 
Apache Tomcat RCE Vulnerability 
This version of Apache allows JSP file uploads and thus remote code 
execution 

High 6.8 

14 
Bash Shell “Shellshock” Vulnerability 
This machine contains a version of GNU Bash that allows remote code 
execution 

Critical 
10.0 

15 Drupal RCE Vulnerability 
This web service allows some remote code execution High 6.8 

16 Sudo Vulnerability 
This older version of sudo allows an attacker to escalate privileges to root 

Critical 
9.0 

17 Sensitive Data on Employees Public GitHub Repository and Weak Password 
Employee credentials should be strong and not shared, even when encrypted Medium 

18 
IP with Open Port 80 
An open port 80 combined with hacked employee credentials allowed direct 
access to this machine 

Medium 

19 Anonymous FTP Access to Files Low 0.0 
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This machine’s FTP running on open port 21 has a problematic configuration 
that allows anonymous file transfers 

20 
Seattle Lab Buffer Overflow Vulnerability 
The POP3 server of this version of SLMail has a vulnerability that allows for 
remote code execution 

High 7.5 

21 

Privilege Escalation Vulnerability via LSASS/SAM 
Windows SAM, a database that stores local passwords, can be accessed on 
this machine, which allows an attacker to steal hashed passwords and 
attempt to crack them; weak passwords made that attack successful 

Critical 
9.8 

22 Sensitive Data in Shared Folders 
The Public folder on this machine contained flagged material Medium 

23 

Domain Controller Login on Local Machine Cached in Windows Registry 
A Domain Controller administrator logged on to a local machine with his DC 
credentials, which were then cached in Windows Registry and susceptible to 
stealing; the vulnerability was compounded by the weakness of his password  

Critical 
10.0 

24 
Domain Replication Vulnerability 
With DC credentials, we were able to move into the domain controller and 
exploit our privilege to request other administrator credentials 

Critical 

 
 
The following summary tables represent an overview of the assessment findings for this penetration 
test: 

 
Scan Type Total 

Hosts 

website 192.168.14.35 
totalrekall.xyz 

192.168.13.10, 192.168.13.11, 
192.168.13.12, 192.168.13.13, 

192.168.13.14 
172.22.117.10, 172.22.117.20 

Ports 

On 192.168.13.0/24 range, ports 
22, 80, 8009, and 8080 

On 172.22.117.10, ports 21, 80, 
and 110 

On 172.22.117.20, port 445 
 
 

Exploitation Risk Total 
Critical 6 

High 5 

Medium 7 

Low 6 
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Vulnerability Findings 
 

1.​Cross-Site Scripting Vulnerabilities on Multiple Pages 
Day 1: Flag 1 
 

Vulnerability 1 Findings 

Title XSS Vulnerabilities on Welcome and Memory-Planner and Comments pages 

Type (Web app / 
Linux OS / 

WIndows OS) 

Web app 

Risk Rating Low 

Description 

A reflected cross-site scripting attack allows a user to insert code into input 
forms on Rekall’s website and leave the corporation vulnerable to loss of 
sensitive information, denial of service, and other consequences. This is not a 
stored attack, so the threat level is (so far) low. 

Images See below 

Affected Hosts 192.168.14.35/Welcome.php;IP/Memory-Planner.php;IP/Comments.php 

Remediation 
An attempt has been made at input validation at the choose your character 
input, but it needs to be tightened and input validation added for the enter your 
name and the comments forms. 

 
 
Technique: HKTSTC was able to insert the code <script>alert(hacktime)</script> a in the “Begin by 
entering your name below!” form on the 192.168.14.35/Welcome.php page  
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We found this flag:  
 

 
 
 
Day 1: Flag 2 
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Technique: HKTSTC was able to insert the following XSS payload into the “choose your character” 
space on the page 192.168.14.35/Memory-Planner.php: 
&lt;scrscriptipt&gt;alert(“hackertime!”)&lt;/scr</script>ipt&gt;  
Note that the HTML character entities &lt; for < and &gt; for > evaded the input validation that 
removed initial and final brackets. The input validation also looked for the word “script” in its 
entirety on the front of the expression, so embedding the word script inside itself left a whole 
word “script” once the embedded expression was removed. Finally, the input validation settings 
looked for and removed the entire expression <\script> at the end of a string, so embedding that 
expression like so “&lt;/scrEMBEDipt&gt;” left the close script tag at the end once the embedded 
part was removed. 
 

 

 
Day 1: Flag 3 
 
Technique: HKTSTC was able to enter the HTML code <script>alert(hola!)<\script> instead of a 
comment on the comments page: 
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Flag 3 popped up: 
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2.​Sensitive Data Exposure on About-Rekall page 
Day 1: Flag 4 
 

Vulnerability 2 Findings 

Title Sensitive data exposure 

Type (Web app / 
Linux OS / 

WIndows OS) 

Web app 

Risk Rating Low 

Description The About-Rekall.php page contains sensitive information. 

Images See below 

Affected Hosts 192.168.14.35/About-Rekall.php 

Remediation Remove the sensitive information from this page and add this website to the 
organization’s regular security audit to prevent recurrence. 

 
Technique: HKTSTC did a verbose curl of the About-Rekall.php page on the Rekall domain and 
found the following sensitive data: 
 

 
 

3.​Local File Injection Vulnerability on Memory-Planner.php 
Page 

Day 1: Flag 5 
 

Vulnerability 3 Findings 

Title LFI vulnerability in two spots on Memory-Planner.php page 
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Type (Web app / 
Linux OS / 

WIndows OS) 

Web app 

Risk Rating High 

Description 
A local file injection (LFI) vulnerability on the website will allow intruders to 
upload more than just the images that Rekall had envisioned. Any number of 
malicious files could be uploaded here to compromise Rekall’s system. 

Images See below 

Affected Hosts 192.168.14.35/Memory-Planner.php 

Remediation Use input validation for this form to ensure that it will only accept images. 
Tighten the input validation for the second input spot. 

 
 
Technique: HKTSTC created the following php file: 
 

 
 

 
 
Then we successfully uploaded this file instead of an image into the second input form on the 
Memory-Planner.php page to get the following response: 

 
 
Day 1: Flag 6 
 
Technique: The second image input form on this page did have some input validation that 
prevented any files other than .jpg files from being uploaded. However, changing the name of the 
above malicious payload from flag.php to flag.php.jpg evaded the input validation: 
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4.​SQL Injection Vulnerability on Login.php Page 
Day 1: Flag 7 [HKTSTC did not find flag by deadline for CTF; Rachelle found this later.] 
 
 

Vulnerability 4 Findings 

Title SQL code injection vulnerability on Login.php page 

Type (Web app / 
Linux OS / 

WIndows OS) 

Web app 

Risk Rating Medium 

Description 
When an input form is accepting input to run in a query (such as a SQL query 
or Python code), additional input can be inserted that can include commands 
such as ours below to steal sensitive data, or other malicious commands. 

Images See below 

Affected Hosts 192.168.14.35/Login.php 

Remediation Use input validation for this form. 
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Risk Rating:  
 
Description:  
 
Affected Hosts: 192.168.14.35/Login.php 
 
Remediation:  
 
Technique: We attempted multiple iterations of inserting “close quote OR open quote 1=1 into the 
administrator login on this page to no avail up until the CTF deadline. However, a few days later, I 
found the successful suggestion on (w3resource 2022): 
login: abcd 
password: anything’ OR ‘x’=’x 
 
I had used the correct tautology and OR connector but had been trying to use valid credentials 
(dougquaid and kuato) rather than invalid credentials. I had forgotten the very long time we spent in 
class talking about the order of commands in SQL and how the valid credentials would have stopped 
SQL from checking the next condition (the always true/tautology condition). Lesson learned. 
 

  
 
 

5.​HTML/PHPJavaScript Vulnerability on Login.php Page 
Day 1: Flag 8 
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Vulnerability 5 Findings 

Title Careless inclusion of data in webpage coding for administrator login/password 

Type (Web app / 
Linux OS / 

WIndows OS) 

Web app 

Risk Rating Low 

Description Inspecting a webpage element will show the code used to create that page. 
This should not include sensitive information, nor should it be over-writable. 

Images See below 

Affected Hosts 192.168.14.35/Login.php 

Remediation 
Editing is often a default value for web design; that should be switched off 
before a website is published. And code should be inspected to ensure that no 
sensitive data is included. 

 
 
Technique: When HKTSTC right clicked on the username input field and chose to “inspect element,” 
a username was included in the HTML code for the field: 
 

 
 
Similarly, choosing to inspect element on the password input field revealed a password: 
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Once those were applied, the 8th flag was revealed: 

 
 

6.​Sensitive Data Exposure in Robots.txt File 
Day 1: Flag 9 
 
 

Vulnerability 6 Findings 

Title XSS Vulnerability on …. 

Type (Web app / 
Linux OS / 

WIndows OS) 

Web app 

Risk Rating Low 

Description 

The robots.txt file is typically used by websites to communicate with web 
crawlers and other bots which URLs they can access on the site; this is 
primarily to prevent overloading the site with requests. However, Rekall’s 
robots.txt file contained sensitive data. 

Images See below 

Affected Hosts 192.168.14.35/robots.txt 

Remediation Remove the sensitive information from the robots.txt file. 

 
Technique: HKTSTC simply typed in the URL 192.168.14.35/robots.txt and found the following 
sensitive information (aka flag) in the file: 
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7.​Command Injection on Networking.php Page 
Day 1: Flag 10 
 
 

Vulnerability 7 Findings 

Title Command injection vulnerabilities on Networking.php page 

Type (Web app / 
Linux OS / 

WIndows OS) 

Web app 

Risk Rating High 

Description 
When an input form is accepting input to run in a query (such as a SQL query 
or Python code), additional input can be inserted that can include commands 
such as ours below to read sensitive files, or other malicious commands. 

Images See below 

Affected Hosts 192.168.14.35/Networking.php (accessed from Login.php page) 

Remediation Input validation can prevent injecting commands into input fields by preventing 
things such as the && and || symbols. 

 
Technique: HKTSTC appended the code “ && cat vendors.txt” after the domain already entered into 
the DNS Check input line 

 
and the following flag was revealed: 
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Day 1: Flag 11 
 
Technique: The second input field on this page had some attempt at input validation, but apparently 
only to prevent ampersands. With help from (Cobalt, n.d.), we found the code “ | cat vendors.txt” was 
able to circumvent the input validation  

 
to give the following flag: 
 

 
 

8.​Brute Force Attack Vulnerability on Login 
Day 1: Flag 12 Failure 
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Vulnerability 8 Findings 

Title Brute force attack vulnerability on login page 

Type (Web app / 
Linux OS / 

WIndows OS) 

Web app 

Risk Rating Medium 

Description If an attacker can make unlimited guesses at usernames and passwords, they 
may be able to log on to the system on the login page of the website. 

Images See below 

Affected Hosts 192.168.14.35/Login.php 

Remediation Set the login input to lock down after a certain number of unsuccessful 
attempts in a limited amount of time. 

 
 
Risk Rating:  
 
Description:  
 
Affected Hosts: 192.168.14.35/Login.php 
 
Remediation:  
 
Technique: I was able to successfully send login posts to BurpSuite – successfully – because Burp 
showed dougquaid:kuato working in the exploit. My failure here was due to not being able to come 
up with enough username and password guesses to get something successful. I tried the following: 
Usernames: 
ADM, admin, Admin, administrator, Administrator, etc due to hint we purchased that told us to use 
the admin login on the page 
user, username, user1, login, etc generic usernames 
top 20 usernames from internet list (skipping those in different alphabets) 
Passwords: 
variations on the word password, with and without punctuation 
variations on the SeasonYear theme 
top 20 and top 25 passwords from two different internet lists 
 
I also tried to upload rockyou.txt (which I had unzipped in the terminal), but that broke Burp. Twice. 
 
My final attempt at this (21July2022) was the trigger for me to finally give up on this and the rest of 
the flags, but I can say that it was beneficial in that the final time I ran the exploit, I did not have to 
look at any notes to seamlessly employ the technique, which I initially found rather fiddly. 
 
I have delineated the technique below just so that I will have it written down for future reference: 
 
Step 1: Start burpsuite. Proxy→Options→Edit (Proxy Listeners)--> change port to 8081 (docker is 
using port 8080 already). 
Step 2: Proxy→Intercept→Intercept is off 
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Step 3: Foxy Proxy→Options→ Edit (burpsuite)-->make sure that the port is 8081. 

 
Step 4: Make sure that foxy proxy is off. 
Step 5: Go to login page of website 
Step 6: Burp→Proxy→Intercept→Intercept is on 

 
Step 7: Foxy proxy→burpsuite is on 
Step 8: Website: type in random username:password combo 
Step 9: Burp→Proxy→Intercept→right click on intercepted POST and “send to intruder” 
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Step 10: Go to the (now highlighted) Intruder tab → Positions → Clear § → Add § in just the login 
and password positions → Attack type set to “Cluster bomb” 

 
Step 11: Intruder → Payloads → Payload set 1 → Payload options: enter possible user names (this 
is where I think I had a failure of imagination): 
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Step 11: Intruder → Payloads → Payload set 2 → Payload options: enter possible user passwords 
(this is where I entered a “most common passwords” set from the web and also tried to upload 
rockyou.txt): 

 
Step 12: Start attack: 
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Step 13: Sort responses by length and see if there is a longer/shorter response in the list: 

 
 
You see in one of the attempts that the credentials I knew worked gave a different length response 
and the “Pretty” version with “Successful login!” so burp is working, just not my creativity in coming 
up with usernames and passwords: 
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PHP Injection Vulnerability  
Day 1: Flag 13 Failure 
 
Session Management Vulnerability 
Day 1: Flag 14 Failure 
 
 

Vulnerability  Findings 

Title Session management vulnerability on UNKNOWN page 

Type (Web app / 
Linux OS / 

WIndows OS) 

Web app 

Risk Rating  

Description  

Images See below 

Affected Hosts 192.168.14.35/????.php 

Remediation  

 
 
Technique: I was able to intercept both a GET and a POST and send them to Repeater, but the 
cookies were few and uninteresting. I bought a hint for this and realized from the hint that this was 
only going to work on a new page that success at Day 1: Flag 12 would open, so hopefully I could 
have done this successfully if I’d been on the correct page. I would like to try it again elsewhere and 
see if I could get a better understanding of what kinds of cookies I’d be seeing. 
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Directory Traversal Vulnerability 
Day 1: Flag 15 Failure 
 
 

Vulnerability Findings 

Title Directory traversal vulnerability WHERE?? 

Type (Web app / 
Linux OS / 

WIndows OS) 

Web app 

Risk Rating  

Description  

Images See below 

Affected Hosts 192.168.14.35/?????.php 

Remediation  

 
 
Technique: I tried opening an /../../../etc/shadow file by appending to the end of 
192.168.14.35/../../../etc/shadow with different numbers of /..s, but I was not successful. I tried to 
append ?filename=../../../etc/passwd to the end of each page, the robots.txt page, and each of the 
images on the VR Planning page (each popped out with a gid= and pid=.... I didn’t know what else to 
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try here. I clicked on every decorative element to see if any pointed to a file, and I wonder if there 
was a file called on one of the pages I didn’t access in other exploits. I’d like to see more examples 
of this working. Web resources were scarce for this exploit. 

 
9.​OSINT Sensitive Data Exposure  

Day 2: Flag 1 
 

Vulnerability 9 Findings 

Title OSINT oversharing 

Type (Web app / 
Linux OS / 

WIndows OS) 

Linux OS 

Risk Rating Medium 

Description This publicly available data includes sensitive data: not only two flags, but also 
an important username that we will be able to exploit later.  

Images See below 

Affected Hosts totalrekall.xyz 

Remediation Perform periodic OSINT audits on your own organization to ensure that 
sensitive data is not being shared. 

 
Technique: HKTSTC visited osintframework.com and selected Domain Name → Whois Records → 
Domain Dossier: 
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On that screen, we entered totalrekall.xyz into the domain form: 
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Then we selected the domain whois record option: 

 
 
We found the flag midway down that page: 
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Note that the Registrant here is sshUser alice; we will use this to exploit one of the machines for Day 
2: Flag 12 below. 
 
Day 2: Flag 2 
 
Technique: On the same page, we find the IP address of the totalrekall.xyz web server (which is flag 
2): 
 

36 
 



Rekall​ ​ Penetration Test Report 

 
 
 

10.​ Website Security Certificate Vulnerability  
Day 2: Flag 3 
 
 

Vulnerability 10 Findings 

Title Security certificate vulnerability on website 

Type (Web app / 
Linux OS / 

WIndows OS) 

Web app 

Risk Rating Low 

Description Website security certificates must be from a trusted source and kept up to 
date. 

Images See below 

Affected Hosts totalrekall.xyz 

Remediation Keep certificate renewal on the organizational security planning calendar. 

 
 
Technique: HKTSTC visited crt.sh and searched for totalrekall.xyz and found the following 
flag/vulnerability: 
 

 
 

11.​ Exposed Network Vulnerabilities  
Day 2: Flag 4 
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Vulnerability 11 Findings 

Title Network vulnerabilities exposed 

Type (Web app / 
Linux OS / 

WIndows OS) 

Linux OS 

Risk Rating Medium 

Description 
More publicly available data gives us an enumeration of devices on the 
network as well as known vulnerabilities to which those machines are 
exposed. 

Images See below 

Affected Hosts 192.168.13.0/24 

Remediation 

Include vulnerability scans of your own organization in your periodic 
maintenance schedule and update with known patches. The vulnerability here 
is less the information publicly available than that the known vulnerabilities on 
this network have not been patched. 

 
 
Technique: HKTSTC ran a basic nmap scan on Rekall’s IP network range: 
nmap 192.168.13.0/24 
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We found 5 machines on the network: 192.168.13.10, 192.168.13.11, 192.168.13.12, 192.168.13.13, 
and 192.168.13.14. (Flag 4 is simply the number 5.)  
 
Day 2: Flag 5 
 
Technique: HKTSTC did a more intense nmap scan: 
nmap -A 192.168.13.0/24 
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We found that machine 192.168.13.13 is running web application Drupal 8. (Flag 5 is the machine 
number 13.) We will be able to exploit this further from a known weakness in Drupal 8. 
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12.​ Apache Struts Jakarta Multipart Parser RCE Vulnerability 
Day 2: Flag 6 
 

Vulnerability 12 Findings 

Title Remote code execution vulnerability from Apache Struts 

Type (Web app / 
Linux OS / 

WIndows OS) 

Linux OS 

Risk Rating Critical 10.0 

Description 

The Jakarta Multipart parser in Apache Struts versions 2.3.x before 2.3.32 and 
2.5.x before 2.5.10.1 has incorrect exception handling and error-message 
generation, which allows attackers to execute arbitrary commands via HTTP 
header, CVE-2017-5638 (CVE Details, n.d.). This vulnerability has a complete 
impact on confidentiality, integrity, and availability. 

Images See below 

Affected Hosts 192.168.13.12 

Remediation Update the version of Apache running on this machine and be sure to install all 
available patches. 

 
Technique: HKTSTC ran a Nessus Basic Network Scan on machine 192.168.13.12 and found one 
critical vulnerability: 
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This is the Apache Struts Jakarta Multipart Parser remote control vulnerability, ID number 97610 
(Flag 6) which we will exploit. 
 

 
 
Day 2: Flag 10 
 
Technique: HKTSTC did some research on the Apache 2.4.x vulnerabilities and found a 
woman-in-the-middle vulnerability called httpoxy (Vulners.com 2017) but struggled to find a 
Metasploit exploit we could use (infosecmatter.com, n.d.).  
 
Thus we turned to further research on the Apache Struts Jakarta Multipart Parser (which we 
admittedly should have tried right away) and found a Metasploit module for OGNL injection (Rapid7, 
n.d.). This is the exploit we successfully used to open a meterpreter shell on 192.168.13.12 with 
LHOST set to our local host 192.168.13.1: 
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A simple ‘ls’ command showed a zipped file called flagisinThisfile.7z.  

 
 
After some fits and starts, we managed to use the command ‘upload flagisinThisfile.7z’ and 
backgrounded the meterpreter shell to get back into msfconsole. In msfconsole, we loaded the 
post/multi/manage/zip module and unzipped the folder into three files. The one named flagfile.txt had 
our Flag 10: 
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Our graders might be interested to know that this very file, unzipped was on the Day 2 build. 
HKTSTC tried to use it as that day’s Flag 10 with no luck of course. 
 

13.​ Apache Tomcat RCE Vulnerability  
Day 2: Flag 7 
 
 

Vulnerability 13 Findings 

Title Remote code execution vulnerability from Apache Tomcat 

Type (Web app / 
Linux OS / 

WIndows OS) 

Linux OS 

Risk Rating High 6.8 

Description 

When running this version of Apache Tomcat with HTTP PUTs enabled, it is 
possible to upload a JSP file to the server and thereby execute code; 
CVE-2017-12617 (CVE Details, n.d.). This vulnerability has a partial impact on 
confidentiality, integrity, and availability. 

Images See below 

Affected Hosts 192.168.13.10 

Remediation Update the version of Apache running on this machine and be sure to install all 
available patches. 

 
Technique: From our intense nmap scan, HKTSTC suspected that machine 192.168.13.10 was 
vulnerable to an Apache Tomcat exploit on the open port 8009 running the Apache Jserv Protocol. 
We Metasploit and tried the exploit/multi/http/tomcat_mgr_deploy module (Horn 2011):  
 

 
 
When that exploit was not successful, we tried the exploit/multi/http/tomcat_jsp_upload_bypass, 
which we probably should have tried first since it explicitly mentioned RCE: 
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That exploit was successful and opened a shell session with machine 192.168.13.10 as root. Once 
in this machine, we looked in the root folder and did a search for hidden files in that folder:  
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In /root, we found hidden file flag7.txt and read it to get the following flag: 
 

 
 

14.​ Bash Shell “Shellshock” Vulnerability  
Day 2: Flag 8 
 
 

Vulnerability 14 Findings 

Title Bash shell vulnerability from Apache HTTP server 

Type (Web app / 
Linux OS / 

WIndows OS) 

Linux OS 

Risk Rating Critical 10.0 

Description 

This version of GNU Bash allows remote attackers to execute arbitrary code 
via a crafter environment, among other vectors, in the mod_cgi module in the 
Apache HTTP Server. CVE-2014-7169 (CVE Details 2021) fully impacting 
confidentiality, integrity, and availability. 

Images See below 

Affected Hosts 192.168.13.11 

Remediation Install all bash security updates (CVE Details 2021). 

 
Technique: Following a hint on the flags page, HKTSTC researched Shocker on the website 
medium.com (Fell 2020) and found the Metasploit module 
exploit/multi/http/apache_mod_cgi_bash_env_exec with the TARGETURI set to /cgi-bin/user.sh and 
LHOST set to our local machine 192.168.13.1, and we successfully ran the exploit to open a 
meterpreter shell to the 192.168.13.11 machine: 
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Once in, we opened a shell and attempted to view the sudoers file. We did not have sufficient 
privileges to open that file, we were able to list the files in the directory /etc/vin/sudoers.d, and one of 
the file names in that directory was our flag 8: 
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We set 

 
 
Day 2: Flag 9 
 
Technique: We did have sufficient privileges to be able to view the /etc/passwd file, which contained 
flag 9: 
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15.​ Drupal RCE Vulnerability  

Day 2: Flag 11 
 
 

Vulnerability 15 Findings 

Title Remote Code Execution Vulnerability from Drupal 

Type (Web app / 
Linux OS / 

WIndows OS) 

Linux OS 

Risk Rating High 6.8 

Description 

Drupal RESTful Web Services has a PHP unserialize() vulnerability that can 
be exploited by sending a crafted request to the /node REST endpoint. 
CVE-2019-6340 (Mattsson and Reiss, n.d.) and (CVEmitre.org, n.d.). This 
vulnerability has a partial impact on confidentiality, integrity, and availability 
(CVE Details 2020). 

Images See below 

Affected Hosts 192.168.13.13 

Remediation Disable POST, PATCH, PUT, and GET in Drupal or update the version of 
Drupal. 

 
Technique: HKTSTC researched Drupal vulnerabilities and found information in several sources 
about Drupalgetddon2 Remote Code Execution (Rojo 2018) and (O'Reilly, n.d.). This led us to try 
Metasploit module exploit/unix/webapp/drupal_drupalgeddon2, which was not sufficient. However, 
when we searched for drupal, we found another exploit that explicitly mentioned web services and 
RCE, namely exploit/unix/webapp/drupal_restws_unserialize, the Drupal RESTful Web Services 
unserialize() RCE. 
 
 

 
 
The only options we needed to set were the RHOSTS to 192.168.13.13 and the LHOST to our local 
host 192.168.13.1, and exploit was successful: 
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Flag 11 is simply the user we are working on in this meterpreter shell, so we use the command: 
getuid 

 
 
We see that the user/flag 11 is www-data. 
 

16.​ Sudo Vulnerability  
Day 2: Flag 12 
 
 

Vulnerability 16 Findings 

Title Sudo vulnerability 

Type (Web app / 
Linux OS / 

WIndows OS) 

Linux OS 

Risk Rating Critical 9.0 
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Description 

In older versions of sudo, an attacker with access to a RunAS sudoer account 
can bypass blacklists (such as permissions being set to !root, or not root) and 
cause incorrect logging by invoking sudo with a non-existent user ID (such as 
-1). CVE-2019-14287 (NIST 2019). This vulnerability has a complete impact on 
confidentiality, integrity, and availability (CVE Details 2022). 

Images See below 

Affected Hosts 192.168.13.14 

Remediation Update sudo version on this machine. 

 
Technique: Recall that when we did a domain whois lookup for Day 2: Flag 1, we found the 
registrant was sshUser alice. HKTSTC established an ssh connection with the command 
ssh alice@192.168.13.14 
and tried a few passwords. The password alice worked. 
 

 
 
We then followed up with some web research on the NIST database cited above and (Kumar 2019) 
and (Tsarouchas 2021) to understand this vulnerability. Alice fit the profile of a user we could use in 
this exploit since we needed someone with their /etc/sudoers policy configuration set to 
username = (ALL, !root) <command>, and Alice had that setting for all commands, which we found 
by listing her sudo privileges with the command: 
sudo -l 
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We initially tried to edit our sudo privileges but then realized that we could run the exploit to just 
switch user to root: 
sudo -u#-1 su root 
 
 

 
 
Once that was successful, we navigated to the /root directory and searched for files and found 
flag12.txt. A quick ‘cat flag12.txt’ gave us the final flag for Day 2: 
 

 
 
 

17.​ Sensitive Data on Employees Public GitHub Repository 
and Weak Password 

Day 3: Flag 1 
 
 

Vulnerability 17 Findings 

Title Sensitive data exposure by employee 

Type (Web app / 
Linux OS / 

WIndows OS) 

Windows OS 

Risk Rating Medium 

Description 

Employees of the company are encouraged to use public repositories to 
enhance their careers, but sensitive data from Rekall should not be stored in 
those spaces, particularly not usernames and passwords. Additionally, Rekall 
needs a stronger password policy to ensure that if such sensitive data does 
leak, that passwords will be hard to crack and will change often. 
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Images See below 

Affected Hosts GitHub.com/totalrekall 

Remediation Remove sensitive data from GitHub; have user trivera change their password, 
and set a better password policy. 

 
Technique: HKTSTC searched GitHub for totalrekall and had no success: 
 

 
 
However, when we went to https://github.com/totalrekall, the following page came up: 
 

 
 
When we clicked on site, we found the following files: 
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Opening the file xampp.users gave us the following username:password hash: 
 

 
 
We saved that hash in a file named hash.txt: 
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We then used john to crack the password hash in 38 seconds: 
 

 
 
The credentials are trivera:Tanya4life, and the password is the first flag. 
 

18.​ IP with Open Port 80 
Day 3: Flag 2 
 
 

Vulnerability 18 Findings 

Title Port 80 vulnerability 

Type (Web app / 
Linux OS / 

WIndows OS) 

Windows OS 

Risk Rating Medium 

Description 
An open port 80 allows web traffic; Rekall has made an attempt to protect that 
port with a request for authentication, but that will only remain as strong as the 
integrity of the user’s credentials. 

Images See below 

Affected Hosts 172.22.117.20 

Remediation Secure this port, strengthen passwords, add layers of authentication. 
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Technique: HKTSTC did an nmap scan of Rekall’s network range 172.22.117.0/24 (command 
‘nmap -A 172.22.117.0/24’) and found two machines, 172.22.117.10 and 172.22.117.20. The latter 
had port 80 open as we see below: 
 

 
 
We then went to a web browser and typed in 172.22.117.20 and got the following authentication 
input screen, into which we entered trivera:Tanya4life. 
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The result was the following page with a promising-looking file: 

 
 
When we opened that file, we found flag 2: 
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19.​ Anonymous FTP Access to Files 
Day 3: Flag 3 
 
 

Vulnerability 19 Findings 

Title Anonymous access FTP vulnerability 

Type (Web app / 
Linux OS / 

WIndows OS) 

Windows OS 

Risk Rating Low 0.0 

Description 

This machine also has port 21 open with an FTP vulnerability enumerated in 
the nmap scan above. It is a configuration that allows anonymous 
(unauthenticated) users to transfer files with  this machine (Vry4n_ 2019). It is 
far more serious than the simple file download we accomplished here, 
because it could be used to upload a malicious payload instead, but it is an 
extremely easy (and free) fix. CVE-1999-0497 

Images See below 

Affected Hosts 172.22.117.20 

Remediation Open the config file and set anonymous enable = NO and restart vsftpd 
service. 

 
 
Technique: HKTSTC used the data gathered from the nmap scan about the ftp vulnerability and ran 
the command  
ftp 172.22.117.20 
 
We were asked to enter a username and entered anonymous. For password, we entered (literally) 
‘anything’ and were logged on (other passwords also worked): 
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Once connected, since we could guess the filename we needed, we successfully tried to use FTP to 
transfer the file to our local machine with the command 
get flag3.txt 
 

 
 
We exited ftp and read the file with a ‘cat flag3.txt’ command to find the 3rd flag, as seen below: 
 

 
 

20.​ Seattle Lab Buffer Overflow Vulnerability 
Day 3: Flag 4 
 
 

Vulnerability 20 Findings 

Title Seattle Lab Mail buffer overflow vulnerability 

Type (Web app / 
Linux OS / 

WIndows OS) 

Windows OS 
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Risk Rating High 7.5 

Description 

The POP3 server of Seattle Lab Mail (SLMail) 5.5.x has an unauthenticated 
buffer overflow vulnerability then sending a password with excessive length, 
CVE-2003-0264 (InfosecMatter, n.d.). This vulnerability has a partial impact on 
confidentiality, integrity, and availability (CVE Details 2021). 

Images See below 

Affected Hosts 172.22.117.20 

Remediation Secure ports 25, 110, and 106. 

 
Technique: HKTSTC reviewed the earlier nmap scan and found that this machine was using the 
SLMail POP3 mail server on port 110. This server has a buffer overflow vulnerability. 

 
 
With a quick search online, we found the Metasploit exploit exploit/windows/pop3/seattlelab_pass 
and tried it, successfully, as you see below: 
 

 
 
Once we had a meterpreter shell, we checked our privileges out of curiosity and found that this 
incursion was at a high level: 
 

62 
 



Rekall​ ​ Penetration Test Report 

 
 
 
We used the command ‘shell’ to drop into a Windows PowerShell terminal; note that we weexitre in 
the SLmail\System program files, so doing a ‘dir’ command here showed us files were in that 
SLMail/System folder.  

 
 
The file flag4.txt was right there, and we opened it with a ‘more flag4.txt’ command, as shown below: 
 

 
 
Day 3: Flag 5 
 
Technique: According to (CVE Details 2021), the open port 25 above cannot be reused for 
successive exploitation until the SLMail service has been restarted. So the next step an attacker 
would take after exploiting this vulnerability is to take a look at scheduled tasks and see if a 
backdoor payload can be smuggled into one of them. HKTSTC searched scheduled tasks for any 
task with task name (/tn) flag5 with the following command, including a /v for verbose: 
schtasks /query /v /tn flag5 
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21.​ Privilege Escalation Vulnerability via LSASS/SAM 
Day 3: Flag 6 
 
 

Vulnerability 21 Findings 

Title Privilege escalation vulnerability via LSASS and the SAM database 

Type (Web app / 
Linux OS / 

WIndows OS) 

Windows OS 

Risk Rating Critical 9.8 

Description 

The Local Security Authority Subsystem Service (LSASS) has an elevation of 
privilege vulnerability because of overly permissive Access Control Lists on 
multiple system files, including the SAM database (see flag 6), known as 
HiveNightmare (Cyber Sophia, n.d.) (Mitre, n.d.) (Zorz 
2021).CVE-2021-36934. This is a critical vulnerability with full impact on 
confidentiality, integrity, and availability (NIST 2021), because SAM is where 
local user password hashes are stored, which can give access to the local 
machine. 

Images See below 

Affected Hosts 172.22.117.20 

Remediation Install Microsoft’s security updates and delete all shadow copies of system 
files, including the SAM database (Microsoft 2021). 

 
Technique: HKTSTC already had access to this machine, so we loaded kiwi and ran the 
Mimikat/kiwi lsadump exploit with the meterpreter command 
lsa_dump_sam 
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Near the end of this SAM dump, we found user flag6 with their password hashes and zeroed in on 
the NTLM hash: 
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We tried the NT hash format since these are windows hashes and used john to crack this hash: 
 

 
 
So now we have flag6:Computer! and additional access to this machine. 
 
 

22.​ Sensitive Data in Shared Folders 
Day 3: Flag 7 
 
 

Vulnerability 22 Findings 

Title Sensitive data kept in public folders 

Type (Web app / 
Linux OS / 

WIndows OS) 

Windows OS 

Risk Rating Medium 

Description Sensitive data should have more layers of protection (depth of defense) than 
one username/password combo, which can be hacked, as this one was. 

Images See below 

Affected Hosts 172.22.117.20 

Remediation Secure sensitive data on Rekall machines. 

 
Technique: HKTSTC reopened a Windows shell and navigated to the C:\Users\Public directory (cd 
C:\Users\Public) and took at look at its files with the command 
dir 
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We looked in the Documents folder (dir Documents) and found a file called flag7.txt: 

 
We opened that with with the command 
more Documents\flag7.txt 
and found flag 7: 

 
 

23.​ Domain Controller Login on Local Machine Cached in 
Windows Registry 

Day 3: Flag 8 
 

Vulnerability 23 Findings 
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Title Administrator used domain controller credentials to login to local machine and 
those credentials were cached in the Windows Registry of that machine 

Type (Web app / 
Linux OS / 

WIndows OS) 

Windows OS 

Risk Rating Critical 10.0 

Description 

Windows Registry stores a cache of (by default) the last 10 logins when a 
service is run by a local or domain user, a user has enabled auto-login, or 
several other reasons (Poston 2019). AdminBob logged on to this machine 
using his domain controller credentials, and those credentials were then stored 
in Windows Registry and available to anyone with sufficient system privileges 
on that local machine. To confound that, AdminBob had a weak password and 
no additional layers of authentication, which allows an attacker to achieve C2. 

Images See below 

Affected Hosts 172.22.117.10 

Remediation 

AdminBob should use local administrator credentials if he needs to 
troubleshoot local machines. He should never use domain controller 
credentials anywhere except on the domain controller and then only when 
acting as the DC administrator (not a DC user). He should also implement 
Multi-Factor Authentication, for himself and particularly for other 
administrator-level users. And this machine needs a limit on the number of 
credentials that are stored and its Windows Registry cache cleared.  

 
Technique: We exited the Windows shell back into our meterpreter session with the Windows10 
machine, HKTSTC had already accessed the SAM files and now wanted to access the cached 
domain controller information. We used a another kiwi lsa_dump exploit:  
kiwi_cmd lsadump::cache 

 
 
We see a user named ADMBob with an MsCacheV2 hash: 
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We saved that hash and used john the ripper with command 
john –format=mscash2 adminhash.txt 
 

 
 
John was able to crack this password giving us credentials ADMBob:Changeme!  
 

 
 
We knew from the nmap intense scan we did earlier that this machine had ports 139 and 445 open, 
so an SMB exploit seemed indicated. 

 
 
We pulled up msfconsole and ran the PSexec exploit that runs by default on port 445: 
exploit/windows/smb/psexec which by default runs on port 445.  
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HKTSTC used AMDBob’s credentials in the exploit and successfully opened a meterpreter shell into 
172.22.117.10: 
 

 
 
We dropped into a Windows shell and asked for network users with command 
net user 
 

 
 
Flag 8 was one of the users. 
 
Day 3: Flag 9 
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Technique: Once we were on the machine, HKTSTC took a look at the C:\ drive  with commands ‘cd 
C:\’ and ‘dir’ and found a file named flag9.txt which we opened with the command  
more flag9.txt 
 

 
 

24.​ Domain Replication Vulnerability 
Day 3: Flag 10 
 
 

Vulnerability 24 Findings 

Title Domain replication via MS-DRSR to obtain more password hashes 

Type (Web app / 
Linux OS / 

WIndows OS) 

Windows OS 

Risk Rating Critical 

Description 

Now that we have  administrative access to the domain controller, we can 
perform a DCSync attack (Joyce 2021). This attack allows us to impersonate a 
domain controller and request password hashes from other domain controllers 
without having to log on or place code that might be detected on the domain 
controller (Qomplx, n.d.).  

Images See below 

Affected Hosts 172.22.117.10 

Remediation Audit domain administrator and user permissions, tighten patching, and enable 
network monitoring. 

 
Technique: HKTSTC closed the Windows shell. Back in our meterpreter shell, we made sure kiwi 
was still loaded with ‘load kiwi’ and ran the dcsync exploit for NTLM hashes for the particular user 
Administrator that showed up as a user in the Flag 8 research: 
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dcsync_ntlm Administrator 
 

 
 
The Administrator’s NTLM hash is Flag 10. 
 
 
 
 

MITRE ATT&CK Navigator 
Legend: 
Performed successfully 
Failure to perform 
Did not attempt 
 
Click here to see the full list of techniques used in the MITRE ATT&CK Navigator 
Framework: 

 Rekall_PenTesting
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