echo This is to block known signatures of BitTorrent activity.

echo Written by\: Mr\-Protocol

sudo iptables -t raw -A OUTPUT -m string --algo bm --string "GET /announce?info_hash=" -j
DROP

sudo iptables -t raw -A PREROUTING -m string --algo bm --string "GET
/announce?info_hash=" -j DROP

echo Blocking\: \"GET \/announce?info_hash=\"

sleep 1

sudo iptables -t raw -A OUTPUT -m string --algo bm --string "GET /scrape?info_hash=" -j
DROP

sudo iptables -t raw -A PREROUTING -m string --algo bm --string "GET /scrape?info_hash="
-j DROP

echo Blocking\: \"GET \/scrape?info_hash=\"

sleep 1

sudo iptables -t raw -A OUTPUT -m string --algo bm --string "GET
/announce.php?info_hash=" -j DROP

sudo iptables -t raw -A PREROUTING -m string --algo bm --string "GET
/announce.php?info_hash=" -j DROP

echo Blocking\: \"GET \/announce.php?info_hash=\"

sleep 1

sudo iptables -t raw -A OUTPUT -m string --algo bm --string "GET /scrape.php?info_hash="
-j DROP

sudo iptables -t raw -A PREROUTING -m string --algo bm --string "GET
/scrape.php?info_hash=" -j DROP

echo Blocking\: \"GET \/scrape.php?info_hash=\"

sleep 1

sudo iptables -t raw -A OUTPUT -m string --algo bm --string "GET
/announce.php?passkey=" -j DROP

sudo iptables -t raw -A PREROUTING -m string --algo bm --string "GET
/announce.php?passkey=" -j DROP

echo Blocking\: \"GET \/announce.php?passkey=\"

sleep 1

sudo iptables -t raw -A OUTPUT -m string --algo bm --string "GET /scrape.php?passkey=" -j
DROP

sudo iptables -t raw -A PREROUTING -m string --algo bm --string "GET
/scrape.php?passkey=" -j DROP

echo Blocking\: \"GET \/scrape.php?passkey=\"

sleep 1

sudo iptables -t raw -A OUTPUT -m string --algo bm --hex-string
"113426974546f7272656e742070726f746f636f6¢|" -j DROP

sudo iptables -t raw -A PREROUTING -m string --algo bm --hex-string
"113426974546f7272656e742070726f746f636f6¢|" -j DROP

echo Blocking\: \"\(0x13\) \+ \"BitTorrent protocol\"

sleep 1

echo Running Tor with config \file\: \/home\/protocol\/torrc

sleep 3

sudo tor -f /home/protocol/torrc



