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Cyber Attacks Part 2 - Attack & Defend

Lesson Overview Learning Objectives

This lesson takes a deeper dive into the

evolving cybersecurity attack and defense e Identify and describe various types of
methods. The chapter reading describes cyber attacks including ransomware,
recent trends in attack methods including malware, DNS, and DDoS
ransomware, customized malware, and

DDoS attacks - as well as trends in defense e Explain how attack and defense
methods for mobile devices, multi-factor methods are evolving

authentication, machine learning, and honey

pots. A case study involving a large company e Analyze a case study that highlights
with significant impact highlights the need for how human and technical factors can
defe_nse n d_e_pth. The guppleme_ntal videos combine to create devastating
provide additional details on various types of

cyber attacks including ransomware, consequences

malware, DNS attack, and DDoS.

Lesson Material

|| CFB Reading: Chapter 9 - Evolving Attack and Defense Methods (p. 103-116)

CFB Reading: Chapter 10 - Case Study - Sony 2014 (p. 117-122)

Watch: Professor Messer videos on:
e An Overview of Malware [4:01]
e DNS Attacks [8:19]

E Watch: DDoS Attack Explained [5:42]

Student Assignment Teacher Resources
e Attack & Defend e Grading Rubric

e Discussion Prompt #4 e Answer Key



https://youtu.be/ilhGh9CEIwM
https://www.professormesser.com/security-plus/sy0-601/sy0-601-video/an-overview-of-malware-2/
https://www.professormesser.com/security-plus/sy0-601/sy0-601-video/dns-attacks/
https://docs.google.com/document/u/3/d/1Cjf6AfQ_QXKRhhd_2rMkTasYPFSBpJZBP6Vvxdpy3ps/edit
https://docs.google.com/document/d/1o5bv9mnzZTfKKAuqRfiBDOrE3CTPRC_JYj34BImDwGQ/edit#bookmark=id.r2yngx2obqru
https://docs.google.com/spreadsheets/u/3/d/1mlnoKO0bEy7LXuOwpNZSoS9OjA02AttJcpn6pNPW-tI/edit
https://docs.google.com/document/d/1ckZzoL-IZP7udvZ4F1wUKjE-V6BBi5w8q5NY5lDHymY/edit?usp=sharing

