Google 2-Step Verification Guide

Upon your first attempted Google login, you will be prompted to complete a series of steps to enroll in 2-Step
Verification. Please note that you WILL NOT be prompted to enroll on a Chromebook when logging in to your Google

Account via a web browser.

1. Access the 2-step verification setup by clicking here. (tinyurl.com/pobgooglemfa)

a. You may also be prompted to enroll with the following screen in your web browser. Click “Enroll.”

Google

Don't get locked out

Your domain will soon enforce 2-Step
Verification to ensure better account
security.

This policy will be enforced from Feb 7,
2022 which means that you will be
asked to enter a one time password
when signing in

To avoid being locked out of your
account please enroll into 2-Step
Verification now.

Learn more about 2-Step Verification.

Do this later

2. Enter a phone number and choose the method you prefer, text or phone call, then click “Next.” Google will text
or call you with a code. Enter that code when prompted and click “Next”
a. If you've been using your phone with your google account, chances are it's already paired for usage as

two step authentication and you will not be prompted to enter a phone number.

< 2-Step Verification

Let's set up your phane

What phone number do you want to use?

It

Google will only use this number for account security.
Don't use a Google Voice number.
Message and data rates may apply

How do you want to get codes?

© Text message O Phone call

Show more options

Step 1 0f 3 NEXT


https://myaccount.google.com/signinoptions/two-step-verification/enroll-welcome

3. Click “Turn On.”

It worked! Turn on 2-Step Verification?

MNow that you've seen how it works, do you want to turn on 2-Step Verification for your Google
Account mfatest@pobschools.org?

Step3of 3 TURN ON

You'll be brought back to the authentication settings screen and shown all the ways you are able to authenticate into

your Google account. You should add an additional authentication method in addition to text messages.

4. On the authentication settings screen, scroll down to the “How ign in I jon” and

click the “Authenticator “ button under the “You can add more sign-in options” text.

How you sign in to Google

Make sure you can always access your Google Account by keeping this information up to date

@ 2-Step Verification @ Onsince 10:20AM >

+++  Password Last changed 10:06 AM >

[ 2-Step Verification phones - >

You can add more sign-in options

& Passkeys | | (i Security keys | .:Eg: Authenticator ] | O Google prompt | | () Backup 2-5Step Veri




5. Click “Set up authenticator.”

< Authenticator app

Instead of waiting for text messages, get verification
codes from an authenticator app. It works even if your
phone is offline.

First, download Google Authenticator from the Google
Play Store or the 103 App Store.

+ Set up authenticator

6. A QR code will appear on your desktop/chromebook screen. Scan this QR code with your Microsoft
Authenticator App (On your mobile device: Launch Microsoft Authenticator app — click the + or three dots in
the top right — Add Account — Choose “Other account (Google, Facebook, etc.)” — Choose “Scan QR Code”)
Click “Next” on your Computer/Chromebook after scanning the QR code.

8. The setup screen on your Computer/Chromebook will prompt you for the 6 digit code that appears on your
phone in the Authenticator App. Enter the code and click “Verify”.

Set up authenticator app

Enter the 6-digit code you see in the app

Enter Code

Back Cancel Verify

Remember, authenticator codes are valid for a short period of time, usually 30 seconds or less. If your code fails you

may need to grab a new one. Your authenticator app will automatically reset it and give you another for use.

Additional Recommendation:\We recommend you enable iCloud/Cloud backup of your MFA accounts in the
Microsoft Authenticator app. This will allow you to restore your saved MFA accounts if your phone is

lost/stolen/replaced. Instructions on enabling this can be found here.


https://support.microsoft.com/en-us/account-billing/back-up-and-recover-account-credentials-in-the-authenticator-app-bb939936-7a8d-4e88-bc43-49bc1a700a40

	Google 2-Step Verification Guide 

