Digital citizenship

Digital citizenship refers to the responsible, ethical, and safe use of technology and the
internet. Just as we have rights, rules, and social norms in the physical world to ensure we
are good citizens, digital citizenship applies those same concepts to our online lives—from
how we communicate and consume information to how we protect our privacy.

The 9 Elements of Digital Citizenship

Educational frameworks generally break digital citizenship down into nine core elements,
which are commonly grouped into three main actionable categories: Respect, Educate, and
Protect.

Respect (Yourself & Others)

1. Digital Etiquette (Netiquette)

This is about recognizing the human on the other side of the screen.
Because we lose vocal tone and body language online, digital etiquette
requires us to be proactive about communicating respectfully, acting with
empathy, and following the unwritten social rules of different digital spaces.

Examples:

e Tone awareness: Avoiding typing in ALL CAPS in an email or discussion
board, because it is universally interpreted as shouting.

e Context shifting: Using formal language, clear subject lines, and
professional greetings in a workplace email, while saving slang and
abbreviations for a group text with friends.

o Respecting boundaries: Asking a friend for permission before posting a
picture of them on social media or tagging them in a public post.

o Constructive disagreement: Replying to a controversial social media post
with a logical counterpoint rather than resorting to name-calling
(flaming) or personal attacks.

N

. Digital Access



This principle is built on the understanding that not everyone has equal
access to high-speed internet, modern devices, or digital skills (the "digital
divide"). Respecting others means advocating for digital equity and ensuring
no one is excluded from participating in society because of technological
barriers.

Examples:

o Educational equity: A teacher providing printable PDF alternatives or
offline assignments for students who do not have reliable Wi-Fi at home.

o Accessibility (Disability access): A web developer ensuring a website
includes "alt text" (image descriptions) so that a visually impaired user
navigating with a screen reader can understand the content.

o Community support: A local government investing in free public Wi-Fi at
the library or community center so lower-income residents can apply for
jobs online.

3. Digital Law

Just as physical communities have laws against theft and harassment, the
digital world has legal boundaries. Respecting digital law means
understanding that illegal actions have real-world consequences and
respecting the intellectual property of creators.

Examples:

e Copyright and Plagiarism: Using a Creative Commons image for a
presentation and properly citing the creator, rather than just
right-clicking, saving, and claiming a copyrighted photo as your own.

e Anti-Piracy: Paying for software, music, or streaming services instead of
downloading them illegally from torrent sites.

e Legal boundaries of behavior: Understanding that cyberbullying,
doxxing (publishing someone's private information), or hacking into
another person's account are not just "pranks," but are often criminal
offenses that can lead to school expulsion, job loss, or legal prosecution.



Educate

1. Digital Literacy

This is the ability to find, evaluate, create, and communicate information online. In
an era of endless content, digital literacy is heavily focused on critical thinking—knowing
how to distinguish between credible sources, biased content, and outright misinformation
(fake news), as well as learning how to use new technologies.

Examples:

e Fact-checking: Seeing a viral, emotionally charged headline on social media and
taking two minutes to verify the claim on a reputable news site or fact-checking
platform before sharing it.

e Evaluating sources: A student researching a topic and choosing to cite a
peer-reviewed academic journal or a trusted educational institution (.edu) rather
than an anonymous blog post.

e Adaptability: Taking the time to learn how a new tool works—such as understanding
how an Al chatbot generates text or how an algorithm curates a social media
feed—so you can use it effectively rather than blindly trusting it.

2. Digital Communication

This element involves understanding the vast array of online communication tools
available (email, instant messaging, video calls, social media, forums) and knowing which
medium is the most appropriate for a given message and audience.

Examples:

e Choosing the right platform: Deciding to send a detailed, formatted email with an
attachment to a professor or employer, rather than sending them a direct message
on Instagram or a casual WhatsApp text.

e Managing your digital footprint: Understanding that a public post on social media is
permanent and searchable, and choosing not to post something that could
negatively impact future college or job opportunities.

e De-escalation: Recognizing when a text message thread is causing confusion or an
argument due to a lack of tone, and choosing to switch to a voice or video call to
clear things up.



3. Digital Commerce

Digital commerce is the electronic buying and selling of goods. Because a massive

portion of the global economy exists online, this element focuses on being a smart, secure,

and responsible digital consumer.

Examples:

Secure transactions: Always checking that a website is secure (looking for "https://"
and the padlock icon in the browser address bar) before entering credit card
information or personal details.

Recognizing scams: Spotting a "phishing" email that claims to be from your bank
asking you to "click this link to verify your password," and knowing to delete it or
contact the bank directly instead.

Informed purchasing: Reading customer reviews, checking a seller's ratings on an
e-commerce platform, and understanding a site's return policy before buying an item
from an unfamiliar online store.

Protect

1. Digital Rights and Responsibilities

Just as citizens in the physical world have a bill of rights and civic duties, digital

citizens have fundamental freedoms online—but these freedoms are balanced by the

responsibility to act ethically.

Examples:

Freedom of Speech vs. Hate Speech: You have the right to express your opinions on
a blog or social media platform, but you have the responsibility to ensure your
speech does not cross the line into cyberbullying, harassment, or inciting violence.

Right to Privacy: You have the right to keep your personal information private online.
As well as, you have the responsibility to respect the privacy of others by not sharing
their secrets, private messages, or intimate photos without their explicit consent.

Crediting Creators: You have the right to access a vast amount of information and
media, coupled with the responsibility to properly cite the authors and creators
rather than claiming the work as your own.



2. Digital Security (Self-Protection)

This element is about the concrete actions you take to lock down your digital life. As

threats like identity theft, hacking, and malware become more polished, digital security

means actively defending your devices and data.

Examples:

Strong Authentication: Using complex, unique passwords for different accounts and
enabling Two-Factor Authentication (2FA) so that even if someone guesses your
password, they cannot access your bank or email account.

Software Maintenance: Regularly updating your phone and computer operating
systems, because those updates often contain critical patches for newly discovered
security vulnerabilities.

Public Wi-Fi Caution: Refraining from logging into your bank account or entering
credit card details while connected to a public, unsecured Wi-Fi network at a coffee
shop or airport, as this data can be easily intercepted.

3. Digital Health and Wellness

Technology can take a toll on both our physical bodies and our mental health. This

element focuses on managing our relationship with screens to ensure technology enhances

our lives rather than harms them.

Examples:

Physical Ergonomics: Practicing the "20-20-20 rule" (looking at something 20 feet
away for 20 seconds every 20 minutes) to prevent digital eye strain, or setting up
your workstation to prevent back and wrist pain.

Screen-Time Management: Setting specific boundaries, such as turning off push
notifications after 8:00 PM or keeping phones out of the bedroom, to prevent sleep
disruption and internet addiction.

Psychological Well-being: Recognizing when social media is causing anxiety, "FOMOQ"
(fear of missing out), or body image issues, and taking proactive steps to curate your
feed, unfollow toxic accounts, or take a digital detox.



