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VAI TRO

STT Thanh Vién Vai Tro Nhiém Vu Ghi chu
1 V& buc Huy Nhém trudng - Thuc hién hau hét cac phan:
chiu tradch nhiém Gidi thiéu (1), Xay dung Téng
chinh, thuc hién FTP Server (2), Tao Virtual BB
todn b ki thuat va | Directory (3a), Thiét lap
bdo céo. quyén truy cdp (3b), Cau
hinh FTP Site & Domain
(4a, 4b), Kiém thif va van
hanh (5). T6ng hgp todn bd
bdo cdo va slide.
2 Lé Thi Phuong Linh | HS trg cdi d&it moi | HO trg kiém tra maéi Hétre
truéng truéng may chu, theo doi
qua trinh cai dat IIS va
FTP Server, chup dnh
minh chiing.
3 Lé Thi Thuy Hudng | Ghi chép & phan | Ghi lai quy trinh thiét Iap Phén-3
tich quyén truy cap va cdu hinh
user, gidi thich vai tro tung
budc trong bdo cdo.
4 Bui Dodn Quéc Huy | Quadn ly ngudi H6 trg tao tai khodn thi Phén-4
dung. nghiém, test truy cap FTP
tU may client va bao cdo
két qua.
5 Podn Phi Héng Thi nghiém va van | Hé trg upload file, kiém tra J Phan 5
(chua hodan thanh) | hanh. truy cdp, thu thGp anh chup
man hinh minh hoa cho bai
lam.




= BAO CAO: QUA TRINH TAO FTP SERVER

1. GiGi thiéu - FTP la gi ma ai ciing nhéc?

FTP (File Transfer Protocol) - nghe han lam vay thoi, chd that ra né la dich vu giao
hang trong thé gi6i may tinh @[

e FTP Server 2> — Nha kho luu file.
e FTP Client ® — Khdach hang dén lay hodc gui file.

e TCP/IP 3l — Anh shipper lo chuyén van chuyén dii liéu.

= Khi Client gUi yéu cau, Server dap:
“Kho mé& réi do, vé lay hang di ban!”
Thé Ia TCP/IP phong t6i, giao file ding ché - khéng sai mét byte ndo ==

[Z] (Anh minh hoa so dé FTP hoat déng: Client < TCP/IP « Server)

User i
A File Transfer Protocol
A 4
User
Interface
Control
: Control
Control connection LR
process | -
Disk | TCP/IP Disk
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e g transfer &
process e
Data

- connection
Client Server



2. Muc tiéu cua nhom

Nhém 2 muén dung mét FTP Server local trén Windows 11 bdng IIS (Internet
Information Services),
dé mé phéng viéc chia sé dii liéu trong mang ndi bd (LAN)

@ Muc tiéu cu thé:

+

[ J

e MO0 phong truy cép local FTP (qua dia chi IP ndi bd).
. Tiéu chi nhom:
Dé cai - Dé hiéu - Bdo mat - Khéng 16i - Khéng mat di liéu.

3. Cong cu va moi trudéng thuc hién

Thanh phan Chi tiét
Hé diéu hanh Windows 11
Cong cu chinh Internet Information Services
(11S)

Cong cu kiém tra Commant Prompt, File
Explorer, FileZilla Client

Giao thiic FTP (port mdc dinh: 21)
Két néi mang LAN

Dich vu tham FTP Service

chiéu

4. Cac budc thuc hién




Budc 1 - Kich hoat tinh ndng FTP trén Windows

1. Md Control Panel — Programs and Features — Turn Windows features on
or off.

2. Tich chon:
o Internet Information Services (IIS)
o FTP Server — FTP Service + FTP Extensibility

3. Nhan OK, chd Windows cai ddt.

[l (Anh minh hoa hép thoai bét IIS FTP Server)
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Budc 2 - Tao FTP Site

1. M3 IIS Manager (bam Start — gé IIS).



Q iis
& @ Apps Documents Settings Folders Photos » A
Best match

Internet Information Services (115)

I H? Manager

System

Internet Information Services (lIS) Manager

System

Open
Run as administrator
Open file location

Pin to Start

LR R

Pin to taskbar

2. Chubt phai Sites — Add FTP Site.

NGRS W Tl N TN L L

g W Internet Information Services (II5) Manager - 0 X
Z | € pucHuy » @< @
= Sl File View Help
‘Connections Actions
@) DUCHUY Home
L# Manage Server
€3 DUCHUY (DUCH = 2
>4 PUCH &3 Refresh « v Go - (G Show All | Groupby: Area - - i i
@  Add Website... . = . ~ ® siop
Start a= i Py
a %’ T i View Application Pools
| Stop P FTP Directory FTP Firewall FTPIP FTP Legging FTP Logen View Sites
inphic driver |0 Add FTP Site... ‘nzatm Browsing Suppert Address a... Attempt R... o Get New Web Platform
N 33 Components
1)
Rename @ Help
(2 Switch to Content View equest  FTP S5 FTP User

ing Settings Isolation

2 4 s )

Authentic... Compression  Default Directory  Error Pages Handler HTTP
Document  Browsing Mappings Respen...

[0 Features View (2 Content View

3. Ddgt tén site (vi du: DaDieuChauPhiFTPsite)



rmation Servig Add FTP Site 7 %

3 b DUCHUY g ] ]
{ Site Information
Help

. B

FTP site name: Manage
(DUCHUY\abt  DaDieuChauPhiFTPsite Restart
ptart
stop

Content Directory

Physical path:
ysical pa View Ap

View 5it

Get New
Compot

Help

Cancel B

Chon thu muc chia sé, vi du:

Content Directory
Physical path:

Chinetpubftproot E]

C:\inetpub\ftproot

4. Chon IP, Port (21), bat Start FTP site automatically.

[l (Anh: nhép IP va dién chiing chi SSL néu co)



servig Add FTP Site

THUY g7
{ W Binding and S5L Settings

I |

Binding
ﬁah1 IP Address: Port:
|All Unassigned | 21

[] Enable Virtual Host Mames:

@ Start FTP site automatically

SSL
O NossL

() Allow S5L
() Require 5L
S5L Certificate:

Mot Selected Select

— oo

5. Cap quyén truy cdp cho mot sé/ tat ca user trén PC:

Cancel

Mana
Restar
btart

stop

View

View !

Get M
Comg

Help



e IR g e ame s

it Halisist
stion Servig Add FTP Site ?
DUCHUY g
{ Authentication and Authorization Information
Ip
Authentication
JCHUY \abi

[] Anenymous

@ Basic

Authorization

Allow access to:

All users w

Permissions

B Read
B Write

Previous Cancel

E

Manage S
Restart
ptart

stop

Wiew Appli
Wiew Sites
Get New W
QR pone!

Help

QE Internet Information Services (IIS) Manager

e & » DUCHUY » Sites »

File View Help

Connections
- qgl Sites
hd Hﬂ DUCHUY (D_UCHUY\EME') Filter: - Go % Show All | Group by: Mo Grouping -
i..[Z} Application Pools
5 .8 Sites Name D Status Binding Path
Ee DaDieuChauPhi... 2 Started (ftp)  *:21: (ftp) Cihinetpub'\ftproot
0 Default Web Site 1 Started (ht.. *:20 (http) %SystemDrive?\inetpubiwwwroot

Nhan “Finish” dé hoan thanh viéc tao mdy chd FTP A4,

‘55NN555\\\\\555NNN55\\\\\\55NNN55\\\\\\555NN555\\\\\55555\55\\\\\\55

R I R I R I I I R I I I R I R I I I I R I I N A T T N N

Tao User va phan quyén

++++++Budc 3 -



Vao Computer Management — Locate User And Group — User — tgo user
mgi (vi du: HuongBel).

| A Computer Management
File Action View Help
|| () 6]

A Computer Management (Local
v {f} System Tools
> ® Task Scheduler
» {2 Event Viewer
> [ Shared Folders
~ ,k) Local Users and Groups
| Users
| Groups
> @ Performance
% Device Manager
v 23 Storage
% Disk Management

> [y Services and Applications

MName

&Jabner

. Administrator
&jDe‘FauItAcco...
&jGuest

&, WDAGUtility...
&stiAccount

Full Mame
V& B Huy

Mew User...

Refresh
Export List...

View
Arrange lcons

Line up lcons

Help

Description

Built-in account for admi

A user account managed by the s...
Built-in account for guest access t...
A user account managed and use...

A user account managed and use...

Actions

Users
More Actions



Dat password (vi du: huongbel123)

Full Mame Description
Wi Bhe Huy
rator Built-in account for administering...
CCo.. A user account manaaed by the s...
Mew User ? >
ility...
unt lser name: HuongBel
Full name: LeThiThuyHuong
Description: huongisnotbel
Password: Ty
Confim password: sasssnes

LIser must change password at next logon
[ User cannot change password
B Paszsword never expires

[ Account is disabled

Tao thi muc cho tiing user va cdp quyén
Vao C:\inetpub\ftproot — tao folder theo tén User

e Cdp quyén bdng cach nhan chudt phai vao folder viia tao va chon
“properties” — Security — Group or username — Edit



J > ThisPC > Local Disk(C) > inetpub > ftproot Search ftproot

T Sort = View
M Dat: o
ame e HuongBel Propegia X
HucngBel 10/29/204

General  Sharing Previous Versions  Customize

Object name:  C:\MEtpUD ftproot  Huong Bel

GI'OLID ar user names:

ACREATOR OWNER
HR SYSTEM

S8 Administrators (DucHuy\Administrators)
82 Users (DucHuy'\Users)

S8 Trusted Installer

To change permissions, click Edit. -, Edit...
Permissions for CREATOR
OWNER Alow Deny ftproot (1

Full control
Maodfy Sele
Read & execute o info
List folder contents com
Read

Write

For special pemissions or advanced settings.

click Advanced. Advanced

Close Cance Apphy

e Hoép thogi hién tén, nhan “Add” — Advanced — Khi hdp thogi hién cdp quyén
ndng cao hién Ién — Find Now — Chon User “HuongBel” — OK
e Tién hanh cdp quyén, cho phép user HuongBel — Full Control — Apply



Permissicns for HuongBel

Security

Object name:  C:Ainetpub®ftproct HuongBel

GI’DIJP ar User Nnames:

SR CREATOR OWMER

SR SYSTEM

SR Administrators (DucHuyAdministrators)
i HuongBel

2 Users (DucHuy'Users)

SR Trustedinstaller

Add...

Pemissions for Le Thi ThuyHuang

Remove

Full contral .}
Madify
Read & execute

a
|
List folder contents .-}
a

Read

00000 g

Cancel

Apply

3. Gidi han (isolate) pham vi truy cdp cua tung user FTP vao thu muc riéng
(home directory hodic root directory) ctia ho.
e Quay lgi IIS Manager — truy cdp trang chi FTP — FTP User

Isolation

95 Internet Information Services (IS} Manager

—

&« 9 » DUCHUY » Sites » DaDieuChauPhiFTPsite »

File View Help

Connections
e

q DaDieuChauPhiFTPsite Home

v [8] Sites

v 83 DUCHUY (DUCHUY\abner)
-2} Application Pools

> g DaDieuChauPhiFTPsite

> &P Default Web Site

Filter: - Go

(5 Show All | Group by: Area

FTP
5

n 5 s

&

FTP FTP FTP Current FTP Directory FTP Firewsall
Authentic.. Authorizat.. Sessions  Browsing  Support
Management
Cenfigurat...

Editor

T
FTP IP
Address a...

FTP User
Isolation

7 = Eox, ="
; o
LFTP) FTP] *(FTF

FTP Logging FTP FTP Request
Messages  Filtering

8]
FTP 551
Settings

e Chon User name directory — Apply dé hoan tat



@ FTP User Isolation

FTP user isclation prevents users from accessing the FTP home directory of another user on this FTP site.
Do not isolate users. Start users in:
() FTP root directory
QO User name directam
Isolate users. Restrict users to the following directory:
() User name directory (disable global virtual directories)

() User name physical directory (enable global virtual directories)

() FTP home directory configured in Active Directory

Set...

Custom

Buéc 4 - Cau hinh Firewall & Passive Mode

1. Quay Lai trang chti ISS — FTP firewall support — D&t pham vi céng FTP
thu déng va cdu hinh tudng lla:

Gi?g! DUCHUY Home

Filter: - Go %Show)\ll Group by: Area - 5

FTP

“‘. £ ; = 4+ = o &
LEIFTP FTP WETP) “[FTR LEIFTR FTP FTP R

FTP FTP FTP Directory FTP Firewall FTPIP FTP Logging FTP Logen FTP FTP Request
Authentic... Authorizat..  Browsing Support Address a... Attempt R...  Messages

FTP 55L FTP User

Filtering Settings Isolation
115

L 9d o = & &€ 6§

Authentic... Compression  Default

oM g

Directory  Error Pages Handler HTTP Legging  MIME Types  Modules Output Request
Document  Browsing Mappings Respon... Caching Filtering
o
A LL ]
Server Worker

Certificates  Processes

Management
- =
B &
Configurat... Feature Shared
Editor Delegation Configurat...

Nhdp dai port vao 6 Data Channel Port Range (5000-6000), dién External IP
Address (néu dung public con khéng thi bd qua nhu nhém tui**) — Apply



ﬁ\j Internet Infarmation Services (15) Manager
(o €5 ) DUCHUY »
File View Help

Connections

Uél' FTP Firewall Support

85 DUCHUY (DUCHUV\abner)

A o The settings on this page let you configure your FTP server to accept passive connections from an external firewall,
h? Application Pools
e Sites i X ot . Data” Charnel Port Range:
\r@ DalieuChauPhiFTPsiti
; 5000-5100
¢l HuongBel i —
? @ Default Web Site Example: 3000-6000

External IP Address of Firewall:

Example: 10.0.0.1

2. Cau hinh Firewall trong Windows

e Md cdc port trong Windows Defender Firewall — Advanced Security

— Inbound Rules — bdat cac rule mdc dinh ctia Windows Firewall
cho FTP Server:

FTP Server (FTP Traffic-In) — cho phép két néi port 21 (control port).

FTP Server Passive (FTP Passive Traffic-In) — cho phép cdc port Passive ma nhém khai
bao (vi du 5000-6000).

&) FTP Server (FTP Traffic-In)
& FTP Server Passive (FTP Passive Traffic-In)

(4 Tick xanh 2 rule FTP nhu hinh.
[74 bién IP va port range trong IIS.
74 Apply + restart FTP service.

— Server dd hoat dong & Passive mode an todn va dang chudn.

Budc 5 - Kiém tra két ndi 16i FTP Server bdng Iénh va FileZilla

1. Test bdng File Explorer trén may khdc.



GO dia chi:
ftp://<IP_cua_Server>

e Nhdap username va password dé déng nhap.
Thu tdi file Ién hodc tai xuéng.

2. Test bding Commant Prompt

3. Test bdng File Zilla Client

[&] (Anh: truy cép va tdi file Ién FTP Server bdng FileZilla Client)

5. Két lu@n

{74 Nhém déa dung thanh cong FTP Server bdng IIS trén Windows 11, tqo user,
phén quyén, md port va truy cdp trong mang ndi bo.
(74 Két néi hoat déng én dinh, khéng mét di liéu.

Wedsite riéng cia DDCP dd ra mdt: https://ao2-labs.netlify.app/


https://ao2-labs.netlify.app/
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