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Welcome to OKhuman. This Privacy Policy explains how Authentikeyed AI, Inc. collects, uses, 
discloses, and retains your personal information and usage data when you use the OKhuman 
mobile or desktop applications and the OKhuman website. It also explains why we collect it 
and how you can control your information. We are committed to minimizing the data collected 
from you, protecting your data, using your data only for the purposes you expect, and ensuring 
transparent privacy practices. For further explanation of the data OKhuman collects and how it 
is used, please see our Privacy page.  

About The OKhuman Application and Online Services 
The OKhuman software application runs in the background while a user creates a text 
document in their preferred writing applications. The software and online services together 
generate an “OKhuman Stamp,” which includes data about your writing session and proves the 
human effort in creating written content.  
 
OKhuman also showcases your Stamp on the OKhuman Website. On the Website, you may 
add User Content to update your name, profile picture, and description of your work, and link 
to third-party sites in order to share your portfolio of stamped works. You may share your 
OKhuman Stamp by sharing the Stamp URL along with your work. You may also use the 
OKhuman LTI integration to share stamped submissions with your online learning management 
system in use by your educational institution. In both cases, you control how your OKhuman 
Stamp is shared. 
 
When you type, we collect only the minimal data necessary to create the OKhuman Stamp. 
When typing with OKhuman, your text never leaves your device. Rather, we prove your effort in 
a document using a cryptographic representation of your text. That representation cannot be 
reversed back into your text, by us or anyone else.  
 
We also collect data from your keyboard and mouse while you type, and use that data to 
document your writing effort and generate your OKhuman Stamp. 
 
The Stamp data and metrics reflecting the use and performance of the OKhuman software may 
be shared with OKhuman’s online services, Website, and LTI Integration, along with any 
comments, links, or feedback you provide for the Website. When using an LTI Integration, your 
full text or text file will also be temporarily shared with our online services, then discarded after 
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the cryptographic process is complete. You have the ability to access or delete your data, or 
withdraw your consent at any time.  

Privacy Practices 
This section describes the information we collect, why, and what control you have over it.  

Data We Collect 

When registering for the OKhuman software and services, we collect the following types of 
information. 
 
Information you provide to us. This includes registration details (name, email, password) and 
any comments, feedback, and support information. This also includes information you may add 
to your profile on the Website including User Content.  
 
Limited information collected from your device and accessories while you type. The OKhuman 
software collects keystroke patterns, mouse movement data and typing behavior metadata; 
and, from your mobile devices, screen-taps and gestures. The characters that make up your 
text never leave your device. Only cryptographic hashes of the text, not the text body, are 
transmitted to the OKhuman online services. When you Stamp your work, the first 6 words or 
the first 50 characters of the text (whichever is shorter) is also transmitted to OKhuman and 
retained solely in order to let the user identify the work. 
 
Data necessary for and related to the operation of the software This includes device type, 
operating system, and usage statistics of the software and writing applications you permit, as 
well as the IP address of your device. 
 
OKhuman is not intended for users under thirteen (13) years of age. We do not knowingly 
collect information from individuals younger than 13, and will promptly delete such data if we 
discover or are notified that we have inadvertently collected it. 

Device Permissions 

OKhuman requires the following device permissions to verify that a human is typing the text.  
 
Accessibility. To track your text across writing applications and observe your keystrokes, and 
mouse movement on Windows and macOS computers, OKhuman requests awareness of 
which application is currently running, text elements and whether they are editable, your 
keystrokes, and your mouse movement data. 
 



 

Enable keyboard app. On mobile devices, you must permit OKhuman to be an allowed virtual 
keyboard, which is then used to observe your keystrokes and gestures on the keyboard while 
you type. Further, full access is required by the OKhuman keyboard app. This allows it to 
connect to OKhuman online services to stamp your typing and generate the one-way 
cryptographic hashes of your typed text.  

Why We Use It 

We use collected data for various purposes, including to provide the services you expect and 
to operate our business. Primarily, data is collected by the software and transmitted to our 
online services to generate and present your OKhuman Stamp. Through the generation of an 
OKhuman Stamp, we document human involvement in the creation of written content. We do 
not identify the individual who typed the text, though the Stamp is associated with your 
OKhuman account. 
 
The data collected on your device is processed on your device and by our online service to 
document human writing effort in creating text. The transmitted data cannot be reversed to 
reveal your text. 
 
OKhuman does not record or store the text content you create except, as outlined above, the 
first 6 words or the first 50 characters of the text (whichever is shorter) for a document title 
used for you to identify the document.  
 
The operational data are also collected and stored to improve and secure the OKhuman 
software and services. The data will also be used to communicate with you by, for instance, 
providing user support and to fulfill other legal obligations.  
 
The Stamp and associated data is used to populate the OKhuman Website. User Content is 
also collected and stored in order to share with others, as you select, on the OKhuman 
Website.  
 
We do not sell data or share user data for any purpose, including behavioral or targeted 
advertising.  

Legal Grounds 

By agreeing to Terms of Service incorporating this Privacy Policy, you provide your consent for 
OKhuman to access keyboard and mouse interfaces on your device(s). OKhuman has a 
legitimate business interest in collecting this data, for instance to improve our software and 
services and ensure their security. OKhuman is  also required to collect certain data to comply 
with legal obligations.  



 

Data Retention and Sharing 

We retain data only as long as needed to operate the service or as required by law, and not 
longer than twelve (12) months after you terminate your account with us.  

We do not sell or share your personal data for monetary gain. We may share data with affiliated 
service providers under strict contractual confidentiality and data protection terms, where you 
provide your consent to it being shared, or with legal or regulatory authorities when required by 
law. 

Security 

We implement appropriate organizational and technical safeguards, including encryption, 
secure authentication, and data access controls. No transmission or storage system is fully 
secure, and users assume risk when transmitting data. OKhuman disclaims any liability for data 
breaches to the maximum extent permitted by law. 

Your Rights 

Depending on your jurisdiction, you may request access to your saved data or terminate your 
account to delete your data at any time. You may also have the right to correct certain 
inaccuracies in your personal information. You may also withdraw your consent for the data 
sharing required to use the OKhuman at any time, though this will result in termination of your 
account and discontinuation of your access to the OKhuman software and services.  

Please contact us at privacy@okhuman.com to exercise your rights. 

California Privacy Rights 

Pursuant to the California Consumer Privacy Act (CCPA) and California Privacy Rights Act 
(CPRA), California residents have the right to: 

●​ Know what categories of personal information we collect and the purposes 
●​ Access and delete their personal information 
●​ Opt out of the sale or sharing of personal information (we do not sell your data) 
●​ Limit the use of sensitive personal information (we do not collect such data as defined 

by CPRA) 

OKhuman does not respond to Do Not Track (DNT) signals. You may exercise your California 
rights by contacting us at privacy@okhuman.com or through in-app settings. 
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Miscellaneous  

Changes to This Policy 

Any changes or updates to this Privacy Policy will be reflected in the recent version of this 
document. If we make significant changes to this Privacy Policy, we will notify you via the 
OKhuman application or via email. This policy was last updated on the date listed at the top of 
this page.  

Contact Us 

For questions or to exercise your privacy rights: 

Authentikeyed AI, Inc.​
Email: privacy@okhuman.com ​
Address: 945 Taraval St #1255, San Francisco, CA, 94116.  
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