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MySQL sBnseTcst camon nonynsapHon B MMpe cnuctemomn 6a3 AaHHbIX C OTKPbITbIM MCXOOHBIM
kogom, a MariaDB (popk MySQL) siBnseTca camon 6eicTpopacTyLien B Mupe cuctemomn 6a3
AaHHbIX C OTKPbITbIM MCX0AHbIM kogoMm. Mocne yctaHoBkn cepBepa MySQL oH HeGe3onaceH
B KOH(pUrypaumm no ymonyanuto, n obecneyeHne ero 6e3onacHoCTu SsIBNAETCA OAHOM U3
BaXXHEeNLWMX 3aaad obuero ynpaBneHus 6a3on gaHHbIX.

9710 BygeT cnocobCTBOBATL YCUITEHUIO U NOBbLILLEHUIO 06LWwen 6Ge3onacHocTu cepeepa Linux,
MOCKOJbKY 3710YMbILLITEHHUKM BCEr4a CKaHUPYIOT YSI3BUMOCTU B NM0OOI YacTn CUCTEMBI, a
6a3bl AaHHbIX B MPOLLIOM ObInn KNKOYEBLIMA LIENEBbIMK 06nacTamMu. TUNUYHBIM NPUMEPOM
aBnsietca rpyboe npumeHeHne napons root ansa 6a3bl AaHHbLIX MySQL.

B aTom pykoBoacTBE Mbl OOBACHMM MONE3Hble pekomeHaaumm no 6esonacHoctn MySQL /
MariaDB ansa Linux.

1. BesonacHas yctaHoBka MySQL

OTO NepBLIN peKOMEHAYEMbIN Lar nocne ycraHoBku cepeepa MySQL B HanpaeneHun
3awWwmnThbl cepBepa 6a3sbl 4aHHbIX. ATOT CKpUNT obnervyaet noBbleHne 6€30nacHOCTM BaLlero
cepepa MySQL, npegnaras Bam:

® YCTaHOBUTb NMapornb And yHeTHOVI 3anucu root, ecnn Bbl He YCTAaHOBUIIU €ro BO
BpemMA yCTaHOBKN.



e OTKMIOUUTbE yOaneHHbIW BXOA Monb3oBaTens root, yaanue AOCTYN K y4ETHOW 3anncu
root BHe fioKasibHOro xocra.

® yaanuTb YYeTHblE 3annMcy aHOHMMHbIX MONb3oBaTenen 1 NPoBepuTb 6asy AaHHbIX, K
KOTOPOW MO YMOMYaHMIO MOryT NOSTy4YMTb AOCTYN BCE NMOMb30oBaTenu, gaxe
AHOHUMHBbIE.

# mysql_secure_installation

Mocne 3anycka yctaHoBUTE Naporib root n oTBeTLTE Ha psan Bonpocos, BBeas [AalY] u
HaxXmuTe [Enter].



Setting the root password ensures that nobody can log into the MariaDB
root user without the proper authorisation.

Set root password? [Y/n] v

New password:

Re-enter new password:

Password updated successfully!

Reloading privilege tables..
Success!

By default, a MariaDB installation has an anonymous user, allowing anyone
to log into MariaDB without having te have a user account created for
them. This is intended only for testing, and to make the installation

go a bit smoother. You should remove them before moving into a
production environment.

Remove anonymous users? [Y/m] vy
Success!

Mormally, root should only be allowed to connect from 'localhost'. This
ensures that someone cannot guess at the root password from the network.

Disallow root -Lugin FE‘I'“'DtE'L'_-,I? [1,‘,-#!”] y
Success!

By default, MariaDB comes with a database named 'test' that anyone can
access., This is also intended only for testing, and should be removed
before moving into a production environment.

Remove test database and access to it? [¥/n] vy
Dropping test database...
Success!
Removing privileges on test database...

Success!

Reloading the privilege tables will ensure that all changes made so far
will take effect immediately.

Reload privilege tables now? [Y/n] v
Success!

Cleaning up...

All done! If you've completed all of the above steps, your MariaDB

2. NpuBAsKa cepBepa 6a3bl AaHHbIX K agpecy localhost

OTa KOoHb1rypaumsa orpaHM4mT SOCTYN C yAaneHHbIX MaluvH, OHa roBopuT cepeepy MySQL
NpUHMMaTb COeAMHEHNS TONbKO C NOKarnbHOro xocta. Bbl MoXeTe yCcTaHOBUTL €ro B
OCHOBHOM ¢parine KoHdurypaumm.

# vi /etc/my.cnf [RHEL/CentOS]
# vi letc/mysql/my.conf [Debian/Ubuntu]
nnm



# vi letc/mysqgl/mysql.conf.d/mysqld.cnf [Debian/Ubuntu]

[oGaBbTe cnegyoLyio CTPOKY HUXKe B pasgene [mysqld].

bind-address = 127.0.0.1

3. Otkntountb LOCAL INFILE B MySQL

B pamkax ycuneHus 6esonacHocTv Heobxoanmo oTknoumnTh local-infile, 4ToGbI
npegoTBpaTUTb AOCTYN Kk 6a3oBon darnnoson cucteme m3 MySQL, ncnonb3ys cnegyowyto
anpekTuney B pasgene [mysqld].

local-infile=0

4. UameHuTe nopt MYSQL no ymon4yaHuto

MNepemeHHas Port yctaHaBnusaet Homep nopta MySQL, koTtopbin 6yaeT ncnonb3oBaThbes
ansa npocnywmsanusa coegnHernn TCP/IP. Homep nopta no ymonyanumio — 3306, HO Bbl
MOXeTe N3MeHNUTb ero B pasgene [mysqld], kak nokasaHo.

Port=5000

5. BknounTtb BegeHue xypHana MySQL

YKypHanbl — 3TO 04MH M3 NyYLmx cnocoboB NOHATb, YTO MPOMCXOAMUT Ha cepBepe, B crny4vae
nobbIX aTak Bbl MOXETe Nerko yBuaeTb nobble 4eNCTBUSA, CBA3AHHbIE C BTOPXKEHMEM, U3
hannos xypHanos. Bel MoxeTe BkMounTb BegeHue xypHana MySQL, gobasus crnegyoLyto
nepemMeHHyto B pasgene [mysqld].

log=/var/log/mysq|l.log



6. YcTaHOBUTE COOTBETCTBYHOLLEee pa3peweHne ansa cdannos MySQL.

Y6eaunTtech, 4YTO y Bac yCTaHOBMNEHbI COOTBETCTBYIOLLME pa3peLleHns ansa Bcex hannos
cepBepa MySQL u katanoro gaHHbIX. ®ann letc/my.conf gormkeH ObITb AOCTYNEH AN
3anuncu TonbKo nonb3osatento root. 3To GNoOKMpyeT ApyrMx Nonb3oBaTenen OT U3MEHEHUS
KOHpurypaumm cepepa 6a3sbl AaHHbIX.

# chmod 644 /etc/my.cnf

7. Yoanutb uctopuro o6onoukn MySQL

Bce komaHabl, KoTOpble Bbl BbinonHaeTe B obornovke MySQL, xpaHaTca knmeHTom mysdql B
danne ncrtopumn: ~/.mysql_history. 310 MmoxeT 6bITb ONAacHO, NOCKONbLKY ANS NObIX
co34aBaeMbIX BaMM yYETHbIX 3anucen Bce MMeHa nonb3oBaTtenen n naponu, BBeAEHHbIE B
obornouke, 6yayT 3anucaHbl B hann nctopum.

# cat /dev/null > ~/.mysql_history

8. He 3anyckante komaHabl MySQL 13 komaHaHOM CTPOKM

Kak Bbl yxe 3HaeTe, Bce KOMaHAbl, KOTOpble Bbl BBOAMTE HA TepMuHane, XxpaHatca B danne
NCTOpWM, B 3aBUCMMOCTM OT UCMNONb3yemon BaMmu ob6onoyku (Hanpumep, ~/.bash_history
ansa bash). 3noymMbilWNeHHUK, KOTOPOMY YAaeTcs NoNyyYnTb AOCTYN K 3TOMY dhanny nctopum,
MOXET Nnerko yBnaeTb nobble 3anMcaHHble TaM Naponu.

HactoaTtenbHo He pekomMmeHayeTCcd BBOAUTb Naposnn B KoOMaHAOHoM CTpOKe, NPUMEPHO TakK:

# mysql -u root -ppassword_



aaronkilik@tecmint ~ %5 sudo mysqgl -u root -p=@!#@%5lab

sudo mysgql -u root -p=@sudo mysgl -u root -p=@@%5lab

Reading table information for completion of table and column names
You can turn off this feature to get a gquicker startup with -A

Welcome to the MariaDB moniter. Commands end with ; or \g.

Your MariaDB connection id is 46

Server version: 10.0.31-MariaDB-Bubuntu®.16.04.2 Ubuntu 16.04

Copyright (c) 2008, 2017, Oracle, MariaDB Corporation Ab and others.

Type "help;"' or "\h' for help. Type '\c' to clear the current input statement.

MariaDB [mysql]> §

Koraga Bbl npoBepuTe nocnegHun pasgen ganna nctopum KomaHa, Bbl YBUANTE BBEAEHHbIV
BblLLIE NAPOSb.

# history

2037 sudo mysql -u root -p
2038 sudo mysgl -u root -p=@sudo mysql -u root -p=@@%5lab

2039 history
aaronkilik@tecmint ~ 5 B

PekomeHayembin cnocob nogkntoveHns MySQL:

# mysql -u root -p
Enter password:

9. OnpegenuTte nonb3oBartenen 6a3bl AAHHbLIX NPUNOXEHUA

[ns kaxxgoro NnpunoXxeHusi, padboTaroLero Ha cepBepe, NpegocTaBbTe AOCTYN TOMbKO
Nonb30BaTerto, KOTOPbIN OTBeYaeT 3a 6a3y AaHHbIX ANs1 AaHHOro NpUoXxeHusi. Hanpumep,
ecnu y Bac ectb cant WordPress, co3gante onpeaeneHHoro nonb3osartens ans 6asbl
OaHHbIx carita WordPress crneaytowum obpasom.

# mysql -u root -p

MariaDB [(none)]> CREATE DATABASE wordpress_db;

MariaDB [(none)]> CREATE USER 'wordpress'@'localhost' IDENTIFIED BY
'‘wordpress@dmin%!2';



MariaDB [(none)]> GRANT ALL PRIVILEGES ON wordpress_db.* TO
‘wordpress'@'localhost’;

MariaDB [(none)]> FLUSH PRIVILEGES;

MariaDB [(none)]> exit

1 He 3abbliBaitTe Bceraa yaansaTb y4eTHble 3anvcuy nonb3oBaTenein, kKotTopble Gorblue He
ynNpaBnsaoT Kakon-nmbo 6as3oi aHHbIX NPUITOXKEHWUIA Ha cepBepe.

10. Ucnonb3yinTe gononHUTeNbHbIe NNarnHbl 6€30NacHOCTU N GUBNNOTEKKU

MySQL BkntoyaeT B cebst pag nogknovaeMblx Mogynen 6esonacHocTn ons:
ayTeHTMdUKaLMM NONbITOK KNMEHTOB NoAKNounTbLCS K cepBepy MySQL, npoBepku napons u
3aLWNTbl XpaHUNULa Ansa KoHpmaeHUManbHOM nHopMaLnm, KOTopble BCe AOCTYMNHbI B
OecnnartHom BepCuMn.

Bbl MoXeTe HalnTh bonblue 3aech:
https://dev.mysqgl.com/doc/refman/5.7/en/security-plugins.html

11. PerynsipHo meHsinTe naponu MySQL

OTO pacnpoCcTpaHEeHHbIN COBET Mo 6e3onacHoCcTy nHdopmMauun / NPUNOXeHUN / CUCTEMBbI.
Kak yacTo Bbl Byaete 310 genatb, OyaeT NONHOCTLIO 3aBMCETb OT BaLLEeW BHYTPEHHEMN
nonuTukn 6esonacHocTn. OgHaKo 3TO MOXET NOMeLaTh LWMMOHAaMY, KOTOpble MOMN
OTCrneXxuBaTb Bally akTUBHOCTb B TEYEHME ANUTENBHOIO Nepuoaa BpeMeHu, nony4ynTb
JOCTYynN K BaweMy cepBepy mysql.

MariaDB [(none)]> USE mysql;

MariaDB [(none)]> UPDATE user SET password=PASSWORD('YourPasswordHere")
WHERE User="root' AND Host = 'localhost';

MariaDB [(none)]> FLUSH PRIVILEGES;

12. O6HoBnsAnTe MySQL Server perynsipHo

HacToatenbHO pekomeHayeTcsi perynsipHo OOHOBMNATL NakeTbl mysql / mariadb, 4To6bl GbITh
B Kypce 0BHOBneHu 6e30nacHOCTH 1 UCnpaBneHnin owmnboK N3 peno3nTopus



npounssoauTens. OBbIMHO NaKeTbl B CTaHAAPTHBIX PENO3UTOPUAX ONepaLUOHHOR CUCTEMBI
ycTapenu.

# yum update
# apt update

Mocne BHeceHus ntobbix nameHeHun B cepeep mysql/mariadb Bcerga nepesanyckante
cnyx6y.

# systemctl restart mariadb #RHEL/CentOS
# systemctl restart mysql #Debian/Ubuntu

Cnacunbo 3a yaeneHHoe BpeMsi Ha NpovTeHne cratbu!
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