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1.0 Introduction

My manual will focus on Windows Server 2012, this is an operating system that supports
enterprise level management, communication, data storage and much more. This server will be
“promoted” into Domain Controller (DC), a computer that will centrally manage the network and
provide many services as user account logons, sharing resources, authentication, and other
important services this will allow for Active Directory to be installed. In addition, this will run on a
virtual machine, basically a program that is an emulation to that of a real physical computer, but
will act as a seperate computer than the host computer.

1.1 Purpose

The purpose of this manual that shows how to promote Windows Server 2012 to obtain Active
Directory, and show step by step easily for our readers to help them and understand what is
being done. In addition, this can be used to assist someone with no knowledge and this can
expose them to learn new terms or new skKills.

1.2 Intended Audience

This is intended for anyone that has no knowledge on Windows Server 2012 or Domain
Controller but, is expected to know how to work with a computer. Furthermore, this is for anyone
who wants to learn more about Windows Server 2012 and how to manage it.

1.3 Scope

Setting up a virtual machine to run Windows Server 2012 with the correct configurations to be
able to promote Windows Server 2012 as if they would in a real physical environment.

1.4 Organization Description

The introduction will basically give you an idea of what the manual is about, followed by other
sections from here and out. Following each step will give you information for you to be ready to
understand the directions section.

1.5 Motivation

My motivation for this manual is to teach what | learned in class about the promoting Windows
Server 2012, in a much easier step by step format. Furthermore, to give a lot of valuable
information to make the reader grasp as much about this topic.



1.6 Disclaimers

Make sure to read before taking action this might damage your virtual machine. (Though virtual
machine is intended for practical use)



2.0 List of the Materials Needed

2.1 lllustration of Materials Needed to Follow Guide

_ WinSrv2012_64.1S
« 10"

2.2 Brief Description of the Materials or Tools

Virtual Machine (VirtualBox 6.0.14)

ISO Image Windows Server 2012 or r2 (64-bit)
(Links to get these will be provided in the References List)

2.3 Table with Description of Materials or Tools

Virtual Machine (VirtualBox 6.0.14)

Acts as a computer this will run an operating
system to simulate it like in a physical
computer would.

ISO Image Windows Server 2012 or r2

This ISO image basically archive files that
contain data on disc, cd or dvd that have
Windows Server 2012.




3.0 Directions

3.1 Downloading Virtual Box & ISO image
3.1.1 Go to Website for VirtualBox 6.0.14

\' 4 Downloads - Oracle VM Virtus X \ +

@& virtualbox.org/wiki/Downloads ) 0O

search,
Login  Preferences

Download VirtualBox

Here you will find links to VirtualBox binaries and its source code.

About VirtualBox binaries
Screenshats By downloading, you agree to the terms and conditions of the respective license.
Downloads If you're looking for the latest VirtualBox 5.2 packages, see VirtualBox 5.2 builds. Please also use version 5.2 if you still need support for 32-bit hosts, as this has been discontinued in 6.0. Version 5.2
Documentation will remain supperted until July 2020.
End-user docs VirtualBox 6.0.14 platform packages

Technical docs
*  Windows hosts

Contribute * 0S5 X hosts
« Linux distributions
* > Solaris hosts

Community

The binaries are released under the terms of the GPL version 2.

See the changelog for what has changed.

You might want to compare the checksums to verify the integrity of downloaded packages. The SHA256 checksums should be favored as the MDS algorithm must be treated as insecure!
« SHA256 checksums, MDS checksums

Note: After upgrading VirtualBox It is recommended to upgrade the guest additions as well.

We start by going to VirtualBox website to download the virtual machine, on the left side click
the Downloads Tab. (Links will be provided in the References List)

3.1.2 Download VirtualBox 6.0.14

VirtualBox 6.0.14 platform packages

= Windows hosts

=05 X hosts

« Linux distributions
« C=:Solaris hosts

You have to select one of the following Windows hosts (in yellow) if you are using a Windows,
HP, Dell computer or OS X hosts (in green) if you are using a Mac computer, and it will
download VirtualBox 6.0.14 for you to open and install onto your computer.



3.1.3

Go to Microsoft to Download ISO Image

2% Microsoft Evaluation Center x|+

& microsoft.com/en-us/evalcenter

indows-server-2012-r2

Breaking news from around the world
,/ msn + b» Bing

Getthe Bing + MSN extension

B® Microsoft  Microsoft365  Azure  Office 365

Evaluation Center

Accelerate time to insight with
‘Azure Synapse Analytics
December 10, 2019

Analytics in Azure virtual event! Learn how to
simplify data lake and data warehousing solutions
with Azure Synapse Analytics, a limitless analytics
service built to ingest, prep, manage, and serve data,
with unmatched time to insight.

Dynamics 365 SQL  Windows 10

Products ~ Explore Try Learn

 Microsoft 365

Make your
organization secure

Upgrade now >

Provide better protection for your business as
Windows 7 and Office 2010 reach end of support

starting January 14, 2020. Shift to a modern desktop.

Windows Senver Fvaliiatinng

Na thanks

All Microsoft Search O Cat @ Signin

e

e

N
(2)
AN

Azure Arc:

anywhere—on-premises, cloud, and the edge.

You will have to go to the Microsoft website to download the ISO image of Windows Server
2012. (Links will be provided in the References List)

3.1.4

Download ISO Image Windows Server 2012 or r2

® = ® | 5% Try Windows Server 2012 | Mic X | +

& microsoft.com/en-us/evalcenter/evaluate-windows-server-2012

Evaluations | Unlimited

# Windows Server 2016 Essentials

Evaluations

(# Windows Server 2012 R2

Evaluations | 180 days

(# Windows Server 2012 R2 Essentials

Evaluations | 180 days

® Microsoft Hyper-V Server 2012 R2

Evaluations | Unlimited

(= Windows Server 2012

Evaluations | 180 days

@ Start your evaluation

Please select your evaluation file type:

Q50
VHD - Standard
VHD - Datacenter

Description
Explore
Try

Learn

CRCNCRC)



You will select either Windows Server 2012 on the bottom in green or Windows Server 2012 R2
on top in yellow, both ISO images are the same. Windows Server 2012 R2 is an updated
version of the first one, both will show same interface upon promotion process.

3.1.5 Register for Windows Server 2012

® =@ | B 1y windows Server 2012 | Mic X | =+
& microsoft.com/en-us/evalcenter/evaluate-windows-server-2012 g (b

O i vt @

(5 start your evaluation
Please complete the form to continue
* First name
* Last name
* Company name
* Company size Select one
* Job title Select one
* Work email address
* Work phone number
* Country Select one

* Indicates a required field

Register to get the ISO image of either Windows Server 2012 or Windows Server R2, you will
be guided to the download section to download the ISO image.



3.2 Configure VirtualBox & adding ISO image

3.2.1 Open VirtualBox and click new

{3 Kob =)'
L )
Mew

ettings Start
= General = preview
MName: Centos B
Operating System: Red Hat (64-

bit)

Settings File Location: /Users/admin/
VirtualBox ViMs/
Centos B

|1| System

Base Memory: 1412 MB

Boot Order: Optical, Hard Disk,
Floppy

Acceleration:  VT-xfAMD-V, Nested
Paging, PAE/NX, KVM
Paravirtualization

™| pisplay

Video Memory: 16 MB
Graphics Controller: YVMSVGA
Remote Desktop Server: Disabled
Recording: Disabled

Storage

Open up VirtualBox then click New on the top left hand corner to create a new session.



3.2.2 Create a new VM (Virtual Machine)

Name and operating system

=
ooz

Please choose a descriptive name and destination folder for the new

]
=
=
(=

i

Version: Windows 2012 (64-bit)

[ca[g
'-z'n virtual machine and select the type of operating system you intend to
install on it. The name you choose will be used throughout VirtualBox
to identify this machine.
[calg
Wy .
: Mame: Windows Server 2012 ¥m
E’ Machine Folder: [ fUsers/admin/VirtualBox VMs w
20
— Type: Microsoft Windows o %';!‘
By
-

Expert Mode Go Back Continue Cancel

Grapnics vontroner: VMSVEA

Name it Windows Server 2012 so you can recognize it easily, Type you pick Microsoft Windows
and Version Windows 2012 (64-bit).

3.2.3 Configure Memory Size

Memory size

Select the amount of memory (RAM) in megabytes to be allocated to
the virtual machine.

The recommended memory size is 2048 MEBE.

2048 . MB

4 MB 4096 ME

Go Back Continue Cancel




Usually you put what is recommended to avoid disruptions and continue.

3.2.4 Configure Hard Disk

Hard disk

If you wish yvou can add a virtual hard disk to the new machine. You
can either create a new hard disk file or select one from the list or
from another location using the folder icon.

If you need a more complex storage set-up you can skip this step and
make the changes to the machine settings once the machine is
created.

The recommended size of the hard disk is 50.00 GB.

L4

Ws2012.vdi (Normal, 13.61 GB)

Go Back Create Cancel

By default “Create a virtual hard disk now” will be selected and click “Create” if not select go
select it.



3.2.5 Storage on physical hard disk

Storage on physical hard disk

Please choose whether the new virtual hard disk file should grow as it is
used (dynamically allocated) or if it should be created at its maximum size

(fixed size).

A dynamically allocated hard disk file will only use space on your physical
hard disk as it fills up (up to a maximum fixed size), although it will not

shrink again automatically when space on it is freed.

A fixed size hard disk file may take longer to create on some systems but

is often faster to use.

+ Dynamically allocated

Fixed size

Choose “Dynamically allocated” and click Continue.

Go Back

Continue

Cancel



3.2.6 File location and size

File location and size

Please type the name of the new virtual hard disk file into the box below or
click on the folder icon to select a different folder to create the file in.

Windows Server 2012 ¥m a

Select the size of the virtual hard disk in megabytes. This size is the limit
on the amount of file data that a virtual machine will be able to store on the

hard disk.

35.00 GB

4.00 MB 2.00TE

Go Back Cancel

Usually leave what is recommend and click Create.



3.2.7 New VM Created

12 i i =,

New Settings Start

L7 ] Windows 2K12 =| General ™| preview

(e (@) powered Off Name: Windows Server

2012 Vm
(L] Windows Client Operating System: Windows 2012
(Y © Powered Off (64-bit) Windows Server 2012

Settings File Location: /Users/admin/

T o Vindous Ser i

IR
e (i) Powered OFff 2012 Vi

=M Centos 8
b @ powered Off [=] system

Bise Memory: 2048 MB
Bhot Order: Floppy, Optical, Hard Disk
Alceleration: VT-x/AMD-V, Nested Paging, Hyper-V Paravirtualization

4 Windows Serv... 0=
)
@ Powered Off (=

¥ pisplay

Video Memory: 128 MB
Graphics Controller: VBoxSVGA
Remote Desktop Server: Disabled
Recording: Disabled

Your new VM is created as shown.



3.2.8 Add ISO image

. v
Discard Start

IR e

= .
E [ | Windows 2K12

5% © Powered Off E @ [] D] ﬂ @ . =]

=L | Windows Client General  System  Display| Storage udio  Metwork  Ports  Shared Folders  User Interface
&) @ powered Off

Storage Devices Attributes
El,'. WwWs2012
i8] @ Powered Off & Controller: SATA Optical Drive: | SATA Port1 ®
Windows Server 2012 Vm.vdi 3
[s4] Centos 8 Live CD/DVD
> | =
@ Powered Off I 0 Empty I Hot-pluggable
Ell;! Windows Serv... - Information
it @ powered Off = Type: --
Size: --
Location:  --

Attached to:  --

Cancel oK

Click on the newly created VM, then click on Settings on top, click Storage tab, and click on an
empty disc image, lastly go to the right disc icon to add ISO Image. By doing this we will put in
the ISO image on VM to let us run Windows Server 2012.



3.2.9 Adding ISO image

Locate the Windows Server 2012 ISO image select it and open.

O || €| > |52 |= [OO|| ==~ | M@ Desktop o il & G,
Favaritas Mame ~  Date Modified Size
E) Recents 100-101-ccna-inter...-icnd1_img_093.jpg  Oct 4, 2019 at 8:02 PM 8l
» [ Ch1 Sep 21, 2019 at B:47 AM
iCloud Drive
o = download.jpg Apr 18, 2019 at 9:14 PM
2 Applications » [ Review Apr 23, 2019 at 9:41 AM
[&] Desktop » BB Tech W Today at 7:18 PM
|3 & Windows 10.iso Feb 17, 2019 at 3:35 PM 418
Documents WinSrv2012_64.1S0 Oct 5, 2016 at 11:24 PM 3.6¢
0 Downloads
Tags
@ Red
@ Orange
Yellow
@ Green
® Biue S
| All virtual optical disk files (*dmg... /|
| New Folder | | Cancel |



3.3 Installing Windows Server 2012
3.3.1

BEE} Tools

%"! Windows 2K12
(it] @ powered Off

[ ] Windows Client
(41 @ powered Off

B ws2012
(it) @ powered Off

B Centos 8
b= © Powered Off

Start VM

L 2

v
New Settings Show

Windows Setup

[=l | Windows Serv...
""7' % Running

(o
=
==

am Windows Server2012

install: |English (United States) hd
Time and currency B English (United States) =

Enter your language and other preferences and click "N to continue.

n. All ights reserved.

BoEads EHil{e® et

Start the VM to install Windows Server 2012 then click next.



3.3.2 GUI & Space

Select the operating system you want to install Where do you want to install Windows?

Operating system Architecture | Date modified

Windows Server 2012 Standard (Server with a GUI) 7/26/. - Drive 0 Unallocated Space 21.0GB

Winduwa Suver 2002 Dutueanion (aurra Surc instuniuiivng

Windows Server 2012 Datacenter (Server with a GUI)

Description:
This option (recommended) reduces management and servicing by installing enly what is needed
to run most server roles and applications. It does not include a GUI, but you can fully manage the
server lacally or remately with Windows PowerShell or other tools. You can switch to a different 43 Refresh Drive options (advanced)
installation option later. Sec "Windows Server Installation Options.”
£ Load driver

Installing Windows

Your computer will restart several times. This might take a while.

Copying Windows files
Getting files ready for installation (1%)
Installing features

Installing updates

Finishing up

|nstalling Windows

Select Windows Server 2012 Standard (Server with GUI) click next, then Click Drive 0
Unallocated Space and click next then wait for it to officially install.



3.3.3 Input password

The Virtual Machine reports that the guest OS supports mouse pointer integration. This means that you do not need to capture the mouse pointer to be able to use it in your guest @ S

Settings

Type a password for the built-in administrator account that you can use to sign in to this computer.
User name

Reenter password

Type in a safe password, click Finish and remember that password.



3.4 Configure Windows Server 2012
3.4.1 Go Control Panel

Recycle Bin

- °
Administrator g

Control Panel

B ¥ &

Administrative
Tadls

AN

Computsr Task Manager

= e

Windows Server 2012 Standard

On the bottom left hand corner you will see Start click it, then click on Control Panel there you
would see Network and Internet and click it.

3.4.2 Change Settings

@ Ty — - o Em i Network and Sharing Center
06 - 18 : = s 3l (G « ¢ [ « Networkand Intemet » Network and Sharing Center v_& ] [ search Control Pane
View your basic network information and set up connections
1Pa Control Panel Home J
5 " i . . View your active netwarks
netw ® Change adapter settings @
- -l F. 2 L]
Change advanced sharing Network Accesstype:  Internet
‘;I' Internet Options settings Public network Connections: [ Ethernet
¥=| Change your homepage | Manage browser add-ons | Delete browsing history and cookies
Change your n
G Setupa ection or network
vd Region =" Setup a broadband, dial-up, or VPN connection; or set up a router or access point

=] Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting information.

Next, click on Network and Sharing Center, after that on the left side you will see Change
adapter settings click it.



3.4.3 Input IP Address

L' INETWOIK and >naring Lenter LY INETWOTK ana Snaring Lenter 1= =

A& Network Connections E Network Connections =10 %

4 | i < Network and Intemet + Network Connections » v c,\ [ search Network T \ & <« Network and Intemet » Network Connections v c,\ [ search Network Connections P |

Organize ~ Organize ~  Disable this network device  Diagnose this connection  Rename this connection 3 =~ e
". Ethernet * T ". Ethernet ] Ethernet Properties \L‘

TS Network > Network

@ Intel(R) PRO/1000 MT Desktop Ad... @7 Intel(R) PRO/1000 MT Desk| | | Networking

L .
4 Internet Protocol Version 4 (TCP/IPv4) Properties \;_ |

General

You can get IP settings assigned automatically if your network supports
1 this capability. Otherwise, you need to ask your network administrator

N 2n D drare autmaticgly

#®) Use the folowing [P address: @

® pacoress:  ® ® 192.168. 0 . 1
Subnet mask: 255,255,255, 0

Obtain DNS server address automaticaly

(@ Use the following DNS server addresses:
Preferred DNS server: 192 .168 . 0 1
Aterte ONS server . ]

[ validate settings upon exit

Titem  1item selected

On Ethernet you would right click to select Properties, then scroll down to click on Internet
Protocol Version 4 (TCP/IPv4). You want to set up a static IP to this computer which will become
DC to be able to reliably be discovered across the network. Click on subnet mask it will
automatically input subnet mask and input same IP address on the section Preferred DNS
server.

3.4.4 Rename Computer Name

Computer

CO npurer

System System

1 [/ » Control Panel » System snd Security » System bnel » System and Security b System v & [ scarch Control Panel

Control Panel Home . i infarn: £ o hasic i inn ahnut unnr camnuter
Svstem Pronerties 28

System Properties
Computer Name/Domain Changes n

& Remote settings Computer Name | Handware | Advanced | Remate |
Server2012 You can change the name and the memberstip of this b Server2012

computer. Changes might affect access to network resources,

& Device Manager

) Advanced system settings
® ” 9 (G Windons uses the folowing irfomation todentfy your computer
=  onthe network.

Compuer name
For example: 115 Production Server” or
"Accourting Server" ROOTDC
Full computer name: WIN-BBQV4ASVNMI4 Full computer rame:
Workgroup: WORKGROUP ROOTDC

ay
To rename this computer or change ts domain or

rkgroup. click Change.
workgroup, click Change. DNS Suffix and NetBIOS Computer Name ) Change settings

play

'Change settings

Primary DNS suffx of this computer:
‘ Misfts.org

Change primary DNS suffix when domain membership changes

NetBIOS computer name

ROOTDC

‘This name is used for interoperability with clder computers and services.

See also

Action Center

Uindows Update |

Open up System on the search icon, right click to open System Properties then click Change in
order to put a Computer name this will allow you to choose a specific name for what you want to
name the DC. Then you will click on More this will allow you to put a NetBIOS Computer Name
meaning the a domain name like .com, .org or .net to easily recognize you DC based on



Computer name and you domain name. For example, Computer Name is ROOTDC and the
NetBIOS is Misfits.org so together will be ROOTDC.Mitfits.org.

3.4.5 Restart your VM

| 3 L= Computer - O] X
. L System =B
T [1B » Control Panel » System and Security » System [¥] C..| | Search Control Panel J

Control Panel Home . .. .
View basic information about your computer

IEQI Device Manager Windows edition

@ Remote settings )
ﬂ” J Microsoft Windows - .
© Advanced system setting NVindows Server201

You must restart your computer to apply these

changes

Before restarting, save any cpen files and close all programs. CPU @ 2.50GHz 2.50 GHz

Restart Now Restart Later £4-based processor
- vailable for this Display

Computer name, domain, and workgroup settings

Computer name: WIN-BBOVASYVMMIA (will change to ROOTDC '&'Change setting:
after restarting this computer)
Full computer name: WIN-BBOVASVNMI4Misfits.org

Computer description:

Workgroup: WORKGROUP

Once you click ok, a pop up window will show up click Restart to apply the changes you did.



3.5 Promoting Windows Server 2012
3.5.1 Log in

@ Administrator

Password

ER Windows Server2012

After restarting you will log in.



3.5.2

e

Server Manager

Server Manager

Server Manager * Dashboard

IE Dashboard

WELCOME TO SERVER MANAGER

d Roles and Features

Remove Roles and Features

= Zadmin2 ~

Add Roles and Features Wizard (= [el]

Add Servers

Create Server Group

Server Manager Properties

Before you begin

Before You Begin

DESTINATION SERVER
ROOTDC Misfits.org

This wizard helps you install roles, role services, or features. You determine which roles, rale services, or
features to install based on the computing needs of your crganization, such as sharing documents, or
hosting a website.

To remaove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[] Skip this page by default

< Previous Mext > Install Cancel

Hide

Upon logging in Server Manager will open automatically, you will click on Manage next to the
yellow arrow, click on Add Roles and Feature this will us to begin the few steps to promote the

machine. Once that is clicked you will have a wizard pop out as shown, and click next.



3.5.3 Install type & Destination

Select installation type e Select destination server RSOl e

C Misfits.org TOCMisfits.org

Before ou Begin Select the installation type. You can install roles and features on a running physical computer or virtual

Before You Begin Selecta server or a virtual hard disk on which to install roles and features.
machine, or on an offline virtual hard disk (VHD).

Installation Type @ Select a server from the server pool

(® Role-based or feature-based installation ) Select a virtual hard disk

Configure a single server by adding roles, role services, and features.

Server Selection

Server Roles Server Pool
© Remote Desktop Services installation Features
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based Fittr: |
or session-based desktop deployment.
Name P Address Operating System

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

iTI > Install Cancel ’7 < Previou

| | [ mstan | [ cancel

When you click next you will see “Select installation type”, click next again, you will see “Select
destination server”. Under Server Pool you will see the name of the computer name followed by
NetBIOS name highlighted, click next.

3.5.4 Adding Roles

Wl

Add Roles and Features Wizard = =] 2=

Select server roles

Gelectoneiomarole=tain=allionithelelectodieer Add features that are required for Active Directory

Roles Domain Services?

You cannot install Active Directory Domain Services unless the
following role services or features are also installed.

[Tools] Group Policy Management

ve Directory Lightweight Directory Services 4 Remote Server Administration Tools
ve Directo ghts Management Services 4 Role Administration Tools
Application Server 4 AD DS and AD LDS Tools

DHCP Server

DINS Server

Active Directory module for Windows PowerShell
4 AD DS Toaols
Fax Server [Tocls] Active Directory Administrative Center

[Tocls] AD DS Snap-Ins and Command-Line Tools

d Storage Services (Installed)
Hyper-V

Network Policy and Access Services

. ~ Include management tools (if ap|
Print and Document Services

Remote Access

OooOo0OmOoO0Ooogod

Remote Desktop Services

< Previous ‘ Install || Cancel |




You will see a list of Roles, you will pick as shown in red, “Active Directory Domain Services” a
pop up window will show features for additional features to add. Click Add Feature this will allow
useful features to be enabled such Windows PowerShell, once that is done click next.

3.5.5 Features & Active Domain Domain Services

DESTINATION SERVER DESTINATION SERVER

Select features P Active Directory Domain Services ROOTOC Mt o

Select one or more features to install on the selected server, Active Directory Domain Services (4D DS) stores information about users, computers, and other devices

Before You on the network. AD DS helps administrators securely manage this information and facilitates resource

Features. Description sharing and collaboration between users. AD DS is also required for directory-enabled applications
such as Microsoft Exchange Server and for other Windows Server technologies such as Group Policy.
~]  NET Framework 3.5 combines the
» [ DB Lot power of the .NET Framework 2.0 T
) ET Framework nstalled) APIs with new technologies for 5 .
# [ Background Intelligent Transfer Service (BITS) — building applications that offer * To help ensure that users can still log on to the network in the case of a server outage, install a

appealing user interfaces, protect
your customers' personal identity

[ BitLocker Drive Encryption minimum of two domain controllers for a domain.

Confrmation [ BitLocker Network Unlock bl it * AD DS requires a DNS server to be installed on the network. If you do not have a DNS server
L Enan e " installed, you will be prompted to install the DNS Server role on this machine.
[ BranchCache secure communication, and provide
01 Clientfor NFs the ability to madel a range of * Installing AD DS will also install the DFS Namespaces, DFS Replication, and File Replication services
0] Data Center Brg business processes. which are required by AD DS,
ata Center Bridging
[ Enhanced Storage
O Failover Clustering
Group Policy Management
O Ink and Handwriting Services
[ Intemet Printing Client
[ 1P Address Management (IPAM) Server
e v
< [0 > Learn more about AD DS

B

You see “Select feature” window no additional features will be added click next, then you see
“Active Directory Domain Services” window click next.



3.56 Install

DESTIMATION SERVER

Confirm installation selections et

Before You Begin To install the following roles, role services, or features on selected server, click Install.

Installation Type [ Restart the destination server automatically if required

Server Selection Optional features (such as administration tools) might be displayed on this page because they have
| been selected automatically. If you do not want to install these optional features, click Previous to clear
(=]

Serversoles their check boxes.

Features

AD DS Active Directory Domain Services
Group Policy Management
Remaote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools

Export configuration settings
Specify an alternate source path

You will see “Confirm installation selections” window click install on the bottom right corner.



3.5.7 Promote Server

DESTINATION SERVER

Installation progress ROGTOC Misfts.rg

View installation progress

o Feature installation
. _______________________________________________________________|
Configuration required. Installation succeeded on ROOTDC.Misfits.org.
Active Directory Domain Services
i . jne a domain controller,

Promote this server to a domain controller

Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools

You can close this wizard without interrupting running tasks. View task progress or open this
= page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

| < Previous | | MNext = | | Close | | Cancel |

Once finish going through the “Add Roles and Feature Wizard” you are ready to click Promote
this server to domain controller highlighted in red.



3.5.8 ADDS Wizard

- . TARGET SERVER
Deployment Configuration ROOTDC Misfits.org

ent Configuration )
= Select the deployment operation

Domain Controller Options

] ) Add a domain controller to an existing domain
DNS Options ildeiia an existing forest

Additional Options ® Add a new forest

Paths - — . . .
Specify the domain information for this operation

Review Cptions
o Roct domain name: Mitfits.org
Prereguisites Chack

More about deployment configurations

| < Previous | Install || Cancel |

You will add a new forest since this VM new and we have no existing forest or domain. You will
type in your root domain name which is the same as NetBIOS on the upper right hand corner
when finished click next.



3.5.9

Password

Domain Controller Options

Deployment Configuration

Domain Controller Options

DMNS Options
Additional Optiens
Paths
Review Cptions

Prereguisites Check

Input a password and click next.

3.5.10 Additional options

TARGET SERVER
ROQTDC.Misfits.org
Select functional level of the new forest and root domain
Forest functional level: | Windows Server 2012 | - |
Domain functional level: | Windows Server 2012 | - |
Specify domain contreller capabilities
Domain Mame System (DNS) server
Global Catalog (GC)
[] Read only domain controller (RODC)
Type the Directory Services Restore Mode (DSRM) password
Password: ssssssens
Confirm password: sssssssns
Maore about domain controller options
< Previous Mext = | | Install | | Cancel
TARGET SERVER TARGET SERVER

DNS Options

ROOTDC Misfits.org

‘ A A delegation for this DNS server cannot be created because the authoritative parent zone cannot be found... Show more X ‘

Additional Options

ROOTDC Misfits.org

Deployment Configuration

Specify DNS delegation options

Deployment Configuration B B
Verify the NetBIOS name assigned to the domain and change it if necessary

Domain Controller Options

Domain Controller Options The NetBIOS domain name: MITFITS
[ Create DNS delegation DNS Opticns
Additio
Paths
Paths
Review Cptions
Review Options -
Prerequisites Check
Prerequisites Check
More about DNS delegation
More about additional options
<previoud| [ Net> | || instan | [ Cancel | —l
1 [<Previous §[ Next> || | mstal | [ Cancel

“DNS Options” window appear click next, and click next for “Additional Options” window.



3.5.11 Review

IP h TARGET SERVER
| Paths ROOTDC.Misfits.org

Deployment Configuration . i )
Specify the location of the AD DS database, log files, and SYSVOL

Domain Centroller Options

Database folder: CA\Windows\NTDS E
DN5 Options .
_ Log files folder: C\Windows\NTDS -]
| Additional Cpti
tona Lptons SYSVOL folder: C\Windows\SYSVOL -]
, |
o0 ® || Zadmin15 ~
Revi Oot TARGET SERVER
eview Uptions ROOTDC Misfits.org
3  Deployment Configuration |  Review your selections:
T

Domain Controller Cptions .
Create DNS Delegation: No

of DNS Options
Additional Options Database folder: C:\Windows\NTDS
Ist
Paths Lag file folder: C\Windows\NTDS
Review Options .
SYSVOL folder: C\Windows\SYSVOL |
Preraguisitas Chack
ble The DNS Server service will be configured on this computer.
" This computer will be configured to use this DNS server as its preferred DNS server. =
iiC -
The password of the new domain Administrator will be the same as the password of the local
Wi Administrator of this computer.

L4

These both windows will show you folders on what you configured, for both windows click next.



3.5.12 Promote

TARGET SERVER

& All prerequisite checks passed successfully. Click 'Install’ to begin installation. Show maore x

Deployment Configuration . 3 N . N .
Prerequisites need to be validated before Active Directory Domain Services is installed on this
Domain Controller Options | computer

DNs Options Rerun prerequisites check

Additional Options
Paths ~ View results

Review Options ! Windows Server 2012 domain controllers have a default for the security setting named | #
] "Allow cryptagraphy algorithms compatible with Windows NT 4,07 that prevents weaker

Prerequis cryptagraphy algorithms when establishing security channel sessions.

For maore information about this setting, see Knowledge Base article 942564 (http://

go.microsoft.com/fwlink/TLinkld=104751).

A delegation for this DNS server cannot be created because the authoritative parent
zone cannot be found or it does not run Windows DNS server. If you are integrating
with an existing DNS infrastructure, you should manually create a delegation to this
DNS server in the parent zone to ensure reliable name resclution from outside the
domain "Mitfits.org”. Otherwise, no actien is required.

1. If you click Install, the server automatically reboots at the end of the promotion operation.

Meore about prerequisites

| sl || cancel |

You are ready to successfully install when you see the checkbox in green and click install on the
bottom this will restart automatically.



3.6 Open Active Directory
3.6.1 Log in

MITFITS\Administrator
Fassv.-‘ord

You will notice that you domain name added to your username.

3.6.2 Run dialogue

Roles: 3 Server groups: 1 Servers total:
= Run -
1 & DNS
=== Typethe name of a pregram, folder, document, or Internet
rescurce, and Windows will open it for you. @ Manageability
open: [ IEIER D Fents
By This task will be created with administrative privileges. Services
Performance
f .
| oK Cancel | | Browse... | BPA results




You will search for run dialogue box click it and type dsa.msc and click ok.

3.6.3 Active Directory

File Action View Help
LRI TR SR Y

E Active Directory Users and Com|| Mame Type Description

b (] Saved Queries ﬁMi‘tﬁts.org Damain

4 ﬁ Mitfits.org [ Saved Queries Folder to stere your favo..
| Builtin
B Computers
I 2| Domain Controllers
b [ ] ForeignSecurityPrincipals
I [ Managed Service Accou
B[] Users

This will be the end result of your promotion you will be able to manage the network by
providing authenticated user accounts, groups, and OUs by using Active Directory Users and
Computers.



4.0 Troubleshooting
4.01 Wrong Option

- - TARGET SERVER
Deployment Configuration ROOTDC Misfits.org
i t Configuration i
= Select the deployment operation
Domain Controller Cptions . . .
. (O Add a domain controller to an existing domain
BASIOpEons fbidd s ncudamainds an existing forest
Additional Options ® Add a new forest
Paths . — i . i
Specify the domain information for this operation
Review Cptions
- Root domain name: Mitfits.org
Prereguisites Chack
More about deployment configurations
| < Previous | MNext = | | Install | | Cancel |

A common problem is making sure you pick the correct option that can lead to problems.

4.0.3 Wrong Passwords



Administrator

Password

o= Windows Server 2012

Another is making sure what you remember your password for your account.



5.0 Glossary

Domain Controller

A computer that manages a network by
providing services and resources.

Promotion

Server to Domain Controller

Active Directory

A collection of Users, Groups, and OUs

ISO image

A cd or dvd burning of a computer file

Virtual Machine

A program that simulates what a physical
computer does.

Windows Server 2012

An Operating System that supports enterprise
level jobs.

Password

A secret phrase used as a form of
authentication to get into something.
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