
Identifying and Analyzing Network/Host Intrusion Detection System Alerts 

The purpose of this lab is to introduce the concept of network and host monitoring using the 

Security Onion platform. The lab involves setting up Security Onion on a Kali machine and using 

Zenmap to perform an intense scan on multiple networks to identify common ports. In the 

second part of the lab, the command "sudo service nsm status" is used to monitor all networks 

for RealTime Events, and the packet data is analyzed for potential security incidents. A report is 

generated, highlighting potential security issues such as ET SCAN NMAP OS Detection. In the 

third part of the lab, Squert is used to apply filters to analyze traffic from a specific IP address 

(10.1.1.10) to the DVL Server on eth0 interface, enabling security analysts to identify potential 

threats and generate visual reports. 

 

1.​ Define IDS, Host-Based IDS and Network-Based IDS: 

 

IDS stands for Intrusion Detection System. It is a security technology that monitors network or 

system activities for malicious activities or policy violations. IDSs are designed to detect and 

respond to various types of attacks or unauthorized activities in real-time or near real-time. 

 

Host-Based IDS (HIDS) is an IDS that focuses on monitoring and analyzing activities on individual 

hosts or endpoints within a network. It operates by installing software agents or sensors on the 

host systems to monitor and analyze local event logs, system files, and network connections. 

HIDS looks for signs of intrusion or suspicious behavior on a specific host, such as unauthorized 

access attempts, file modifications, or abnormal network traffic patterns. It provides a more 

detailed view of the host's security status and helps in detecting attacks targeting a specific 

system. 

 

Network-Based IDS (NIDS), on the other hand, monitors network traffic and analyzes it for signs 

of malicious activities or policy violations. It operates by capturing and inspecting network 

packets flowing through network devices, such as routers, switches, or dedicated sensors. NIDS 

examines packet headers and payloads, looking for patterns or signatures of known attacks or 

anomalous behavior. It can identify various types of network-based attacks, including network 

scanning, denial-of-service (DoS) attacks, and intrusion attempts targeting specific services or 

protocols. NIDS provides a broader view of the network's security posture and helps in detecting 

attacks targeting multiple hosts or network segments. 

 

 

2.​ What is Security Onion and what is it used for? 

 

Security Onion is a free and open-source platform for network security monitoring and intrusion 

detection. It is a Linux distribution that integrates several security tools and components into a 

unified system. Security Onion provides a complete solution for network security monitoring, log 

management, and analysis. 



 

The primary purpose of Security Onion is to assist in detecting and responding to security 

incidents within a network. It combines various components and tools to provide comprehensive 

network security capabilities. 

 

3.​ Define Sguil and Squert and how they relate to one another: 

 

Sguil and Squert are two components of the Security Onion platform that work together to 

provide enhanced network security monitoring and analysis capabilities. 

 

Sguil is a graphical user interface (GUI) that serves as a central management console for Security 

Onion. It integrates various security tools, including intrusion detection systems (IDS), packet 

capture tools, and log management systems, into a unified interface. Sguil provides a single pane 

of glass for security analysts to monitor and investigate security events in real-time. 

 

Sguil and Squert are complementary components of the Security Onion platform. Sguil serves as 

the central management console for security monitoring and investigation, while Squert 

provides a visual representation and analysis of security events. Together, they enhance the 

capabilities of Security Onion by enabling real-time monitoring, event correlation, investigation, 

collaboration, and visual analysis for network security incidents. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



On page 7, import the snapshot equivalent to Figure 10. Include the list of various hosts that were 

scanned by Zenmap. See the example below: 

 

4.​ Import your snapshot (similar to example above) here: 



 

 

 

 

 

 

 

 

 



On page 9, import the snapshot equivalent to Figure 5. See the example below: 

 

5.​ Import your snapshot (similar to example above) here: 

 

 

 

 

 

 

 

 

 

 

 



On page 11, import the snapshot equivalent to Figure 4. See the example below: 

 

6.​ Import your snapshot (similar to example above) here: 

 

 

 

 

 

 

 



On page 16, import the snapshot equivalent to Figure 9. See the example below: 

 

7.​ Import your snapshot (similar to example above) here: 



 


