NHOPOPMALNOHHAA ITAMATKA
JJISA OBYYAIOIUXCA

C KaxIpIM TOIOM MOJIOZIC)KH B MHTEPHETE CTAHOBHUTHCS OOJIbINE, @ IMIKOJBHUKH OIHU M3 CaMbIX
aKTUBHBIX IOJb30Barenell Pynera. Mexay TeM, MOMUMO OIPOMHOTO KOJIMYECTBA BOZMOXKHOCTEM,
MHTEPHET HEeCeT U MpoOaeMbl. JTa MaMsATKa JI0JDKHA IIOMOYb TeOe 6e3011acHO HaXOUThCS B CETH.
KomnrsrorepHsie BUpycChl

KoMmbploTepHbIii BHpPYC - 3TO Pa3sHOBHJIHOCTb KOMIIBIOTEPHBIX IPOrPAMM, OTIMYUTEIBHOM
OCOOCHHOCTBIO KOTOpPOHl SBISETCA CIOCOOHOCTh K PasMHOXKEHHUIO. B jomonHeHne K 3TOMY,
BUPYCHI MOTYT MOBPEAUTH WM MOJHOCTBIO YHUUTOXHTH BCe (DAiiibl U JaHHBIE, TOJKOHTPOJIbHbIE
MOJIb30BATENI0, OT UMEHHU KOTOPOro OblIa 3amylieHa 3apaXxeHHas porpaMma, a TakKe MOBPeIuTh
WIN JJa)Ke YHUYTOXHTH OIEPALMOHHYIO CHCTEMY CO BceMu (hailamu B 1enoM. B GombmimHcTBE
CJIy4YaeB PaclpoCTPaHSIOTCS BUPYChl UEPE3 UHTEPHET.

Memoowl 3auiumol om 6pe0OHOCHBIX RPOZPAMM:

1. Mcnonb3yil cOBpeMEHHbIE ONEPALMOHHBIE CUCTEMBI, UMEIOLIUE CEPhE3HBbIM YPOBEHB 3allUThHI
OT BPEIOHOCHBIX IIPOTrpamm;

2. [TlocrosHHO ycraHaBiMBail ma4yTH (UMQPOBBIE 3aIIaTKH, KOTOpPHIE AaBTOMATHYECKHU
YCTaHABJIMBAIOTCS C LIENbIO JOPAOOTKU MPOrpaMMbl) U Apyrue OOHOBJIEHUS CBOCH ONepannoHHON
cucrembl. CkaunBail UX TOJBKO ¢ oduumambHOro caita paspaborunka OC. Ecnu cymectByer
PEKUM aBTOMATHYECKOTO OOHOBIICHHSI, BKIIIOUH €T0;

3. Paboraii Ha cBOeM KOMIIbIOTEpE MO IMpaBaMu IOJIL30BATENs, a HE aJMHHHUCTpATopa. JTO HE
MO3BOJIUT OOJBIIMHCTBY BPEIOHOCHBIX MPOrpaMM HMHCTAJUIMPOBATHCS HA TBOEM IMEPCOHAIHHOM
KOMIIBIOTEPE;

4. Wcnone3yil aHTUBHPYCHBIE IPOTrPAMMHBIE NPOMYKTHl M3BECTHBIX IPOU3BOIUTENIEH, C
aBTOMAaTU4YECKUM OOHOBIIEHHEM 0a3;

5. Orpannyb GU3NYECKUN JOCTYI K KOMIIBIOTEPY /ISl IOCTOPOHHUX JIMIL;

6. Ucnonp3yil BHemHHWE HOCUTENW HUHPOpMalMM, Takue Kak ¢remika, nuck wnu Qain u3
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX HCTOYHHUKOB;

7. He oTkphiBaii KOMIbIOTEpHBIE (hAiIbI, MOJYYEHHbIE U3 HEHAJE)KHBIX MCTOYHHUKOB. J[axe Te
(aiiibl, KOTOpBIE MPHUCIIAT TBOM 3HAKOMBIN. JIydIlie yTOUHU Y HETO, OTIIPABIISLI JIK OH TEOE UX.

Ceru WI-FI



Wi-Fi - o170 He BUJ mepenaun NaHHBIX, HE TEXHOJIOTHSI, & BCETO JIMIIL OpeH 1, Mapka. Eme B 1991
romny HHIEpJaHICKas KoMmaHus 3apeructpupoBaia OpeHny "WECA", dro o6o3Hagano
cioBocoueranue "Wireless Fidelity", koTopslii mepeBoauTcs Kak "OecrpoBoHAs TOUHOCTD'".

Jlo Hamiero BpeMeHH JolnIa Apyras abOpeBuarypa, KoTopas SBISETCS TAaKOW K€ TEXHOJOTHEH.
O1o abbOpesuarypa "Wi-Fi". Takoe Ha3zBaHuwe OBIJIO JaHO ¢ HAMEKOM Ha CTaHJApT BBICHICH
3BykoBo# TexHuku Hi-Fi, 4to B mepeBojie 03HauaeT "BbICOKAs TOYHOCTH".

Ha, OecruiaTHeli HMHTEPHET-IOCTYN B Kade, OTENsiX U adporoprax SBISETCS OTIMYHOM
BO3MOXKHOCTBIO BBIXOJ]a B MHTepHET. HO MHOTHE AKCTIepTHI CUUTAIOT, 4TO o01menocTynHbie Wi-Fi
CETH HE SABJSIOTCS 0€30IacHbIMHU.

Cosempul no b6e3onacuocmu pabomsl 8 0ouedocmynnvix cemax Wi-fi:

1. He mepenasaii cBoro nuuHyro uHbopmanuio depe3 obmeaoctynubie Wi-Fi cetu. Paboras B
HUX, )KEJaTeJIbHO HE BBOJUTH MApPOJIM JOCTYIA, JOTMHBI M KAKUE-TO HOMEPA;

2. Hcnonw3yii M OOHOBJSH aHTUBHUPYCHBIE MpOrpaMMbl U OpaHamayep. TeM caMbIM Tbl
oOe3omnacuib cedst OT 3aKauKK BHPYCa HA TBOE YCTPOWUCTBO;

3. Ilpu ucnons3oBanun Wi-Fi otkimroun ¢yskumio "OOmmii noctyn K ¢ainaMm u npuHTepam'.
JlanHasi pyHKIMS 3aKphITa 110 YMOIYAHUIO, OTHAKO HEKOTOPBIE MOJIb30BATENIN AKTUBUPYIOT €€ JUIs
yA00CTBa UCMOIB30BaHMs B paboTe UiH yueoe;

4. He ucnionb3yit myOmmunsid WI-FI 1y mepenaun mUYHBIX NaHHBIX, HAPUMEP ISl BBIXOAA B
COLIMAJIbHBIE CETH WJIH B AJIEKTPOHHYIO TIOYUTY;

5. Hcnonw3yii Tonmpko 3amunieHHoe coeaunenne yepes HTTPS, a we HTTP, t.e. mpu Habope
BeO-aapeca BBoau uMeHHo "https://";

6. B moOomnsHOM Tenedone orkmoun (yHkiuio "lloakmoderne k Wi-Fi aBromarndecku". He
JIOITyCKail aBTOMaTHYECKOro MOJKIIIOUeHUs ycTporcTBa Kk cetsaMm Wi-Fi 6e3 TBoero cornacus.
CounanbHble ceTH

ConmanpHble CEeTH aKTUBHO BXOIAT B Hally >KM3Hb, MHOTHE JIIOAM PAaOOTAIOT U KUBYT Tam
noctossHHO, a B Facebook yke 3apermctpupoBaH MWUIMAp] YeJIOBEK, YTO SBISETCS OIHOM
CelIbMOM BceX KHUTeNeil IutaHeTel. MHOTHME MONb30BaTeNId HE MOHUMAIOT, YTO WH(pOpMaIus,
pasMelIeHHas UMH B COLMAIIBHBIX CETSAX, MOXET OBITh HailleHa M MCIOJIb30BaHa KeM YTOIHO, B
TOM YHCJIe He 0053aTeIbHO C OJIaruMi HAMEPEHUSIMH.

OcHognbvle cosembl no 0€30NACHOCMU 6 COUUANLHBIX CEMAX:

1. Orpannup cnucok Apy3eil. Y Tebs B Jpy3bsxX HE JOKHO OBITh CIyYalHBIX U HE3HAKOMBIX

JIIOJICH;



2. 3ammmiail CBOIO YacTHYIO ku3Hb. He ykaswiBail maponu, TeneQoHbl, agpeca, JaTy TBOETO
POXICHUS WM JPYTyI0 JHYHYIO HHGOPMALUIO. 3JIO0YMBIIIICHHUKA MOTYT HCIIONb30BaTh JaKe
MH(GOPMAIMIO O TOM, KaK Thl ¥ TBOM POJUTEINN TUIAHUPYETE MPOBECTU KaHUKYJIBI;

3. 3ammmiail CBOIO pemyTaluio - JIEpXKH €€ B YHUCTOTE W 3ajaBail cebe BOMpoC: XOTen OBl Thl,
9YTOOBl Jpyrue MOJb30BaTEeIM BHUAEIH, YTO Thl 3arpyxkaeub? [lomymaii, mpexnae 4eM 4YTo-TO
OITyOJIMKOBaTh, HAMTUCATh U 3arPy3HTh;

4. Eciu Thl TOBOPHUILB C JIIOABMH, KOTOPBIX HE 3HA€lllb, HE MCIOIb3YyH CBOE peallbHOE UMS U
APYTYIO JIUYHYIO HH(OpMAIUU: UM, MECTO KHUTEIbCTBA, MECTO Y4eObl U IpoUee;

5. Hzberaii pasmemienus ¢ororpaduii B MHTEpHETE, TNe Thl M300pakKeH Ha MECTHOCTH, IO
KOTOPOM MOYKHO OIPEIEIUTh TBOE MECTOIOJIOKEHHE;

6. Ilpu perucrpaniid B COIMATBLHOM CETH HEOOXOJUMO WCIOIL30BaTh CIIOXKHBIC MApOJIH,
cocrosimue 3 OykB U P ¥ ¢ KOTUIESCTBOM 3HAKOB HE MEHEeE §;

7. JAnst coumanbHOM CETH, MOYTHI U JAPYTUX CAaWTOB HEOOXOAWMO HCIOJIb30BaTh Pa3HbIC MAPOIH.
Torna ecnu Tebs B37I0MAIOT, TO 370YMBIIIJICHHUKHU TOJTy4Yar JOCTYH TOJIBKO K OTHOMY MECTY, a He
BO BCE Cpasy.

JJIeKTPOHHbBIE JeHbI' U

DNEeKTpPOHHbIE JEHBIM - 3TO O4YeHb YAOOHBIA CMOCOO IUIaTeXeW, OIHAKO CYIIECTBYIOT
MOILIEHHUKHU, KOTOPBIE XOTAT IMOJIYYUTh 3TH JEHBIH.

ONEKTPOHHBIE JEHBIM MOSBUJIMCh COBCEM HENABHO M HMMEHHO H3-32 3TOI0 BO MHOIHX
roCy/1apCcTBax J0 CHX IOp HE IIPOIMCAHO PO HUX B 3aKOHAX.

B Poccum xe oHu (pyHKIMOHHPYIOT U O HUX YK€ MPOMHUCAHO B 3aKOHE, IJIe UX Pa3AeisaioT Ha
HECKOJIbKO BHMJIOB - QaHOHHMHBIE M HE aHOHUMHbIE. Pa3HMIa B TOM, 4TO aHOHUMHBIE - 3TO T€, B
KOTOpBIX pa3peliaercss MPOBOAUTH oOmepanuu 0e3 HISHTU(PUKAMK TOJb30BaTeNsd, a B
HEaHOHMMHBIX MJCHTU(UKAIMS OTH30BATENs ABISETCS 00s3aTEIbHOM.

Taxoke cnemyer paznuyarh AJIEKTPOHHBbIE (UAaTHBIE ACHBIU (PaBHBI TOCYJAPCTBEHHBIM BAJIIOTAM)
U 2JIEKTPOHHBIE He(praTHbIE ACHBIH (HE PABHBI TOCYIaPCTBEHHBIM BAIIOTaM).

OcnogHble cogempl no 6e30nacHoll padome ¢ INEKMPOHHLIMU OCHLZAMU:

1. TlpuBsoku K cueTy MOOWIBHBIA TenedoH. DTO camblii YIMOOHBIM M OBICTPBIH CIOCOO
BOCCTaHOBUTh JOCTyNn K cueTy. [lpuBsizanublii TenedoH MmoMOXeT, eciau 3alynenib CBOU
IJTATEXKHBIN apoJIb WK 3aiJENIb HA CAUT C HE3HAKOMOIO YCTPOICTRA;

2. Ucnonb3yii ogHopas3oBbie napoiu. [locne nepexona Ha yCHIIEHHYIO aBTOPU3ALIMIO TEOE yKe He

OyZeT yrpoxarh OMacHOCTb KPayKH WM MepexBaTa IIaTeKHOTO Mapois;



3. BriGepu cnoxubiii maponb. IlpectynmHukam Oyaer He MPOCTO yraaarbh CIOXKHBIM Mapoib.
HanexHble maponu - 3TO Mapoiu, KOTOPbIe COIep)KaT HE MEeHee § 3HAKOB M BKIIIOYAIOT B ceOs
CTPOYHBIEC U MPOMUCHBIE OYKBbI, IU(PPBI U HECKOIBKO CUMBOJIOB, TAKME KaK 3HAK JoJuiapa, GyHTa,
BOCKJIMIIATENIbHBIN 3HaK U T.I. Hanpumep, $tROng!;;

4. He BBOIM CBOM JINYHBIE JAHHBIE Ha cailTaX, KOTOPBIM HE JOBEPSECILb.

JJIeKTPOHHAA MOYTA

DONEeKTpOHHAsT TOYTa - 3TO TEXHOJIOTMS W MPEAOCTABISIEMBIE €10 YCIYrd IO NEPECBUIKE U
MOJTYYEHHUIO D3JIEKTPOHHBIX COOOIICHUH, KOTOPBIE PACIpPENeNIOTCS B KOMIIBIOTEPHOW CETH.
OO6BIUHO AIEKTPOHHBIN TOYTOBBIN SITITUK BBITJIIIUT CIEAYIOIUM obpazom:
UMS_TIOJIb30BaTEeII(@KUMS_JIoOMeHa. Takxke KpoMe Iepedayd IMpOCTOrO TEKCTa, HMEeTCs
BO3MOYKHOCTD I€peaBarh (hauibl.

OcHosgnvle cosembl no 0e30nACHOI padome ¢ INeKMPOHHON NOYMOI:

1. Hago BbIOpaTh NpaBWIbHBIA MOYTOBBI cepBUC. B HHTEpHETE €CTh OTrPOMHBIN BBHIOOP
OeCIUTaTHBIX MOYTOBBIX CEPBUCOB, OHAKO JyYIlle AOBEPATH TEM, KOTO 3HAEIIb U KTO NEPBHIH B
pEeUTHUHrE;

2. He yxaspBaii B nWuyHOW TodTe JHM4YHYIO WHpopmanmio. Hampumep, mydine BbIOpaTh
"My3bIKaJIbHBIN _(hanat@" wiu "pok2013" Bmecto "Ttemal3";

3. Wcnonp3yil ABYXITalHYI0 aBTOPH3ALMIO. JTO KOIZA MMOMHMMO IapoJisi HY’KHO BBOAMTH KO,
npucbuiaeMslii o SMS;

4. BeiObepu cioHBIN Tapoiib. I KaKI0To MOYTOBOTO SIIIMKA JOJDKEH OBITh CBOW HAJICKHBIH,
YCTOWYUBBIN K B3JIOMY M1apOJIb;

5. Ecmu ecTb BO3MOXHOCTh HAalMCaTh CaMOMY CBOM JIMYHBIA BOIPOC, HWCIONB3YH OTYy
BO3MOKHOCTB;

6. Vcnoap3yil HECKOIBKO MOYTOBBIX AMIMKOB. [lepBbIil JuIsi YaCTHOW MEpENuCKH C aapecaTamu,
KOTOPBIM Thl JIOBEPsi€lIb. JTO AIEKTPOHHBIM aJpec HEe HaJ0 MCIOJb30BaTh IPU PErUCTPALlUU Ha
dbopymax u caiiTax;

7. He oTkpbiBail ¢ailibl ¥ JIpyrue BIOKEHHUS B MHUCbMax, Ja)ke €CIM OHU MPUIUIA OT TBOUX
npy3eit. Jlydine yrouHu y HUX, OTIPABIISUIH I OHHU TeOe ATH (aiiiibl;

8. Ilocne okoHuaHusi pabOTHI HA MOYTOBOM CEpPBUCE MEPE] 3aKPHITUEM BKIAJKU C CAMTOM HE
3a0ynp HakaTh Ha "Beridtn".

Ku0epOy/UIMHT 1N BUPTYaJIbHOE H31€BaTeIbCTBO



KubepOymauar - mnpecienoBaHHe COOOLIEHUSMH, COJCPXKAIIUMU OCKOPOJICHUS, arpeccuio,
3alyrMBaHUE; XYJIWTAHCTBO; COIHMAIbHOE OOWKOTHPOBAaHHME C TOMOIIBIO  Pa3IUYHBIX
HMHTEPHET-CEPBUCOB.

OcHosHble cosemnl no 60pbvde ¢ KubepoOyIIUHZOM:

1. He Gpocaiics B 60#. Jlyummii cioco6: moCcOBeTOBaThCS Kak ceOsi BECTH M, €CJIM HET TOTO, K
KOMY MO)KHO OOpaTHTBCS, TO BHa4ajIe YCIIOKOUTHCA. ECiy Thl HAYHEIIb 0TBEYaTh OCKOPOICHUIMHU
Ha OCKOpOJIEHUS, TO TOJIBKO elle OOJIbIIIe Pa30AOKeTb KOHPIUKT;

2. YmpaBisiii cBoei KuOeppemnyTaiuei;

3. AHOHMMHOCTb B ceTH MHHMas. CyIIeCTBYIOT COCOOBI BBISICHUTH, KTO CTOUT 32 aHOHUMHBIM
aKKayHTOM;

4. He crouT BecTu XynMraHCKuM oOpa3 BUpPTyajJbHOW *HU3HU. VIHTepHET (ukcupyeT Bce TBOU
JCHCTBHS U COXPaHSET MX. YIATUTh UX Oy/lIeT KpailHe 3aTpyIHUTEIHHO;

5. Cobnronait CBOKO BUPTYaJIbHYIO Y€CTh CMOJIOAY;

6. Urnopupyil enuumuHblii HeratuB. OJHOPa30BbIE OCKOPOUTENbHBIE COOOIICHUS JIydIle
urHopupoBatb. OOBIUHO arpeccus MpeKpalaeTcs Ha Ha4yalbHOM CTaInu;

7. ban arpeccopa. B mporpamMmax oOMeHa MTHOBEHHBIMHU COOOIIEHUSMHU, B COIMAIBHBIX CETIX
€CTh BO3MO)KHOCTh OJIOKMPOBKH OTHPABKH COOOIICHUH C ONPEIeIICHHBIX aJpECOB;

8. Ecim Thl cBuzmerens kubepOy/ummHra. TBOM AEHCTBHS: BBICTYNHTH NMPOTHUB IPECIIEAOBATEINS,
MoKa3aTh €My, YTO €ro JACHCTBUS OLIEHWBAIOTCS HETAaTUBHO, MOJAEPKATh JKEPTBY, KOTOPOU HY>KHA
TICHXOJIOTHYECKasi IOMOIIb, COOOIIUTE B3POCIBIM O (paKkTe arpecCUBHOTO MOBEICHHS B CETH.
MoouabHbIi Teaedon

CoBpemeHHbIe cMapT(OHBI U IUIAHIIETHI COAEpPKAT B ceOe BIIOJIHE B3POCIHBIA (DYHKIMOHAN, U
Ternepb OHM MOTYT KOHKYPHpOBAaTh CO CTAallMOHAPHBIMHU KoMIbioTepamu. OJHAKO, CPEaCcTB
3alIUTHI 17151 TOOOHBIX YCTPOUCTB MOKA OYEHb MaJlo. TeCTUpOBaHNE U IOUCK YA3BUMOCTEH B HUX
MPOUCXOAUT HE TakK uHTeHcuBHO, kak ansi IIK, To ke camoe kacaercs W MOOMIJIBHBIX
TIPUJIOKECHU.

CoBpeMeHHble MOOMIIbHBIE Opay3epbl YK€ MPaKTHUYECKH JOTHAJIM HACTOJIbHBIE aHAJIOTH, OJTHAKO
pacmmpenne (GyHKIIOHAIA BJIeYeT 3a COO0H OONBIIYIO CI0KHOCTh U MEHBIITYIO 3aIIUIICHHOCTb.
Jlaieko He Bce TMPOU3BOAMTEIM BBITYCKAIOT OOHOBJICHMS, 3aKPHIBAIOUINE KPUTUYECKUE
YSI3BUMOCTH JUISI CBOUX YCTPONCTB.

OcnogHble cogempl 0ns 6e30NACHOCHU MOOUIbHO20 menepona:

Huuero He sBusercs mo-HacTosAlmeMy OecIUIaTHBIM. bBynb OCTOpoXkeH, Beab Korga Tebe

npeajiararoT OecrutaTHbIH KOHTCHT, B HCM MOTI'YT OBITh CKPBIThI KAKHMEC-TO INIATHBIC YCIIYT'U;



Hymaii, npexnae yem otnpaBuTh SMS, ¢oro unm Buaeo. Thl TOYHO 3HAEIIb, TA€ OHU OyOyT B
KOHEYHOM HTOre?

Heo0xoanmo 0OHOBIIATE ONEPallMOHHYIO CUCTEMY TBOETO cMapT(hOHa;

Vcnionb3yit aHTUBUPYCHBIE TPOrPaMMBbI [ MOOMIIBHBIX TeNIe()OHOB;

He 3arpyxaii npuiokeHuss OT HEM3BECTHOIO MCTOYHHMKA, BEIb OHU MOTYT COJEpP’KaTb
BPEIOHOCHOE MPOrpaMMHOE 00eCIIeUeHHE;

[Tocne Toro xak Thl BBIHJEIIb C caiiTa, Ie BBOAWJ JUYHYIO MH()OPMALKIO, 3aiii1 B HACTPOUKH
Opaysepa u ynanu cookies;

[lepuonuyecku npoBepsiii, Kakue IIaTHbIE YCIYTH aKTUBHPOBAHBI HA TBOEM HOMEPE;

HaBaii cBoii HOMEp MOOWJIBHOTO TeledoHa TOJNBKO JIIOASM, KOTOPBIX THI 3HAellb W KOMY
JIOBEpSieIIb;

Bluetooth momkeH OBITH BBIKIIIOYEH, KOTIAa Thl MM HE TOjb3yemnibcs. He 3a0biBaii mHOTIA
MIPOBEPSITH ITO.

Online urpsi

CoBpeMeHHbIE OHJIAWH-UTPBI - ITO KPACOUYHbIE, 3aXBaThIBAIOIIME Pa3BICUCHUS, 00bEIUHSIONINE
COTHM THICAY YEJOBEK IO BceMy Mupy. Irpoku McciaeayoT JaHHbIM UM MHp, OOIIaloTCs apyT C
JPyTrOM, BBITMOJHSAIOT 3a/laHusi, CPAXKAIOTCSI C MOHCTPAMU U IMOJYYalOT OMbIT. 3a YIOBOJLCTBHE
OHHU TIIATAT: MOKYIAIOT JUCK, OTJIaYMBAIOT A0OHEMEHT WM MPHOOPETAIOT KAKUE-TO OIILIUH.

Bce atu cpeactBa uayT Ha MoOAJEp)KaHUWE M Pa3BUTHE WIPHI, a TaKXkKe Ha camy O€30MacHOCTH:
COBEPIICHCTBYIOTCSI CHCTEMbI aBTOPH3AIlMH, BBIMYCKAIOTCS HOBBIE MaTuu (IM(pPOBBIEC 3ariaTku
JUIS IPOTPaMM ), 3aKPBIBAIOTCS YI3BUMOCTH CEPBEPOB.

B 1nomoOHBIX Wrpax CTOMT OmacarbCsi HE CTOJIBKO CBOMX COIEPHUKOB, CKOJIBKO KPakKd TBOETO
naposisi, Ha KOTOPOM OCHOBaHa CUCTEMa aBTOPU3aLUU OOJIITMHCTBA UTP.

OcHognvle cosembl no 0€30NACHOCHU MB0E20 UZPO6020 AKKAYHIMA:

1. Ecnu apyroif urpok BemeT cedsl IIOXO MM CO3/1aeT Tebe HENMPHUITHOCTH, 3a0JOKUpPYH ero B
CIIMCKE UI'POKOB;

2. Tloxanyiicss agAMUHUCTpPAToOpaM WIPbl Ha IUJIOXO€ IMOBEJIEHUE 3TOI0 WIPOKa, KEJaTelbHO
MPWIOKUTH KAKUE-TO JOKA3aTeIbCTBA B BUJIE CKPHHOB;

3. He yka3bIBail 1nuHyt0 nHGOpMAIHIO B podaiisie Urpsl;

4. YBaxkal Pyrux y4acTHUKOB IO UTPE;

5. He ycTanaBnuBaii HeouIManbHbIe TATYA U MOJIBI;

6. Ucnionb3yii coKHbBIE U Pa3HbIE TAPOJIH;



7. Jlaxxe BO BpeMsl UIPbl HE CTOMT OTKJIKOUaTh aHTUBHUpYC. [Ioka Thl Urpaeup, TBOW KOMIIBIOTED
MOTYT 3apa3HTh.

@OUIIMHT WIH KPaKa JUYHBIX JAHHBIX

OObIYHON Kpaxkel NIeHer W JOKYMEHTOB CEroJHS YK€ HHUKOTO HE YAMBHIIb, HO C Pa3BUTHEM
MHTEPHET-TEXHOJOTHI  3J0YMBIIUICHHUKH TNEPEMECTWINCh B HWHTEPHET, M MPOAOJDKAIOT
3aHUMATHCS "MIOOMMBIM" J1€JIOM.

Tak mosiBHJIaCh HOBasl Yrpo3a: MHTEPHET-MOIIEHHUYECTBA WM (DUILMHT, IJIaBHAS 1€ KOTOPOTO
COCTOUT B TOJyYeHHH KOH(UICHIMAIbHBIX TAHHBIX IOJb30BaTeNell - JIOTMHOB M mapoineil. Ha
aHrmiickoM si3bike phishing uuraercs kak ¢ummnr (ot fishing - peiGHas nosns, password -
apoJib).

OcnogHvle cogemul no Hopvoe ¢ puwiunzom:

1. Caenu 3a cBonM akkayHTOM. Eciin ThI mojo3peBaelib, YTO TBOSI aHKEeTa ObLIa B3JIOMaHa, TO
HEOOXOAMMO 3a0JIOKUPOBATh €€ W COOOIIMTh aJMUHUCTPATOpPaM pecypca 00 3TOM Kak MOXKHO
CKOpee;

2. Vcnionw3yit 6e3omacHbie BeO-CalThl, B TOM YUCIIC, MHTEPHET-MAara3uHOB U MMOUCKOBBIX CUCTEM;
3. Hcnonp3ydi cloXXHBIE ¥ pa3Hble Haposd. TakuMm o00pa3oM, eciau TeOs B3JIOMAlOT, TO
37I0yMBIIIJIEHHUKY TOIYyYaT AOCTYII TOJABKO K OJJHOMY TBOEMY MPO(DUIIIO B CETH, @ HE KO BCEM;

4. Ecmu Te0st B31OMaaM, TO HEOOXOOUMO NPEAYHPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOPBIE
n00aBieHbl y TeOS B JAPY3bsAX, O TOM, YTO TeOS B3JIOMaIM U, BO3MOXKHO, OT TBOErO MMEHH Oy/eT
pacchlIaThCs CriaM M CChUIKHM Ha (DUITMHTOBBIE CAMTHI;

5. YcranoBu HanexHbId mapois (PIN) Ha MoOunbHBIN TenedoH;

6. OTKJTIOUM COXpaHEeHHE TaposIst B Opaysepe;

7. He oTkpbiBail ¢ailibl U JIpyrue BIOKEHHS B MHUCbMax, Ja)ke €CIM OHU MPUIUIM OT TBOUX
npy3eit. Jlydire yrouHu y HUX, OTIPABIISUTHA JIM OHU TeOe 3TH (aiiiibl.

Hudposas penyranus

[MudpoBas pemyramus - 3TO HETaTHWBHAas WU TO3MTHBHAs WHQOpMAIms B CETH O Tebe.
Kommpomerupyromas uHpopmanus, pa3MenieHHas B WHTEPHETE, MOXKET CEpPhE3HbIM 00pa3zoM
OTpa3uThCs Ha TBOEH peanbHOU )u3HU. "llndpoBas pemyramus" - 370 TBOW UMUK, KOTOPBIi
dbopmupyercs U3 nuapopManuu o Tede B MHTEPHETE.

TBoe MecTo KHUTENIbCTBa, y4eObl, TBO€ (DMHAHCOBOE TOJOKEHHE, OCOOEHHOCTH XapakTepa H

pacCKasbl O OJIM3KHX - BCE DTO HAKAIIJIMBACTCH B CETH.



MHorue mnoapoOCTKH JIETKOMBICICHHO OTHOCATCS K NyONMKauuu JU4YHOM wuH(popManuu B
WuTepHeTre, He MOHMMAsE BO3MOXKHBIX MOCHEACTBUM. Thl 1a)ke HE CMOXKEILb JOraJarhCsi O TOM,
yT0 (pororpadus, pa3melieHHas 5 et Ha3al, cTaja MPUUYMHON 0TKa3a MPUHATH TeOs Ha paldoTy.
Kommenrtapuu, pasmerienue tBoux (ororpaduii u qpyrue AeHCTBHS MOTYT HE HCUE3HYTh JIaxke
MOCJIE TOTO, KaK Thl MX yAalulllb. Thl HE 3HACIIb, KTO COXPAHUJ 3Ty HH(OPMAIHIO, ITONaia J1 OHa
B ITOMCKOBBIE CHCTEMBI M COXPAHWJIACH JHM OHA, a TNIABHOE: YTO MOIYyMAIOT O TeOe OKpy Karolue
JIIONIM, KOTOpbIe HAWAYT U YBUIAT 3T0. HaiiTn nHQOpMAaLIMI0O MHOTO JIET CITyCTS CMOXKET JIF000i -
KaKk M3 JOOpbIX MOOYXIEHUH, TaK W C HAMEPEHHWEM NPHUYMHHUTH Bpel. DTO MOXET OBITh KTO
YTOJHO.

OcHosgnvle cosembul no 3augume yuppoeoii penymayuu:

1. TTonymaii, mpexe 4eM uTo-TO MyOJUKOBaTh U MepenaBaTh y ce0st B OJ0re Wi B COLUMAIBHOM
CETH;

2. B mactpoiikax npoduisi yCTaHOBM OrpaHMYEHHUS HA IMPOCMOTP TBOETO MPOPHUISL U €ro
COJIEP>KMMOT0, C/eNIald ero TOJIbKO " apy3ei';

3. He pa3memaii u He ykas3piBaili MH(POpPMAIIMIO, KOTOpask MOXKET KOro-IMOO OCKOPOIATH WU
OOMKaTb.

ABTOpCKOE IPaBo

CoBpeMeHHBIE IIKOJIBHUKHU - aKTUBHBIE MOJIH30BATEIH UPPOBOTo MpocTpancTBa. OTHAKO TAIEeKO
HE BCE 3HAIOT, 4YTO I[IOJIb30BAHUE MHOTHMHU BO3MOXKHOCTSIMH LU(pPOBOro Mupa TpelyeT
cOOMIONeHNS IPaB Ha MHTEJUICKTYAIbHYI0 COOCTBEHHOCTb.

Tepmun  "HHTEJUIEKTyallbHasi COOCTBEHHOCTBH"' OTHOCHTCS K  Pa3lMYHBIM  TBOPEHHIM
YeJI0OBEUECKOr0 yMa, HAYMHAs ¢ HOBBIX M300pETEHUI M 3HAKOB, 0003HAYAIOMINX COOCTBEHHOCTH
Ha TPONYKTHl W YCIyrd, M 3aKaHYMBas KHUramu, ¢ororpadusmu, KuHOPUIBMAMH U
MY3bIKaJIbHBIMH [TPOU3BEICHUSIMMU.

ABTOpCKHE TpaBa - 3TO NpaBa Ha MHTEJUIEKTYaJbHYI0O COOCTBEHHOCTh Ha MPOU3BEACHUS HAYKH,
JUTEpPATypbl U HUCKycCTBAa. ABTOPCKME IpaBa BBICTYNAIOT B KaueCTBE TapaHTUU TOTO, YTO
MHTEIJICKTYaIbHBIN/TBOPUECKHI TPy aBTopa He OyIeT HampacHbIM, JacT €My CHpaBeIJIMBbIC
BO3MOXKHOCTH 3apa0oTaTh Ha pe3ylbTaTax CBOETO TPy, MOJYYHTh W3BECTHOCTh U IMPHU3HAHUE.
Huxkro 6e3 pa3perieHust aBTopa He MOXKET BOCIIPOU3BOAMUTD €T0 MPOU3BEIECHUE, PACTIPOCTPAHSTH,
nyOMMYHO JIEMOHCTPUPOBATh, IPOAABATh, WMIOPTUPOBATh, MYCKaThb B MPOKaT, ITyOIWYHO
HCIIOJHSATb, MOKA3bIBATh/UCHIOIHATH B 3(hupe Ui pasMeniats B luTepuere.

Hcnonp3oBanue "muparckoro’ mporpaMMHOTO 00€CIieueHUsT MOKET IPUBECTH K MHOTUM PHCKaM:

OT MOTEPH JAHHBIX K TBOMM aKKayHTaMm J0 OJIOKHUPOBKH TBOETO YCTPOMCTBA, I7le yCTAaHOBJIEHA



HeseranbHasg nporpamma. He crout Takxke 3a0bIBaTh, UTO CYIIECTBYIOT JIETaIbHbBIC U OECIIaTHbIE
MIPOTPaMMBI, KOTOPbIE MOXXHO HAWTH B CETH.

O nopraJie

CereBnuoK.pd - TBOH INIaBHBIH COBETYHMK B CETH. 37I€Ch Thl MOXKEIIb y3HaTh O OE30MacHOCTH B
CCTH TIIOHATHBIM MW JOCTYIIHBIM S3bIKOM, a IIPpU BO3HHMKHOBCHHU KpPITPI‘iCCKOﬁ CuTyauuu
00paTUTBHCS 32 COBETOM. A TaKkKe NMPHHATH y4acTHE B KOHKYPCax M CTaTb CaMbIM LU(POBBIM

rpakiaHuHOM !



