Bootstrapping using CloudFormation :: Init
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CloudFormation Init Metadata :)

This is a public index.html page, that we will copy to our EC2 Instance through cloudformation

"Resources" : {
"EC2Instance" : {
"Type" : "AWS::EC2::Instance",
"Metadata" : {
"AWS: :CloudFormation::Init" :
"configSets" : {
"InstallAndRun" : [ "configl", "config2" ]
}l
"configl" : {
"packages" : {
“yum" : {
"httpd" : [I]
}
|
"files" : {
"/var/www/html/index.html" : K
"mode" : "000644",
"owner" : "apache",
"group" : "apache",

"source" : "https://s3.amazonaws.com/pcr-docs/index.html"

1,
"config2" : {
"services" : {
"sysvinit" : {
"httpd" : {
"enabled" : "true",
"ensureRunning" : "true",
"packages" : { "yum" : ["httpd"] }

"Properties" : {
}
}!




"Resources" : {
"EC2Instance" : {
ype" : "AWS::EC2::Instance",
"Metadata" : {
h
"Properties" : {
"InstanceType" : { "Ref" : "InstanceType" },
"SecurityGroups" : [ { "Ref" : "InstanceSecurityGroup" } 1,
"KeyName" : { "Ref" : "KeyName" },
"ImageId" : { "Fn::FindInMap" : [ "AWSRegionArch2AMI", { "Ref" : "AWS::Region" },
{ "Fn::FindInMap" : [ "AWSInstanceType2Arch", { "Ref" : "InstanceType" },
"UserData" : { "Fn::Base64"

{ "Fn::Join" : ["", [
"#!/bin/bash -xe\n",
"yum update -y aws-cfn-bootstrap\n",

"# Install the files and packages from the metadata\n",
"/opt/aws/bin/cfn-init -v ",
—stack ", { "Ref" : "AWS::StackName"
——resource EC2Instance ",
——configsets InstallAndRun ",
-—region ", { "Ref" : "AWS::Region" }, '
"# Signal the status from cfn-init\n",
"/opt/aws/bin/cfn-signal -e $? ",
——stack ", { "Ref" : "AWS::StackName" },
——resource EC2Instance ",
--region ", { "Ref" : "AWS::Region" }, "\n"

Note the path of helper scripts /opt/aws/bin
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@ CloudFormation v  Stacks

Create Stack ‘ Al Actions ~ Design template C &
Filter: Active ~ Showing 2 stacks
Stack Name Created Time Status Description
v EC2-cfn-init 2018-08-16 17:02:56 UTC+0550 CREATE_COMPLETE AWS CloudFormation Sample Template EC2InstanceWithSecurityGroupSample: Create an Amazon EC2 ins...
EC2-UserData 2018-08-16 14:30:59 UTC+0550 CREATE_COMPLETE AWS CloudFormation Sample Template EC2InstanceWithSecurityGroupSample: Create an Amazon EC2 ins...
Overview  Outputs  Resources Events Template Parameters Tags Stack Policy = Change Sets  Rollback Triggers _N-Q=]
Key Value Description Export Name
Instanceld i-0d3fb00af289fbcce Instanceld of the newly created EC2 instance
PubliclP 54.91.149.28 Public IP address of the newly created EC2 instance
AZ us-east-1c Availability Zone of the newly created EC2 instance
PublicDNS ec2-54-91-149-28.compute-1.amazonaws.com Public DNSName of the newly created EC2 instance

w
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CloudFormation Init Metadata :) -

Even though our Instance was launched successfully and all the bootstrapping was done, we
still have one issue in our CloudFormation stack and that is Stack reaches to
CREATE_COMPLETE state just after launching the Instance, it doesn’t wait for bootstrapping of
the Instance. And although we have added the cfn-signal to signal the last exit code (SUCCESS
or FAILED - zero or non zero) to CloudFormation, the problem is CF stack reaches
CREATE_COMPLETE before we signal the SUCCESS or FAILED with cfn-signal.

EC2 System Log for Error on signaling

--> Finished Dependency Resolution

Dependencies Resolved

Updating

aws-cfn-bootstrap noarch 1.4-30.21.amznl amzn-updates 872 k @?mmmm
Transaction Sumary aftedlaunchinglthelEG2instancelandlwelarel
Upgrade lPacka%e Signalingjthellasexitfcodelwhenlijhavelalready]
. reachedltolCREATERCOMPUETERthatsiwhydwe

Running transaction check
i s e [geithelerrorlwhen]signalingjwithlcfnzsignal

Running transaction

Updating : aws-cfn-bootstrap- 0.21.amznl.noarch
7.19.amznl.noarch
0.21.amznl.noarch

7.19.amznl.noarch

Cleanup ws-cfn-bootstrap-
Verifying : aws-cfn-bootstrap-
Verifying : aws-cfn-bootstrap-

4
4
4
4

Updated:
aws-cfn-bootstrap.noarch 0:1.4-360.21.amznl

Complete!

+ /opt/aws/bin/cfn-init -v --stack EC2-cfn-init --resource EC2Instance --configsets InstallAndRun --region us-east-1

+ /opt/aws/bin/cfn-signal -e @ --stack EC2-cfn-init --resource EC2Instance --region us-east-1

ValidationError: Stack arn:aws:cloudformation:us-east-1:472821263165:stack/EC2-cfn-init/1f08fc80-al48-11e8-9779-500c28b3e2d2 is in CREATE_COMPLETE state and cannot be signaled
Aug 16 11:34:04 cloud-init[2680]: util.py[WARNING]: Failed running /var/lib/cloud/instance/scripts/part-001 [1

ci-info: +Authorized keys from /home/ec2-user/.ssh/authorized keys for user ec2-user+

To solve this issue, we can use CreationPolicy on EC2 Instance so that CloudFormation proceeds
with stack creation only after EC2 Instance’s bootstrapping is completed. A CreationPolicy instructs
CloudFormation to wait on an instance until CloudFormation receives the specified number of
signals.



"Resources" : {
"EC2Instance" : {
"Type" : "AWS::EC2::Instance",
"Metadata" : {
}l
Properties” : {
nstanceType' { "Ref’ stanceType" },
SecurityGroups" : [ { "Ref" : "InstanceSecurityGroup" } 1,
KeyName' { "Ref" : "KeyName" },
"ImageId" : { "Fn::FindInMap" : [ "AWSRegionArch2AMI", { "Ref" : "AWS::Re
{ "Fn::FindInMap" : [ "AWSInstanceType2Arch", { "Ref" :
serData" : { "Fn::Base64" :
{ "Fn::Join" : ["", [
!/bin/bash -xe\n",
yum update -y aws—cfn-bootstrap\n",
Install the files and packages from the metadata\n",
opt/aws/bin/cfn-init -v
——stack ", { "Ref" : "AWS::StackName" },
—--resource EC2Instance ",
——configsets InstallAndRun ",
—-region ", { "Ref" AWS: :Region" },
Signal the status from cfn-init\
opt/aws/bin/cfn-signal -e $7 *
—-stack ", { "Ref" : "AWS::StackName" },
—--resource EC2Instance ",
——region ", { "Ref" : "AWS::Region" },

ceType" ch" 1}11},

"CreationPolicy
'ResourceSignal

With CreationPolicy attached with the EC2 Instance CloudFormation waits on the EC2 instance until
CloudFormation receives 1 signal within five minutes.

You can see the SUCCESS signal event under CF stack events

Create Stack [ Al Actions ~

Filter: Active -

Design template [
Showing 4 stacks

Stack Name Created Time Status Description

v EC2-cfn-init-Creation-Policy 2018-08-17 16:04:59 UTC+0550 CREATE_COMPLETE AWS CloudFormation Sample Template EC2InstanceWithSecurityGroupSample: Create an Amazon EC2 ins...

EC2-cfn-no-signal 2018-08-16 22:59:39 UTC+0550 CREATE_COMPLETE AWS CloudFormation Sample Template EC2InstanceWithSecurityGroupSample: Create an Amazon EC2 ins...

EC2-cfn-init 2018-08-16 17:02:56 UTC+0550 CREATE_COMPLETE AWS CloudFormation Sample Template EC2InstanceWithSecurityGroupSample: Create an Amazon EC2 ins...

EC2-UserData 2018-08-16 14:30:59 UTC+0550 CREATE_COMPLETE AWS CloudFormation Sample Template EC2InstanceWithSecurityGroupSample: Create an Amazon EC2 ins...

Overview Outputs Resources Events Template Parameters Tags Stack Policy Change Sets Rollback Triggers =N =]

Filter by: Status -~

2018-08-17 Status Type Logical ID Status Reason

» 16:06:31 UTC+0550  CREATE_COMPLETE AWS::CloudFormation::Stack EC2-cfn-init-Creation-Policy

» 16:06:28 UTC+0550  CREATE_COMPLETE Instance EC2Instance

> 16:06:27 UTC+0550 :Instance EC2Instance Received SUCCESS signal with Uniqueld i-061ffcc437a0535a7 *—
> 16:05:13 UTC+0550 Instance EC2Instance Resource creation Initiated

> 16:05:12 UTC+0550 :Instance EC2Instance

» 16:05:10 UTC+0550  CREATE_COMPLETE :SecurityGroup InstanceSecurityGroup

> 16:05:08 UTC+0550 :SecurityGroup InstanceSecurityGroup Resource creation Initiated

»  16:05:03 UTC+0550 :SecurityGroup InstanceSecurityGroup

> 16:04:59 UTC+0550 AWS::CloudFormation::Stack EC2-cfn-init-Creation-Policy ~ User Initiated



@ CloudFormation v  Stacks

Create Stack Actions

Filter: Active ~
Stack Name
@ EC2-cfn-init-Creation-Policy

EC2-cfn-no-signal

Design template

Created Time
2018-08-17 16:04:59 UTC+0550

2018-08-16 22:59:39 UTC+0550

Status

CREATE_COMPLETE

CREATE_COMPLETE

Description
AWS CloudFormation Sample Template EC: IrityGroL
AWS CloudFormation Sample Template EC. IrityGroL

c | &

Showing 4 stacks

: Create an Amazon EC2 ins...

: Create an Amazon EC2 ins...

EC2-cfn-init 2018-08-16 17:02:56 UTC+0550 CREATE_COMPLETE AWS CloudFormation Sample Template EC2InstanceWithSecurityGroupSample: Create an Amazon EC2 ins...
EC2-UserData 2018-08-16 14:30:59 UTC+0550 CREATE_COMPLETE AWS CloudFormation Sample Template EC: IrityGrot : Create an Amazon EC2 ins...

Overview  Outputs Resources Events Template Parameters Tags StackPolicy = Change Sets  Rollback Triggers _N-N=]

Key Value Description Export Name

Instanceld i-061ffcc437a0535a7 Instanceld of the newly created EC2 instance

PubliclP 18.206.120.33 k Public IP address of the newly created EC2 instance

AZ us-east-1c Availability Zone of the newly created EC2 instance

PublicDNS ec2-18-206-120-33.compute-1.amazonaws.com Public DNSName of the newly created EC2 instance
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CloudFormation Init Metadata :)

Running transaction check

Running transaction test

Transaction test succeeded

Running transaction
Updating : aws-cfn-bootstrap-1.4-30.21.amznl.noarch
Cleanup : aws-cfn-bootstrap-1.4-27.19.amznl.noarch
Verifying : aws-cfn-bootstrap-1.4-30.21.amznl.noarch
Verifying : aws-cfn-bootstrap-1.4-27.19.amznl.noarch

Updated:
aws-cfn-bootstrap.noarch ©:1.4-30.21.amznl

Complete!
+ /opt/aws/bin/cfn-init -v --stack EC2-cfn-init-Creation-Policy --resource EC2Instance --configsets InstallAndRun --region us-east-1
+ /opt/aws/bin/cfn-signal -e © --stack EC2-cfn-init-Creation-Policy --resource EC2Instance --region us-east-1

info: +Authorized keys from /home/ec2-user/.ssh/authorized_keys for user ec2-user+
Fingerprint (md5) Options
0f:b5:3f:10:88:a7:70:85:f3:f0:e9:53:ac:4e:47:1f - A
: eoissiacite Notelthatfaftedattaching
CreationRolicyAweldon;t{getithe]
errodwhilelsingling alSOJGH
: HOST KEY FINGERPRINTS \waitsiforathel signallbefore
B L e s s

-BEGIN SSH HOST KEY KEYS proceeding jwithithelstack{
ecdsa-sha2-nistp256 AAAAE2VjZHNhLXNoYTItbmlzdHAYNTYAAAAIbmlzdHAYNTYAAABBBIBHpS080zOF3xvItce3usTmknPCqa2bfarH9zKYITiCTsSCASWLWp6aASWPrzAvCZSLM+32vejByNGWhjZ3

EPc= root@ip-172-31-90-241
ssh-ed25519 AAAAC3NzaCl1ZDIINTESAAAAIFNxUo8L7391yiL70r/v+1rHp7XgnERKDNipqydX3Mj5

ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQDChPOxZughW3jobjjIE269ATAO2ulnLNB6Ush+R0O8CImdT091zxv/4qfUUWCE6EDQNPeRF jG+KOOu6ImtwdMvy1F9pbn5e4VijSmMrYfIez3RTnkMyvfdoH
UO9uQYeWYIms6uwEJ1fRgEYyykMPQtdiKGp7C/0aLR/ fgMeMyjQif2cbgdr8B+N2Di5Vg5r5fSXYiHBWYTD/2S4jTTfOHs5F3Bh6zC1W77]d]jodk2UbkIxxvpRnXnHoXzHBxoZvz40a9bbSrgtV9ahi90Ki9
gd8nLulFzh/crOtxXu5tNcE4IMg7WOPc+Cr3bEWbnB7qWBWE2cJHR1UQmpNzQOZqQ/u9 root@ip-172-31-90-241

-----END SSH HOST KEY KEYS
Cloud-init v. 0.7.6 finished at Fri,

Comment
sysops

C nfo:
ci-info:
ec2:
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BEGIN SSH HOST KEY FINGERPRINTS
1024 SHA256:HQNWOUfm4nSLS6iM/5MQEyLev/KWu+wlEsSTkGcPkrk root@ip-172-31-90-241 (DSA)

: 256 SHA256:sulzaoYcKVXGN62VfzFuRjVTKTQ6CKWXu7N+xXqoA3Y root@ip-172-31-90-241 (ECDSA)

: 256 SHA256:DOPPt1tWCq7ihLfuPL49Et1sYeO@fWpWwCIHWTXGhGneg no comment (ED25519)

: 2048 SHA256:qgS3W2B8mYeDfWISACpJVMf/JoqJnE4RzCwaZ5UHaZA root@ip-172-31-90-241 (RSA)

Keytype
ssh-rsa

17 Aug 2018 10:36:19 +0000. Datasource DataSourceEc2. Up 33.59 seconds

Amazon Linux AMI release 2017.09
Kernel 4.9.76-3.78.amznl1.x86_64 on an x86_64

ip-172-31-90-241 login: 2018-08-17T10:38:45.000Z



https://aws.amazon.com/blogs/devops/use-a-creationpolicy-to-wait-for-on-instance-configurations/

