
ETC-AI Data Processing Agreement (DPA) 
 
 
*This agreement is made between [Data Controller] ("Controller") and [Data 
Processor] ("Processor"). 
 
1. Definitions and Interpretation 
   - Define critical terms such as Personal Data, Data Subject, Processing, etc., 
per GDPR guidelines. 
 
2. Subject Matter and Duration 
   - Outline the scope, nature, and purpose of processing. 
   - Specify the duration of processing. 
 
3. Processor's Obligations 
   - Processor to process personal data only on documented instructions from the  
 
Controller. 
   - Ensure the confidentiality of personal data processed. 
   - Implement appropriate security measures. 
   - Respect conditions for engaging sub-processors. 
 
4. Controller's Obligations 
   - Ensure lawful transfer of personal data to the Processor. 
   - Document processing instructions for the Processor. 
 
5. Data Subject Rights 
   - Procedures for responding to data subjects' rights under GDPR. 
 
6. Data Transfer* 
   - Conditions for data transfer outside the European Economic Area, if 
applicable. 
 
7. Data Breach Notification 
   - Processor to notify the Controller immediately upon becoming aware of a 
personal data breach. 
 



8. Data Protection Impact Assessment and Prior Consultation* 
   - Processor to assist the Controller with DPIAs and prior consultations with 
supervisory authorities, if necessary. 
 
9. Deletion or Return of Personal Data* 
   - Procedures for the deletion or return of personal data after the end of the 
provision of services. 
 
10. Audit Rights* 
   - The Controller's rights to conduct audits or inspections. 
 
11. Sub-processors* 
   - Conditions and procedures for engaging sub-processors. 
 
12. Governing Law and Jurisdiction* 
   - Applicable law and jurisdiction in case of disputes. 
 
 
[Data Controller Representative] 
Name: 
Position: 
Date: 
 
 
[Data Processor Representative] 
Name: 
Position: 
Date: 
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