
Goal: To encrypt all GRE tunnel traffic using IPsec. 

 

 

In order to create GRE over IPSec, we have to follow the below steps: 

Script:  

IPsec P-cap:  

Create a GRE tunnel. 

Run an IGP. 

Now for IPsec if we recall we needed below parameters: 

! Phase#1 

crypto isakmp policy 10 

 authentication pre-share 

 hash md5 

 encryption 3des 

 group 2  

crypto isakmp key cisco123 address 200.1.1.4  

 



Now for IPsec encryption, we need to create an IPSec profile and bind it with the tunnel. 

Why are we not using crypto map with acl that matches interesting traffic? 

●​ Match traffic: The ACL is used to Match traffic but our target is to encrypt all tunnel traffic. 

●​ Peer: It’s given in the tunnel as destination. 

●​ Transform Set: IPsec profile is used to bind it to the interface tunnel. 

! Phase#2 

crypto ipsec transform-set TSET esp-3des esp-md5 

! Create a profile to attach the transform set 

crypto ipsec profile SECPROF 

 set transform-set TSET 

! Configure the tunnel interface 

interface tunnel 1 

 tunnel protection ipsec profile SECPROF 

! 

 

 



 

 

 

 



 

 

Transport Mode: 

1.​ Purpose: Transport mode is primarily used for point-to-point tunnels, where endpoints need to 

communicate directly with each other. 

2.​ Encryption: In transport mode, only the payload of the IP packet is encrypted and 

authenticated. The original IP headers remain unencrypted. 

3.​ Visibility: Because the data is not fully encapsulated like tunnel mode, routers can still view the 

source and destination IP addresses. 

4.​ Use Case: Historically, transport mode was used before IPsec became widespread. It’s suitable 

for specific endpoint communication1. 

Tunnel Mode: 

5.​ Purpose: Tunnel mode is more versatile and commonly used. It’s suitable for both point-to-point 

and network-to-network (site-to-site) communication. 

https://www.cbtnuggets.com/blog/certifications/security/transport-mode-vs-tunnel-mode-which-should-i-use
https://www.cbtnuggets.com/blog/certifications/security/transport-mode-vs-tunnel-mode-which-should-i-use


6.​ Encryption: In tunnel mode, the entire IP packet (including the original IP header) is 

encapsulated within a new IP packet. This provides stronger security by encrypting both the 

payload and headers. 

7.​ Flexibility: Tunnel mode can be used in any type of WAN environment, including scenarios 

involving NAT or PAT. 

8.​ Use Case: Ideal for securing connections over the Internet or private circuits like MPLS or VPLS2. 

 

Transport:  

 

 

 

 

https://www.networkstraining.com/comparison-of-gre-vs-ipsec-in-networks/


 


