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Firewall Configuration and Rule-
based Filtering

Aim: To configure and test firewall rules to control network traffic, filter packets based on specified
criteria, and protect network resources from unauthorized access.

Theory:

Firewalls are network security devices or software applications designed to monitor, filter, and
control incoming and outgoing network traffic based on a set of predetermined security rules.
The primary purpose of a firewall is to act as a barrier between a trusted internal network (such
as a company's internal network) and untrusted external networks (like the internet), in order to
prevent unauthorized access, data breaches, and other potential cyber threats.

Firewalls operate by inspecting network packets (small units of data) as they pass through the
firewall and making decisions about whether to allow or block the traffic based on a set of
predefined rules. These rules can be configured to specify which types of traffic are permitted
and which are denied. Firewalls can be implemented in various locations within a network,
including at the network perimeter, on individual devices, or even within cloud environments.

There are several types of firewalls, including:

1. Packet Filtering Firewalls: These examine network packets and decide whether to allow or
block them based on criteria like source and destination IP addresses, port numbers, and
protocols. While they are relatively simple, they lack the ability to inspect the actual content of
the data packets.

2. Stateful Inspection Firewalls: Also known as dynamic packet filtering firewalls, these maintain a
state table to keep track of active connections and only allow incoming traffic that matches an
existing, legitimate connection. This approach is more secure than basic packet filtering.

3. Proxy Firewalls: Proxy firewalls act as intermediaries between the internal network and the
external network. They receive requests from internal users, then initiate and manage
connections to external resources on behalf of those users. This can provide an additional layer of
security by hiding internal network details.

4. Application Layer Firewalls: These operate at the application layer of the OSI model and can
understand the context of the traffic, such as the specific application or service being accessed.
They are capable of making more fine-grained decisions based on the actual content of the
traffic.
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5. Next-Generation Firewalls (NGFW): NGFWs combine traditional firewall functionality with
advanced features such as intrusion prevention, deep packet inspection, and application-aware
filtering. They are designed to provide more comprehensive protection against modern threats.

Firewalls play a crucial role in network security by helping organizations establish a strong
defence against unauthorized access, malware, and various cyber attacks. However, it's
important to note that while firewalls are an essential component of a comprehensive cyber-
security strategy, they are not a standalone solution. They should be used in conjunction with
other security measures such as antivirus software, intrusion detection systems, regular software
updates, and user training to ensure a robust defence against evolving threats.

Using a firewall to block unauthorized access is an important aspect of securing your network and
systems. Firewalls act as barriers between your network and potential threats from the internet
or other external sources. Here's a step-by-step guide on how to use a firewall to block
unauthorized access:

1. Choose the Right Firewall:

There are hardware firewalls (devices that are placed between your network and the internet)
and software firewalls (installed on individual computers or servers). Choose the type that best
suits your needs.

2. Install and Configure the Firewall:

For software firewalls, install the firewall software on the computers or servers you want to
protect. For hardware firewalls, follow the manufacturer's instructions to set it up between your
network and the internet.

3. Define Security Policies:
Determine which types of traffic are allowed and which are denied. This can involve specifying
rules that allow or block traffic based on criteria such as IP addresses, ports, and protocols.

4. Block Unauthorized Access:

Create rules to block access from unauthorized IP addresses or ranges. For example, you might
block |P addresses known for malicious activities or any IP address that doesn't have a legitimate
reason to access your network.

5. Allow Necessary Traffic:

Configure rules to allow access to the services and applications that are essential for your
business operations. For instance, if you have a web server, you'll need to allow incoming traffic
on port 80 or 443.

6. Regularly Update Rules:
Keep your firewall rules up to date. New threats can emerge, and you mightr  35/46
rules accordingly.
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7. Use Application Layer Filtering:
Modern firewalls can inspect traffic at the application layer, allowing you to block specific
applications or services. This can help prevent unauthorized access to potentially risky services.

8. Intrusion Detection and Prevention Systems (IDPS):
Consider integrating an IDPS with your firewall. These systems can detect and prevent intrusion
attempts by analyzing network traffic and patterns.

9. Logging and Monitoring:
Enable logging on your firewall to keep track of connection attempts and blocked traffic.
Regularly review the logs to identify potential security issues.

10. Testing and Adjusting:
Regularly test your firewall's effectiveness by attempting to access your network from different
scenarios. This can help you identify any gaps in your security and adjust your rules accordingly.

11. Keep Firewall Software Updated:
If you're using software firewalls, make sure to keep the firewall software up to date with the
latest security patches.

12. Educate Users:
Even with a firewall in place, user awareness is essential. Educate your users about safe online
practices, such as not clicking on suspicious links or downloading unknown files.

Remember that while firewalls are a valuable part of network security, they are not a complete

solution. It's important to adopt a multi-layered security approach that includes regular updates,
patches, antivirus software, intrusion detection, and employee training.
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We would use firewall to block
1) APort
2) A Program
3) A Website

Part 1: Blocking the HTTP and HTTPS (Port 80 and Port 443) using the Firewall

Before starting with the blocking port process, we note that the applications running at the server-
end are identified with the well-known Port numbers, some of the commonly used are as follows

Port Number

20

Protocol
cp

Application
FTP data

21 cep FTP control

Icp SSH

25 Cp SMTP
UDPE TCP DNS

HTTP (WWW)

ce
ce POP3

443 cp |

We perform the blocking Port operation as follows:
Step 1: We access any website through the browser and confirm that the HTTP/HTTPS protocols are

working.
Step 2: We open ‘Windows Defender Firewall’
W Windows Defender Firewall - (9] X
4 P » Control Panel + System and Security » Windows Defender Firewall _

Help protect your PC with Windows Defender Firewall

Control Panel Home PR ¥ S T

Windows Defender Firewall can help prevent hackers or malicious software from gaining sccess to your PC
Allow an app or festure through the Internet or 3 network.
through Windows Defender
Firewall

W Change notification settings

® Tum Windows Defender

Firewall an or off
¥ Restore defaults
W Advanced settings

Troubleshoot my network

Security and Mamtenance

Network and Sharing Centes

. 0 Private networks Connected

Metworks st home or work where you know and trust

Windows Defender Firewall state:

Incoming connections:

Actrve private networks:

Motification state:

. 0 Guest or public networks

the people and devices on the network

On

Biock all connections to apps that are not on the fist
of allowed apps

£ w2

Netify me when Windows Defender Firewall blocks 2
new app

Mot connected
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Next we click on ‘Advanced settings’

ﬂ Windows Defender Firewall with Advanced Security = [} X
File Action View Help
e mHE
‘ LGRS E LRSI EWTE ] Windows Defender Firewall with Advanced Security on Local Computer Actions |
. e e s e . |
I8 Outbound ol " |t o ettt 0
cund Rules
‘Windows Defender Firewall wih Advanced vides network for Windows
By Connection Security Rules * e Sy pac sy e =% Import Policy-
B Manitoring & Export Policy...
Overview Restore Default Policy
Domain Profile Diagnose / Repair
& Windows Defender Frewal = on View »
@ Inbound connections that do not match a rule are blocked.
0i Refresh
@ Oubound connections that do not match a e are allowed —
=| Properties
Private Profile is Active B e
& Windows Defender Frewal s on
@ inbound conmections that do not match a rule are blocked
€ Outbound connections that do net mateh 2 e are alowed
Public Profile
& Windaws Defender Frewal = on
@ rbound connections that do not matich a e are blocked
@) Oubound connectons tha do not match a e ame alowed
| B3 Windows Defender Frewal Properies
| Getting Started
Authenlicate communications belween compulers
Create connection secunity rules to specify how and when connections between computers are autherticated and
protected by using Imternet Protocol security (IPsec)
(] Securty Rules
View and create firewall nules
Froshs feainial n dos bn 2o e binnk mnnmssbines bn snsediad pmarme o name Vo aan den altes 3 smnnstinn ek ©
< » || >
. i ’
Next we click on ‘Inbound Rules
o Windows Defender Firewall with Advanced Security - [n] x
File Action View MHelp
e 2m o
Inbound Rules
a . Name Group Profils  Enabled  Act » | | Inbound Rules -
I} Outbound Rules
B Connection Security Rules || @ AnyDesk Private Vs Allo. ||| 8 New Rule
% Manitoring € AnyDesk Public Vs Ao W Filter by Profile »
@ AnyDesk Public Yes Alle
@ AnyDesk Domain  Yes Allo W Fiter by State L
O AnyDesk Domain  Yes Alle Y Filter by Group »
O AnyDesk Private  Ves Allo View »
& Microsoft Office Groove Private  Ves Ao
Refresh
@ Microsoft Office Groove Private  Yes Ao
@ Microsoft Office OneNate Private  Yes Alle % Export List.
& Microsoft Office OneNote Private  Yes Ao Help
@ Microsoft Office Outlook Prvate  Ves Allo
@ opentoonz Private  Yes Ale
O opentoonz Private Yes Alo
O opentoonz Publc Yes Allg
& opentoonz Publc Yes Ale
@ Packet Tracer Executable Publhe Yes Al
@ Packet Tracer Executable Public Yes Alle
) Packet Tracer Executable Pubbic Yes Bloc
) Packet Tracer Executable Public  Yes Bioc
@ TechSmith Camtasia 2019 AN Yes Allo
@ VMware Authd Service Demain  Yes Alle
@ VMware Authd Service (private) Private  Yes Alle
@ vnc5800 Private  Yes Alle
@ vnc5900 Private Yes Al
@ vneviewerexe Private  Yes Allg
@ vncviewer exe Private  Yes Ao
@ winvncexe Provate Yes Alle
& wirvncexe Private  Yes Allo
€ B{Mirroenft AAD RrnkerPlunin 1000190 @(Micrnenft AAD ReokerPli.  Domai.  Yes Alle ¥
€ ¥ < >
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Then click on ‘New Rule’

@ New Inbound Rule Wizard x|

Rule Type

Select the type of firewall nule to create

Steps:
& Rule Type What type of nule would you like to create? |
& Protocol and Ports
@ Action () Program |
@ Profile Rule that controls connections for a program
@ Name ® Port
Rule that controls connections for a TCP or UDP port
() Predefined:
@Firewall AP| dil -80200

Rule that controls connections for a Windows expernence

|‘:| Custom
Custom rule

Select the radio button ‘Port’ and click ‘Next’ and enter the following

W New Inbound Rule Wizard x|
Protocol and Ports
|
Specify the protocaols and ports to which this rule applies
|
Steps:
@ Rue Type Does this rnule apply to TCP or UDP? |
# Protocol and Ports (@ ICP
@ Action O yop |
@ Profile
S fene pogte?
) All local ports
@) Specific local ports: 80.443
Example: 80, 443, 5000-5010
< Back | Nedt> | Cancel
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@ New Inbound Rule Wizard
Rule Type
Select the type of firewall nule to create
Steps:
Rule Type What type of nule would you like to create 7
@ Protocol and Ports
@ Action () Program
e Profile Rule that controls connections for a program
@ Name (® Port
Rule that controls connections for a TCP or UDP port
() Predefined
. vaNAr
Rule that controls connections for a Windows experience
O Custom
Custom rule
Next > Cancel
Select the radio button ‘Port’ and click ‘Next’ and enter the following
W New Inbound Rule Wizard > |
Protocol and Ports
Specify the protocols and ports to which this rule applies
Steps:
Aule Type Does this nule apply to TCP or UDP?
|
# Protocol and Ports @ ICP
@ Action ) Yop
@ Profile
& Name
®) Specific local ports: |—3_b4_-1_3_
Example: 80, 443, 5000-5010
< Back Neaxt Cancel

Prof. Ismail H. Popatia




INS Journal TYCS

After next, we need to finalise the rule

o New Inbound Rule Wizard > |
Action

Specify the action to be taken when a connection matches the conditions specified in the rule

Steps:

& Rule Type

What action should be taken when a connection matches the specified conditions?

@ Protocol and Ports

() Allow the connection

* Action This includes connections that are protected with |Psec as well as those are not |
& Profile -,

N (_) Allow the connection if it is
& Name

This includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in IPsec properties and rules in the Connection Security
Rule node

(® Block the connection

B

Click ‘Next’ and we get the following

@ New Inbound Rule Wizard X |

Profile
Specify the profiles for which this rule applies

Steps:
@ Rule Type When does this rule apply? |
& Protocol and Ports
& Action ] Domain I
& Prolia Applies when a computer is connected to its corporate domain.
& Name E Private

Applies when a computer is connected to a private network location, such as a home

or work place

Public
Applies when a computer is connected to a public network location
< Back Cancel
Prof. Ismail H. Popatia Page 40



INS Journal TYCS

After clicking the ‘Next’ button we need to name the rule and click finish

¥ New Inbound Rule Wizard X |

Name

Specify the name and description of this rule

Name:
[HTTPblock

_Qescnptlon foptional)

<Back || Breh || Cancel

The Inbound rule is added

o Windows Defender Firewall with Advanced Security - (] x
File Action View Help
P Windows Defendes Fewal wi Actions
Inbound Rules
- e Inbound Rules -
I} Outbound Rules "
¥ Connection Security Rules J HTTPblock All Ves Bl & New Rule
B, Monitoring AnyUesk Prvate ves Al 7 Filter by Profile »
Public Allo
Public Allo T Filter by State »
Demam Al T Filter by Group »
Domain Al View »
Private  Yes Allo
. Refresh
@ Microsoft Office Groove Private Allo
@ Microsoft Office Groove Private Allc Export Lust
@ Microsoft Office OneMote Private  Yes Allg EH Hep
@ Microsoft Office OneNote Private  Yes Alle
O Microsoft Office Yes Allo HTTPblock =
opentoon: Yes Allo Jsable Rule
@ op ) Al # Disable Rul
@ opentoon: Yes Ao ¥ cu
@ opentoonz Public Ves Al -
@ opentoon: Public Yes Allg i
@ Packet Tracer Executable Public  Yes Allo K Delete
@ Packet Tracer Executable Public Yes Allo Propertes
: ’ Packet Tracer Executable Public Yes Bloc B Hep
o Packet Tracer Executable Pubkie es Bloc
@ TechSmith Camtasia 2019 Al Yes Al
@ VWhware Authd Service Domain  Yes Allg
@ VMware Authd Service (private) Private Yes Allo
@ vnc5800 Private  Yes Alio
@ vncs500 Private  Yes Allo
a vRcviewer.exe Private Yes Allc
O vncviewer.exe Prvate Yes Alo
@ winvncexe Private  Yes Ao
b winune eve Provate Ve Aller ¥
< >« >
Contains commands for customizing this window.
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We repeat all the above steps for creating ‘Outbound Rules’, and then try to access the internet.
We see that the accessed is blocked

+

=

Your Internet access is blocked

Part 2: Blocking the website www.android.com

We open the browser and access the website, which is now accessible
_ « B

android What is A

Introducing
Android 12.
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We find the IP addresses of the website using the following command

B Command Prompt - O

We save the IP addresses

IPv4 216.58.196.68

IPvE 2404:6800:4009:809::2004

We open the windows Firewall settings and apply the Inbound Rule

[ A
Rule Type
e
]
Rlls i ' o - -
Program
o - .
Pt
Predefwad
Fuse that = srpesence
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Does tha nie apply to ol prograrms or a specic prograsr

& Al programs
Rule apples 1o ol —oww

ety or e compater thal match othes rube propetes

This program palh

Example o PEth OrograT Sxe
Programfdes . Drowser Orowser exe

Services

Spocty which serncea ths rule appies 10

IO T

Insert the IP addresses both IPv4 and IPv6

P Address
pecty the IP addresses o mat

®) This IF addrees or subnet

2002347 1a31 4 208 748 fe 33 fiod
02 a1 4 208 T4 42 390/112

Thes IP address range

From

Customeze

Prodefined set of computen
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Select Block connection

- e i LS '
Action
cect ¢ 3CTOn b 13ken Whon 3 Conmact 4 dma > ot & I I
3
g
What scbon should be tBuer whir § COTMeChon malChed e mecied condibors
Miow the correcton
Thia ncluades vt s T e protected with i M =l - e
Niow the correcton d # is secre
= - The nciudes o rrechors ha have been athertcaled b g P orTectorn
wil b= pemired g e W G ¥ e AT Ay A The Pt e
Hule Node
& Block the commection
Provide a suitable name and finish
e

. _________________________________________________________________________________________________________________________________|
Prof. Ismail H. Popatia Page 45




INS Journal TYCS

Repeat the above for Qutbound Rules

Now if we try to access the website www.android.com , it would be blocked

For Video demonstration of the above practical click on the link below or scan the QR-code

[=]

[=]
3
[=]
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