TPM I3 viét tét cia Trusted Platform Module, né dugc tich hop trén bo mach chi (Mainboard)
dé bado mat dir liéu cé trén may tinh.

Vang, do la mét cau trd Idi ma ban sé thwdng thay trén cac dién dan cdng nghé, tuy nhién cau
tra I&i nay chwa thye sy day da cho lam.

Chinh vi vay ma trong bai viét nay, minh s& giai thich thém cho cac ban mét cach day dd va can
k& hon vé con chip TPM nay, vé nhirng cau hdi xoay quanh TPM, vi du nhu:

TPM st dung va bao mat cai gi, cach kiém tra may tinh da c6 TPM hay chuwa, tai sao Windows
11 lai y&éu cau TPM 2.0, TPM 1.2 va TPM 2.0 khac nhau nhw thé nao..... van van, may may..
#1. Gi®i thieu moét chat vé chip TPM

TPM dwoc gigi thiéu Ian dau tién vao nam 2005, day l1a mdt con chip vat ly ndm trén bo mach
cht (ho&c c6 thé 1a ndm trong CPU) nham cung cap céc tinh ndng ma hda va tao ra nhirng I&p
bao mat bd sung cho may tinh.

TPM la con chip c6 kha nang tao ra cac key ma hda va cung cap cac chirc ndng xac thuc cho
ca phan cing 1an phdn mém, tir dé giup tang cwéng kha nang bao mat ctia may tinh.

Hiéu ném na thi TPM & nha may san xuét 6 khda cho cac ho gia dinh (software — phan mém)
va cac nha may, xi nghiép (hardware — phan cing).

Céac may tinh va Laptop hién dai (dwoc san xuét tr ndm 2018 tré lai day) hau hét déu c6 mot
con chip TPM dwoc han san trong bo mach chd (mainboard).

Trong trwdng hop ban ty build mét chiéc may tinh, va ban mua phai mét bo mach chu khéng
tich hop sdn TPM thi ban hoan toan c6 thé mua mot module TPM tir bén ngoai va gan vao.
Tuy nhién & théi diém hién tai, cac module TPM déu kha dét va néu bo mach chi cia ban
khéng hé trg TPM thi viéc mua mét module TPM chi lam lang phi tién ctia cha ban.

Vay nén ban hay kiém tra k§ théng tin trwédc khi quyét dinh nang cp nhé, mét sé bo mach chd
sé& c6 dau ndi TMP, ban chi can mua thém TPM gan vao la xong.



Nhw minh c6 néi bén trén, chip TPM khéng chi dwoc gan trén bo mach chd, ma moét sé loai
TPM con c6 thé duworc tich hop truc tiép vao CPU.

Va ciing cé moét s6 loai khac goi 1a TPM ao khéng can chip vat |i d& hoat ddng, ma thay vao do,
né dwoc tich hop nhw mdt dang phan mém (software) cho may tinh. Nhwng chac chén Ia loai
TPM 2o nay thi mirc d6 bado mat sé khéng cao.

Ban tham kh&o bai viét nay dé cé thém nhiéu théng tin hon vé TPM nhé: TPM 2.0 trén Windows
11 1a gi? va kiém tra né nhw thé nao?

#2. Sw khac nhau giira chip TPM 1.2 va 2.0
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TPM 1.2 dwoc phat hanh lan dau tién vao ndm 2005 va nhan dwoc ban stra dbi cudi cung vao
nam 2011.

Trong khi d6, TPM 2.0 dwoc phat hanh 1an dau vao ndm 2014 va nhan dwoc ban sira dbi moi
nhéat vao nam 2019, tinh t&i thdi diém minh viét bai nay (2021).

M&c du TPM 2.0 1a mét phién ban nang cap ctia TPM 2.0, nhung TPM 2.0 khéng twong thich
voi TPM 1.2

o

Déi v&i thuat toan trén TPM 1.2 thi thuat toan SHA-1 va RSA la bat budc, con thuat toan AES 13
tuy chon.



Con dbi véi TPM 2.0 thi thuat toan SHA-1 va SHA-256 1a bat budc dbi véi ham bam. Ngoai ra,
TPM 2.0 dang st dung thuat toan HMAC va 128-bit AES cho cac thuat toan khoa déi xirng.

Sw khac biét gilra 2 thuat toan 1a rat Ion, va ré rang la TPM 2.0 1a mét gidi phap an toan hon rét
nhiéu so v&i TPM 1.2
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V& phan cép, TPM 1.2 chi c6 phan cép lwu trir, trong khi d6 thi TPM 2.0 cé phan cap nén tang,
Iwu trlr va xac nhan.
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Con vé cac khoa gbc (root keys)? TPM 1.2 chi hé tro thuat toan SRK RSA-2048, trong khi do thi
TPM 2.0 hd trg nhiéu khoéa va thuat toan hon trén mdi hé thdng phan cép.
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Déi v&i Gy quyén (authorization) thi TPM 1.2 str dung thuat toan HMAC, PCR, Locality va
physical presence (sy hién dién thic té). Trong khi d6, TPM 2.0 cung cap cac tinh nang Gy
quyén cling nhw bao vé bang mat khau twong tw.
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Vé NVRAM thi TPM 1.2 chi hé tr’ di¥ liéu phi céu truc, trong khi d6 thi TPM 2.0 hé tro ca: div
liéu phi cau truc, bd dém (counter), bitmap, mé rong (Extend), PIN pass — vwot qua ma PIN va
that bai.

=> M6t lan niva, TPM 2.0 d& cung cép cho ching ta hang loat cac cai tién dang cha y va rat
thyc té.

Bang so sanh vé thuat toan cia TPM 1.2 va TPM 2.0 hé tror STT KIEU THUAT TOAN TEN
THUAT TOAN TPM 1.2 TPM 2.0 1 Asymmetric (khdng dbi x(rng) RSA 1024 C6 Khéng béat budc
RSA 2048 C6 C6 ECC P256 Khéng Co ECC BN256 Khéng Co6 2 Symmetric (dbi xirng) AES
128 Khéng bét budc Cé AES 256 Khong bat budc Khong bat budc 3 Hash (bdm) SHA-1 C6 Co
SHA-2 256 Khéng C6 4 HMAC SHA-1 C6 C6 SHA-2 256 Khong Co

#3. Wu diém nodi bat cia TPM 2.0 so véi TPM 1.2?

TPM 1.2 chi str dung thuat toan bam (Hash) SHA-1, day c6 1& 1a mét diém yéu vi SHA-1 khéng
an toan va nguoi ta da chuyén sang SHA-256 tir ndm 2014.

Béang chirng ctia viéc SHA-1 khong an toan 1a 2 6ng I&n Google va Microsoft da loai bd hé tro
chirng chi dya trén thuat toan SHA-1 vao nam 2017.

Trong khi d6, TPM 2.0 hd tro’ cac thuat toan méi hon, tor d6 tdng mdrc dd bao mat 1én cao hon.
Va mét sb tinh ndng nhw ma hoa thiét bi, Windows Defender System Guard, Autopilot va
SecureBIO chi sivr dung dwoc khi may tinh c6 gén chip TPM 2.0

Bang danh sach cac tinh nang ma TPM 1.2 va TPM 2.0 hé tro: STT TINH NANG TPM 1.2
TPM 2.0 1 Measured Boot v v 2 BitLocker v v 3 Device Encryption X v 4 Windows
Defender Application Control v v 5 Windows Defender System Guard X v 6 Credential
Guard v v 7 Device Health Attestation v v 8 Windows Hello v v 9 UEFI Secure Boot v v
10 TPM Platform Crypto Provider Key Storage Provider v' v 11 Virtual Smart Card v v 12
Autopilot v v 13 SecureBIO X v 14 Certificate storage X v

#4. TPM hoat dong nhw thé nao?



Chip TPM dwoc st dung dé bao vé va ma hoéa dir liéu (tao va lwu cac thanh phan cia khéa ma
héa — encryption keys), TPM sé lwu trir théng tin bao mat nhw mat khau, keys ma héa va chirng
chi bao mat bang phan ctng.

Diéu nay c6 nghia la, d& mé khéa dwoc mot 6 cirng da dwgc ma héa thi ban can phai ding dén
chinh con chip TPM da tao ra ma khoa day.

Va ciing vi tinh chét dac trwng clia mot con chip vat ly (khdéa ma héa khoéng dwoc lwu trén 6
ctrng) nén hacker sé phai vat va hon trong viéc gidi ma div liéu vi ho khdng cé quyén kiém soat
chip TPM.

Céc chip TPM ciing dwoc tich hop tinh nang chdng gid mao, chinh vi thé ma trong trwdng hop
chip va mainboard bi hacker gia mao thi TPM van cé thé khéa di¥ liéu cla ban binh thwdng.

Khi phat hién ra virus hodc cac phdn mém doc hai trén thiét bi clia ban, TPM 1ap tlrc tw cach ly
(cung va&i cac dir liéu ma héa bén trong).

TPM ciing c6 thé quét BIOS khi khéi ddng va chay cac ban test nham kiém tra cac phan mém
triwdc khi chay no.

TPM ciing c6 thé ng&n chan khéi ddng may tinh va khéa may néu nhw phat hién di liéu bi
danh cép. Ngoai ra, TPM ciing c6 thé Iwu trir cac di¥ liéu sinh trac hoc ctia Windows Hello (m&
khéa bang khudn mét).

Vai trd phd bién nhéat ctia TPM |4 tao ra cac key ma hoa duy nhat, mot phan key sé duoc lwu
trén con chip TPM dé. Tty d6, & clrng c6 key ma hda d6 sé khong thé doc duwgc dir liéu duwoc



khi & clrng dwoc cdm vao mdt may tinh khac. (Bitlocker yéu cau TPM vi li do nhw vay).
#4. Li do Windows 11 bat budc phai c6 chip TPM 2.0

Nhirng gi ta biét hién tai vé cac yéu cau hé théng ctia Windows 11 déu kha mo hd, ké& ca vé
viéc Microsoft liéu c6 hé tro TPM 1.2 cho Windows 11 hay khéng?

Theo tai liéu ma Microsoft cdng bd 14n dau thi Windows 11 sé hoat dong véi TPM 1.2 va TPM
2.0, va hién nhién TPM 1.2 duoc hd tro (nhwng khéng dwoc khuyén nghi).

Tuy nhién sau d6 khéng lau, Microsoft da cap nhat lai tai liéu ctia ho va hién tai thi chi nhirng
may c6 chip TPM 2.0 mé&i dwoc hd tro.

Hién tai Microsoft dang rat chu trong vé bao mat cho Windows 11. Chinh vi vay, viéc yéu cau
TPM 2.0 |4 diéu dé& hiéu. TPM 2.0 sé& dap rng dwoc cac tinh ndng bao mat méi nhat va hién dai
nhét ctia Windows 11.

Khéng nhirng vay, Microsoft cling da canh bao vé cac cudc tAn cong Firmware, tlr d6 gay ra cac
cudc tan cong Ransomware gay mat mat di liéu cho ngwdi dung.

Vay nén, viéc Microsoft dang né lyc tang cworng kha nang bao mat cho hé diéu hanh cuia ho la
dé giam thiéu nhirng cudc tAn céng dé va dé dam bao cho sw an toan clia ngwdi dung trong
twong lai.

Nhwng cling c6 mét bd phan ngwdi dung cho rang, Microsoft yéu cau cau hinh hé thdng cao
hon chi 1a &m mwu vé tai chinh.

Nguw&i dung sé phai tlr bd cac may tinh tir Windows 8 tré xudng va mot sbé cac may tinh chay
Windows 10 d& mua cac may tinh hodc Laptop cé cac phan cing hd tro Windows 11.

C6 kha nadng cao cac may tinh chi tlr 4 ndm tudi tr& vé trudc sé khong thé dwoc cap nhat 1én
Windows 11 theo mét cach chinh théng.

DPodng thdi viéc yéu ciu phan cirng cao sé khién linh kién may tinh tré nén dét dé hon va sé cé
nhirng nguwdi tich tri linh kién dé ban trong khi nguén hang khan hiém véi gia cao khang khiép.
Microsoft chwa bao gi® yéu ciu phan cirng nghiém ngat dén vay dbi vai bat ki phién ban
Windows nao truwéc day. Vay nén, gia thiét nay ciing rat c6 thé chi.

#5. Cach nhan biét may tinh c6 TPM hay khéng?



+ Bwéc 1: M& hop thoai Run ra (Windows + R) => va nhap Iénh devmgmt.msc => sau do6
nhan Enter.

Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open: |

+ Bwéc 2: Ban tim dén phan Security devices => sau d6 click d& xem chi tiét. Néu Ia Trusted
Platform Module 2.0 thi may ban d& da diéu kién vé TPM rbi do.



-ITI Device Manager

File Action View Help

& = B B

~ % DESKTOP-MOSEI4F
ij| Audio inputs and outputs
3 Batteries
@ Biometric devices
g Bluetooth
@' Carneras
EH Computer
- sk drives
& Display adapters
i Firrmware
fay Human Interface Devices
Keyboards
L I Memory technology devices

B Mice and other pointing devices
3 Monitors

I Metwork adapters

= Print queues

[ Processors blogchiasekienthuc.com

W7 Security devices

B Trusted Platform Module 2.0
!t Software components
B Software devices

ij| Sound, video and game controllers

&y Storage controllers

i3 Systemn devices

B Iliniversal Serial Bus cnntrallers

Néu ban khéng thay phan Security devices thi may tinh clia ban khéong c6 TPM hoac la TPM
dang bi v hiéu héa trong BIOS.

Viéc clia ban la kich hoat TPM trong BIOS, dé 1am dworc diéu nay thi cac ban tham khao bai
viét nay nhé: TPM 2.0 trén Windows 11 la gi? va kiém tra n6 nhuw thé nao?

#6. Loi két

Trén day 14 toan bd nhirng thdng tin quan trong vé con chip TPM ma minh da tdng hop lai
dwoc.

Qua bai viét nay thi ban ciing da thay dwoc sw khac nhau giiva chip TPM 1.2 va TPM 2.0 rdi
dung khéng, va ban ciing biét dwoc ly do tai sao TPM 2.0 la yéu cau bat budc dé cai Windows
11 r0i..

Chuc céc ban thanh céng, va mong moi ngudi hdy ciing nhau thao luan thém vé con chip TPM
nay dé anh em c6 thém nhiéu kién thirc hiru ich khac nhé..
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Note: Bai viét nay hivu ich véi ban ch? Dlrng quén danh gia bai viét, like va chia sé cho ban
bé va nguwoi than cia ban nhé !

https://fifa4.net/
Bai viét khac nh ita chip TPM 1.2 va chip TPM 2.0? da xuét hién dau tién vao ngay
FIFA ONLINE 4.

Nguon: FIFA ONLINE 4
https://fifa4.net/su-khac-nhau-giua-chip-tpm-1-2-va-chip-tpm-2-0/

Xem thém tai:
https://drive.google.com/drive/folders/1-0bVOVvGLHaDfWs3B_LKIIgWNYqgo9pF
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