CACH KIEM TRA HOAT PONG CUA DICH VU VPN PA HOAT PONG PUNG
TREN WINDOWS SERVER CHUA

Pé kiém tra xem dich vu VPN di hoat dong dung trén Windows Server chua, ching ta cé
thé lam theo cac budc sau:

Buée 1: Kiém tra cAu hinh VPN trén Windows Server

Truée khi kiém tra tr Windows 10, chung ta can dam bao réng dich vu VPN d3 dugc cau hinh
ding trén Winglows Server. Cac dich vu pho bién nhu PPTP, L2TP/IPsec, hodac SSTP can dugc
kich hoat va cau hinh chinh xac.

1. Mé Server Manager:
o Vao Start trén Windows Server va tim kiém Server Manager.
2. Kiém tra dich vu VPN:
o Vao muc Roles and Features trén Server Manager.
o Chon Remote Access, rdi kiém tra xem Routing and Remote Access da duoc cai
dit va ciu hinh dung chua.
3. CAu hinh dich vu VPN (néu chua thyc hién):
o Néu ching ta chua cu hinh dich vu VPN, chung ta c6 thé sir dung Routing and
Remote Access (RRAS) dé thiét lap.
o Mo RRAS tur Server Manager > Tools > Routing and Remote Access.
o Céu hinh cac tiy chon VPN nhu PPTP, L2TP, hodc SSTP tuy thudc vao yéu cau.

Bude 2: Kiém tra két néi VPN trén Windows 10

Sau khi chung ta da dam bao rang dich vu VPN da dugc c4u hinh dang trén may chu Windows
Server, chung ta c6 thé thuc hién két noi VPN tir méy 40 Windows 10 cta chung ta dé kiém tra.

1. CAu hinh két néi VPN trén Windows 10:
o Vao Settings > Network & Internet > VPN.
o Chon Add a VPN connection.
o Dién thong tin cau hinh VPN:
= VPN Provider: Chon Windows (built-in).
= Connection Name: Dit tén cho két ndi VPN (vi du: "My VPN").
= Server Name or Address: Nhap dia chi IP hoac tén mién cia may chu
Windows Server (noi dang chay dich vu VPN).
= VPN Type: Chon loai VPN chiing ta da cAu hinh (PPTP, L2TP, SSTP,
V.V.).
= Sign-in info: Nhap tén nguoi dung va mat khau (néu can thiét).
2. Kétnoi VPN:
o Sau khi d3 ciu hinh VPN, chung ta chon két ndi moi vira tao va nhan Connect.
o Kiém tra xem c6 két ndi thanh cong hay khong. Néu két ndi thanh cong, chung ta
s& thiy thong bao "Connected".

Buée 3: Kiém tra két nbéi VPN



e Sau khi két n6i, chiing ta c6 thé kiém tra két ndi VPN bang cach:

o Ping tir Windows 10 dén Windows Server: Mo Command Prompt trén
Windows 10 va gd 1énh ping <dia chi IP cia Server> dé kiém tra xem may
tinh c6 thé két ndi dén may chi qua VPN khong.

o Truy cip tai nguyén trén may chii: Ching ta c6 thé thi truy cap cac tai nguyén
mang trén Windows Server (vi dy: chia s¢ file, may chu web) dé dam bao rang két
noi VPN dang hoat dong binh thuong.

Buéc 4: Kiém tra nhat Ky su kién

e Néu két ndi khong thanh cong, chung ta c6 thé kiém tra cac nhat ky sy kién trén
Windows Server:
o Mo Event Viewer trén Windows Server (tir Server Manager > Tools > Event
Viewer).
o Kiém tra muc Applications and Services Logs > Microsoft > Windows >
RoutingAndRemoteAccess dé xem c6 thong bao 15i nao lién quan dén dich vu
VPN khong.

Buéc 5: Kiém tra ciu hinh twong lira

e Néu két ndi VPN van khong hoat dong, ching ta can kiém tra xem tuong ltra trén ca may
chu va may khach c6 dang chén cac cong can thiét cho VPN khong (vi du: PPTP sir dung
cong TCP 1723, L2TP sir dung UDP 1701, IPsec str dung UDP 500 va 4500).

e Dam bao riang cic cong nay di dugc mé trong tudng ltra ctia ca hai may.



Dé cau hinh két ndi VPN trén Windows XP, chiing ta can
lam theo cac bwdc sau:

Bwdc 1: M& clra sO cAu hinh két néi VPN

1. M@ Control Panel:
o Vao Start va chon Control Panel.
2. Mo Network Connections:
o Trong clra sO Control Panel, tim va nh&p vao Network Connections.
3. Tao két ndi VPN mé&i:
o Trong clra s& Network Connections, nhép vao Create a new connection &
thanh bén trai.
o Clra sO Network Connection Wizard sé& xuat hién. Chon Connect to the
network at my workplace va nhan Next.
Chon loai két noi:
o Chon Virtual Private Network connection va nhan Next.
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Bw&c 2: Nhap thdng tin cau hinh VPN

1. Nhap tén két noi:
o Trong tredng Company Name, nhap tén két nbi VPN (vi du: "My VPN").
2. Nhap dia chi IP hodc tén mién clia may chii VPN:

o Trong tredng Host Name or IP address, nhap dia chi IP hodc tén mién cla

mdy chl Windows Server (noi dich vu VPN dang chay).
3. Chon phworng thirc bao mét:

o Ban s& dworc yéu cau chon phuwong thirc bdo mat. Néu may chdl VPN cla
ban str dung L2TP hodc PPTP, hdy chon tuy chon twong trng. Thong
thwdng, Windows XP sé& tw ddng chon loai VPN phi hop, nhwng néu ban
can thay doi, hay nhan Properties va chon loai VPN cu thé (PPTP, L2TP,
V.V.).

4. Nhéan Next:
o Sau khi nh&p cac thong tin trén, nhan Next.

Bwéc 3: Nhap thong tin dang nhap

1. Nhap tén ngwdi dung va mat khau:
o Trong clra sO tiép theo, ban s& dwoc yéu cau nhap tén ngwdi dung va mat
khAu ma ban d3 cau hinh cho dich vu VPN trén Windows Server.



o Sau khi nhép xong, nhan Create.
Bwdc 4: Két nbi dén VPN

1. Két ndi VPN:
o Quay lai clra s& Network Connections, ban sé thay két ndi VPN m&i ma
ban vira tao.
o Nhép chudt phai vao két ndi VPN va chon Connect.
2. Nhap thong tin dang nhap (néu can):
o Néu ban chwa nhap théng tin dang nhap truwdc do, ban sé can nhap lai
tén ngwdi dung va mat khau khi két ndi.
3. Kiém tra két noi:
o Néu két ndi thanh cdng, ban sé thay mot thdng bao "Connected" va ban
c6 thé bat dau st dung két nbi VPN.
4. Kiém tra két n6i mang:
o Ban co thé thir ping may chl VPN hodc truy cAp cac tai nguyén trén mang
tlr Windows XP dé kiém tra xem két n6i VPN cé hoat ddng hay khong.

Bwdc 5: Kiém tra nhat ky sw kién (néu két ndi khéng thanh céng)

1. Kiém tra nhat ky 16i trén may chu:
o Néu két ndi khong thanh cong, ban cé thé kiém tra nhat ky sw kién trén
Windows Server dé tim hiéu nguyén nhan. M& Event Viewer trén
Windows Server va kiém tra muc Routing and Remote Access trong
Applications and Services Logs.
2. Kiém tra twong Ilra:
o Dam bdo rang cac cong can thiét cho VPN (nhw cbng TCP 1723 cho PPTP,
hodc UDP 1701 va 500 cho L2TP/IPsec) d3 dwgc md trén ca twong Ilra
clla mdy chu va may khach.
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