MUDD

If you receive the error messages like either of the ones in the screenshots below, when using
your HMC Credentials to access a service that is included in our Single Sign On (SSO)
environment (e.g. the Student Portal, Google Workplace, Ultipro). Please review our
recommended settings for the browser you use to allow cookies from login.hmc.edu

Internet Explorer
Chrome for Windows
Chrome for Mac
Firefox for Windows
Safari

ERROR

An error occurred while processing your request. Please contact your helpdesk or
user ID office for assistance.

This service requires cookies. Please ensura that they are enabled and try your
going back to your desired resource and trying to login again.

Use of your browser's back button may cause specific errors that can be resolved by
going back to your desired resource and trying to login again.

Qops! Your browser seems to
have cookies disabled. Make sure
cookies are enabled or try
opening a new browser window.




Internet Explorer

Step 1 - Open Internet Explorer, click on the sprocket icon in the upper right hand corner to

access the settings drop down menu, then select “Internet Options”.

Step 2 - Navigate to the “Privacy” tab, then select “Sites”

ok -
Print v f
File 3
Foom (125%) 3
Safety 2
Add site to Start menu
View downloads Ctrl+]

Manage add-ons
F12 Developer Tools
Go to pinned sites

Compatibility View settings

Report website problems
Internet options

ABOT Effet Explorer

BACK TO TOP



Internet Options

General I Security | Privacy | Content | Connections | Programs I Advanoedl

Settings

Select a setting for the Internet zone,
Medium

- Blocks third-party cookies that do not have a compact
privacy policy
- Blocks third-party cookies that save information that can
— be used to contact you without your explicit consent
f - Restricts first-party cookies that save information that
can be used to contact you without your implicit consent

_]] Import ][ Advanced ] Default

Loca
]| Mever allow websites to request your Clear Sites
physical location
[
Pop-up Blocker
[#] Turn on Pop-up Blocker
InPrivate

Disable toolbars and extensions when InPrivate Browsing starts

[ QK ] [ Cancel ] Apply

Step 3 - Type “login.hmc.edu” without the quotes, in the Address of website location. Select
Allow login.hmc.edu will display in the list of Managed websites. Click OK
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[E3

Per Site Privacy Actions

Manage Sites

51_' | fou can specify which websites are always or never alowed to use
_:ﬂ} cookies, regardless of their privacy policy.

Type the exact address of the website you want to manage, and then click Allow
or Block.

To remove a site from the list of managed sites, select the name of the website
and click the Remove button.

login hme.edu

Managed websites:

Domain Setting Remove

Step 4 - Restart Internet Explorer

Chrome for Windows

The instructions below are needed if the default cookie settings have been modified after initial
installation of Chrome see Step 4. Chrome notes default settings as “recommended”.

Step 1 - Launch Chrome, then select the “Chrome” drop down menu in the upper left hand
corner of the screen, then select “Settings”
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Mew tab Ctrl+
Mew window Ctri+M

Mew incognito window  Ctrl+5Shift+R

Bookmarks 4
Recent Tabs 4
Edit Cut  Copy Paste
Zoom - 100%  + oo
Save page as... Ctrl+5
Find... Ctrl+F
Print... Ctrl+P
Tools 3
History Ctri+H
Downloads Ctrl+)J

Sign in to Chrome...

About Google Chrome
Help

Exit Ctrl+5hift+Q

Step 2 - Select “Show advanced settings...”

|# Always show the bookmarks bar

Search

Set which search engine is used when searching from the omnibox.

Google « | Manage search engines...

Users

You are currently the only Google Chrome user,

| Add new user... | | Delete this user | | Import bookmarks and settings...

Default browser

e default browse rently Google Chrome.

Show advanced settings...
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Step 3 - Under Privacy. Select “Content Settings”.

Users

You are currently the only Google Chrome user.

Add new user... Delete this user Import bookmarks and settings...

Default browser

The default browser is currently Google Chrome.

Content settings... r browsing data...

oogle Chrome may u

disable ices. Learn more

| Use a web service to help resolve navigation errors

|

launcher search box

i MiwmAdimt mabsrmele mekimme Fo (memem m mm s lmmol om el e o

Step 4 - Under “Cookies”. Select “Manage exceptions”.

eb services to improve your browsing experience. You may optionally

Use a prediction service to help complete searches and URLs typed in the address bar or the app
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Content settings

Cookies
® Allow local data to be set (recommended)
Keep local data enly until you quit your browser
Black sites from setting any data

| Block third-party cookies and site data

| Manage exceptions... |

Images

LIl cockies and site data..

® Show all images (recommended)
Do not show any images
Manage exceptions...
JavaScript
®/) Mllow all sites to run JavaScript (recommended)
Do not allow any site to run JavaScript

Manage exceptions...

Handlers

Done

Step 5 - Type “login.hmc.edu” without the quotes, in the field for Hosthame pattern. Set

Behavior to “Allow”. Select Done at the bottom.
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Cookie and site data exceptions

ostname pattern Behavior

Allow =

Learn maore | Done

Step 6 - Restart Chrome

Chrome for Mac
The instructions below are needed if the default cookie settings have been modified after initial
installation of Chrome see Step 4. Chrome notes default settings as “recommended”.

Step 1 - Open Chrome, then select the “Chrome” from the menu bar in the upper right hand
corner of the screen, then select “Preferences”.
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ile Edit View History Bookmarks Window Help

e ———
About Google Chrome

Preferences...

/ [ Home | Harvey Mudd Coll o

Sign in Again... 3 -
Clear Browsing Data... oxa C https://www.hmc.edu

Import Bookmarks and Settings... ﬂ Professor Messer, C || Change LDAP Passy
Services

Hide Google Chrome
Hide Others
Show All

Warn Before Quitting (3#Q)

Quit Google Chrome

Step 2 - Select “Show advanced settings...”

|¥ Always show the bookmarks bar

Search

Set which search engine is used when searching from the omnibox.

Google - | Manage search engines... |

Users

You are currently the only Google Chrome user.

| Add new user... [l Delete this user I Import bookmarks and settings... |

Default browser

e default browse rently Google Chrome.

Show advanced settings...

Step 3 - Under Privacy. Select “Content settings”.
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Users
You are currently the only Google Chrome user,

Add new user... Delete this user Import bookmarks and settings...

Default browser

The default browser is currently Google Chrome.

| Content settings... | Cldlar browsing data...

oogle Chrome may usge®eb services to improve your browsing experience. You may optionally

disable Ices. Learn mare

«f| Use a web service to help resolve navigation errors

7 Use a prediction service to help complete searches and URLs typed in the address bar or the app
launcher search box

b

Step 4 - Under “Cookies”, select “Manage exceptions...”

. x
Content settings

Cookies
® Allow local data to be set (recommencded)
Keep local data enly until you quit your browser
Block sites from setting any data

o Block third-party cookies and site data

| Manage exceptions... |

Images

Al cookies and site data...

® Show all images (recommended)
Do not show any images
Manage exceptions...
JavaScript

®) Allow all sites to run JavaScript (recommended)

Do not allow any site to run JavaScript

Manage exceptions...

Handlers

Done

Step 5 - Type “login.hmc.edu” without the quotes, in the Hostname pattern. Set Behavior to
“‘Allow”. Select Done at the bottom.
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Cookie and site data exceptions

ostname pattern Behavior

Allow -

Learn mare Done

Step 6 - Restart Chrome

Firefox for Windows
Step 1 - Open Firefox. From the menu bar, select “Tools”, then “Options”.

'_Icn:uls] Help

Downloads Ctrl+)
Add-ons Ctrl+5Shift+ 4
Set Up Sync...

Web Developer [
Page Info

Step 2 - Navigate to the “Privacy” tab. Select “Use custom settings for history” under the
“Firefox will:” drop down menu.
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Options

0 & = (e

General Tabs Content  Applicatio Privacy curity

P e
pe e e—'} 3
5 E '
¥ pr= o

Sync Advanced

Tracking \_/

() Tell sites that I do not want to be tracked
@ Tell sit

@ Do not tell sites anything about my tracking preferences

Histony

Firefox will: ’ Use custom settings for history =

[C] Always Ose cing mode

Y g
Remember my browsing and downlead history
Remember search and form history

Accept cookies from sites

Accept third-party cockies:

Keep until: | they expire vl

[ Clear history when Firefox closes

Location Bar

When using the location bar, suggest: ’Historyand Bookmarks vl

Show Cookies...

Settings...

Step 3 - Select “Accept cookies for sites”, change Accept third party cookies to “Never”. Select

“Exceptions”.
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Options

S

J = @ B &

General Tabs Content  Applications  Privacy  Security

T Y.
) L&)
; 25

Sync Advanced

Tracking
(") Tell sites that I de not want to be tracked

() Tell sites that I want to be tracked
@ Do not tell sites anything about my tracking preferences

Learn More

History

Firefox will: [Usecustom settings for history ~

[ Always use private browsing mode
Remember my browsing and download history
Remember search and form history

@ccept cookies from site

Accept third-party cookie

Keep until:

[ Clear histary when Firefox closes

(o)
S —
Show Cookies...

Settings...

Step 4 - Enter “login.hmc.edu” without the quotes, in the Address of website. Select Allow and

Close.

Safari

Step 1 - Launch Safari, then click the “Safari” drop down menu in the upper left hand corner of
the screen and select “Preferences”.
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[{4 Safari )3
~——
RBout Safari

Safari Extensions. ..

Edit View History Bookmarks Develop Window Help

O Home | Harvey Mudd C

Preferences... %, % Irayir=fpee https @ www.hme.edu

Private Browsing...
Reset Safari... ABOUT ACADEMICS CLINIC & RESEARCH  ADMISSION & FINA

Services >

Hide Safari 3#H
Hide Others 38H
Show A

Quit Safari ®Q

Step 2 - From the Preferences window, select the Privacy tab”, then select “Never” in the “Block

cookies and other website data” field. Close the “Preference” window and Quit Safari to
completely shut down the browser.

Privacy

B

ensions Advanced

Ceneral Tabs AutoFill Passwords Securith

Cookies and other website data: | Remove All Website Data... |

50 websites stored cookies or other data | Details... |

Block cookies and other website data: -._;.' From third parties and advertisers

| L =
Limit website access to location services: '.j_.' Prompt for each website once each day

-._;_.' Prompt for each website one time only
-._;.' Deny without prompting

Website tracking: [ | Ask websites not to track me

Web search: [ | Prevent search engine from providing suggestions | ? )

Step 3 Reopen Safari and visit the HMC Portal by entering Portal.hmc.edu in the url address
location. Login to the Portal.

Step 4 - Revisit the “Safari” drop down menu in the upper left hand corner of the screen and
select “Preferences” again.
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‘ Lo LUl File  Edit  View History Bookmarks Develop Window Help
——

RBout Safari
Safari Extensions...

Home | Harvey Mudd C

I — =
Preferences... 35, 2 @ +
— L

Private Browsing...

Reset Safari... ABOUT ACADEMICS CLINIC & RESEARCH  ADMISSION & FINA

Services > ".‘V

Hide Safari ®H
Hide Others N #H
Show All

Quit Safari #¥Q

Step 5 - From the Preferences window, select the “Privacy” tab, then select “From third parties
and advertisers” in the “Block cookies and other website data” field. This will block cookies from

websites you visit.

Cookies and other website data: | Remove All Website Data... |

45 websites stored cookies or other data | Details... |

@and other website data: @From third parties and ad@

Limit website access to location services: (#) Prompt for each website once each day
() Prompt for each website one time enly
() Deny without prompting

Website tracking: [ | Ask websites not to track me

Smart Search Field: |_| Do not preload Top Hit in the background

= Harvey Mudd Graduates
Landmark Class

|_| Prevent search engine from providing suggestions |7}|
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