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1. OCHOBHbBIE TPEBOBAHUA KOMIIETEHIIUN

1.1. OBIE CBEJEHUSA O TPEBOBAHUAX KOMIIETEHIIUHN

Tpeboanus komnetreHuu (TK) «CeTeBoe U cUCTEMHOE aAMUHUCTPUPOBAHUE)

OTIPEICIISIIOT 3HAHUSI, YMEHUS, HABBIKU W TPYAOBBIE (DYHKIIMH, KOTOpBIC JIEKaT B
OCHOBE HanboJiee akTyalbHbIX TpeOOBaHMM paboToaTENCH OTpaCy.

[lenbpt0 COpEeBHOBAHUI IO KOMIIETECHIIMM SIBISIETCA JEMOHCTpALUS JTYYIIHX
MIPAKTUK M BBICOKOTO YPOBHS BBIMOJHEHUS paOOTHl MO COOTBETCTBYIOIIEH padoueit
CHEUHUAIBbHOCTH WIH NPOPECCUU.

TpeOoBaHMSI KOMIIETEHIIMM SBIISIIOTCS  PYKOBOACTBOM IS  HOJATOTOBKH
KOHKYPEHTOCIOCOOHBIX, BBICOKOKBAJIM(DHUIIMPOBAHHBIX CHEIUAIUCTOB / paboyux u
y4acTHs BX B KOHKYpcax Mpo(heCcCHOHAIBEHOTO MaCTEPCTRA.

B copeBHOBaHMX 0 KOMIETEHIMM NPOBEpPKA 3HAHWM, YMEHUM, HAaBBIKOB U
TPYAOBBIX  (YHKIMH  OCYHIECTBIISIETCS  TOCPEACTBOM  OILICHKU  BBIMOJHEHUS
MPAKTUIECKOU PaOOTHI.

TpeboBaHusT KOMIETEHIIMU pa3[eieHbl Ha YETKHUE pa3/esibl ¢ HOMEpaMu U
3arojIOBKaMy, Ka)XX[IOMy pa3/ie]y Ha3HayeH IPOLIEHT OTHOCUTEIbHOW Ba)KHOCTH,

cymma Kotopsix coctasisieT 100.

1.2. IEPEYEHb ITPO®ECCHOHAJIBHbBIX 3AJJAY CIHEOHAJIMCTA 11O

KOMIIETEHIIUM «CeTeBO€ M CHCTEMHOE A/IMUHUCTPUPOBAHM E»

Ilepeuens 6008 npogeccuoHanvbHol OeamenbHOCmU, YMeHUll U 3HAHUL U NPOpecCUOHATbHBIX MPYOOBbIX (BYHKYUL
cneyuanucma (u3 @IOC/IIC/ETKC..) u 6asupyemcsa Ha mpebOBAHUAX COBPEMEHHO20 DbIHKA Mpyod K OAHHOMY
cneyuanucmy

Tabnuya Nel
HepequL leO(l)eCCI/IOHa.JILHLIX 3aJav crnenuajimucra
Brinonnenue pa60T II0 BBIABJICHUIO W YCTPaHCHUIO
1 HMHOUACHTOB B I/IH(I)OpMaI_[I/IOHHO-KOMMYHI/IKaHI/IOHHBIX 75
cucremMmax
- CrienmanucT NOJDKEH 3HATh U IOHUMATh:




JIntieH3noOHHEBIE TpeOOBaHUS o HACTPOUKE u

IKCILTyaTalluu yCTaHABIMBAEMOTO MIPOrPaMMHOTO
o0OecreueHus
OCHOBBI apXUTEKTYPHI, YCTpOHCTBA U

(YHKIIMOHUPOBAHUS BHIYUCIUTEIBHBIX CUCTEM
[IpuHIIMTIBI  OpraHW3alii, COCTaB U CXEMbI PabOTHI
ONEpPaLOHHBIX CUCTEM

Crangaptbl ”HGOPMAIIMOHHOTO B3aUMOACHCTBUSI CUCTEM
PernamenTsl mpoBeneHus MPOPUIAKTHYCCKUX PAOOT Ha
aIMUHUCTPUPYEMOU
UH(POPMAIIMOHHO-KOMMYHHUKALIMOHHON CHCTEME
WMHCTpyKIMU 110 YCTaHOBKE aJIMUHUCTPUPYEMBIX CETEBBIX
YCTPOMCTB

NHcTpyKiIMM 10 3KCIUTyaTalluk  aIMUHUCTPUPYEMBIX
CETEBBIX YCTPOUCTB

NHCTpyKIIMM  TI0  YCTAHOBKE  aJMUHHUCTPHUPYEMOTO
MPOrpaMMHOT0 00eCTICUEHUSI

WHcTpyKIuu 1O AKCIUTyaTallid  aAMUHUCTPUPYEMOTO
IpOrpaMMHOT0 00ecreueHus

TpeOoBanus oxpaHbl Tpyda Npu paboTe ¢ anmapaTHbIMU,
MIPOrpaMMHO-aIIAPATHBIMU U MIPOrpaMMHBIMU
cpeacTBamu AAMUHHACTPUPYEMOMN
MH(OPMALIMOHHO-KOMMYHUKAIIMOHHON CHUCTEMBI.

- Cnennanuct JOJKEH YMETh:

NnentuduuupoBaTh HWHIMWJACHTHI, BO3HUKAIOIIUE TIPU
YCTAHOBKE MPOTPAMMHOTO 0O€CIe4YeHus, U MPUHUMATH
pelieHue 00 M3MEHEHUHU MPOIEAYPHl YCTaHOBKHU
OueHuBarh CTENEHb KPUTUYHOCTH WHIMJICHTOB IPHU
paboTe MPUKIATHOTO MIPOrPAMMHOIO 00eCIIeUeHUs
YceTpaHITh BOZHUKAOUIUE UHITUICHTHI

Jlokanu3oBarh OTKa3 U MHULIHMUPOBATH KOPPEKTUPYIOIIUE
JIEUCTBUSA

[Tonp30BaThCsI HOPMAaTUBHO-TEXHUYECKOW IOKYMEHTALIUEN
B 0071aCTH MTHHOKOMMYHHUKAIIMOHHBIX TEXHOJIOTUN
[IponsBoanTH MOHUTOPHUHT aIMUHUCTPUPYEMOM
MH()OPMaIIMOHHO-KOMMYHUKAITUOHHOW CUCTEMBI
KondurypupoBarh onepaniMoHHbIE CHUCTEMbl CETEBBIX
YCTPOMCTB

[Tonb30BaThCsl KOHTPOJIBHO-U3MEPUTEIBLHBIMU TTPUOOPAMU
1 anmnaparypou




JIoKyMEHTHPOBaTh YYETHYIO uH(bOPMAIIHIO 00
HCITIOJIb30BAHHUH CETEBBIX pecypcoB COTJIaCHO
YTBEPXKICHHOMY TpaduKy

OOGecrieueHre pabOThl TEXHUYECKUX W TMPOrPaMMHBIX
cpencTB HHOOPMAITMOHHO-KOMMYHHUKAIIMOHHBIX CHCTEM

- Crienanuct AOHKEH 3HaTh U IOHUMATh

Hcnonp30BaTb  COBPEMEHHBIE  METOABI  KOHTPOJIA
[IPOU3BOAUTEIBHOCTU
UH(GOPMAITMOHHO-KOMMYHHUKAIIMOHHON CUCTEMBI;
AHanmu3upoBaTh COOOIIEHUST 00 OmMUOKaX B CETEBBIX
YCTPOMCTBAxX u OIEpaLlMOHHBIX CUCTEMAX;
Jlokanu3oBbIBaTH OTKas3 u VHUIMAPOBATH
KOPPEKTUPYIOLIINE JEVCTBUS, [TpumensATh
[IPOrpaMMHO-ANNapaTHble CPEACTBA U JAUArHOCTUKU
OTKAa30B M OIIHOOK CETEeBBIX YyCTpoucTB; [lpuMeHsATh
LITaTHbIE  MPOTrPaMMHO-AIAPATHBIE  CPEACTBA A
KOHTPOJIS IPOU3BOIUTEIBHOCTH CEeTeBOM
UHOPACTPYKTYPbl HHPOPMAITMOHHO-KOMMYHHUKAITMOHHON
CUCTEMBI, IIpumensaTs BHEIIHUE
IIPOrPAMMHO-ANINAPaTHbIE  CPEACTBA  JUISI  KOHTPOJISA
[IPOU3BOAUTEIBHOCTH CETEeBOU UHOPACTPYKTYPHI
uH(GOPMAIIMOHHO-KOMMYHHUKAIIMOHHON CUCTEMBI;

- Cnenuanuct JOJKEH YMETH:

OOmue npuHUUNBl (YHKUMOHUPOBAHMS —allapaTHbIX,
MpPOrpaMMHBIX W  TIPOTrPaMMHO-AIAPaTHBIX  CPEJNCTB
aAMUHHACTPUPYEMON CeTH; APXHUTEKTypa anmnaparHbIX,
MPOrpaMMHBIX ¥ TIPOTPaMMHO-AIIIAPATHBIX  CPEICTB
aIMUHUCTpUpPYEMOU ceTh; MHCTpyKIMM 1O yCTaHOBKE
aIMUHHACTPUPYEMBIX CETEBBIX YCTPOUCTB; MHCTpyKnnu
M0  DJKCIUTyaTallud  aJAMUHUCTPUPYEMBIX  CETEBBIX
YCTPOWCTB; NucTpykiumn 10 YCTaHOBKE
aIMUHUCTPUPYEMOTO  MPOTPaMMHOTO  OOECIHEUYEeHHUS;
WMHCTpyKIIMKM 1O DKCIUTyaTallu aJMHUHUCTPUPYEMOIO
nporpaMmHoro obtecneuenus; [IpoTokonabsl KaHAIBHOTO,
CETEBOro, TPAHCIOPTHOIO U MPUKIATHOIO YpPOBHEMN
MOZIENIN B3aUMOJECUCTBUSI OTKPBITBIX CcUCTeM; ba3zoBas
ATAJIOHHAs MOJENb B3aUMOJEUCTBUS OTKPBITBIX CHCTEM;

MexnyHapoaHsbie CTaHJIapThI JIOKaJIbHBIX
BBIYHCIIUTEIBHBIX ceTe; Monenn
MH()OPMaIIMOHHO-TEIEKOMMYHUKAITMOHHOM ceTu
«HTEpHETY; PernamenTsl MPOBEAECHUSA

npouiakTHUeCKuX  paboT Ha  AJMUHUCTPUPYEMOM
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nH(OPMAIIMOHHO-KOMMYHHUKAITHOHHON CHCTEME;
YCeTpoiicTBO M MpUHLIMIO PabOThl KaOEIbHBIX M CETEBBIX

AHAJIU3aTOPOB; Cpenctsa TyOOKOTO aHaim3a
WH(OPMAIIMOHHO-KOMMYHHUKAITHOHHON CHUCTEMBI;
MeTpukr  NPOU3BOAMUTEIBHOCTH  aAMUHUCTPUPYEMOUN
UH)OPMAIIMOHHO-KOMMYHHUKAIIHOHHON CHUCTEMBI;

PernamenTsl mpoBeleHUs NPOPUIAKTHYECKUX PAOOT Ha
aJIMUHUCTPUPYEMOIL

nH(OPMAIIMOHHO-KOMMYHHUKAITMOHHON CUCTEME;
TpeOoBanusi oOxpaHbl Tpyaa Ipu paboTe ¢ CEeTeBOM
anraparypou aIMUHUCTPUPYEMOU

MH(OPMALIMOHHO-KOMMYHUKAIIUOHHOM CUCTEMBI;

Peannsanus CXEMBI pEe3EpPBHOTO KOIIMPOBAaHUS,
apXMBUPOBAaHUS W  BOCCTAHOBJIEHMSI KOH(UTypauui
TEXHUYECKUX " IIPOrpaMMHBIX CPEICTB
MH()OPMALIMOHHO-KOMMYHHUKAIIMOHHBIX CUCTEM o

YTBCPIKACHHBIM IIJITaHAM

- CneunanucT JOJKEeH 3HaTh U TIOHUMATh:

OO6mue mnpuHIUNBl (QYHKIUMOHUPOBAHMS —allllapaTHbIX,
MPOTPAMMHBIX W MOPOTPAMMHO-AIIAPATHBIX  CPEACTB
aIMUHUCTPUPYEMOU
WH(OPMAIIMOHHO-KOMMYHHUKAITHOHHON CUCTEMBI;
Apxurekrypa anraparHbIX, MPOTPAMMHBIX u
IIPOrPAaMMHO-ANNAPATHBIX CPEICTB aAMUHUCTPUPYEMOU
WH(OPMAIIMOHHO-KOMMYHUKAIITHOHHON CHUCTEMBI;
WNHCTpYKIIMHU IO YCTAHOBKE aIMUHUCTPUPYEMBIX CETEBBIX
YCTPOKWCTB UH(OPMAIIMOHHO-KOMMYHHUKAITHOHHON
CHUCTEMBI; NucTpykuuun o AKCIUTYaTaluu
aIMHUHUCTPUPYEMBIX CETEBBIX YCTPOWCTB
WH(OPMAIIMOHHO-KOMMYHHUKAITHOHHON CHUCTEMBI;
NHCTpYyKIIMM 1O  YCTAHOBKE  aIMHHUCTPUPYEMOTO
IIPOTPAMMHOTO obecrieueHus; NucTpykumnn 1o
AKCIUTYaTallud  aJIMUHACTPUPYEMOTO  MPOTPAMMHOIO
obOecrieuenusi;  [IpoTokonbl  KaHAIBHOTO,  CETEBOTO,
TPAHCIIOPTHOTO M  MPUKJIAJIHOTO YPOBHENM  MOJEIH
B3aUMOJCUCTBUSA OTKPBITBIX CUCTEM; ba3zoBas 3TajnoHHAas
MOZENb  B3aUMOJECUCTBHUS  OTKPBITBIX  CUCTEM  JUIA
yopaBieHus ceTeBbiM TpadukoM; MexaTyHapoIHbIe
CTaHJAPTHl  JIOKAJIBHBIX  BBIYHUCIMUTEIBHBIX  CETEH
PermamenTsl mpoBeneHus NPOPUIAKTHYCCKUX PAOOT Ha
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aIMUHUCTPUPYEMOU

MH(OPMALIMOHHO-KOMMYHUKAILIMOHHON CUCTEME;
TpeboBanusi oxpaHbl Tpyaa Hpu padboOTe € CETeBOU
anmnaparypou aIMUHHACTPUPYEMOMN

MH(OPMALIMOHHO-KOMMYHUKAIIUOHHON CHUCTEMBI;

- CnenuanucT JOJKEH YMETH:

Hcnonp30Bare Mpoueaypbl BOCCTAHOBJIEHHS JaHHBIX;
OIpeNesATh TOYKH BOCCTAHOBJIEHMSI IaHHBIX; paboTarh ¢
CEepBEpaMH apXHWBUPOBAHUS W CPEICTBAMH YIIPABIICHUS
ONEPALTMOHHBIX CUCTEM; [Tonb30BatTbcs
HOPMAaTUBHO-TEXHUYECKON JTOKyMEHTaIueir B o0macTu
MH()OKOMMYHUKAIIMOHHBIX ~ TEXHOJOTWH;  BBINONHATH
IJIAHOBOE apXMBHUPOBAHUE IMPOTPAMMHOIO OOECIEUECHHUS
MOJIb30BATEIBCKUX YCTPOHUCTB COITIACHO TpaduKy;

BHeceHne W3MEHEHHI B TEXHUYECKUE W IPOTPAMMHBIC
cpenctBa UHGOPMAITMOHHO-KOMMYHUKAIITMOHHBIX CHCTEM
M0 YTBEPKJICHHOMY IJIaHy padoT

- CHCHI/IaJ'II/ICT JOJIDKCH 3HAaThb U IIOHUMATh:
HMcnonp3oBarhb COBPCMCHHEIC MCTOAbI KOHTPOJIA

MPOU3BOUTEILHOCTH
UH(OPMAIIMOHHO-KOMMYHHUKAIIMOHHON CUCTEMBI,
AHanu3upoBaTh CcO0OIIeHUsT 00 oOmUOKaX B CETEBBIX
yCTpOMCTBax u oTiepaImOHHBIX cucremax;
Jlokann3oBbIBATH OTKa3 u WHULIMUPOBATH
KOPPEKTUPYIOIIIHE NEeNUCTBUS; [IpuMeHsTh

IIPOrpaMMHO-AIIIapaTHbIE CPEACTBA Il JAUArHOCTUKU
OTKa30B U OIIMOOK CETEeBBIX YCTpOMcTB; IllpuMeHsATH
IITaTHBIE  MPOrPAMMHO-aNNaparHble  CPeACcTBa  JUIS
KOHTPOJIA IIPOU3BOAUTEILHOCTH ceTeBon
UH(QPACTPYKTYpbl HHPOPMAMOHHO-KOMMYHHKAITMOHHOU
CUCTEMBI; IIpumensTh BHEIIIHUE
IIPOrPaMMHO-AIIIAPATHBIE  CPEACTBA I KOHTPOJIS
MTPOU3BOAUTEIBHOCTH CETEBOM UH(PACTPYKTYPbI
UH(POPMAITMOHHO-KOMMYHUKALIMOHHON CUCTEMBI;

- Cnenuanuct JOJIKEH YMETH:

OOmue npuHIUOB  (QYHKIMOHUPOBAHUS —AaNMapaTHbIX,
IIPOrpaMMHBIX ¥ IPOTrPaMMHO-AIIIAPATHBIX  CPEICTB
aIMUHUCTPUPYEMOW CeTH; ApXMUTEKTypa amnmnaparHbIX,
IIPOrPaMMHBIX ¥ IPOTPaAaMMHO-AINIAPATHBIX  CPEJICTB
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aIMUHUCTpUpPYEMOU ceTh; MHCTpyKIMu 1o yCTaHOBKE
aIMUHUCTPUPYEMBIX CETEBBIX YCTPOUCTB; MHCTpyKIMU
M0  DJKCIUTyaTallud  aJAMUHUCTPUPYEMBIX  CETEBBIX
YCTPOWCTB; NucTpykiun 10 YCTaHOBKE
aIMUHUCTPUPYEMOTO  TMPOTPAMMHOTO  0OECIECUCHUS;
NHCTpYyKIIMM 110 3KCIULyaTauud aJAMUHHUCTPUPYEMOIO
nporpaMMHoro obecrneuenusi; [IpoTokosibl KaHaAIBHOTO,
CETEBOro, TPAHCIOPTHOIO U NPUKIAJHOIO YpPOBHEHN
MOJENN B3aUMOJECUCTBUSI OTKPBITBIX CcuUCTEM; ba3zoBas
ATAJIOHHAs MOJEIb B3aUMOACHUCTBUSA OTKPBITBIX CHCTEM;

MexnyHapoaHsie CTaHAAapTHI JIOKaJIbHBIX
BBIYHCIIUTEIbHBIX ceTen; Monenn
MH(OPMALIMOHHO-TEJIEKOMMYHHUKAITMOHHOU cetu
«HTEepHETY; PernamenTsl MPOBEAECHUSA
npouiiakTUUecKuX  paboT Ha  aJMUHUCTPUPYEMOM
MH(OPMAIIMOHHO-KOMMYHHUKAIIMOHHON CUCTEME;
YCTpoiicTBO M MpUHIMUI PabOThl KaOENbHBIX M CETEBBIX
aHaJIM3aTOPOB; Cpenctsa r1yOOKOTO aHanu3a
UH(GOPMAITMOHHO-KOMMYHUKALIMOHHON CUCTEMBI;
MeTpukn  TPOU3BOIUTEIBHOCTH  aJAMUHUCTPHUPYEMOU
MH(OPMAIIMOHHO-KOMMYHHUKAIIMOHHON CUCTEMBI;
PermameHnTsl mpoBeaeHHUs MpOUIAKTHUECKUX paboOT Ha
aIMUHUCTPUPYEMOU

UH(POPMAIIMOHHO-KOMMYHUKALMOHHON CUCTEME;
TpeOoBanusi oOxpaHbl Tpyaa Mpu paboTe ¢ CETeBOM
arraparypoun aIMUHUCTPUPYEMOH

WH(OPMAIIMOHHO-KOMMYHUKAIIMOHHON CHCTEMBI;




1.3. TPEBOBAHUSA K CXEME OIIEHKH

Cymma 06aioB, MPHUCYKIAEMBIX MO KaKJOMY acHeKTy, JOJDKHA MONaaaTh B
Iauana3oH 0ajuloB, ONpPENENEHHBIX I KaXJIOro paszienaa  KOMIIETEHIUH,
0003HaUEHHBIX B TPEOOBAHUAX U YKa3aHHBIX B TabmuIie No2.

Tabnuya No2

Matpuua nepecuera TpeGOBAHMI KOMIIETEHIINH B KPUTEPUH OLEHKHU

1.4. CHIEHU®UKALIUA ONEHKA KOMIIETEHIIUA

Onenka KoukypcHoro 3amanusi OydeT OCHOBBIBaTbCSI Ha KPUTEPUSX,
yKa3aHHBIX B Tabiuie Ne3:

Tabnuya Ne3

OuneHka KOHKYPCHOT0 3a1aHusA

B coorBerctBun ¢ wucnonsdyemMpiMu OC u  CeTeBbIM
00opynoBaHHEM

B coorserctBunm ¢ wucnomedyembiMu OC u  CereBpIM
000pYyIOBAHHEM
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1.5. KOHKYPCHOE 3AIAHHUE

O6mas nponoykuTenbHOCTh KOHKypcHOro 3aaanus: 15 4.

KomuuectBo koHkypcHbiX aueit: 3 aHs (1 u 2 aens — Monyns b; 3 nenp —
Monyns IN).

Bne 3aBucumocTu ot konuuectBa Moayliei, K3 qomKHO BKIIIOYATh OLIEHKY IO
KaXJIOMY U3 pa3/iejoB TPeOOBAaHUN KOMIIETEHIIUH.

OueHka 3HaHMI y4YacTHUKA JIOJDKHA TMPOBOAMUTBCA YEpe3 MPAKTUUYECKOE

BBIITOJIHCHHUC KOHKprHOFO 3aJJaHus.

1.5.1. Pa3pa0dorka/BpI00p KOHKYPCHOI'O 3aaHUS

KonkypcHoe 3amaHue COCTOMT W3 2 MOMyJeH, BKIIOYaeT 00sS3aTelbHYH K
BBITIOJTHEHUIO YacTh (MHBapHaHT) — | MOAYNb, U BapUATUBHYIO 4acTh — | MOYIb.

OOGmiee konmuuecTBO O0ANIIOB KOHKYPCHOTO 3a/ianusi coctapiset 100.
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1.5.2. Ctpykrypa MoayJieii KOHKYPCHOIO 3a/IaHUA

Moayas b. (Hacmpoiika mexHuuecKux u HpPOCPAMMHBIX  CPEOCHmE
UHPOPMAUUOHHO-KOMMYHUKAYUOHHBIX cuchmem) (AHBAPUAHT)
Bpems na svinonnenue mooyna 10 uacos

3aganud:

Yactb 1 (1 1eHb - 5 9acoB)

1) ba3oBasi HacTpoiika
a) HactpoiiTe uMeHa ycTpONCTB COMIACHO TOTOJIOTUU
1. Mcnonp3yiTe MOMHOE JOMEHHOE UM
b) CxoHndurypupyiite ajpeca yCTpOUCTB Ha CBOE YCMOTPEHHE.
1. s odpuca HQ Beimenena cetb 192.168.11.0/24
2. Ins opuca DT Beigenena cets 192.168.33.0/24
3. lns tyHHeneu mexay oducamu Beinenena cets 10.10.10.0/24

1. TyHHeJ'IB JOJIZKCH BMCIIIaTh MUHHUMAJIbHO BO3MOXXHO€ KOJIMYECCTBO
aJIpcCOB

4. JlaHHBIE CETH HEOOXOAMMO PA3ACIIMTh Ha TOJICETH JIJIsI KaXka0ro vlan.
1. VLAN 110 nomkHa BMeniaTh He 6osiee 64 anpecos
ii. VLAN 220 nomkHa BMemarh He 6oiree 16 aapecoB
1i1. VLAN 330 nomkHa BMeniaTh He 6ojiee 8 aapecoB

c¢) Ha Bcex ycrpoiictBa (kpome FW-DT) cosnaiite mons3oBarens sshuser ¢ mapoiem
P@sswOrd

1. [Tonp3oBarens sshuser JOIKEH UMETh BO3MOXKHOCTh 3aITycka YTHIUTHI sudo
0€e3 JI0TMOJIHUTEBHOM ayTeHTHU(UKALIUH.

2. Ha mapmpyTu3aropax moib30BaTenb sshuser m1omkeH 061aaath
MaKCUMaJIbHBIMU ITPUBUIETUSMHU.

1. He oTkirouaiite 1 He MEHSITE NMaposib y Mojib3oBareis admin
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2) HacTpoiika KOMMYTalluu
a) Hacrpoiite kommytaropet SW-DT, SW1-HQ, SW2-HQ, SW3-HQ.
1. Ucnons3yiite Open vSwitch
2. mst koMMyTaTopa I0OJKHO COBMAAATh ¢ KOPOTKUM UMEHEM YCTPOUCTBA
1. Mcrionb3yiTe 3armaBHbIe OYKBBI
3. [lepenaiite Bce ¢pu3nyecKue NOPTHl KOMMYTATOPY.

4. ObecrnieubTe BKIIOUEHUE MIOPTOB, €CIU 3TO HEOOXOIUMO

5. Coznaiite Ha KOMMyTaTopax unrepdeiico! ynpapienus u umeneM MGMT.

1. Jlnst uaTepdericoB ynpasnenus ucnoib3yite VLAN330.
6. B opuce HQ HacTpoiiTe mpoTOKOJI OCTOBHOTO JepeBa
1. Kopuem aepea momxken Beictynats SW1-HQ.

b) Jns kaxgoro opuca ycTponcTBa JOMAKHBI HAXOAUTHCS B COOTBETCTBYIOITUX
VLAN

1. Kianents! - VLAN110,
2. CepBepa — B VLAN220,
3. Anmunuctparopsl — B VLAN330.

3) HactpoiiTe NOAK/II0YEeHUSI MAPUIPYTU3ATOPOB K NMPoOBaiiiepy

a) Jlnsa mogxmrouenust R-DT k npoBaitnepy HE0OXOAMMO MCIOJIb30BaTh MOCIEAHUN
aapec u3 cetu 172.16.4.0/28.

b) Jlns mogkmrouenust R-HQ k mpoBaiiepy He0OX0IMMO JOJKEH HCII0Ib30BaTh
nocienHui aapec u3 cetu 172.16.5.0/28.

c¢) [IpoBaiiaep UCIONB3yEeT MEPBBIN apeC U3 KaxI0i CeTH
4) HacTpoiika JMHAMHMYECKON TPAHCIALMU AiPECOB
a) HactpoiiTe Ha MapLIpyTHU3aropax AMHAMUYECKYIO TPAHCIISILIUIO aJPECOB.

b) Bce ycTpoiicTBa Bo Bcex oducax JOMHKHBI UMETh JOCTYI K ceth HTepHeT

5) Hacrpoiika npoToKo/ia JTMHAMUYECKOH KOH(PUTypPaLH XOCTOB
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a) Ha R-HQ u R-DT nacTpoiite mpoTOKOI TUHAMUYECKONH KOHPUTYpAIIUU XOCTOB JIJIs
kieHToB (CLI)

1. Aapec ceTu — cornacHo TOMOJIOTUH

1. MckimrounTe ajpec muio3a 1o yMOJITYaHUIO U3 JIMalla30Ha BhIIaBaeMbIX
aJpecoB

2. Axpec nuio3a o yMoJYaHUIO — B COOTBETCTBUU C TOMOJIOTHEN

1. Ilnro3om ansa cetu HQ aBnsercst mapupytuzarop R-HQ

1. mro3om ot cetn DT saBnsercst mexcereBoit 3kpan FW-DT
3. DNS-cyddukc — au.team

4, HaCTpOﬁTe KJIMCHTOB Ha IMOJYYCHHUC JUHAMHWYCCKUX aaApPCCOB.

6) Me:xny opucamu DT u HQ HeoOxonnMo ckOHGUIypUpPOBaTh ip TYHHE/Ib

a) Ucnons3yiite GRE

7) Hactpoiite nuHamMmu4yeckyro mapupyrusanuio OSPF
a) Mexny obucamu DT u HQ

1. MapipyTi3aTopbl TOJDKHBI OBITH 3alUIIEHBI OT BOPOCa MapIipyToB ¢
TO0BIX HHTEPEHCOB, KPOME TEX, Ha KOTOPHIX OOMEH MapIIpyTaMH sIBHO TPpeOyeTCs.

2. O0GecrieybTe 3alUTy MPOTOKOJIA MAPIIPYTU3AIUU TTOCPEICTBOM MapOIbHON
3aIIUThI

1. Ucnonw3yiite mapois P@sswOrd
b) Mexnay R-DT u FW-DT
1. R-DT pomxeH y3HaBarh 0 ceTsax, noakiaoueHHbx K FW-DT nmo OSPF.

2. FW-DT nomxeH nmonydaTh MapmipyT IO YMOJIYAHUIO U APYTHUE HEOOXOAUMBIE
MapuipyTsl oT R-DT uepe3 OSPF.

3. R-DT nomxen ObITh 3aLIUIIEH OT BOpOCa MapIIpyTOB € JHOOBIX
UHTEpdEcoB, KpoOMe TeX, Ha KOTOPbIX OOMEH MapIIpyTaMu SIBHO TPeOyeTcs.

8) Hacrpoiika DNS aasa SRV1-HQ u SRV1-DT

a) Peanuzyiite ocaoBHOU DNS cepBep kommanuu Ha SRV1-HQ
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1. {5 Bcex ycTporcTB 060ux ohucoB HeoOXoaumo co3narh 3anucu A u PTR.
2. Jlnst Bcex cepBUCOB MpeAnpusaTUs HeoOxoaumo cosaath 3anucu CNAME.

3. 3arpy3ska 3anuceit ¢ SRV1-HQ nomkna ObITh pa3peleHa TOIbKO s
SRVI1-DT

b) Crxondurypupyiite SRV 1-DT, kak pe3epBubiii DNS cepsep.

¢) Bce ycrpoiicTBa JOMKHBI OBITh HACTPOEHBI HA UCIIOJIB30BAaHUE O0OMX BHYTPEHHUX
DNS cepsepos.

1. Ins opuca HQ ocrnoBHbiM DNS cepsepom siBasietcss SRVI-HQ
2. st opuca DT ocnoBHbIM DNS cepBepom siBisiercst SRV1-DT

d) B xauectBe DNS cepBepa nepechluiKy UCIIONb3yHTe 10001 o01menoctynHbiii DNS
cepsep

9) HacTpoiiTe CHHXPOHU3ALUIO BPEMEHH MekK1Y CeTeBbIMU YCTPOMCTBAMH 110
nporoxkoay NTP.

a) B kauectBe cepBepa qomkeH BoicTynaTh SRV1-HQ
1. Ucnonw3yiiTe cTparym 5

2. Ucnonp3yiite ntp2.vniiftri.ru B KauecTBe BHENTHETO CepBEpa CHHXPOHUBAINH
BpEMEHU

b) Bce ycTpoiicTBa 10omKHBI CHHXPOHU3HPOBATh cBOE BpeMs ¢ SRV 1-HQ.
1. Ucnionb3yiite chrony, riie 3To BO3MOXHO

¢) HUcnonp3yiiTe Ha BCeX yCTPOMCTBAX MOCKOBCKHI 4aCOBOM MOSIC.

10) Peanuzanust nomeHHoilt uHppacTtpykrypsi SAMBA AD

a) CkoHpurypupyiTe 0OCHOBHOM TOMEHHBIA KOHTposuiep Ha SRV 1-HQ
1. Ucnone3yiite moxyns BIND9 DLZ
2. Cozpaiite 30 nonb3oBareneit userl-user30 ¢ naponem P@sswOrd.
3. ITonw3oBarenu userl-userl 0 10MKHBI BXOJUTH B COCTaB rpyImibl groupl.
4. ITonw3oBarenu userl1-user20 10mKHBI BXOJUTH B COCTaB IPYMIIBI group?2.
5. I[Tonwp3oBarenu user2 1-user30 QOMKHBI BXOAUTH B COCTAB TPYIIIBI group3.

6. Coznaiite moapaszaenenus CLI u ADMIN
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1. [lomecTuTE KIIMEHTOB B moaApa3aACJICHUA B 3aBUCUMOCTH OT UX POJIH.

7. Knuenramu nfomeHna sipisitorest ADMIN-DT, CLI-DT, ADMIN-HQ,
CLI-HQ.

f) B xauecTBe pe3epBHOro KOHTpoJIIepa JoMeHa ucnoib3yre SRV1-DT.
1. Ucnone3yiite moxyns BIND9 DLZ

h) Peanusyiite oburyro nanky Ha SRV1-HQ
1. Ucnone3yiite HazBanue SAMBA

2. Ucnonb3yiite pacnonoxxenue /opt/data

Yacrp 2 (2 1eHb - 5 4acoB)

11) Ynpasiaenue nomeHom ¢ nomombio ADMC
a) Ynpasnenue nomeHoM ¢ nomoinbio ADMC ocymectBisatbes ¢ ADMIN-HQ

b) Jdns noapazaenenust CLI HacTpoiiTe NOIUTUKY U3MEHEHUs pabovyero cToyia Ha
KapTUHKY KOMIIaHHH, a TAK¥KE 3alPETUTE UCIOJIb30BAHUE MOIb30BATEISAM U3MEHEHUE
CETEBbIX HACTPOEK U U3MEHEHHE rpaduyeCcKuX mapaMeTpoB paboyero cToia.

¢) Jns mogpaznenenus ADMIN peanusyiite nogkmoueHue oomieit manku SAMBA c
HCIIOJIb30BAHUEM JJOMEHHBIX IMOJUTHK.

12) HacTpoiika MexKceTeBOro 3JKpaHa

1. CepBepa u Anmunuctparopsl opuca DT q0KHBI UMETh TOCTYIT KO BCEM
yCTPOMCTBaM

2. Knuentsl odpuca DT nomkHbI IMETH JOCTYI TOJBKO K CepBepaM

3. Pazpemnte ICMP-3anpockl anmunrctparopamu opuca DT Ha BHyTpeHHHE
uHTep(deNchl MEKCETEBOIO IKpaHa

13) Peanusanus 0exana odueit nanku Ha cepsepe SRV1-HQ ¢ ucnosib3oBanuem
systemctl

a) bekam nomkeH apXuBUPOBATh BCE TaHHBIE B (hOpMaT tar.gz U XpaHWTh B
nupexTopuu /var/bac/.

1. ApxuBanus A0JKHA TPOU3BOAUTHLCS Oarofaps IOHUTY THIIA SETVICE ¢
Ha3BaHueMm backup.
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2. CepBHC IOJKEH BKIIFOUATCS aBTOMAaTUYECKUI TIPU 3arpy3Ke.
b) Bpems BbinonHeHue Oekana KakIbli J1IeHb B 8 4aCOB Beuepa.
1. Ucnionb3yiiTe 1151 BBINOJIHEHUS IOHUT TUIIA timer ¢ Ha3BaHueM backup.

2. Ecm ycTpoiicTBO OyzieT BBIKIIIOYEHO, TO apXHUBAIUS TPOU3BOIUTCS Cpazy
IIOCJIE 3aITyCKa.

14) Pa3BeprbiBanne npuio:xkenunii B Docker na SRV2-DT
a) Co3pnaiite nokansHbI Docker Registry.

b) Hanumure Dockerfile gyist npunoxkenust web, coxpanurte ero B IOMaIlTHEH Marnke
CYTIepIIOJIb30BaTEIsl.

1. B xauectBe 0a3oBoro o0pasa ucnonb3yire nginx:alpine
2. Coneprxanne index.html
<html>
<body>
<center><h1><b>WEB</b></h1></center>
</body>
</html>
3. CobGepute 00pa3 npusoxeHus: web u 3arpy3ure ero B Baul Registry.
1. Ucnionw3yiite Homep Bepcuu 1.0 115 Baliero npuioKeHus

11. OOpa3 nowKeH OBITH TOCTYTICH ISl CKAUMBAHUS U JTAJTbHEHIIIETO
3aIyCKa Ha JIOKaJbHOW MalluHE

c¢) PaszBepuure Docker koHTeiHED MCIIONB3Ys 00pa3 U3 JIOKaasHOTO Registry.

1. Ums xoHTEliHEpa web
2. KonTeitHep 1oikHO padotark Ha mopty 80

3. OGecnieubTe 3aMyCcK KOHTEIHEPA MOCTe epe3arpy3ki KOMIbIoTepa

15) HacTtpoiika cucTeMbl HEHTPAJIN30BAHHOTO MOHUTOPUHTA U JIOTUPOBAHUS

a) B kauectBe CCpBCpa CUCTCMBI HCHTPAJIM30BAHHOTO MOHHUTOPHUHTA I/ICHOJ'II)BYIZT@
SRV3-DT

b) B kauecTBe cucTeMbl IEHTPAIM30BAHHOTO MOHUTOPHHTA UCIIOJIb3yiTe Zabbix
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1. B xauectBe cepBepa 6a3 gaHHBIX Ucnonb3yiTe PostgreSQL
1. UM Ga3bl JaHHBIX: zabbix
11. [Tones3oBarens 0a3bl JaHHBIX: zabbix
i11. [lapons monp3oBarens 6a3sl qaHHBIX: Zabbixpwd

2. B xauectBe BeO-cepBepa ucnonb3yite Apache

¢) Cucrema 1eHTpaIu30BaHHOTO MOHUTOPUHTA JIOJKHA OBITH JOCTYIHA JJIs
BHYTPEHHUX MoJIb30Barenei o anapecy http://<IP agpec SRV3-DT>/zabbix

1. AAMMHHCTPATOPOM CHCTEMbI MOHUTOPHHTA JOJDKEH OBbITh ITOJIb30BaTEIIb
Admin ¢ maponem P@sswOrd

2. YacoBoii mosic 10 yMOTYaHHIO JT0JDKEeH ObITh Europe/Moscow
d) Hacrpoiite y3en cucteMbl IEHTPAIU30BAHHOTO MOHUTOPUHTA

1. B xauectBe y3110B ceTu ucnomabdyite ycrpoiictsa SRV1-DT, SRV2-DT,
SRV3-DT, SRVI-HQ.

2. Mms y31a ceTH TOJKHO COOTBETCTBOBATH MOJHOMY UMEHHU YCTPOMCTBA
3. Ha xaxxom y37e ucnomnb3yetcst zabbix-areHt

4. K y3nam npuBspKuATe A0J0H MOAXOASIINH MO ONEPAIMOHHYIO CUCTEMY U
areHra

e) Ha SRV1-HQ nacTpolite cepBep cbopa JI0roB

1. Jlorn co6upatotcs B aupexropun /var/log/XOCTHEMM.log
2. HeoOxonumo coOupaTh TOJIBLKO COOOIIEHUS,

3. B ponu ximenTtoB BeictynaroT SRV 1-DT, SRV2-DT, SRV3-DT

16) HacTtpoiiTe Bed-cepBep nginx kak 00paTHbIi Npokcu-cepsep Ha SRV1-DT

a) IIpu oOpateHuy 1o TOMEHHOMY UMEHU WWW.au.team, KJIUEeHTa J0JKHO
nepenanpaisath Ha SRV2-DT na konteitnep web

b) ITpu oOparieHun Mo JOMEHHOMY UMEHHU Zabbix.au.team KJIMeHTa JOJKHO
nepenanpanisaTh Ha SRV3-DT na cepBuc Zabbix

c¢) Ecnin HeoOxonumo, HacTporTe ceTeBoe 000pyaoBaHuE Il o0ecTieueHUs pabOThI
TpeOyEMBIX CEPBUCOB.
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18) Hacrtpoiika y3ia ynpasiaenusi Ansible
a) Hacrpoiite y3en ynpasnenus Ha 6aze ADMIN-DT
1. Ucnionb3yiiTe cTaHIapTHYIO MaKETHYIO BEPCHIO ansible.
b) Cxondurypupyiite ”HBEHTaph
1. MHBeHTaph IOJDKEH pacrionararbes 1o myTH /etc/ansible/inventory.
1. HacTpoliTe 3amyck JaHHOTO MHBEHTAPSI MO YMOTYAHUIO
2. luBeHTaph NOJKEH COAEPKATh TPU IPYNIIBI YCTPOMCTB:
1. Networking (R-DT, R-HQ)
i1. Servers (SRV1-HQ, SRV1-DT, SRV2-DT, SRV3-DT)
111. Clients (ADMIN-HQ, ADMIN-DT, CLI-HQ, CLI-DT)
3. Peanu3zyiiTe 10CTyn KO BCEM YCTpPOMCTBaM € y4eToM HacTpoek SSH
1. [logkiroueHne ocymiecTBIseTCs Mo Mojb3oBaTento sshuser
11. cnionb3yiTe KOppekTHBIN uHTepnpeTaTop Python
111. Otkirounte npoBepky SSH—kItoua Ha XocTe

¢) BeimmonauTe TECTOBYIO KOMaHy “ping’”’ cpeacTBamu ansible

1. Yoeauteck, 4To BCe yCTPOMCTBA OTBEHAIOT “pong’’ 0€3 Mpeaynpexaatoninx
COOOIIEHUI

2. Yoeaurecs, uTO KOMaHIbI ansible BBIMOIHAIOTCS OT IIOJIL30BaTENs user 0e3
UCII0JIb30BaHMs sudo

18) HacrTpoiika pe3epBHOr0 KONUPOBAHMS

a) Ha ADMIN-HQ pa3Bepuyts Kubep bekan 17 Bepcuu

b) Hactpouts opranuzamuio wsr

¢) HactpouTs nonp3oBarens ¢ mpaBamMu aJMUHHCTpaTopa Ha cepepe Kubdep
bekan wsradmin ¢ maponem P@sswOrd

d) YcranoButs Ha CLI-HQ arent Kubep bekan ¢ GpyHkumsiMu y3mma xpaHuidiina u
MOJIKJIIOYUTH €r0 IIPU MOMOIIY TOKEHA

e) [lomkmounTh B KaueCcTBE yCTPOICTBA XpaHeHus: 6J09HOEe ycTpoiicTBO sdb B
dbopmare xfs (ycTpoicTBO HOIKHO OBITH MPUMOHTUPOBAHO B manky /backups)

f) Cosznath m1aH MOJHOTO pe3epBHOTO KomupoBaHus s cepepa ADMIN-HQ

g) BrimonauTh nosiHoe pesepBHoe konupoBanne ADMIN-HQ Ha y3en xpaneHus
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Monyas I. (Obecneuenue omkazoycmoniuueocmu) (BApUAHT)
Bpems na evinonnenue mooyns 5 uwacos

3aganus:

1) IloaroroBka mamuubl ControlVM
a) OOmue ykazaHus:

1. Bcs mpoBepka BbIMIOJIHEHUS 3afaHUsl OyIeT OCYIIECTBISATHCS C MAaIlUHBI
ControlVM.

2. HE ynansiite uncranc ControlVM mnocre 3aBepiieHust 3agaHusl.

b) Co3nanue u HacTpoiika nacranca ControlVM:

1. Co3naitte BuptyanbHbiii uHCTaHC ¢ iMeHeM ControlVM u noakItouuTe ero
K CETH UHTEPHET.

2. YCTaHOBUTE CIEAYIOIIME TapaMeTPhl I BUPTYaJlbHON MAaIlWHBIL:

1. Tun BuptyanasHoii mammusbl: 2 vCPU, 4 ['b RAM.
i1. Pa3mep aucka: 30 I'b.

3. Ortkirounte (YyHKIMM MOHHUTOPHMHTA M PE3EPBHOIO KOMUPOBAHUS IS
JAHHOTO MHCTaHCA.

4. B xauecTBe ornepanuoHHou cucteMbl BeiOepute AabT Cepsep 10.

5. Hactpouite WHCTaHC 11 pa3pelleHUs BHEIIHUX MOJIKIOYEHUN IO
npoTtokony SSH.

6. CoxpaHuTe KIIOYEBYIO Tapy Uil 0CTyna Ha BameMm JiokanbHoM [IK Ha
paboyem CToje ¢ pacIMPEHUEM .pem.
¢) Hacrpoiika BHenHero noakiatoueHus: kK Control VM:

1. Yeranosute Ha nokanbHbli [IK k1uent SSH PuTTY.

2. Cozpnaiite B PuTTY npoduns ¢ umenem cloud.

3. VYOeautecb B BO3MOXXHOCTH YCTAHOBJICHUSI COCAMHEHHUS C HMHCTAaHCOM
ControlVM ¢ nokamsHoro IIK depe3 PuTTY, 06e3 HeoOXoaMMOCTH BBOJA
JOTIOJTHUTEJIBHBIX TTapaMeTPOB.

4. Jlnsg TOAKIIOUEHHs WCIHONb3yWTe MMs noiab3oBarens altlinux u panee

COXPaHEHHYIO KJIIOUEBYIO Iapy.
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2) IloaroroBka 001a4HO MHPPACTPYKTYPHI:
a) TpeOoBaHus K BUPTyaJIbHBIM MalIHAM:
1. OCHOBHBIE XapaKTEPUCTUKHU:
1. Onepauuonnas cucteMa: AneT pl0 StarterKit/Anst Cepsep pl10-cloud
i1. Komuuectso vCPU: 1.
111. O6BEM oneparuBHoi namsaTu: 1024 Mb.
1v. O6vém aucka: 10 I'6./30 I'b
b) TlogroroBbTe  clieHapuii ~ aBTOMAaTU3allUM  Pa3BEPTHIBAHMUS  OOJIAYHOM
UH(PACTPYKTYPBHIL:
1. Co3znanue BUPTyaIbHbBIX MAIIUH U CETEHU:
1. BupryanbHble MamuHbl M CETH JIOJDKHBI OBITH CO3JaHBI CTPOTO B
COOTBETCTBHHM C MPEIJIOKEHHOU Tonosioruei (cMm. Tomosorust Huxe).
1. lIMeHa BHpTyanbHBIX MAaIllMH, CETeH, MOJCETeH M MapIIpyTH3aTOPOB
JIOJKHBI COOTBETCTBOBAaTh UMEHOBAHUSAM, YKa3aHHbIM B Tomosoruu.
iii. OOecreybTe MPAaBWIBHOE TOAKIIOYCHHE BHUPTYalbHBIX MAIIMH K
COOTBETCTBYIOILIUM CETSIM B paMKax 3aJJaHHOM TOMOJIOTHH.
2. be30onmacHOCTh U 10CTYM:
1. Pazpemure Tpaduk mo npotokony ICMP st Bcex BUPTyanbHBIX MallluH
JUTSl IUarHOCTUKU CETEBBIX MOAKITIOUCHUI.
1. Haznauste [P-agpeca Bcem mamumnam. Coxpanute BHemHue [P-aapeca
Bcex maiuH B Qaitne /home/altlinux/white.ip na mammne ControlVM.
1i1. HacTpoiite ayTeHTH(HUKAIUIO0 Ha OCHOBE OTKPBITHIX Kitouert st SSH.
iv. B cmywae mnpemocTaBieHUS BHEIIHETO JOCTyNa K BHPTYalbHBIM
mamrHam, pazpemute ero TOJIBKO mo npotokony SSH (myOnuuHbBIN KJTH0Y, 11apOJIb
OTKJIIOYEH) U TOJIBKO C COOTBETCTBYIOIIUX [P-aapecos.
3. banancupoBka Harpy3Ku:
1. Coznaiite OanaHCHUPOBIIMK HArpy3Kd U pacrpenenure Tpahuk Mexmay

cepsepamu Webl u Web2.

21



1. Orpann4sTe BHENTHUI JOCTYI K 0aTaHCUPOBIIHUKY TOJIBKO MPOTOKOJIAMHU
HTTP u HTTPS. Bce ocranbHble TOPThI JOIAKHBI ObITh 3aKPBITHI.

1il. bamancupoBka Harpy3KH JIOJDKHA UCIIONIB30BATh alropuT™ round robin.

iv. Ilpu oOpamieHnn Ha BHEWIHUW aapec OaJaHCUPOBIIMKA HArpy3Ku

JOJKEH BBIBOIUTHCSI OTBET OT NMPHJIOXKEHHUS, padOTAOLIEro Ha BHYTPEHHUX CEpPBEPAX

Webl u Web2.

3) Cozpanme u HacTpoiika ckpunrta Ha MamuHe ControlVM:
a) Co3gaHue CKpUNTa aBTOMaTH3aAIUU:

1. Ha mammne ControlVM co3znaiite ckpunt cloudinit.sh.

2. B xauectBe paboueit nUpeKTopun UCTIONb3yiTe myTh /home/altlinux/bin.

3. Ckpunr JOJIKEH UCIOJIb30BATh daiin KOH(pUTYypauu
/home/altlinux/bin/cloud.conf nansa HacTpoilku nOAKIIOUEHUS K  OOJAUHOMY
IIpOBanIepy.

4. Tlpu mpoBepke 3aJaHus, YKCHEPThl MOTYT U3MEHUTh HACTPOWKH TOJHKO B
daiine cloud.conf. [Ipyrue ¢aitnbl penaktupoBarhcs HE OymyT.

B ¢aiine cloud.conf nomyckaercsi ocTaBieHnEe KOMMEHTApHUEB, MOSCHSIOMIMX
Ha3HAuCHUE TTapaMeTpPOB.

b) TpeGoBaHus K CKPHUNTY:

1. Ckpunt AomKeH ObITh pa3paboTaH TaKUM 00pa3oM, YTOOBI €r0 MOXKHO ObLIO
BBIMIOJIHATh U3 JIOOON TUPEKTOpHH 0e3 HEOOXOAMMOCTH yKa3aHHs MOJHOTO MyTH K
UCIIOTHSAEMOMY (hamiTy.

2. Jlis BBITIONTHEHUS 3aJjaHMs UCTONB3YHTE WHCTPYMEHTHI U aBTOMATHU3aINN
pa3BEPTHIBAHUS UHPPACTPYKTYPHI.

3. CxpunT AO0HKEH BKIIIOYATh MEXaHU3MBbI POBEPKHU JIOCTYMMHOCTH CO3AaHHBIX
pEeCypcoB M UX TMPaBWIBHOTO (PYHKIMOHUPOBAHMS, BKIIOYas JOCTYHMHOCTb

Web-cepBepoB uepe3 0anaHCHPOBIIUK HATPY3KH.

4) PazBeprriBanue npuiokenui B Docker

a) O0mue TpeboBaHus:
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Bce peiictBusi  BemmonHsitorcs Ha MammbHe  ControlVM.  BeimonHuTh
pasBepthiBanue Python-ckpunrta B Docker, nHactpouts WordPress ¢ ucrnons3oBanuem
Docker Compose u pasBepHyTh 0a3zoBbiii ctek ELK mist cbopa m oToOpaskeHus
JIOTOB.

b) Pa3septhiBanne Python-ckpunra B Docker
1. Hammumure Python-ckpunT B goMaimiHed TUPEKTOPUHU IOJIB30BATENS PY.pY,
KOTOPBIN BBIMIOJHAET CICAYIOIINE 3a0a4u:
1. [IpoBepser nanuuue Qaiina input.txt B paboueit ATUPEKTOPUH root.
i1. BeIBouT cooOIIIeHHE C COACPIKUMBIM.
i1i1. Ecnu ¢aitna input.txt HET, BEIBOAUT cOOOIIeHUE 00 OIInoKe.
2. Cosnaiite Dockerfile qst Python-ckpunra file-copy-python:
1. Ucnionw3yiiTe 6a30BbIi 00pa3 python:3.8-alpine.
11. Python-ckpunt py.py AOKEH BBIOIHITHCS BHYTPH KOHTEHHEPA.
1il. Peanusyiite xomupoBaHue daiina input.txt B KoHTeHHep (3TOT (aiin
MOXKET COAEPKATh MPOU3BOJIbHBIA TEKCT).
iv. KonTelinep npu 3amycke JOKEeH BRIBOAUT copepkumMoe daiina input.txt,
MOCJIE€ YEero 3aBepiiaTh CBOIO padoTYy.
3. COopka u 3aIycK KOHTeHepa:
1. Cobepute Docker-o6pa3 ¢ umenem file-copy-python.yml.
11. 3anmycTuTe KOHTEeHHEp U yOeAUTeCh, UTO coAepKuMoe (haiisa BEIBOJUTCS
daitn input.txt.
c¢) PazeeprriBanne WordPress ¢ ucnons3oanriem Docker Compose
3.1. Co3nanue ¢aitna wordpress.yml:
1. B nomamneii nupexkropun monb3oBarens cozaaite daiin wordpress.yml,
OTHUCHIBAIONINM CcTeK KoHTelHepoB st WordPress u MySQL.
3.2. Kondurypauus crexa Docker Compose:
1. Onpenenurte Ba cepBuca:
1) wordpress:
» Hcnonp3yiite 00pa3 wordpress:latest.

=  CsukuTe ¢ ceTbio wordpress-network.
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[Tpoxunkte mopt 80 mns qoctymna k WordPress u3BHe.

= Hacrporre HE00XO/IUMBbIE [IEpEMEHHBIE OKpYKEHUS
(WORDPRESS DB HOST, WORDPRESS DB USER,
WORDPRESS DB PASSWORD, WORDPRESS DB NAME u

TI.).

2) mysql:

Hcnonwsyiite o6pa3 mysql:5.7.

CespxuTte ¢ ceTbio wordpress-network.

Co3paiite volume 1J1 XpaHeHUs TaHHBIX 0a3bl JaHHBIX.
Hactpoitre HE00XOIUMBbIE [IEpEMEHHBIE OKpYKEHUS
(MYSQL DATABASEMYSQL USER, MYSQL PASSWORD,
MYSQL ROOT PASSWORD u 11.).

3.3. 3amyck cTeka:

1. 3ammyctute Docker Compose ¢ daitinom wordpress.yml.

i1. Yoenurech, uto WordPress JOCTymeH 1o yka3aHHOMY MOPTY U TOTOB K

HaCTPOMKE.

4) PazBeprhiBanue 0a3oBoro creka ELK

a) Co3nanue daiina elk.yml:

1. B pgomamHeW paupekTopuu Tmojdb3oBarens cosgante dann  elk.yml,

onuchIBaronuii crek kouternepos s Elasticsearch, Logstash u Kibana.

b) Kondurypamus crexa Docker Compose:

1. Onpenenure Tpu cepBuca:

1) elasticsearch:

Ucnonwsyiite o6pas elasticsearch:7.10.1.

[Ipoxunkre nopt 9200 g noctyna k Elasticsearch API.

2) logstash:

Hcnonwiyiite 06pa3 logstash:7.10.1.
Hacrpoiite Logstash mms momydeHus MaHHBIX U OTIPABKU HX B

Elasticsearch.
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3) kibana:
* Hcnonwsyiite o6pa3 kibana:7.10.1.
* [IpoxunsTe mopt 5601 ays moctyma k BeO-unTepdeiicy Kibana.
c) 3amyck cTeka:
1. 3ammyctute Docker Compose ¢ ¢aiiiom elk.yml.

2. Yoeautecs, uTo Bce cepBuckl paboraroT u Kibana goctynua o mopry 5601.

5) PazBéprriBanus 00J1aYHBIX CEPBHCOB
a) Ha mammne ControlVM co3znaiite ckpunt /home/altlinux/bin/DeployApp.sh.
1. CkpunT JOKEH BBIMTOIHATHCS U3 JIO00W TUPEKTOPHH 0€3 SBHOTO YKa3aHUs
yTH K UCTIONTHsIEMOMY (aily.
b) ITonroroBsTe Web-npunoxenue Appl
1. Ckauaiite Qaiinet  appl.py u  Dockerfile wu3 penozutopus

https://github.com/subotinSS/moscow39

2. Cobepute 00pa3 NMPUIOKEHHUS U 3arpy3UTe €ro B JOKAJIbHBIA PErO3UTOPUIA
Docker Ha Bare ycMoTpeHwHe.
c) Komanmma DeployApp.sh nmomkna 3amyckarh cpencTBa aBTOMATHU3AlUW IS
HACTPOMKH OMEPAIIHOHHBIX CHCTEM.

1. Pasepuure web-npunoxenne Appl wu3 pemosutopusi Docker Ha
BUPTyasbHbIX MamuHax Webl u Web?2.

2. O6ecrieusTe OamaHCUPOBKY Harpy3ku mexay Webl u Web?2.

3. ObGecnieubTe BHEITHUN JOCTYI K Web-TIPUIIOKEHHUIO 110 TPOTOKOIY https.

4. IIpu oOpareHnn 1Mo MPOTOKOIY http JOIKHO BBITOTHATHCS aBTOMATHYECKOE

nepeHanpaBieHus Ha TPOTOKOI https.

5. ObecneunBarh 10BepUe cepTUPUKATy HE TPEOyeTCS.

6) 3aBepiienue padoTbl
a) Ilo okoHuanuu paboyero BpeMeHU OCBOOOIUTE Pecypchl OOIAYHOTO MpoBaepa,

HCIIOJIB30BaHHBIC AJIs1 aBTOMATHYCCKHU CO34aHHBIX OOBEKTOB.
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b) Ynanure Bce aBTOMaTHYECKH CO3/IaHHBIC BUPTYaJbHBIC MAIIUHBI, CETH, OOBEKTHI U
JPYTHE PECYPCHI.

c) Buumanme: HE ynamgiite ControlVM u pecypcel, HeoOXomumble s €€

(bYHKIIMOHUPOBAHUS.
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2. CIEIUAJIBHBIE ITPABNJIA KOMIIETEHIIHN

1. VYdyacTHuKaM m0pW BBIIOJHEHUH BCEX MOJIYyJEH MOXKHO HCIOJIb30BaTh
UHTEPHET-PECYPCHI, 33 UCKIIOYCHUEM:

- OOuieHus ¢ KUBBIMH JIOABMH MOCPEACTBOM (OPYMOB, MECCEHIKEPOB U UHBIX
CpPEeICTB KOMMYHUKAIINH;

- Pecypchl, Ha KOTOPBIX MPEACTABICHO PEIIEHUE KOHKYPCHOTO 3a/IaHMUS;

- Pecypchl, KOTOpbIE HE UHAEKCUPYIOTCS TOUCKOBBIMU JIBUKKAMU;

- Pecypcsl, koTOpble TpeOyIOT aBTOPHU3ALMIO NOJb30BATENS (MCKIIIOUEHUE - CAUT
my.ideco.ru);

- HeiipocereBbie Monmenu 00paOOTKM TEKCTOB, B TOM 4YHCJIE BCTPOCHHBIE B
MOVCKOBBIE JABUKKU;

- Ownnaiin Buzeo ¢ kayectBoM 6osee 720p U BKIIIOYEHHBIM 3BYKOM.
2. Y4yacTHUKM MMEIOT MPaBO 33/1aBaTh YTOUHSIOIIKME BOIPOCHI 3KCIEpTaM

(KpOMG OKCIICPTAa HaCTaBHI/IKa) N BIIPaBC IIOJYYUTb OTBCT, CCJIM BOIIPOC HC

peAnojaraeT nojiydyeHuss HHPOPMAIMHU O peau3alliid KOHKPETHOW TEXHOJIOTUU

2.1. JIn4YHBIH HHCTPYMEHT KOHKYPCAHTAa
HyneBoii - Henb3s HUYEro NPUBO3UTE.

2.2. MarepuaJbl, 000py10BaHHe U1 HHCTPYMEHTBI, 3allpellieHHbIe Ha

IUI0IIAIKE

MoOunbpHble yCTpOHCTBA, YyCTpoHcTBa (HOTO-BUIEO (PUKCALUU, HOCUTEIH
uH(opManuu.

3. IPUJIOKEHUA

[Tpunoxenne 1. MHCTpyKIUSA MO 3aMIOTHEHUIO MATPUII KOHKYPCHOTO 3a/IaHUs
[Tpunoxenue 2. Marpuiia KOHKYpCHOTO 3aJIaHHs
[Tpunoxenue 3. MHCTpyKIMSA IO OXpaHE TPyaa

[Ipunoxenue 4. Ueprexn, TEXHOJIOTUYECKHUE KAPThI, aJITOPUTMBI, CXEMBI
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