
2024 WG Security Tooling Meeting 
Notes 
2025 Notes 
 
Our mission is to provide the best security tools for open source developers and make them 

universally accessible. We talk a lot about SBOMs currently. 

This WG is chaired by Josh Bressers  
 
Antitrust Policy Notice 
 

Linux Foundation meetings involve participation by industry competitors, and it is the intention of the 

Linux Foundation to conduct all of its activities in accordance with applicable antitrust and 

competition laws. It is therefore extremely important that attendees adhere to meeting agendas, and 

be aware of, and not participate in, any activities that are prohibited under applicable US state, federal 

or foreign antitrust and competition laws. 

Examples of types of actions that are prohibited at Linux Foundation meetings and in connection with 

Linux Foundation activities are described in the Linux Foundation Antitrust Policy available at 

http://www.linuxfoundation.org/antitrust-policy. If you have questions about these matters, please 

contact your company counsel, or if you are a member of the Linux Foundation, feel free to contact 

Andrew Updegrove of the firm of Gesmer Updegrove LLP, which provides legal counsel to the Linux 

Foundation. 

 

All OpenSSF meeting participants must comply with the OpenSSF Code of Conduct: 

https://openssf.org/community/code-of-conduct/  

 
Archived 2023 Notes are linked here. 
2025 Notes 
 

Upcoming Topics  

Please add your agenda item, name and approximate time allocation to the bottom of the list. 

 
 

https://docs.google.com/document/d/190urQjwvE6DsjZ3Z1vBbNEXsJ--ccC8xHmbe_fYKRHA/edit
http://www.linuxfoundation.org/antitrust-policy
https://openssf.org/community/code-of-conduct/
https://docs.google.com/document/d/1jzxhzIfkOMTagpeFWYoZpMKwHYeO4Gc7Eq5FcMFEw2c/edit?usp=sharing
https://docs.google.com/document/d/190urQjwvE6DsjZ3Z1vBbNEXsJ--ccC8xHmbe_fYKRHA/edit


Resources 
●​ Slack Channel:  #wg_security_tooling 
●​ Zoom Link:  

○​ LFX Zoom - Every 2 weeks on Friday 11:00 am ET 
 

●​ GitHub 
●​ Mailing List 
●​ MEETINGS: Log in to your LFX Profile and go to MEETINGS to see your upcoming and past 

meetings. For help, contact support@openssf.org 
 

2024-12-27 
 
Attendance ((please mark an “X” if you are here, or add-row name/email/affiliation if joining) 

 Name/Affiliation Pronouns GH ID 

 Ryan Ware  he/him ware 

 Josh Bressers (Anchore) he/him joshbressers 

 Ian Dunbar-Hall (Lockheed Martin) he/him idunbarh 

 Georg Kunz (Ericsson) he/him gkunz 

 Matt Rutkowski (IBM) he/him mrutkows 

 Mike Lieberman (Kusari) he/him mlieberman85 

 Kirby Linvill (CU Boulder) he/him klinvill 

 David Kirichen (Intel) he/him Kirich 

 Dennis Zhang (New York University ) he/him yzhang0701 

 Adrianne Marcum (OpenSSF) she/her amarcum 

 Jared Miller (SAP)  jdmcyber 

 Evan Anderson (Stacklok) he/him evankanderson 

 Terri Oda (Intel) she/her terriko 

 Jonathan Howard (Lockheed Martin) he/him jhoward-lm 

https://app.slack.com/client/T019QHUBYQ3/C019Q1VEA87
https://zoom-lfx.platform.linuxfoundation.org/meeting/94897563315?password=7f03d8e7-7bc9-454e-95bd-6e1e09cb3b0b
https://github.com/ossf/wg-security-tooling/discussions
https://lists.openssf.org/g/openssf-wg-security-tooling
https://openprofile.dev/
https://openprofile.dev/my-meetings
mailto:support@openssf.org


 Nisha Kumar (Oracle) she/they nishakm 

 Adolfo Garcia Veytia (ChainGuard) he/him puerco 

 Seth Larson (PSF) he/him sethmlarson 

 Chan Voong (Comcast) she/her voongc 

 Jerod Heck (Lockheed Martin)  jhlmco 

 Victor Lu (Independent)  he/him victorjunlu 

 Keith Ganger (Lockheed Martin) he/him kgangerlm 

 Frederick Kautz (TestifySec) he/him fkautz 

 Mikey Strauss (Scribe Security) he/him Houdini91 

 
Agenda: 

●​ Intros 
●​ Opens 
●​ Future Topics? 

○​  
 

2024-12-13 
 
Attendance ((please mark an “X” if you are here, or add-row name/email/affiliation if joining) 

 Name/Affiliation Pronouns GH ID 

X Mike Lieberman (Kusari) he/him mlieberman85 

X Evan Anderson (Stacklok) he/him evankanderson 

X David A. Wheeler (Linux Foundation) he/him david-a-wheeler 

X Scott Moore (Galois, Inc.) he/him thinkmoore 

X Jeff Diecks he/him GeauxJD 

 
Agenda: 

●​ Intros 
●​ Note: Ryan Ware is sick 

○​ We hope you get better! 



○​ Mike Lieberman (Kusari) is substituting today 
●​ Opens 

○​ Note: OpenSSF has new blog post on EU CRA, new working group 
○​ TAC paperwork for this group - Ryan knows, Jeff Diecks is willing to help 

■​ There is no paperwork for this group that we can find that’s filed with the 
TAC (it’s not the only WG in that status) 

■​ We want to fill that out & clean that up. 
■​ WGs also have levels (not just projects). Requirements are different. This 

helps other people understand what the WG’s status is. 
○​ GUAC would like to have more collaboration with protobom & bomctl. Help 

people with a sequencing of how to get on board with all of these tools. 
○​ Fuzzing Collaboration 

■​ Looking to standardize fuzzing inputs & outputs in support of e.g.  
○​ Minder status updates 

■​ Starting to work with OSSF & CNCF on Security Baseline to define rules 
& policies for CNCF 

■​ https://github.com/ossf/security-baseline/pull/107 
■​ Adding some new capabilities: 

●​ Data Sources to enable fetching structured data 
○​ Scott Moore: Interested in extending debug formats (esp. ELF and DWARF) 

■​ Would like to create a specification to extend ELF & DWARF to record 
debug info, as an outgrowth of DARPA E-BOSS program 

■​ Want to find others interested, try to identify what it would suggest 
■​ Want to find others who are interested in working this 
■​ Looking for advice 

●​ David: Use specification license that OpenSSF recommends 
●​ David: Write things down, e.g., what you want to do & why, so 

others can determine if they want to get involved 
○​ Holiday doldrums & big EU CRA meeting earlier this week - short agenda today 
○​  

●​ Future Topics? 
○​  

 
 

 

2024-11-15 
 
Attendance ((please mark an “X” if you are here, or add-row name/email/affiliation if joining) 

 Name/Affiliation Pronouns GH ID 

x Ryan Ware  he/him ware 

https://docs.google.com/document/d/1TmhqYpB1Ly-5o-F31RVHxgpunW6qeDTVopBCtCmKhs0/edit?tab=t.0#heading=h.lwjk6i9gd7av
https://github.com/ossf/security-baseline/pull/107


x Ian Dunbar-Hall (Lockheed Martin) he/him idunbarh 

x Jeff Diecks (OpenSSF) he/him GeauxJD 

x Nisha Kumar (Oracle) she/they nishakm 

x Amar Takhar (RTEMS Project) he/him verm 

x Kris Borchers (LF) he/him kborchers 

x Noah Spahn (The Open Universty)  noah-de 

 
Agenda: 

●​ Intros 
●​ Opens 

○​ Link to past wg meeting recording with more info on vuln-reach starts at 23:47 
mark 

●​ Fuzzing Spec 
○​ Notes from Fuzzing Collaboration meeting here where the topic of a spec was 

discussed 
○​ The group had interest but we’ll need to identify people who want to lead the 

effort 
●​ Future Topics? 

○​  

 

2024-11-01 
 
Attendance ((please mark an “X” if you are here, or add-row name/email/affiliation if joining) 

 Name/Affiliation Pronouns GH ID 

x Ryan Ware  he/him ware 

x Josh Bressers (Anchore) he/him joshbressers 

x Mike Lieberman (Kusari) he/him mlieberman85 

x Jeff Diecks (OpenSSF) he/him GeauxJD 

x Nisha Kumar (Oracle) she/they nishakm 

https://zoom.us/rec/play/hj49WQJppwH2KQDubbiHoaw0P6oE418ev3rW-aaV2q4qoJA0JND2JKaVPAniz2v9Db9QvGku4wIbYLyH.81ojdGl1vcu6WfUm?canPlayFromShare=true&from=share_recording_detail&continueMode=true&componentName=rec-play&originRequestUrl=https%3A%2F%2Fzoom.us%2Frec%2Fshare%2FegQ5NoW5UO0Xaf9KAtJTScYi6dmI6wVsX3crGCdSOL4F-BrnZYOAaU9xvA9PJ8aR.9912x7sE--q6B9fJ
https://zoom.us/rec/play/hj49WQJppwH2KQDubbiHoaw0P6oE418ev3rW-aaV2q4qoJA0JND2JKaVPAniz2v9Db9QvGku4wIbYLyH.81ojdGl1vcu6WfUm?canPlayFromShare=true&from=share_recording_detail&continueMode=true&componentName=rec-play&originRequestUrl=https%3A%2F%2Fzoom.us%2Frec%2Fshare%2FegQ5NoW5UO0Xaf9KAtJTScYi6dmI6wVsX3crGCdSOL4F-BrnZYOAaU9xvA9PJ8aR.9912x7sE--q6B9fJ
https://docs.google.com/document/d/1TmhqYpB1Ly-5o-F31RVHxgpunW6qeDTVopBCtCmKhs0/edit?tab=t.0#heading=h.lwjk6i9gd7av


x Prince Oforh Asiedu   PrinceAsiedu  

 
Agenda: 

●​ Intros 
●​ Opens 
●​ Topics 

○​ Elections 
○​ Update of README.md to reflect new tools 
○​ Fuzzing: Standard way to invoke a Fuzzer (spec lifted from OSS Fuzz?). Could 

be interesting, will take it to the Fuzzing collaboration meeting for discussion 
○​ SOSS Fusion session videos available on OpenSSF Youtube. Sessions on 

Minder and other tools available! Playlist here: 
https://www.youtube.com/watch?v=20OqBKzabyM&list=PLVl2hFL_zAh-QFg2qVa
l48qD2a7Aqh-wM  

●​ Future Topics 
○​ Vuln-reach 2nd organization 

 

2024-10-18 
 
Attendance ((please mark an “X” if you are here, or add-row name/email/affiliation if joining) 

 Name/Affiliation Pronouns GH ID 

x Ryan Ware  he/him ware 

x Chris Blask   

x Jonathan Howard (Lockheed Martin) he/him jhoward-lm 

x Nisha Kumar (Oracle) she/they nishakm 

x Adolfo Garcia Veytia (Stacklok) he/him puerco 

x Evan Anderson (Stacklok) he/him evankanderson 

x Jeff DIecks (OpenSSF) he/him GeauxJD 

x Daniel Moch (Lockheed Martin) he/him djmoch 

 
Agenda: 

https://www.youtube.com/watch?v=20OqBKzabyM&list=PLVl2hFL_zAh-QFg2qVal48qD2a7Aqh-wM
https://www.youtube.com/watch?v=20OqBKzabyM&list=PLVl2hFL_zAh-QFg2qVal48qD2a7Aqh-wM


●​ Intros 
●​ Opens 

○​   
●​ Topics 

○​ Updates on vuln-reach donation? 
■​ No one here to give an update 
■​ Speculation that this may be to looking for an external maintainer 

○​ Updates on Minder? 
■​ Moved to https://github.com/mindersec/minder 

●​ LF legal review in progress 
■​ Set up #minder in OpenSSF slack 
■​ Adjusting governance / membership based on experience 
■​ Setting up Minder-for-Minder 
■​ Bomctl is also being Minder-managed 

○​ Progress on protobom/SBOMit properties 
■​ SBOMit has been working on embedding metadata in SBOMs 

●​ Meant that we needed to add recording of attributes in SPDX files 
in protobom representation 

■​ Will cut a new release of protobom ~next week 
○​ Security Tooling WG TAC Report Out October 29th 

■​ New template; Ryan will create a fork with proposed changes, and then 
people can PR against Ryan’s fork 

■​ Will link to fork in #security-tooling-wg early next week 
○​ OpenSSF WG/SIG/Projects slide review 
○​  

●​ Future Topics? 
○​  

 

2024-10-04 
 
Attendance ((please mark an “X” if you are here, or add-row name/email/affiliation if joining) 

 Name/Affiliation Pronouns GH ID 

X Ian Dunbar-Hall (Lockheed Martin) he/him idunbarh 

X Evan Anderson (Stacklok) he/him evankanderson 

X Jeff Diecks (OpenSSF) he/him GeauxJD 

https://github.com/ossf/tac/pull/388
https://github.com/mindersec/minder
https://github.com/mindersec/community/pull/6
https://github.com/ossf/tac/blob/main/TI-reports/0000-quarterly-update-template.md


X Csaba Zoltani   

X Prince Asiedu   

 
Agenda: 

●​ Intros 
●​ Opens 

○​ Minder adoption as a Sandbox box 
■​ Making it easy for open source developers to consistently use security 

tooling 
■​ Overview provided by Evan Anderson 

○​ SBOM-a-rama recap 
■​ 3 big efforts: 

●​ SBOM catalog https://sbom-catalog.openssf.org/  
●​ Protobom 
●​ Bomctl 

■​ Will there be a 2025 event? 
●​ Spring virtual, fall in-person (historically) 

○​ Bomctl Roadmap 
■​ Focusing on linked BOMs  
■​ Need to be able to juggle multiple keyrings to fetch the tree of BOMs in 

many cases 
■​ Evan requests that there be a “export bundle” feature to bundle up all the 

BOMs into a single binary “thing” (e.g. a tar/zip file) 
●​ Future Topics? 

○​  

2024-09-20 - Canceled 

2024-09-06 
 
Attendance ((please mark an “X” if you are here, or add-row name/email/affiliation if joining) 

 Name/Affiliation Pronouns GH ID 

x Josh Bressers (Anchore) he/him joshbressers 

x Ian Dunbar-Hall (Lockheed Martin) he/him idunbarh 

x Mike Lieberman (Kusari) he/him mlieberman85 

x Jonathan Howard (Lockheed Martin) he/him jhoward-lm 

https://docs.google.com/presentation/d/1em0pdt-h-ghPdkmbklXw8_LvuQzo-gAxZ8NFVPQKkpQ/edit
https://sbom-catalog.openssf.org/
https://github.com/bomctl/bomctl/blob/main/ROADMAP.md


x Naveen Srinivasan (Defense Unicorns)  naveensrinivasan 

x Daniel Moch (Lockheed Martin) he/him djmoch 

x Jessie Vaught (Red Hat) she/her jvaught-rh 

 
Agenda: 

●​ Intros: 
○​ Neil and Naveen 

●​ Opens: 
○​ Bomctl blog post released 
○​ SBOM Catalog 

■​ Request for feedback on Contributing Guide 
●​ Topics: 

○​ Overview of Minefield by Neill and Naveen 
●​ Future Topics? 

 

2024-08-23 
 
Attendance ((please mark an “X” if you are here, or add-row name/email/affiliation if joining) 

 Name/Affiliation Pronouns GH ID 

x Ryan Ware  he/him ware 

x Josh Bressers (Anchore) he/him joshbressers 

x Ian Dunbar-Hall (Lockheed Martin) he/him idunbarh 

x Mike Lieberman (Kusari) he/him mlieberman85 

x Daniel Moch (Lockheed Martin) he/him djmoch 

 
Agenda: 

●​ Intros 
●​ Opens 

○​ Bomctl is an official sandbox project!   
●​ Topics: 

○​ Fuzzing Collaboration Update - Jonathan Metzman 
■​ Maybe the first update? 
■​ Meeting existed before OpenSSF 
■​ Meeting between different people in the industry 
■​ Moved it to the OpenSSF and opened it up to everyone. 

https://openssf.org/blog/2024/09/05/simplify-sbom-management-for-developers-introducing-bomctl/
https://sbom-catalog.openssf.org/
https://github.com/joshbressers/sbom-everywhere/blob/20240901-getting-started/CONTRIBUTING.md
https://github.com/bitbomdev/minefield


■​ 10-15 people a month interested in fuzzing. 
■​ More of a meeting than a project 
■​ Ruby fuzzer going into OSS-Fuzz 
■​ Fuzz-introspector 

●​ Helps developers to fuzz better 
●​ What gives the most bang for the buck 
●​ Used by most C/C++/Java projects 
●​ Reward people by making improvements that fuzz-introspector 

suggests 
●​ Using LLM’s to create fuzz targets 
●​ https://security.googleblog.com/2023/08/ai-powered-fuzzing-breaki

ng-bug-hunting.html 
●​ Not sure about long-term plans 
●​ Lead: David Korczynski - https://github.com/DavidKorczynski 

○​ Oliver Chang - ochang@google.com 
■​ SIG is focused on continued growth for OSS Fuzz and evangelizing use 

of OSS Fuzz 
■​ Sustain growth 
■​ Michael Leiberman: OpenSSF is looking at ensuring all projects are 

meeting a minimum security baseline so might be some areas of 
collaboration for Linux Foundation projects.  What criteria makes for a 
good fuzzing candidate. 

●​ Not necessarily right now but maybe in the next 6 months. 
●​ Some very good targets: for example, medical devices 
●​ Jonathan: What to fuzz is a risk based decision 

■​ Ian Dunbar-Hall: Scorecard specifically calls out OSS Fuzz - sometimes 
it’s hard to figure out what to do what to do when a PR is submitted.  An 
onboarding stall that’s happening in his experience.  What’s the best way 
of onboarding. 

●​ The threshold is a bit nebulous.  Scorecard documentation isn’t 
necessarily clear 

●​ Michael: Collaboration between security baseline and everyone to 
bring it together 

●​ Click a button to enable as opposed to do a PR, etc. 
●​ Make it simple to turn these things on. 
●​ A solution that might be like a “farm league” before OSS Fuzz 
●​ Maybe an order of operations is bad.  First remediation is to go 

use OSS Fuzz and maybe needs more nuanced guidance. 
■​ Using OSS Fuzz is at least an indicator that the project is interested in 

security. 
○​ Sourceware - Mark Wielaard 

●​ Future Topics? 

https://security.googleblog.com/2023/08/ai-powered-fuzzing-breaking-bug-hunting.html
https://security.googleblog.com/2023/08/ai-powered-fuzzing-breaking-bug-hunting.html
https://github.com/DavidKorczynski
mailto:ochang@google.com


○​ Minefield - https://github.com/bitbomdev/minefield 
(https://github.com/bitbomdev/minefield/blob/main/docs/bitbom.pdf) - September 
6th 

 
 

2024-08-09 
 
Attendance ((please mark an “X” if you are here, or add-row name/email/affiliation if joining) 

 Name/Affiliation Pronouns GH ID 

x Ryan Ware  he/him ware 

x Ian Dunbar-Hall (Lockheed Martin) he/him idunbarh 

x Nisha Kumar (Oracle) she/they nishakm 

x Aaron Bray (Phylum) he/him ambray 

 
Agenda: 

●​ Intros 
●​ Opens 

○​   
●​ Topics: 

○​ Minder Sandbox Application 
■​ Projects must have a minimum of three maintainers with a minimum of 

two different organization affiliations. 
●​ 12 maintainers 
●​ 2 independent’s not associated with a vendor 

■​ Projects must be aligned with the OpenSSF mission and either be a novel 
approach for existing areas or address an unfulfilled need. It is expected 
that the initial code or specification developed by an OpenSSF WG be 
kept within their repository and will not function as a Project in its own 
right. Should the initial WG code or specification grow and mature that it 
warrants its own Project status, then it is subject to Sandbox entry 
requirements. It is preferred that extensions of an existing OpenSSF 
project collaborate with the existing project rather than seek a new 
project. 

●​ Scorecard profile in scorecard 
○​ Scorecard orthogonal 

●​ Working with Data to establish minder as an automation 
framework for security baseline 

●​ Minder is a general integration platform vs GitHub app. 

https://github.com/bitbomdev/minefield
https://github.com/bitbomdev/minefield/blob/main/docs/bitbom.pdf


■​ Projects must seek one TAC sponsor or one WG sponsor (if reporting to a 
WG) 

●​ TAC or WG sponsor agrees to attend Project meetings regularly 
●​ TAC or WG sponsor does not need to have a formal role in 

Project, e.g., maintainer 
●​ TAC or WG sponsor requests TAC approval 

■​ If contributing an existing project to the OpenSSF, the contribution must 
undergo license and IP due diligence by the Linux Foundation (LF).sli 

(deleted notes from meeting restored by JMD, 9/26/24, after viewing meeting recording): 
■​ Minder Overview: 

●​ Minder is a system provide policies across various points in the 
SDLC.  Bring Kubernetes’esque policies to SDLC. 

●​ Focused on GitHub because they were a priority but looking at 
other solutions. 

●​ See this as being an important tool to driving integrations across 
tehthe SDLC 

○​ Phylum 
■​ Static reachability project 
■​ Looking to donate to the Linux foundation 
■​ Targets dynamic side of the world.  Targets javascript. 
■​ Significant number of maintainers but need community people 
■​ Vulnerabilities aren’t accessible in many cases and this tool helps find if 

that’s the case or not. 
■​ Craig offered to follow up with Aaron to consider serving as the WG 

sponsor. 
●​ Future Topics: 

○​ Update from Fuzzing Collaboration SIG 
○​ Discussion with Sourceware 
○​  

 
 

2024-07-26 
 
Attendance ((please mark an “X” if you are here, or add-row name/email/affiliation if joining) 

 Name/Affiliation Pronouns GH ID 

x Ryan Ware  he/him ware 

x Ian Dunbar-Hall (Lockheed Martin) he/him idunbarh 

x Dana Wang (OpenSSF) She/Her danajoyluck 



x Nisha Kumar (Oracle) she/they nishakm 

x Daniel Moch (Lockheed Martin) he/him djmoch 

 
Agenda: 

●​ Intros 
●​ Opens 
●​ Bomctl sandbox application 

●​ Anjlica Malla: I would like to know more about the tools for / contribute to SBoDeployment. 

●​ Anjlica Malla: Document a tool catalog - 

○​ OSS project lint checker item :: Tool name :: Tool capability :: Limitation 

●​ CISA SBOM Generation Reference Implementation 
●​ Future Topics? 

○​ Minder 
○​ Phylum 

 

2024-07-12 
 
Attendance ((please mark an “X” if you are here, or add-row name/email/affiliation if joining) 

 Name/Affiliation Pronouns GH ID 

X Ryan Ware (Intel) he/him ware 

X Mike Lieberman (Kusari) he/him mlieberman85 

X Nisha Kumar (Oracle) she/they nishakm 

X Daniel Moch (Lockheed Martin) he/him djmoch 

X Philipp Heil (SAP) he/him zkdev 

X Jonas Brand (SAP) he/him 8R0WNI3 

X Vasu Chandrasekhara (SAP) he/him vasu1124 

X Niko Thome (SAP) he/him niko31337 

X Frederic Wilhelm (SAP) he/him frewilhelm 

X Gerald Morrison (SAP) he/him morri-son 



X Elton Mathias (SAP) he/him  

 
Agenda: 

●​ Intros 
●​ Opens 
●​ Topic: 

○​ How SAP Operationalizes SBOMs for Security Compliance Automation 

○​  

○​  



○​  

○​  



○​  
○​ Do you have the experience of changing the tool out underneath? 

■​ As long as the contract is honored, it’s entirely possible. 

○​  



○​  

○​  

○​  



○​  

○​  

○​  
○​ Nisha: More Software Bill of Delivery instead of Bill of Materials 



○​  

○​  



○​  

○​  
●​ Future Topics? 

2024-06-28 - Canceled 

2024-06-14 
NOTE: Meeting on 2024-05-31 was canceled. 
 
Attendance ((please mark an “X” if you are here, or add-row name/email/affiliation if joining) 

 Name/Affiliation Pronouns GH ID 



x Ryan Ware (Intel) he/him ware 

x Ian Dunbar-Hall (Lockheed Martin) he/him idunbarh 

x Dennis Zhang (New York University ) he/him yzhang0701 

x Nisha Kumar (Oracle) she/they nishakm 

x Craig McLuckie (Stacklok) he/him craigmcl 

x Evan Anderson (Stacklok) he/him evankanderson 

x Eryn Muetzel (Stacklok) she/her eryn-muetzel 

 
Agenda: 

●​ Intros 
●​ Opens 

○​ Registration is now open for SBOM-O-Rama 
●​ Topics 

○​ Stacklok Minder 
■​ Marmots are always on a community security effort 
■​ Apache2 licensed 
■​ Want to make it more community centric 

■​  

https://www.cisa.gov/news-events/events/sbom-rama-fall-2024


■​  
■​ Minder should be widely used.  Trusty is an intelligence service. 
■​ Commercial ambitions are that there’s an opportunity to create quality 

signal 

■​  
■​ Communities don’t like being told no 
■​ Bring capabilities as early as possible 
■​ Help people create and enforce good decisions 
■​ Ian: For someone starting an OSPO, this is the kind of thing I’m looking 

for 
■​ Nisha: What I’ve noticed is that the infrastructure is very heterogeneous 

and the initial decisions the architects have made have snowballed into 
bespoke tooling.  “Artisanal”.   

■​ Evan: Might be asking 2 different things.  One aspect is setting up repos.  
Other aspect is that many of these other tools end up being declarative 
and not everyone understands all of the GitHub features. 

■​ It’s intended to be an overlay system 
■​ Nisha: These are patterns that developers are using now.  How do we 

turn those into secure patters. 
■​ UI is not open source.  CLI is open source. 
■​ Dependencies Security 

●​ Checks if dependabot is configured for different ecosystems 



●​ Configures looking for requirements.txt for pip 
●​ Policies set 
●​ Repositories 
●​ Creates PR to to add dependabot configuration for pip 

■​ Remediate PR - showing checking version for requirements.txt contents 
●​ Want to catch developers at the earliest point 
●​ Nisha: The proposed SBOM which is the SBOM that comes at the 

very beginning of the SDLC - This is the SBOM for the application 
and we’re proposing we’re using these components.  Could rely 
on the SBOM for C/C++ instead of ecosystems that have package 
managers. 

■​ SBOM and SBOM Drift detection - to be implemented 
■​ Upload a SBOM and then work against that. 
■​ https://www.cisa.gov/resources-tools/resources/types-software-bill-materi

als-sbom 

■​  

■​  
■​ Minder needs to be a community thing to be successful 

https://www.cisa.gov/resources-tools/resources/types-software-bill-materials-sbom
https://www.cisa.gov/resources-tools/resources/types-software-bill-materials-sbom


■​ Nisha: Do you have any blog posts or other information on remediation 
during SDLC that I can share with folks I’m working with 

■​ https://stacklok.com/blog/applying-lessons-learned-from-building-kubernet
es-to-software-supply-chain-security 

○​ [Technical Initiative Funding Request]: Funding for Contractors To Work On 
Security Tools · Issue #311 · ossf/tac (github.com) 

■​  
●​ Future Topics? 

○​ 2024-07-12: Open Component Model 
 
 
 

2024-05-17 
 
Attendance ((please mark an “X” if you are here, or add-row name/email/affiliation if joining) 

 Name/Affiliation Pronouns GH ID 

x Ryan Ware (Intel) he/him ware 

x Ian Dunbar-Hall (Lockheed Martin) he/him idunbarh 

x Mike Lieberman (Kusari) he/him mlieberman85 

x Adhithya Rajasekaran (Comcast) He/Him radhi1991 

 
Agenda: 

●​ Intros 
●​ Opens 

○​ [Ian] GUAC, Protobom, bomctl overlap and descriptions 
○​ Michael Lieberman (Kusari Inc) to Everyone (May 17, 2024, 8:08 AM) 
○​ https://github.com/ossf/toolbelt/pull/13 
○​   
○​ Sai Sundar Venugopal (Comcast) to Everyone (May 17, 2024, 8:11 AM) 
○​ https://github.com/Comcast/xGitGuard  
○​   
○​ Michael Lieberman (Kusari Inc) to Everyone (May 17, 2024, 8:27 AM) 
○​ https://github.com/ossf/tac/blob/main/process/building-an-open-source-communit

y.md 
○​   
○​ Ian Dunbar-Hall (Lockheed Martin) to Everyone (May 17, 2024, 8:51 AM) 
○​ On the Scorecard SBOM checks … 
○​ https://github.com/ossf/scorecard/pull/3903 

https://github.com/ossf/tac/issues/311
https://github.com/ossf/tac/issues/311
https://github.com/Comcast/xGitGuard


○​ Very close to being merged 
○​  

●​ xGitGuard 
○​ https://github.com/Comcast/xGitGuard 
○​ Demo 
○​  

●​ Future Topics? 
○​ Open Component Model 
○​ [Mike] Toolbelt github workflow -  
○​ [Mike] SBOM  

2024-05-03 
 
Attendance ((please mark an “X” if you are here, or add-row name/email/affiliation if joining) 

 Name/Affiliation Pronouns GH ID 

X Ryan Ware (Intel) he/him ware 

X Ian Dunbar-Hall (Lockheed Martin) he/him idunbarh 

X Mike Lieberman (Kusari) he/him mlieberman85 

X Jonathan Howard (Lockheed Martin) he/him jhoward-lm 

X Nisha Kumar (Oracle) she/they nishakm 

X Hannah Sutor (GitLab) she/her hsutor 

X Maximilian Huber (TNG Technology Consulting) he/him maxhbr 

X Saurabh Rajguru (New York University) he/him rajguru7 

X Venkat Ramakrishnan (Individual) he/him VenkatTechnolo
gist 

X Adhithya Rajasekaran he/him radhi1991 

 
Agenda: 

●​ Intros 
●​ Opens 

○​ Nisha - CISA taking suggestions for topics for WG’s to spin up 
○​ One suggestion from Alan - What are we going to do with all of these SBOMs 
○​ Thought of the work on bomctl 
○​ Don’t know if there’s any interest or no 

https://github.com/Comcast/xGitGuard
https://ocm.software/


○​ Suggest bringing it up in SBOM Everywhere. 
○​ https://docs.google.com/document/d/11UU_Wiaemi7zBs3sE-MgovieyPx1XJEOaj

u2EM5btts/edit?pli=1#heading=h.lryj6xszylbk 
●​ Domain Catcher - Saurabh Rajguru 

○​  
○​ Inspired by Pytourch vulnerability adding a small change. 

○​  

○​  

○​  



○​  

○​  

○​  
○​ Demo 

○​  
○​  

●​ Resourcing Proposal - Ryan Ware: https://github.com/ossf/tac/issues/311 
○​  

●​ Future Topics? 
○​  

2024-04-17 
 
Attendance ((please mark an “X” if you are here, or add-row name/email/affiliation if joining) 

 Name/Affiliation Pronouns GH ID 

https://github.com/ossf/tac/issues/311


 Ryan Ware (Intel) he/him ware 

 Josh Bressers (Anchore) he/him joshbressers 

 Ian Dunbar-Hall (Lockheed Martin) he/him idunbarh 

 Georg Kunz (Ericsson) he/him gkunz 

 Matt Rutkowski (IBM) he/him mrutkows 

 Dana Wang (OpenSSF) She/Her danajoyluck 

 Mike Lieberman (Kusari) he/him mlieberman85 

 Kirby Linvill (CU Boulder) he/him klinvill 

 David Kirichen (Intel) he/him Kirich 

 Dennis Zhang (New York University ) he/him yzhang0701 

 Adrianne Marcum (OpenSSF) she/her amarcum 

 Jared Miller (SAP)  jdmcyber 

 Terri Oda (Intel) she/her terriko 

 Jonathan Howard (Lockheed Martin) he/him jhoward-lm 

 Nisha Kumar (Oracle) she/they nishakm 

 Adolfo Garcia Veytia (ChainGuard) he/him puerco 

 Seth Larson (PSF) he/him sethmlarson 

 Chan Voong (Comcast) she/her voongc 

 Jerod Heck (Lockheed Martin)  jhlmco 

 Victor Lu (Independent)  he/him victorjunlu 

 Keith Ganger (Lockheed Martin) he/him kgangerlm 

 Frederick Kautz (TestifySec) he/him fkautz 

 Mikey Strauss (Scribe Security) he/him Houdini91 

 
Agenda: 

●​ Intros 



●​ Opens 
●​ Future Topics? 

○​  
 

2024-04-05 
 
Attendance ((please mark an “X” if you are here, or add-row name/email/affiliation if joining) 

 Name/Affiliation Pronouns GH ID 

X Ryan Ware (Intel) he/him ware 

X Ian Dunbar-Hall (Lockheed Martin) he/him idunbarh 

X Mike Lieberman (Kusari) he/him mlieberman85 

X Jonathan Howard (Lockheed Martin) he/him jhoward-lm 

X Nisha Kumar (Oracle) she/they nishakm 

X Michael Gadda (Intel) he/him mgaddaIntel 

 
Agenda: 

●​ Intros 
●​ Opens 

○​ Security Tools Working Group Vision Meeting - April 17th, 11:30am - 12pm @ 
OpenSSF Booth 

○​ SBOM Check in Scorecard Meeting - April 16 - 12pm - 12:30pm @OpenSSF 
Booth 

○​ [Mike] - How do we show that security tools are a net positive instead of just 
more paperwork. E.g. xz situation leading to folks complaining that fuzzing, 
scorecard, etc. wouldn’t have caught this. 

●​ Future Topics? 
○​  

 

2024-03-22 
 

 Name/Affiliation Pronouns GH ID 

X Ryan Ware (Intel) he/him ware 



X Josh Bressers (Anchore) he/him joshbressers 

X Ian Dunbar-Hall (Lockheed Martin) he/him idunbarh 

X Jonathan Howard (Lockheed Martin) he/him jhoward-lm 

X Reden Martinez (Linux Foundation) he/him redenmartinez 

X Adrianne Marcm (OpenSSF) she/her amarcum 

X Michael Gadda (Intel) he/him mgaddaIntel 

 
 
Agenda: 

●​ Intros 
○​ Both verbal for new attendees and in chat for previous attendees 

●​ Opens 
○​ SBOM Scorecard: 

■​ When should we do SBOM checks into Scorecard? 
■​ Josh: In the striketeam proposal, this is one of the points we’re looking for.  

There’s no good guidance in this space.  What does this guidance look 
like?  It feels easy to say but it’s really hard.  It feels like something we 
should write down and go from there. 

■​ PR on Scorecard to add SBOM Check 
○​ NVD: 

■​ https://github.com/anchore/vulnerability-data-tools 
■​  

●​ Topic: 
○​ What non-SBOM tools should we look at? 

 

2024-03-08 
Agenda: 

●​ Intros 
○​ Both verbal for new attendees and in chat for previous attendees 

●​ Opens 
○​ Thank you Josh Bressers for representing at SBom-A-Rama! 
○​ Ryan vacation until 19th. 

●​ Topic: 
○​ xGitGuard - Adhithya Rajasekaran 

■​ Leakage: It’s not just for plumbing anymore 
●​ Detecting publicicy shared secrets 

■​ Don’t let your code be the weak leink 

https://github.com/ossf/scorecard/pull/3903
https://github.com/anchore/vulnerability-data-tools


●​ Attacker gains access using API keys and passwords 
■​ The MEHthods of code security 

●​ Trufflehog 
●​ Gitguardian 
●​ Earlybird 
●​ Nightwatch 

■​ The only limit is your imagination 
●​ NLP 

■​ From Manual Mahem to Automated Awesomeness 
●​ Search GitHub at scale 
●​ Filter results 

■​  

■​  



■​  

■​  

■​  



■​  

■​  
■​  

●​ Future Topics? 
 
Attendance ((please mark an “X” if you are here, or add-row name/email/affiliation if joining) 

 Name/Affiliation Pronouns GH ID 

X Ryan Ware (Intel) he/him ware 

X Ian Dunbar-Hall (Lockheed Martin) he/him idunbarh 



X Mike Lieberman (Kusari) he/him mlieberman85 

X Jonathan Howard (Lockheed Martin) he/him jhoward-lm 

X Reden Martinez he/him redenmartinez 

X Adhihtya Rajasekaran he/him radhi1991 

X Roman Zhukov (intel) he/him rozhukov 

 
 

 

2024-02-23 
 
Attendance ((please mark an “X” if you are here, or add-row name/email/affiliation if joining) 

 Name/Affiliation Pronouns GH ID 

X Ryan Ware (Intel) he/him ware 

X Josh Bressers (Anchore) he/him joshbressers 

X Ian Dunbar-Hall (Lockheed Martin) he/him idunbarh 

X Mike Lieberman (Kusari) he/him mlieberman85 

X Jonathan Howard (Lockheed Martin) he/him jhoward-lm 

X Nisha Kumar (Oracle) she/they nishakm 

X Adam ‘rudd’ Ruddermann (OpenJS) he/him ruddermann 

X Csaba Zoltani (Nokia) he/him  

X Adrianne Marcum (LF, OpenSSF) she/her amarcum 

X Adhithya R (Comcast) He/Him radhi1991 

 
Agenda: 

●​ Intros 
●​ Opens 
●​ Topics: 

○​ Update on OSIS TF  
○​ Update from Tools 



■​ Bomctl - https://github.com/bomctl/bomctl 
●​ Feature 1 - “fetch” command first pass complete 

■​ SBOMit - https://sbomit.dev/ 
●​ Discussion around phase 2 updates 

●​ Future Topics: 
○​ Cohesive OpenSSF tools 
○​  

 

2024-02-09 
 
Attendance ((please mark an “X” if you are here, or add-row name/email/affiliation if joining) 

 Name/Affiliation Pronouns GH ID 

X Josh Bressers (Anchore) he/him joshbressers 

X Ian Dunbar-Hall (Lockheed Martin) he/him idunbarh 

X Mike Lieberman (Kusari) he/him mlieberman85 

X Jonathan Howard (Lockheed Martin) he/him jhoward-lm 

X Nisha Kumar (Oracle) she/they nishakm 

X Csaba Zoltani (Nokia) he/him  

X Adam ‘rudd’ Ruddermann (OpenJS) he/him ruddermann 

X Adhithya R(Comcast) he/him radhi1991 

X Sai Sundar Venugopal (Comcast)  sai100 

 
Agenda: 

●​ Intros 
○​ Adhithya from Comcast 
○​ Rudd is a contractor funded by the German sovereign tech fund here to 

collaborate on security with OpenJS foundation 
○​ Csaba from Nokia 

●​ Opens 
●​ [Ian] OSIS Task Force Action Item on tooling 

○​ https://github.com/ossf/wg-security-tooling/issues/61 
○​ https://docs.google.com/document/d/1tXDpuTfy31cs5jA4qalP06GciH2dCBy4s1h

JTQcPhpg/edit#heading=h.wco2uev14p4w <- requirements gathering here 
○​ Currently protobom is one of the utilities 

https://github.com/bomctl/bomctl
https://sbomit.dev/
https://github.com/ossf/wg-security-tooling/issues/61
https://docs.google.com/document/d/1tXDpuTfy31cs5jA4qalP06GciH2dCBy4s1hJTQcPhpg/edit#heading=h.wco2uev14p4w
https://docs.google.com/document/d/1tXDpuTfy31cs5jA4qalP06GciH2dCBy4s1hJTQcPhpg/edit#heading=h.wco2uev14p4w


●​ [Mike Lieberman] Korea University interested in participating 
●​ [Mike Lieberman] Skootrs? 
●​ Future Topics? 

○​  
 

2024-01-12 
 
Attendance ((please mark an “X” if you are here, or add-row name/email/affiliation if joining) 

 Name/Affiliation Pronouns GH ID 

X Ryan Ware (Intel) he/him ware 

X Josh Bressers (Anchore) he/him joshbressers 

X Ian Dunbar-Hall (Lockheed Martin) he/him idunbarh 

X Mike Lieberman (Kusari) he/him mlieberman85 

X Jonathan Howard (Lockheed Martin) he/him jhoward-lm 

X Nisha Kumar (Oracle) she/they nishakm 

X Frederick Kautz (TestifySec) he/him fkautz 

X Mikey Strauss (Scribe Security) he/him Houdini91 

 
Agenda: 

●​ Intros 
●​ Opens 
●​ SBOM Utility Project 

○​ https://github.com/bomctl/bomctl  
○​ Discussion with Nisha about consolidating several existing tools into the project.  

■​ https://github.com/opensbom-generator/sbom-composer 
■​ https://github.com/opensbom-generator/  

●​ Protobom update and help - puerco 
○​ Questions on how OpenSSF wants to do things with the project 

■​ Who gets to be the owner of the github organization? 
■​ Programmatic control of who is an owner? 
■​ Kubernettes - has a tool to control access? 

○​ Amanda can help with some of those - Michael 
■​ OpenSSF has GitHub Enterprise 
■​ You can own the org and it becomes a child org under OpenSSF 
■​ Gives OpenSSF and LF the ability to respond in case of bad actor 

https://github.com/bomctl/bomctl
https://github.com/opensbom-generator/sbom-composer
https://github.com/opensbom-generator/


■​ More than 1 maintainer from org, etc. 
■​ You’ll be signing paperwork to LF 
■​ Add LF copyright 
■​ The only difference you might want to consider is where CNCF does 

things a specific way, there are considerations way that we are 
dogfooding our own tools 

○​ If the project wants to have some automated access listes, etc. 
■​ Yes, as long as you follow all the normal rules 

○​ What are the next steps? 
■​ Most of those will go through Amanda 
■​ Went through the legal code review already 
■​ Largely good to go 
■​ Protobom will become its own organization run by the OpenSSF 
■​ Some legal things that may take a few months but just move forward now. 
■​ Amanda will invite the protobom org into the OpenSSF 

○​ Frederick 
■​ We should make it explicit that all of the trademark stuff is done explicitly.  

Don’t want the same thing that happened with VEX. 
○​ Ian 

■​ What happened with SBOMit: 
https://github.com/SBOMit/specification/issues/15 

○​ Does the OpenSSF have any concerns about what governance model we 
choose? 

■​ There are some rules but generally governance is flexible to the needs of 
the project 

■​ Open as long as it doesn’t break LF rules 
●​ Future Topics? 

○​ Update on Japan OpenSSF Day talk (Skootrs) - Mike Lieberman 
○​ Sandbox Request for low-level sbom tooling - Ian 
○​ Security Aid to Developers - Ryan 
○​ Operationalizing 

 
 

TEMPLATE 
 
Attendance ((please mark an “X” if you are here, or add-row name/email/affiliation if joining) 

 Name/Affiliation Pronouns GH ID 

 Ryan Ware  he/him ware 

 Josh Bressers (Anchore) he/him joshbressers 

https://github.com/SBOMit/specification/issues/15
https://github.com/ossf/wg-security-tooling/issues/61


 Ian Dunbar-Hall (Lockheed Martin) he/him idunbarh 

 Georg Kunz (Ericsson) he/him gkunz 

 Matt Rutkowski (IBM) he/him mrutkows 

 Mike Lieberman (Kusari) he/him mlieberman85 

 Kirby Linvill (CU Boulder) he/him klinvill 

 David Kirichen (Intel) he/him Kirich 

 Dennis Zhang (New York University ) he/him yzhang0701 

 Adrianne Marcum (OpenSSF) she/her amarcum 

 Jared Miller (SAP)  jdmcyber 

 Evan Anderson (Stacklok) he/him evankanderson 

 Terri Oda (Intel) she/her terriko 

 Jonathan Howard (Lockheed Martin) he/him jhoward-lm 

 Nisha Kumar (Oracle) she/they nishakm 

 Adolfo Garcia Veytia (ChainGuard) he/him puerco 

 Seth Larson (PSF) he/him sethmlarson 

 Chan Voong (Comcast) she/her voongc 

 Jerod Heck (Lockheed Martin)  jhlmco 

 Victor Lu (Independent)  he/him victorjunlu 

 Keith Ganger (Lockheed Martin) he/him kgangerlm 

 Frederick Kautz (TestifySec) he/him fkautz 

 Mikey Strauss (Scribe Security) he/him Houdini91 

 
Agenda: 

●​ Intros 
●​ Opens 
●​ Future Topics? 

○​  
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