Secure & Scalable VLAN Design (Router-on-a-Stick)

1. anBnnaduuaznihnsuiinsau (Team Members & Roles)
nauvasnnimsudanihAenusuiasauialinmsufidmsiduluashafiussandnmw dad:

1. {in (Switch Architect)
o wihfi: Sufinvaunsaanuuuasdas Switch (Part 1) s3udamsadia VLAN 10, 20, 99 uas
frium Access/Trunk Ports
2. 215, (Router Specialist)
o #ihf: SuRavaunsias Router-on-a-Stick (Part 2) @514 Sub-interfaces wazriviun
Encapsulation dot1Q &nisumsm Inter-VLAN Routing
3. TWu (Security Analyst)
o wihfi: Sufinuvaurtia Security (Part 1, Step 3) Tnamssamswasnfilailaldau (Unused
Ports) T¥¢halu Blackhole VLAN wazdd Shutdown tiiarnuiaansia
4. W3 (Troubleshooter)
o wihfi: suRasaumsNaasamumsaiileym (Part 5) wuw msmviua VLAN #a naaZdusam
Trunk wazanaeiamsudluiloum
5. unu (Documentation & Verification)
o wnihil: fdarhianmsuaznsrvaaustuy sufiavaumsmmun IP Address IHingasaniie
(Part 3) nadaumsifausia (Ping Test) fufinwanisnaaay tazAauMmMIuaun

2. imnussasAmsnaaay (Objectives)

1. iWaaanuuuLazsiaA VLANS (Virtual LANs) uu Switch iiauianasuiadatie

2. ilaszandldinaiia Router-on-a-Stick funsth Inter-VLAN Routing T¥ia3atesieaenariu
I

3. aausnsdsnass IP Address wuu Subnetting (/26)

4. Wamuanudaansaldssuuniatiialaanisdamswasni ldlagldau (Port Security)

5. ansodauazufluilumnsiausia Layer 2 wag Layer 3



3. aunsniuazmsiSausia (Topology & Addressing)

3.1 uwumwia3auia (Network Topology)

3.2 mswrmuafiaginiaiia (Addressing Table)

e Major Network: 192.168.10.0/24
e Subnet Mask: 255.255.255.192 (/26)

Device Interface VLAN IP Address | Subnet Mask Gateway

R1 G0/0.10 10 192.168.10.1 255.255.255.192 N/A

R1 G0/0.20 20 192.168.10.6 | 255.255.255.192 N/A
5

R1 G0/0.99 99 192.168.10.1 255.255.255.192 N/A
29

S1 VLAN 99 99 192.168.10.1 255.255.255.192 192.168.10.129
31

PC-A NIC 10 192.168.10.1 255.255.255.192 192.168.10.1
0]

PC-B NIC 20 192.168.10.7 | 255.255.255.192 192.168.10.65
0

PC-C NIC 99 192.168.10.1 255.255.255.192 192.168.10.129
30
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4. JunaunazHanisnaaad (Procedure & Results)

2ufi 1: mssuA Switch waz VLAN (Switch Configuration)

[V

uRavau: in & Tnu

.

e

T@sfiumssaa Switch S1 faii:

1. @514 VLAN: @519 VLAN 10 (USERS), 20 (SERVERS), 99 (MANAGEMENT), tlas 999
(BLACKHOLE) . .

2. Security: fhawasnfi (461§ (Fa0/4-24) Tugia VLAN 999 uazda Shutdown tiamnudaansi

3. Access Ports: mviuawasn Fa0/1 1y VLAN 10, Fa0/2 ilu VLAN 20 waz Fa0/3 1ilu VLAN
99

4. Trunk Port: saswasn GO/1 T¥iflu Trunk Mode (iBausiariu Router) wazayanmams VLAN

N9 nilu

VLAN Name Status Ports

1 default active Gigl/2

10 USERS active Fa0/1

20 SERVERS active Fal/2

99 MANAGEMENT active Fa0/3

$5%% BLACEHCLE active Fal/4, Fal0/5, Fald/e, Fald/7
Fal/8, Fal/%, Fal/10, Fad/11
Fal/12, Fal0/13, Fal0/1l4, Fal/1l:
Fa0/lé, Fa0/17, Fa0/18, Fal0/15%
Fa0/20, Fa0/21, Fa0/22, Fa0/23
Fal/24

1002 fddi-default active

1003 token-ring-default active

1004 fddinet-default active

1005 trnet-default active

aufi 2: mssas Router-on-a-Stick (Router Configuration)

Wiuiavau: a15m

S

Fefiunss Router R1 ivarihwihfiflu Gateway Tvifunn VLAN:

1. dlal¥anuwasn GO/O (no shutdown)
2. &5 Sub-interfaces (G0/0.10, GO/0.20, GO/0.99)

Y

3. slum1 Encapsulation dot1Q T¥msafuninaiau VLAN wazrfvus IP Address musmsia

Rl»show ip interface brief

Interface IE-Rddress OE? Method Status Protocol
GigabitEthernetd/0 unassigned YES unaet up up
FigabitEthernetd/,0.10 15%2_.1683.10.1 YES manual up up
FigabitEthernet0d,0.20 15%2.168.10.&5 YES manual up up
FigabitEthernetld,0.5%% 15%2.168.10.125% YES manual up up
FigabitEthernetl,1 unassigned YES unset administratively down down
FigabitEthernetl/,2 unassigned YES unset administratively down down

Vlanl unassigned YES unset administratively down down




aiun 3 & 4: mseuAATavaniaLasnsIDaauna (Verification)

[

WSulAvau: Ny

naa9nFaAT IP Address, Subnet Mask (/29), was Default Gateway 1#fu PC-A, PC-B waz PC-C

Bausauna Erihnsnasaunisiausiasail:

wanmsms9aau (Worksheet 1: Configuration Check)

Checkpoint Command Expected Actual Result Pass/Fail
Result

VLANS exist show vlan brief | wu VLAN 10, WUASUNN Pass
(S1) 20, 99 VLAN

Trunk active show int trunk VLANs allowed | Allowed Lia Pass
(S1) 10,20,99 Status

Trunking

Router subifs show ip int br Up/Up 1 3 Status Up / Pass
(R1) sub-int Protocol Up

Inter-VLAN ping Success Reply from Pass

ping 192.168.10.70 192.168.10.70...

C:wrping 15%2_168.10.70

Pinging 1%2_168_.10.70 with 32 bytes of data:




dwufl 5: msudilsumiaiatia (Troubleshooting Challenge)

[

Wiufiavau: W5

aavanumsaiileym "Scenario A: Wrong VLAN Assignment”

o {leym: eha PC-B luatiin VLAN (1gu VLAN 10 unufiaziflu 20)

o 2ams: PC-B liianansn Ping w1 Gateway nalagasauls sz IP Address atiauas Subnet fiu
VLAN fiwasndafina]

o msufilu: shawadn Fa0/2 nduanfi VLAN 20 (switchport access vlan 20)

ping 91 PC-B [1/ PC-A

Slrenable

Slgconfigure terminal

Enter configuration commands, one per line. End with CHNTL/Z.
5l {config) &

51 {config) #interface fal/2

51 {config-if) &

51 {config-if) g awitchport accesa wlan 10

51 {config-if)#

51 {config-if) g

51 {config-if) g

51 {config-if)# awitchport access wlan 10
51 {config-if) gawitchport access wvlan 10
51 {config-if) gawitchport access wlan 10

51 {config-if) #end
51¢
$5¥5-5-CONFIG I: Configured from conacle by conacle

192 _168.10.10 with 322 bytes of data:

Ping statistica for 152.1
Packets: :

(100% loas),




5. mmaumanisnnaad (Worksheet 2 & Assessment)

1. Why is VLAN 99 used for management? (rilafialé VLAN 99 iianissams?)

o mau: tiawan Traffic mMsuadmsannisainsal (Management Traffic) aanain Traffic Uaa;ﬂt’i’
aiumli (User Data) tiluanuiaasasianazanuiadastumsiirfvainsal

2. Why is VLAN 999 assigned to unused ports? (ihludiavdhawasnirelu VLAN 999?)

o mau: lunmsnsanulaansia (Security Best Practice) vinfifussauAsiaaudauaaiay
Whwasning o ldanunsathdaiasatananls Lw‘mgnﬂ’aagﬂu VLAN flsisinstéau (Blackhole)

3. Which device performs inter-VLAN routing? (qﬂnsm"lnﬁmﬁ‘nﬁLﬁ'awias:mi'm VLAN?)
e mau: Router R1 1aal#38 Router-on-a-Stick #1u Sub-interfaces
4. What does 802.1Q tagging do? (ms Tag 802.1Q fintihfiazls?)

o mau: vnthfiuzihe (Tag) Haneav VLAN aaTuLw‘mﬁagaLﬁaiamumﬂ Trunk 1ial# Switch
#3a Router Uanamunsiuindayaiisnain VLAN Tru

6. aguwamsnaaad (Conclusion)

1nMsUfiiEnS Lab 2 nduvastmishaansnaanuuunazfinsainiatnaffiinnulaansialazsassu
msvenusn{sdse Tnaaundnnnauldufifnihimailasuuaunane:

fin $annsi3aa VLAN uu Switch Iéashgnsiaa

a15m saA Router Trrhnthfiflu Gateway tGaunn VLAN sy
T Hramuanulaansalissuulnanmsilawasnf ety

s mdamsudilumidiafindafiawainlunissea VLAN

N AIPFAUANUNGFBLAzSIuTINTaYATaHUA

waﬁwéﬁwﬁn&lﬁaméamamﬁaLmaé"ﬁagir;ha VLAN (VLAN 10 waz 20) sansadaanssuldaniu Router
(Inter-VLAN Routing) tazssuuiianuilaaasaoinniswan Management VLAN LLazn1s9an1S
Unused Ports
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