@ ConsensusBase

DMMA >S40y ERIAVIFI—2ES
2018.01.16

EthereumiZflr & [[]:
Parity WalletD Rz 5514 &
TR E D T A

[FLHIC

ParityWallet& (&, A1 —H )7 LD ALY ERIMT H5—DTY . RiiParityF— LMo,
IVFLTDEX2) T4/ vH—FEIZK> T, Parityl 5MIZAFTULDIIVF T o+
LybDaAVESIIRDBNYF T ENTFZENSTERRESNTNET , /\vhH—EILICOD
702 - hMDEdgeless Casino, Swarm City, and aeternity®32D 7Ok i, ICO
TODIOMIBRELIE-ADEREEHE . 153,037Ether( XD METI000FKIL)EE
WELT=,

MultisigExploit-Hacker (MEH: % JLF S F EFD/\vHh—) &, Parity® o547 bD
multisig wallet contractD ff 554 ZEBERAL TLVET,
CC Tl E—[EII ParityWalletD Kt 5514 L T RGN E D LA 1. FE R TIETHEIZ[FE
R&h BB $delegatecall,ParityMultisigWalletD 5 % BAHEE N REDITEIRER |IZHITT
FHEALTLNEET,

F1E Parity WalletD ifz551%

ParityWalletd 3> 5o+ D RS54

NYX T ENT-RDParityDIESE X BEFED VAL YD AEZIRSCEERREICT
Slinternal(B& DIV IVMEIEIDAV RS IO T I AR REME MR 1D EBEIZ &L
BLDTHAEDHENSENTT  LMALINERRT HICIXIELWinternalfEBMzAZEM S
NERVESDANBNALTY A REFBEICHCIEETEFHATL

© Consensus Base Inc. 2017



Multisig Wallet® {1 #f #

MEBEDOHBITILFIT 9+ yrE2DDAV RS HIMIHDEIL T, gasD EXH T 51
DIZBE VAL YD YA X ETRIMELFEL . RAMET BT EITE ST, BBEZ R/ RIZT B
CEERY MO BB EERABLEL, 2203V REE., TWalletLibrary 1&LNSS5 4
T73)—aVbI9h. 4T3 —#FUVH T E=HIZEITINE DALYV NS IRTT,
WalletLibrarylZWalleth 5IE U EN 54 —F—DHERICK>TEEE5ITHLIZVGEED
ERBELTIRET SOV IMTT . TORFERINTUOVRBEDOH SIS IO
ZTFERITRLET,

Wallet Library®a> 59 kD15l
contract WalletLibrary {

address owner;

function initWallet(address _owner) {
owner = _owner;
Vi -1

}

function changeOwner(address _new_owner) external {
if (msg.sender == owner) {
owner = _new_owner;
}
}

function () payable {
/LA &R

}

function withdraw(uint amount) external returns (bool success) {
if (msg.sender == owner) {
return owner.send(amount);
} else {
return false;
}

}
}
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contract Wallet {
address _walletLibrary;
address owner;

function Wallet(address _owner) {
_walletLibrary = <address of pre-deployed WalletLibrary>;
_walletLibrary.delegatecall(bytes4(sha3("initWallet(address)")), _owner);
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}

function withdraw(uint amount) returns (bool success) {
return _walletLibrary.delegatecall(bytes4(sha3("withdraw(uint)")), amount);

}

function () payable {
_walletLibrary.delegatecall(msg.data);

}

}
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function initWallet(address[] _owners, uint _required, uint _daylimit) {
initDaylimit(_daylimit);
initMultiowned(_owners, _required);

}
BEF5IEH I =5HDpayableBi i 5l
function() payable {
/I just being sent some cash?
if (msg.value > 0) {
Deposit(msg.sender, msg.value);
else if (msg.data.length > 0)
_walletLibrary.delegatecall(msg.data);

}
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https://github.com/paritytech/parity/blob/4d08e7b0aec46443bf26547b17d10cb302672835/js/src/contracts/snippets/enhanced-wallet.sol#L216
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Function: initWallet(address[] _owners, uint256 _required, uint256 _daylimit)
MethodID: Oxe46dcfeb

[0]:0000000000000000000000000000000000000000000000000000000000000060
[1]:0000000000000000000000000000000000000000000000000000000000000000
[2]:00000000000000000000000000000000000000000000116779808c03e4 140000
[3]:0000000000000000000000000000000000000000000000000000000000000001

[4]:00000000000000000000000003764761e297d6f121€79¢32a65829cd 1ddb4d32
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Function: execute(address _to, uint256 value, bytes data) ***
MethodID: 0xb61d276

[0]:000000000000000000000000b3764761e297d6f121€79¢32a65829¢cd 1ddb4d32

[1]:00000000000000000000000000000000000000000000116779808c03e4 140000
[2]:0000000000000000000000000000000000000000000000000000000000000060
[3]:0000000000000000000000000000000000000000000000000000000000000000

[4]:0000000000000000000000000000000000000000000000000000000000000000
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*The Parity Wallet Hack Explained
https://blog.zeppelin.solutions/on-the-parity-wallet-multisig-hack-405a8c12e8f7
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