Windows Server 2012 - Polityka DHCP

Po zainstalowaniu serwera DHCP moZna zmieniC reguty i zarzgdzaC serwerem. Na razie mamy skonfigurowany tylko
zakres adresacji i podstawowe dane sieciowe. W kazdej chwili mamy mozliwo$¢ usungC zakres, lub go
dezaktywowaC z poziomu menadzera DHCP. W tym celu klikamy na protokét IPv4 i z listy obok, klikamy prawym
klawiszem myszki na utworzony przez nas zakres. Nastepnie wybieramy ‘Usuri’ (Delate), lub mniej drastyczng metode
‘Dezaktywyj’ (Deactivate).

Server Manager -|a

Server Manager * DHCP | P Monage  Tools  view
= DHCP

File Action View Help

158 Dash =
5 el ™2 #(m B 6
ocal
= lg_ DHCP Contents of DHCP Server Status Descriptio| | Actions
HE AlSel " 5 wiN-0MBESsG21C2.edu.local | Superscope Superscope 0 = Active ™ o =
i§l ADD 4 [ IPva 3 Server Options =
4 ||| Superscope Superscope = -
1 DHCF b ] Scope [100.2.0] Ko Display Statistics...
2 DNS b [ Scope[10.0.2.128] Mew Scope...
= 5 Server Options
B File a 5 Policies Configure Failover...
a [ Filters Deactivate .
Tt Allow
%) Deny Delete
4 B IP Refresh
5 Server Options Properties
Help
< n > ” < n >
Deactivate this superscope
Filter pl B B~ v
-
Server Name ID  Severity Source log  Dateand Time

WIN-OMBESBG21C2 10020 Warning Microsoft-Windows-DHCP-Server System  2020-01-12 14:12:22
WIN-OMBEBBG21C2 1041 Error Microsoft-Windows-DHCP-Server  System  2020-01-12 14:12:22
WIN-OMBEB8G21C2 1036 Error Microsoft-Windows-DHCP-Server  System  2020-01-12 14:12:18
WIN-OMBESBG21C2 1035 Error Microsoft-Windows-DHCP-Server  System  2020-01-12 14:12:18
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Mozemy réwniez wptywaé na witasciwoSci zakresu adresacji
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WIN-OMBEB8G21C2 10020 Warning Microsoft-Windows-DHCP-Server System  2020-01-12 14:12:22
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Wazng rzeczg, jest zaznaczenie we wiasciwosSciach naszego zakresu, dynamicznych aktualizacji DNS. Uruchamiamy
je, zaréwno po stronie serwera DHCPNS oraz serwera DNS.
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Nastepnie mozemy réwniez, zaznaczyC nie duplikowanie sie rekordéw DNS. Robimy to klikajgc ponizej przycisk
‘Configure’.
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You can setup the DHCP server to automatically update authortative DNS
servers with the host (A) and pointer (FTR) records of DHCP clients.

[v¥ Enable DMNS dynamic updates according to the settings below:

{* Dynamically update DNS records only if requested by the DHCP
clients

(" Always dynamically update DNS records

Iv¥ Discard Aand PTR records when lease is deleted

[v Chymamically update DNS records for DHCP clients that do not request
updates for example, clients unning Windows NT 4.0)

[ Disable dynamic updates for DNS PTR records

Mame Protection

DHCF name protection is disabled at the server level.

| ok || cancel || eply |

Zaznaczamy ‘Enable Name Protection’ i klikamy ‘OK’.

IPv4 Properties ?|x

Fitters | Failover I Advanced

L MName Protection I_-—
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Mame Protection provides the following capability:

The DHCP server will register A and PTR records on behalf
of a client, however if there is a different client already
registered with this name, the DHCP update will fail.

Secure Dynamic Updates must be enabled for Name
Protection to worlk.

Enfarcing Mame Protection will result in following behavioral

changes:

- DHCP server honors request for A and PTR records
registration for Windows DHCP clients.

- DHCF server dynamically updates A and PTR records for
Mon Windows DHCP clients.

- DHCF server discards A and PTR records when lease
is deleted.
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Potwierdzamy ustawienia: Ok, Apply i OK.

Teraz mozemy przyporzgdkowaC konkretny adres IP, dla danego urzgdzenia w sieci (np.drukarki) lib nkomputera.
Wybieramy pozycje Rezerwacja ‘Reservation’ prawym klawiszem myszki. Klikamy na ‘Nowe Zastrzezenie’ (New
Reservation).
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Create a new reservation

WIN-OMBES8G21C2 10020 Warning Microsoft-Windows-DHCP-Server  System  2020-01-12 14:12:22

WIN-OMBES2G21C2 1041 Error Microsoft-Windows-DHCP-Server  System  2020-01-12 14:12:22
WIN-OMBES8G21C2 1036  Error Microsoft-Windows-DHCP-Server  System  2020-01-12 14:12:18

WIN-OMB8ES8G21C2 1035  Error Microsoft-Windows-DHCP-Server  System  2020-01-12 14:12:18

Przyktadowa rezerwacja adresu IP:

Provide information for a reserved client .

Reservation name: ISUDEF_Sprzet

IP address: |1u.ﬂ.2.22

MAC address: |01-2345-ab-cd of

Description: ILIrzE]dzenie Krzysztofa

Supported types
e Eoth

" DHCP

" BOOTP

Po wprowadzeniu danych otrzymamy:
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Polityka DHCP funkcjonuje w Windows Serwer od wersji 2012. Pozwala na okreSlenie zasad przydzielania adreséw.
Wigczamy jej konfiguracje w tym samym oknie co wyzej:
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W tej czeSci tworzymy juz konkretne kryteria, jakie urzgdzenie musi spetni¢. Mozemy utworzy¢ kilka kryteriow, ktore
mogg byC potgczone operatorem logicznym AND ("i") lub OR ("lub"). Klikajgc przycisk "Add" dodajemy kryteria.

Przykfad dodania komputerdéw do puli adresow:
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E DHCP Policy Configuration Wizard

Specify a condition for the policy being configured. Select a criteria, operator
and values for the condition.

Citeria: | MAC Adress

i Cperator: I Equals

—Values(in hex)
Value: I

[~ Prefc wildcard(”)
I Append wildcard(?)

; 1234ABCDEFS6 |

123456FEDCBA

Configure Conditions for the policy

A policy consists of one or more conditions and a set of corfiguration settings {options, IP
Address) that are distributed to the client. The DHCP server delivers these specific
settings to clients that match these condtions.

0 A policy with conditions based on fully qualified domain name can have
configuration settings for DNS but not for options or [P address mnges.

Conditions | Operator | WValue
< Equals 1234ABCDEFS6, 123456FED. .
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Configure settings for the policy —
if the condttions specified in the policy match a client request, the settings will be

applied.

A scope can be subdivided into multiple IP address ranges. Clients that match the conditions
defined in a policy will be issued an IP Address from the specified range.

Configure the start and end IP address for the range. The start and end IP addresses forthe
range must be within the start and end IP addresses of the scope.

The cument scope |F address ange is 10.0.2.20 - 10.0.2.126

I an IP address range is not configured for the policy, policy clients will be issued an IP

address from the scope range.

Do you want to corfigure an IP address range for the policy: * Yes  MNo

Start IPaddress; | 10. 0 . 2 . 25
End IP address: | 10. 0 . 2 . 26

Percentage of IP address range: 1.9

k= Server Manager - g x

| F1 Manage Tools View Help

erver Manager » DHCP

B Dash File Action View Help
22 Dashl
el e® 2E XE &= B
ocal
? DHCP Paolicy Name Description Processin...  Level Address Range
4§ WIN-OMBE23G21C2.edu local = Moja polityka nowa polityka 1 Scope 0.0.2.25 - 10.0.2.26
4 G IPvd =
4 (] Superscope Superscope 0
4 7] Scope[10.0.2.0] Kempy_D| % More Actions b

[} Address Pool
@ Address Leases
4 [5] Reservations
(&1 [10.0.2.22] Super_S|
["L Scope Options
(] Policies
p [] Scope[10.0.2.128] Kompy,
(13 Server Options
(& Policies
b [# Filters
4 [ IPv6

E Server Options

WIN-OMBESSG21C2 10020 Warning Microsoft-Windows-DHCP-Server System  2020-01-12 14:12:22
WIN-OMBES8G21C2 1041 Error Microsoft-Windows-DHCP-Server  System  2020-01-12 14:12:22
WIN-OMBES8G21C2 1036 Error Microsoft-Windows-DHCP-Server  System  2020-01-12 14:12:18
WIN-OMBES2G21C2 1035 Error Microsoft-Windows-DHCP-Server System  2020-01-12 14:12:18

lres 400 il

K.©zyz



	Windows Server 2012 - Polityka DHCP 

