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https://www.nics.nat.gov.tw/core_business/cybersecurity_defense/GCB/
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e https://pages.nist.qov/800-63-FAQ/#qg-b05

e https://pages.nist.qov/800-63-3/sp800-63b.html#memsecretver
Verifiers SHOULD NOT require memorized secrets to be changed arbitrarily (e.g.,
periodically). However, verifiers SHALL force a change if there is evidence of
compromise of the authenticator.
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e https://blog.1password.com/should-you-change-passwords-every-90-days/
e https://www.ncsc.qov.uk/blog-post/problems-forcing-reqular-password-expiry

e htitps://www.ncsc.gov.uk/collection/passwords/updating-your-approach

(BB TERERMAERINRINBEEN:
o KIENEREM
o MEMPHBERMBEMENRZER


https://pages.nist.gov/800-63-FAQ/#q-b05
https://pages.nist.gov/800-63-3/sp800-63b.html#memsecretver
https://blog.1password.com/should-you-change-passwords-every-90-days/
https://www.ncsc.gov.uk/blog-post/problems-forcing-regular-password-expiry
https://www.ncsc.gov.uk/collection/passwords/updating-your-approach
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e https://pages.nist.qov/800-63-FAQ/#q-b06

e https://pages.nist.qov/800-63-3/sp800-63b.html#memsecretver
Verifiers SHOULD NOT impose other composition rules (e.g., requiring mixtures of
different character types or prohibiting consecutively repeated characters) for memorized
secrets. Verifiers SHOULD NOT require memorized secrets to be changed arbitrarily
(e.g., periodically). However, verifiers SHALL force a change if there is evidence of
compromise of the authenticator.

HithBEE A
e Microsoft - Microsoft Security Baseline / Password Guidance
e UK National Cyber Security Centre (NCSC) - NCSC Password Guidance / Password
administration for system owners
Australian Cyber Security Centre (ACSC) - ACSC Password Policy Guidelines
New Zealand Government (CERT NZ) - CERT NZ Password Policy
EEEIIE R LT 2PN E (BSI) - IT-Grundschutz-Kompendium
MEXRBELZEHIE (CSE)/ MEKXMEEEL 25D (CCCS) - Password Guidance for the
Government of Canada
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https://blog.x.com/official/en_us/topics/company/2018/keeping-your-account-secure.html#:~:text=We%20recently%20identified,used%20this%20password.
https://pages.nist.gov/800-63-FAQ/#q-b06
https://pages.nist.gov/800-63-3/sp800-63b.html#memsecretver
https://pages.nist.gov/800-63-3/sp800-63b.html#memsecretver

Verifiers SHOULD permit subscriber-chosen memorized secrets at least 64
characters in length.

Truncation of the secret SHALL NOT be performed. For purposes of the above
length requirements, each Unicode code point SHALL be counted as a single
character.

HithBEEB:

e 64 chars
o BAMMEKERRXELER (OWASP) - Authentication Cheat Sheet
o MEXMEEL LT (CCCS)
o MEKXKBIEZXRLH#HE (CSE) - User Authentication Guidance for Information

Technology Systems

o BAFEMBEL 2P (ACSC) - Guidelines for System Hardening

e 128 chars
o EUMNRAKEERZ LB (ENISA) - Password Recommendations

e More or unlimited
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e https://pages.nist.qov/800-63-3/sp800-63b.html#memsecretver
Verifiers SHOULD permit subscriber-chosen memorized secrets at least 64
characters in length. All printing ASCII [RFC 20] characters as well as the space
character SHOULD be acceptable in memorized secrets. Unicode [ISO/ISC
10646] characters SHOULD be accepted as well.

HithBEE LA
e UK National Cyber Security Centre (NCSC) - NCSC Password Guidance
e OWASP (Open Web Application Security Project) - OWASP Password Storage Cheat
Sheet / Authentication Cheat Sheet
e European Union Agency for Cybersecurity (ENISA) - ENISA Password Security
Guidelines / Password Recommendations
o EXFEMEL 2P I (ACSC) - Guidelines for System Hardening


https://pages.nist.gov/800-63-3/sp800-63b.html#memsecretver

o MEXRBIEREHIE (CSE) - User Authentication Guidance for Information Technology
Systems

o HEX (Microsoft) - Password Guidance
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EEBUHEHMTIMREZRBEIRE, EERNIST-800-63B5.1.1.2 U TMEER—EE:

o Verifiers SHOULD offer guidance to the subscriber, such as a password-strength
meter [Meters], to assist the user in choosing a strong memorized secret.

o When processing requests to establish and change memorized secrets, verifiers
SHALL compare the prospective secrets against a list that contains values known
to be commonly-used, expected, or compromised.

o Hth—FEE{F:https:/github.com/dropbox/zxcvbn
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