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Executive Summary 

 

When looking at a network system, there are various ways to see the vulnerability. 

During my exploration, I could use the proper command to investigate top ports and 

others that may have needed to be noticed. As you will see in this report, I will exploit 

one port and recommend how to close it. The port chosen was FTP Port 21. This port 

holds critical information, such as usernames and passwords. This vulnerability could 

mean hackers have access to vital information after cracking into the system. 

Recommendations include having the employees change their passwords every 90 days, 

ensuring the proper firewalls are in place, and monitoring emails for phishing links. 
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Introduction 

 

The purpose of this report is to inform the business decisions to obtain knowledge on 

vulnerabilities, how it impacts the business, exploitation, and strategic 

recommendations. This report will detail how the vulnerability exists and suggestions 

on how to fix them. Understanding the vulnerabilities and how to defend against them 

will help protect the sensitive data stored within the system. 

 

Scope  

​  

The purpose of this report is to acknowledge where the vulnerability lies and methods 

for preventing exploitation in the future. Within my exploration, I was able to find 23 

open ports. Having this many open ports is concerning for the number of open ports 

shown due to the accessibilities it has with hackers having access to essential data inside 

the company. If data is easily accessible could cause our clients' data to be bought and 

sold across the internet. 

 

Discovered Vulnerability 

 

When I first tried nmap with the IP address, it only showed a handful of open ports. Yet 

when using -sS -A -T4 -p- (IP address), I could see open ports and complete statuses. 

With this information, I could know the commands needed to gain access. I then used 

the command ls -al /usr/share/scripts/ | grep -e “ftp-“ for enumeration. I was able to 

find a backdoor script. Using that script, I checked the vulnerability for port 21. By 

using the nmap -sV -p 21 –script ftp-vsftpd-backdoor (IP address), I could see the 

exposure and how to gain access to it. 

 

Exploitation 

 

To complete the exploitation, I searched for the exploit title that matched what I was 

searching for, Backdoor Command Execution (Metasploit). Once I obtained the version 

needed to run Metasploit. When I gained access to the Metasploit console, I searched for 

that module to get root access. I then searched for the exploit script. I used that script to 

show the options I could exploit. I found that RHOSTS was a target IP address and port 

on the FTP server running. Having that information, I ran the command set RHOSTS 

(IP address). From there, I can explore more, such as using Python. 
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Recommendations  

 

When defending against vulnerabilities, it is crucial to understand how they can be 

protected from a proactive standpoint. In particular, to safeguard against FTP attacks 

are by have the employees change their passwords every 90 days, ensure the proper 

firewalls are in place and monitor emails for phishing links. 

 

​ Remediation 

​  

There needs to be a meeting with all department managers to discuss ways to start these 

new procedures. First, by getting the development team to automatically have a pop-up 

notification when it has been 90 days since the password has been changed. Next, by 

working out different programs or creating a program to implement so that attacks 

cannot come through. Lastly, having training sessions with all department employees on 

what to look out for. Examples include an email, someone calling in attempting to get 

information, or someone walking to the front desk to gain knowledge. Security needs to 

be on the entire staff’s mind. Ensuring the safety of data should be a top priority. 

 

Conclusion   

 

With so many different vulnerabilities, it is safe to say there is work that needs to be 

done. Knowing now that the report has offered, there is light on tasks that need 

repairing before damage is done and data is leaked. Network security is rarely discussed 

in weekly meetings. Now that the vulnerability is exposed, there needs to be a discussion 

on how this will be worked out as a team. 
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Annex A 

 

 

Commands:​
 

-sS is TCP SYN, which just means it is stealth and speeds up the process 

-A is enables version and OS detection, traceroute, and script scanning   

-T4 is for faster execution and evades detection  

 -p- is a range of ports  

 

 

 

 

ls list files in a folder or directory 

/usr/share/scripts/ is a file  

grep it allows to narrow down results  

-e is to use specified interface  

“ftp-“ is the location I am looking for within the script 

 

-sV is a way to explore open ports to determine the service and vision 

information 

-p 21 is the port I need 

-- script is a script scan 

ftp-vsftpd-backdoor (ip address) is the script I copied from the earlier 

command 
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Annex B 
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