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PHUONG AN CANH BAO VA CHONG TAN CONG CO CHU biCH
DPOI VOI CAC HE THONG CUNG CAP DICH VU QUA INTERNET CUA
BENH VIEN PHUC HOI CHUC NANG TINH LAM PONG

I. MUC PiCH YEU CAU
1. Muc dich

- Xay dung phuong an canh bao va chong tan cong c6 chu dich dé bao dam
an toan thong tin mang ctua don vi, trong do tap trung an toan thong tin cho cac hé
thong thong tin quan trong cia don vi, c6 kha nang thich img mot s6 cach chu
dong, linh hoat va gidm thi€u cac nguy co, de doa mat an toan thong tin mang.

- Pé ra cac co ché, canh bao va phong ngira tan cong c6 chu dich d6i voi cac
hé thong cung cap dich vu qua internet cua bénh vién.

- Nang cao nang lyc, hi¢u qua hoat dong cua don vi CNTT tng ctru sy cd an
toan thong tin mang ndi bg, gan két voi cac don vi cung cap phan mém, hop tac,
két no1 chat ché, diéu phdi kip thoi, phoi hop dong bg, hiéu qua cua cac luc lugng
deé g ctru su c6 mang, chong tan cong mang.

- Nang cao nhan lyc cho can bg, nhan vién, nguoi lao dong don vi khi tham
gia khai thac, sir dung cac hé thong thong tin ctia don vi;

- Bao dam cac nguon lyc va cac didu kién can thiét dé san sang trién khai kip
thot, hi€u qua phuong &n ting ctru su co6 bao dam an toan thong tin mang.

2. Yéu cau

- Phai khdo sat, danh gia hién trang ha tﬁng cong ngh¢ thong tin tai don vi dé
dua ra cac giai phap hi¢u qua nhat nham dam bao an toan thong tin hé thong thong
tin cua don vi.

- Co ché canh bao phai kip thoi, hiéu quéa cao nhéat doi v4i hé théng thong tin
cua don vi.

- Pua ra cac giai phap cu thé dé phong chdng cac cudc tin cong ¢ chu dich
nham vao h¢ thong thong tin cua don vi
II. MOT SO KHAI NIEM CO BAN VE TAN CONG CO CHU PiCH
1. Khai niém veé tan cong c6 chi dich

Tan cong c6 cha dich APT (Advanced Persistent Threat) duoc dung dé chi
kiéu tan cong dai dang co6 chil dich vao mot thuc thé. Ké tan cong co thé duoc hd
trg bo1 mot td chure, ca nhan nao d6 nham tim kiém thong tin cia mot t6 chuce, ca
nhan khac.

2. Muc dich ciia tin cong cé chi dich:

- Thu thap thong tin tinh bao c6 tinh chét thu dich.
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- Panh cap dir liéu va ban lai bi mat kinh doanh cho cac doi thi;
- Lam mat uy tin ciia co quan td chure, don vi;
- Pha hoai, gay bat 6n ha tﬁng CNTT, vién thong;
3. Cac phwong thirc tin cong c6 chii dich:
- Tén cong bi dong (Passive attack);
- Tan cong rai rac (Distributed attack);
- Tén cong ndi bo (Insider attack);
- Tén cong Phishing;
- Céc cudc tan cong ciia khong tac (Hijack attack);
- Tén céng mat khau (Password attack);
- Khai thac 16 hong tan cong (Exploit attack);
- Lbi tran b dém (Buffer overflow);
- Tan cong tu chdi dich vu (Denial of service attack);
- Tén cong theo kiéu Man-in-the-Middle Attack;
- Tén coéng pha mi khoa (Compromised-key Attack);
- Tan cong truc tiép;
- Nghe trom;
- G1a mao dia chi;
- V6 hi¢u hoéa cac churc nang ctuia hé¢ théng;
- LAi ctia ngudi quan tri hé thong;
- TAn cbng vao yéu td con nguoi.
III. CAC GAI PHAP PHONG NGU'A TAN CONG CO CHU PiCH

- T4n cong APT (Advanced Persistent Threat) 14 hinh thirc tin cong mang co
muc tiéu cu thé do tin tic chon, sir dung cac cong nghé tién tién va k¥ thuat Itra dao
dé dot nhdp mang muc tiéu va dai déng tap trung vao muyc ti€u do trong nhiéu tuin,
nhiéu thang hodc nhiéu nim cho dén khi cudc tin cong dién ra thanh cong (hodc bi
chan dimg). Mot khi vao duoc trong mang, tin tic c¢b gidu minh dé khong bi phat
hién trong khi sir dung mdt s6 loai phén mém doc hai (malware) dé danh cép thong
tin quan trong.

- Céc cudc tan cong ATP duoc td chirc chit ché, co nguén luc tai chinh va
cong nghé dodi dao. Tuy co thé sir dung cac cong cu dot nhap thong thuong, nhung
thuong thi cac cudc tan cong ATP sir dung phan mém tiy bién tinh vi khé bi hé
théng bao mat phat hién. T nhimg danh gia mirc d6 nguy hiém cua tin cong APT,
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dé phong ngira tdn cong c6 chu dich va hé théng thong tin, Bénh vién Y hoc ¢
truyén Pham Ngoc Thach di trién khai cac giai phap cu thé sau:

1. Trién khai phong thii theo chiéu siu

- Hé théng ha tﬁng CNTT ctia Bénh vién dugc bao vé theo chiéu siu, phan
thanh nhiéu ting va tach thanh nhiéu 16p khac nhau. Mdi ting va 16p d6 s& dugc
thuc hi¢n cac chinh sach bdo mat hay ngan chan khac nhau. Mat khéc cling 1a dé
phong ngira khi mot ting hay mot 16p nao d6 bi xdm nhép thi xAm nhép trai phép
d6 chi bé hep trong tang hodc 16p d6 thoéi va khong thé anh huong sang cic ting
16p khac.

- Phong thu theo chiéu sau hay bao mat theo 16p khong thé thiéu trong chién
luge an ninh mang, day 1a mot trong nhitng phuong phap t6t nhat dé ngin chin
cudc tdn cong mang ATP. N6 co nghia kiém soat cac diém ra vao mang, st dung
tuong lra thé hé mdi, trién khai cac hé thdng phat hién/ngin chin xdm nhép
(IDS/IPS) hé thong giam sat thong tin va su ¢d bao mat (SIEM), bo sung hé thong
quan 1y 16 hong, sir dung phuong thirc xac thuc quan 1y danh tinh chic chan, cép
nhat cac ban va va bao mat va thuc hién bao vé dau cudi.

1.1. Gidi phdp vé quy hoach thiét ké ha ting

Bénh vién Phuc hoi chirc ning tinh Lam Doéng di trién khai thiét ké, quy
hoach hé théng mang ndi bo hién dai két ndi thong subt dén céc phong, khoa trong
toan Bénh vién dap ung ddy du nhu cau khai thac sir dung cua bénh vién, dic biét
chu trong dén van dé an toan an ninh thong tin cta hé thong:

a. Thiét ké co s6 ha tang theo mé hinh tong thé

Thiét ké téng thé hé théng CNTT cua don vi dap ung yéu cau vé quan 1y,
giam sat, luu trir, chia sé¢ dit liéu dap ung duogc cac yéu cau vé cong tac chuyén
mon, nghi¢p vu, quan ly, diéu hanh va ddm bdo an toan an ninh thong tin cho Bénh
vién.

b. Kién tric hé théng mang Bénh vién:

- Kién trtc mang Bénh vién dugc thiét ké theo md hinh da téng phan cép
chuan (3 16p: core layer, distribbution layer, access layer) va sir dung cong cu mang
tién tién nhu dich vu Backup, VLAN... nham dam bao tinh sin sang, tinh phan
quyén tang toc dudng truyén ...

- Hé théng mang LAN cta Bénh vién 1a hé théng c6 dudng truyén bing
thong cao va co thé két ndi voi hé thong khac dé thanh hé thong mang WAN dap
mg nhu cau st dung cta bénh vién. Hé théng mang thiét ké tuan thu nguyén tic
mang khach va mang noi bo.

- Bénh vién da trién khai cac giai phap ddm bao an toan, bao mat h¢ thong
va cac dir liéu nhay cam cua Bénh vién, cu thé nhu sau:



+ Cai dat chuong trinh diét virus

+ Lap du toan lép dat trang thiét bi hé théng firewall chuyén dung; (trién
khai giai doan 2)

+ Trién khai hé théng VPN server cho phép ngudi dung c6 thé truy cap vao
hé thong ctia Bénh vién thong qua két n61 VPN dam bao an toan va bao mat;

+ Trién khai hé thong Gateway két ndi internet (Bao vé va kiém soat két ndi
tir bén ngoai vao va tur bén trong ra ngoai internet).

1.2. Gidi phdp ngin chin phdt hién tén céng cé chii dich

- Pé dam bao co ché bao mat nham ngan chan phat hién cac cudc tan cong
cO chu dich vao hé thong mang thong tin. HE thong mang cuia Bénh vién dugc to
chtrc thanh nhi€u nhom mang tach biét nhu:

+ Lép mang bén ngoai (Outside network) cac giao tiép giita hé thong mang
Bénh vién va bén ngoai déu duoc két ndi véi cac thiét bi router chuyén dung co
kha nang loc goi tin, d&nh xa dia chi IP .... tao ra mot cép tuong ltra (Firewall) cho
hé théng;

+ Cac may tinh bén ngoai chi dugc truy cap thong tin ciia Bénh vién trén cac
server dich vu dugc thiét 1a8p trong mot thiét bi mang khéc. Nhim dam béo tinh an
toan cho cac database server chinh trong h¢ thong;

+ Lop trong (Inside network): cac giao tiép giira cic mdy tinh va cac Server
database cta Bénh vién déu phai qua thiét bi Routing switch Bénh vién cling dugc
bao vé bang k¥ thuat firewall (tich hop sin trong thiét bi) tao nén mot vanh dai an
toan bao vé dir 1éu cua hé théng. Ngoai ra gitra cac khu vuc két ndi co thiét 1ap cac
VLAN tach bi€t dam bao an toan cho hé théng;

+ Backbone cua hé théng dugc dau ndi tap trung vé mot thiét bi Routing
switch layer 3 tao thanh mot core network;

- Hé théng da trién khai hé thdng Firewall dam bao an toan cho hé théng
(Unifi security Gateway) s& ap dung chinh sach bao mat hé thong:

+ Loc goi (Packet Filtering) ddy 1a phuong phap Gng dung phd bién nhat.
Firewall nay nhan goi tin tir Internet, kiém tra thong tin vé dija chi IP trong phan
tiéu dé goi tin va dbi chiéu véi danh sach cho phép truy cap dé xac dinh xem goi
tin d6 dugc chip nhan hay tir chi.

+ Kiém tra trang thai sau (Deep packet Inspection): Day la glal phap
Firewall tinh loc géi cap cao nd klem tra ca tleu dé va thong tin goi tin dé xac dinh
chi tiét hon di ngoai thong tin vé dia chi ngudn va dia chi dich. Pay 1a cach dam
bao tt ca cic phién truyén thong tin dugc khdi tao bdi may tinh dich va dién ra chi
v6i nhimg ngudn di biét va tin ciy. Bién phap ndy giup ting cudng kha ning
chbng cac hanh dong tan cong quét cong.



2. Trién khai hé thong giam sat phat hién va chéng xam nhap

Giam sat chit ché viée kiém soat an ninh gitip nhan dién cac dAu hiéu canh
bao sém cua mot cudc tan cong APT, thuong xuat hién dudi dang file log va luu
luong dit liéu bat thudng, hay cac hoat dong bat thuong khac. Viéc giam sat tat ca
cac luu luong ra vao mang, luu lugng noi bd va tat ca cac thiét bi truy cap mang la
hét strc quan trong. viéc giam sat lién tuc khong chi gitip phat hién hoat dong dang
ngd sdm nhit c6 thé ma con 1am giam kha ning cac cudc xaAm nhap leo thang hodc
kéo dai. Két qua giam sat con co thé dung lam ching chi phap 1y néu cudc tin
cong xay ra.

2.1. Quén Iy danh sich diéu khién truy xudt, an toan céng thiét bi, loc dia chi
mang

* Danh sdch diéu khién truy xudt

Danh sach truy nhap 14 gom cac lut cho phép hay ngin chin cac géi tin sau
lan khi tham chi€u vao thong tin trong ti€u dé cua goi tin dé giéi han cac nguoi
dung hién c6 thé truy xuat vao cac h¢ thong ndi bg, v.v...

*Bdo mat céng cuia thiét bi, loc dia chi vt ly cua thiét bi mang

- O cac diém truy cip mang cong cong, viéc m¢d rong LAN cua ngudi dung;
viéc truy xuat vao cac may chu ndi bo can dugc kiém soat.

- Céc giai phap nhu cdu hinh bao mat cong cua thiét bi, quan 1y dia chi vat Iy
1a giai phap cuc ky an ninh va hi¢u qua trong truong hop nay.

- Cau hinh bao mat cong cua thiét bi trén cac switch nham dam bao khong
thé m& rong LAN khi chua c6 sy dong ¥ cia ngudi quan tri hé thong, néu vi pham
diéu do, port trén switch do sé chuyén vé trang thai cam hoac trang thai ngirng hoat
dong.

- Dia chi vat 1y 1a dia chi duoc cai dit san tir nha san Xuét. vé nguyén tac tat
cd cdc may tinh trén mang s& khong tring nhau vé dia chi nay. Sy kiém soat theo
dia chi nay la rat cu thé ti tirng may tinh trong mang, trir khi ngudi ding co quyen
cai dat phan mém va lam gia dja chi ndy & may tinh do, hodc 1a md may tinh roi
thay thé dia chi giao tiép mang mai.

2.2. Mt sé gidi phdp khdc
2.2.1. Xdy dung hé thong cdp nhdt sira 16i tdp trung

- Cong doan dau tién cua hacker khi tién hanh tan cong c6 chu dich 1a khao
sat h¢ thong dich dé tim ra céc 161 cia h¢ di€u hanh, cua cac ing dung khi ching
chua duogc cdp nhat trén website cia nha cung cap.

- Thuc trang & cac co quan, don vi no1 chung, tai Bénh vién Y hoc ¢6 truyén
Pham Ngoc Thach noéi riéng cho thay viéc st dung cac san pham phan mém hau
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nhu it Tin cap nhat cac ban va 15, ¢6 ching ciing dang riéng 1& trén cac may tinh ca
nhan, chwra dong bd, d6 chinh 1a co hoi cho hacker dung cac cong dé khai thac 18
héng bao mat. Dé cap nhat ban va 15i cho tat ca cac may khach trong toan b hé
thong qua internet mat thoi gian va ton nhiéu bang thong duong truyén va khong
thdng nht.

- Pon vi trién khai giai phap xay dung hé thong tu dong cap nhat tir nha
cung cip trén Internet vé may chu roi tir may chil ndy, trién khai cho tat ca cac may
khach trong toan mang, méat khac cac can bd ky thuat thuong xuyén theo doi dé cap
nhat kip thoi nhitng ban va trén cac hé diéu hanh ddm bao hé thong may chu may
tram luon duogc an toan.

- Hé théng WSUS (Windows Server Update Services) ciia Microsoft khong
nhitng cAp nhat ban va 15i cho tat ca cac san pham khac ctiia hang bao gom Internet
Explorer, SQL server, Office, Mail; may chu Web.

2.2.2. Ghi nhgt ky, theo doi, gidm sdt hé théng
a) Ghi nhdt ky

- Giai phap ghi lai cac phién ban két ndi, cac phién ban dang nhap cta nguoi
dung, cac tién trinh hoat dong s€ giup quan tri mang c6 thé tim lai dau vét nguoi
dung, hacker va cac 16i gdy ra cho hé thong trudc d6. Cac may chit Web, may chu
ung dung khéac da dugc khich hoat tinh nang ghi nhat ky, viéc quan 1y luu trit cac
lam thong tin nay la rat can thiét.

- Chinh vi trién khai hé théng ghi nhat ky tap trung lai mot may chu chuyén
dung khéc 1a rat hi¢u qua. H¢ thong s€ giup chung ta ghi cac canh bdo, thong bao
tur cac thiét bi cirng nhu: tudong lira, router, switch, tir cdc may chu web, database
va cac hé thong khac.

b) Theo doi, giam sat

- Theo doi, gidm sat 1a cong viéc thuong xuyén va quan trong ciia nha quan
tr1 mang chuyén nghiép, dé chinh 1a cong viéc phong chong hi€u qua trude khi su
cO xuat hién. Theo doi, giam sat co thé:

+ Phat hién trén hé thong mang c6 nhiéu virus phat tan.

+ Gidm sat cac may trinh trong mang LAN va trén moi truong Internet.

+ Theo ddi hiéu niang hoat dong cic phan cimg clia may chu dé tién hanh
nang cap, bao tri, bado dudng.

+ Phat hién cac cong cu nghe 1én mat khau, quét cac 16i cua hé théng va cac
ung dung.

+ Thong ké s6 luong cac két ndi, cac session ciing nhu cac luu lugng bat
thuong trén hé thong mang, v.v...

2.2.3. Gidi phdp md héa dit liéu va dwong truyén
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- Dt li¢u trén may chu, may tinh cd nhan cua Bénh vién da dugc ma hda noi
dung trudce khi dua vao luu trir va ca khi di trén duong truyén.

- Tai cdc may chu va may tinh c6 thé luu trit dit lidu quan trong, co dir li¢u
can chia sé; tai cac thiét bj luu trir cAn thiét phai tién hanh ma hoa noi dung, diéu
d6 dam bao rang néu c6 thé mat thiét bi luu trlr, may tinh, ngudi tin cong ciing
khong thé giai ma duoc dit licu.

- Giai phap Ipsec s& duogc trién khai tai cac hé théng méay chu va nguoi dung
cling nhu cac thiét bi mang phai dugc ciu hinh.

3. Sir dung dich vu danh gia, phan tich mdi de doa

Tir cac giai phap da dua ra & trén dé phong chdng tan cong c6 chu dich; don
vi Cong ngh¢ thong tin Bénh vién thuong xuyén theo doi gidm sat tinh hinh hoat
dong cua hé thong mang, may chi, may tram ciing nhu cac thiét bi khac dé tir d6
dua ra cac phan tich, danh gia vé cac mdi de doa tin cong vao hé thdng cua trung
tam, tir d6 1ap ké hoach xur 1y cac tinh hudng cu thé dé phong chbng cac tin cong
¢6 chu dich vao hé thong.

4. Lap ké hoach @&ng phwong an phong chdng tan cong cé chi dich ddi véi hé
thong thong tin tai Bénh vién

Du ¢6 dau tu trang thiét bi véi nhirng cong ngh¢ dét tién thi viéc bao méit cla
Bénh vién van dimg trudc nguy co bi tin cong. Do d6 phai xay dung mot ké hoach
ung pho su ¢d nham dap tit cac cudc tan cong, giam thiéu thiét hai va chin bét 1o
ri dir li€u, giam thiéu ton hai uy tin, thi€t hai cua don vi. Cu thé tai Bénh vién da
trién khai cac quy ché, co ché canh bao, phuong an phong ngira cdc su cb vé
CNTT tai Bénh vién.

STT | Tinh hudng Cach phong nguwra

Tinh huong su ¢o do bi tan cong mang

1. | Téin cong Phishing (hay tin cong |- Kiém tra k§ cac email, tin nhén,
gia mao): 1a hinh thirc tan cong | duong link website trudc khi thyc
mang pho bién khi ké tdn cong | hién nhap thong tin.

lam gia Website ctia mot don vi |- Cai dit cic phan mém canh bao,
uy tin dé lra ddo nguoi dung | quét ma ddoc cho Website.

nhép thong tin. - Canh giac v&i website st dung

HTTP (kém an toan) thay vi HTTPS
(an toan hon).

2. | T4n cong mang tr bén trong: tin
tic c6 thé cai phan mém gian diép
vao may tinh ca nhan cua cac
thanh vién trong cong ty, hoic 1iy

- Han ché st dung mang wifi cong
cong bdi chung c6 thé khién thiét bi
nhiém ma doc.
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duoc tai khoan va mat khau cua
nhan vién sau d6 thuc hién hanh
vi tan cong cua minh.

- Pt mat khau phtrc tap dé tranh cac
cudc tan cong Password.

- Bat tinh nang xac thuc 2 16p qua tin
nhan.

T4n cong gian tiép:

Tin tic c6 thé tan cong mot doi
tugng thong qua viéc tin cong
mot d6i tic cua d6i tuong do.
Pién hinh 1 tin cong chudi cung
ung.

- St dung Firewall va cac chuong
trinh diét Virus, Malware.

- Luon kiém tra dir li€u vao — ra.

- Lua chon cac san pham tng dung co
ngudn goc rd rang dam bao do tin
cay.

Tén cong theo tép dinh kém:

File dinh kém email, t¢p dinh
kém tin nhin facebook 14 nhimng
cong cu tin cong mang phod bién
cua tin tdc, sau khi nguoi dung
click vao t¢p dinh kem s& 1ap tirc
dinh virus, gdy nhiéu hau qua
nghiém trong.

- Nguoi st dung email: ludn kiém tra
nguoi gui, khong dowload céc tép tin
khéng r6 ngudn gbc.

- V61 mang xa hoi va cac dich vu
khac: khuyén cdo nguoi sir dung tai
file dinh kém khong rd ngudn goc

Tan cong truy cip trai phép,
chiém quyén diéu khién: truy cip
vao dir liéu, chiém doat truy cap
va leo thang dic quyén.

- V6i kiéu tan cong vao mat khau:

+ Pit méat khau manh: Khong st
dung mat khau dé doan lién quan dén
ca nhan, ca khi luu trir hodc truyén
trén mang.

+ Trong cac khuyén nghi vé chinh
sach an ninh mang, déu yéu cau phai
ghi lai nhat ky hé théng, bang cach
xem xé€t cac ban ghi nhat ky. Admin
c6 thé biét dugc cac théng tin vé sb
lan truy cap khong thanh coéng. Néu
phat hién tor mgt dia chi IP co6 sb 1an
truy cap khong thanh cong vuot qua
gidi han cho phép thi ddy co thé 1a do
tan cong vao mat khau. Vi du vé viéc
phan tich nhat ky hé théng dé phat
hién vé s6 1an dang nhap, vi du trong
bai viét nay.




+ Vi kiéu tin cong loi dung sy tin
cdy, admin can giam thiéu viéc cau
hinh giita cac hé thong. Vi dy, khi
ban dung trinh duyét IE trén may chu
windows server, mdi khi ban vao mot
website thi may chu IE déu hoéi ban
xem cO trust cai site d6 khong. Ban
hdy cidn nhic ky trudc khi dua
website d6 vao danh muc Trust béi vi
néu may chu web do6 bi khong ché boi
hacker thi ban s€ gap phai nguy co...

+ Véi kiéu tin cong MITM: vi ké
dung giita can nhan ban dit liéu ma
ban chin bat, do vay sé& tiéu tén nhiéu
bang thong. Admin cin c6 cong cu
giam sat bang thong dé phat hién ra
viéc nay. Vi du vé cac phﬁn mém
giam sat hoic phan mém giam sat
bang thong.

+ Vi kiéu tan cong tran bo dém, ban
dau can c6 cong cu giam sat trang
thai cta cac tién trinh dang chay
trong hé thong, vi du hai cong cu
Event Viewer két hop  voi
Performance Monitor trén Windows.

Tan cong thay doi giao dién

- Xem nhiing thong tin nhat ky, file
log cia may chu va truy tim xem
hacker di 1am gi va lam nhu thé nao
trén hé thong ctia minh

Tan cong ma hoa phan mém, dir
lidu thiét bi

- Cai dat duy tri phan mém chéng
virus.

- Cong cu chong phan mém ddce hai.

Tan cong pha hoai thong tin, dir
liéu phan mém

- Cai dat duy tri phan mém chéng
virus.

- Cong cu chong phan mém ddc hai.




10

9 T,én cong nghe trom, gian diép | - Cap nhat may tinh , phan mém.
lé?' cap thénfg tin, dir licu | - Cai dat va duy tri phan mém virus.
gg;l rf}irélﬁ }E?;fﬂ?ga s dyng ket | _ Cong cu chdng phan mém doc hai.
Céc hinh thirc tdn cong mang

10 | Tan cong vao con ngudi: Ké tin |- Nang cao nhan thuc, Kién thirc khi

cong c6 thé lién lac véi nguoi
quan tri hé théng tao nén maot hop
thoai dang nhap sau d6 yéu cau
ngudi dung thay d6i cau hinh hé
thong, phuong thirc tin cong
mang ndy rat khé tim ra giai phap
ngin chan triét dé ngoai con
nguoi

st dung internet va cac dich wvu
online.

- Mot s6 hinh thac, phuwong thic tan
cong vao hé thong mang, may tinh
khac nhu: Thong qua USB, dia CD,
dia chi IP, server, qua dau vao cua




