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Abstract

Monitoring and debugging production distributed applications is difficult. The myriad of
interactions between concurrent components in a large-scale system can cause transient and
non-deterministic bugs that escape thorough off-line testing and verification. Therefore, it is
crucial to record the provenances of bugs at runtime to zoom into potential responsible program
states for efficient root cause analysis. Existing tools fall short of automatically exposing
coherent provenances at low overhead without human intervention. In this talk, | will present
Lumos, a dataflow-guided distributed tracing framework that automatically exposes
application-level provenances for a bug under investigation. Lumos leverages dataflow analysis
to identify program states that may affect the symptom of the incident, and utilizes distributed
tracing to expose them with causally related fine-grained tracepoints, while incurring low
overhead on the in-production system.
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