None3Ho 3HaTb geTam n pogutensam!

[ ]
NHTepHeT - 310 MOpe uHdopmaunu. NMonesHo N onacHon, UHTEPECHON U TPaBMUPYHOLLEN.

Ha pecypce kidspomogut.by cobpaHa akcnepTHas uHcdopmauuns, KoTopas MOMOXET AeTAM
nccnepoBaTb MHTEPHET 6e3onacHo.

kidspomogut.by

caWT o Ge3onacHOCTH

Oerten M NogpocTKOB
B MHTEpPHETe

Eanapyci

@ oo, kaspersky —owcone

30ecb MOXHO Y3HaTb, KakK MNPOTUBOCTOATb KUOEPOYMNHIY, Kak pacrno3HaTb MOLLUEHHWUKOB,
3aWNTUTb NNYHbIE AaHHbIE: €CTb afanTUpoBaHHas MHOPMaLMa Kak ona OeTei U NOLpPOCTKOB,
Tak N ong poguTenen u yuuTtenen.
Ecnu Bbl y>Ke CTONKHYNCb C yrpo301 Unn Hacuamem, BCerga MoXHO Hanmcatb 06 3TOM
cneuvanncTam B OHManH-4aT Ha canTe UM NO3BOHUTL NO TenedoHaMm:

8 801 100 16 11, 8 (029) 367 32 32. OkcnepTbl AadyT COBET 1 nogaepxar!

prrnocyTquaﬂ NNHNA 3KCTpeHHOI7I NMCUXONOrN4ECKOM rnomMoLwn

B Benapycu pa6oTtaeTt HOBbII KOPOTKUIA HoMep — 133, N0 KOTOPOMY KaXKAbIl MOXXET
MoJIy4NTb SKCTPEHHYIO NCUXOJIOMMYECKYI0 MOMOLLb a6ContoTHO 6ecnnaTHo. JinHua
(hyHKLIMOHMPYET KPYrnocyTo4HO, 1 BbI3OB 6ecnnaTHbIN C No6biX Tene(poHOB — Kak

MOOGWJIbHbIX, TAK U CTaLMOHAPHbIX.



Komy nomoxket 1337
HoBbin HOMep NogktoYeH K LIeHTpY SKCTPEHHOI NCUXONMOrMYECKON NOMOLLIM, KOTOPbIN CO34aH

Ha 6a3e PecnybnmMkaHCKOro Hay4HO-NpakKTUYeCKOro LeHTpa NCUXnM4eckoro 3gopoBbs.
MHnymnatnea opneHTpoBaHa Ha NI04eN, OKa3aBLUMXCS B CIOXKHOW XXU3HEHHOW cUTyaumm —
Oyab TO KpU3KNC, TPEBOra, CTPECC U OCTpas aMoLmoHanbHas neperpyska. o cnosam
npencraBmTeNen YYpeXaeHns, Kaxxablil 3BOHOK aBTOMATUYECKN NepeHarnpaBnseTCca B PErMoH,
OTKyAa OH MOCTYMaeT, YToObl 06ecneynTb ObICTPYHO N MaKkCUMasnbHO 3 EKTUBHYO NOMOLLb.
Y710 BaXKHO 3HATL?

Homep: 133

Bpewms pabotbl: 24/7

CtoumocTb: 6ecnnatHo

LOoCTynHOCTb: C MOBUIIBHBIX N CTaUMOHapPHbIX TenegpoHoB

dopmaT nomMoLLM: pasrosBop € NpodeccnoHanbHbIM NCUXONOroM

[MoyemMy 3TO BaXKHO?

B cTpeccoBble nepuoabl XXNU3HN BOSMO>XHOCTb NOroBOPUTL C KBaNTMOULUMPOBaHHbLIM
cneunanncToM MOXET CTaTb KPUTUYECKN BaXKHOW. HOBLIN HOMep AenaeTt aTy NOMOLLb 65mxe,
NMOHSITHEE U OnepaTnBHee.

BE3OMNACHOCTb B UHTEPHET-NMPOCTPAHCTBE

Cxembl NPECTYNHbIX AeNCTBUIA C NCNONb30BaHWEM
MHPOPMALNOHHO-KOMMYHNKaLMOHHBIX TEXHONOTMIA

MoweHHWK B 4aTe oHnanH-urpel cMinecraft: nog npegnorom ycranosem ee BecnnatHol
BEpLHM W DOHYCOB K Hel [MOfbl, CKMHBI, WIK CReUWanbHbie BEpCHME) npegnaraeT pebeHKy
oBCYONTE YCNOBEAA CAenky B meccenpepe (Telegram, WhatsApp, Viber n gp.).

B xopge NEPEMHMCEA NPECTYNHMKE BRACHAET, ©CNA B NONBIDEIHAA NOQDOCTRS ?{TPﬂFH:TH
mapww  «Apples. Ecnm  pefedoxn 3T0  nogTBepwAacT, eMmy nNPefnarasTcA  NEpeRTH
No NPegnoMEHHON CCLINKE, OTHAKYWTE 3AWNTY U YCTAHOBWTE YHAZAHHOE 3N0YMBILNEHHWKOM

NP NoEEEHAE.

Taknm obpazom, HECOBEPWEHHOMETHWA BXOOUT B WykonR Apple 1D » Tém cambim nepegaeTt
MOWEHHAKY YyNpaBneHdse CBOMM YCTPORCTEOM «Apples, Moche 5TOro NoCAEqHWA NEpeBognNT
FAOAET B PEXAM BNOKWPOBKY, B PEIYNBETATE YEr0 NOTERNEBURA HE MOMET Ero HCNBNLI0EATE,



Cxembl NpecTynHbiX 4elCTBNA C UICNONb30BaHMEM
WHGOPMALNOHHO-KOMMYHNKALWOHHbIX TEXHONOMMIA

hﬂ’HHlIH'IEHHHH. SHAHOMATCA C HECOBEPWEHHONETHAM B MECCEHQHMEDE, COUMNARNBHBIX CETHX

M 4aTax ﬂll.ﬂﬂﬁll—ﬂl'l].

B xoge obweHWA BMACHAET Bo3pacT cobeceqHKa, a NOToM BMgaeT cefn 3a ceepCTHMKA.
B Gecege Gyayuwen wepree npegnaraetca B obmen Ha GoMychl K wrpam (Mofbl, CHWHLI, WAK
CABUMANBHBIE BEPCHN, MMPOBBIE EHbBOA W T.0.) OTNPABENTE MOLLEHHWKY nWYHble doTorpadnn
WAH BUGEOSAMACH WHTHMHOMD KApakTepa.

Mocne MK NONYYEHUA, NPECTYNHAK YIPOMAET PATMELIEHNEM YKATAHHBIX MATEPUANOE
B obwem gocTyne B ce™ MWHTEPHET, HANPABNEHWEM WX POAWTERAM, ZHAKOMBIM WK
OAHOKNACCHMKAM, ECAW NOTERNEBWNA HE NEPEBEAET EMY AEHBTW,

Cxembl NpecTynHbIX AeWCTBUA C UICNONb30BaHNEM
WHPOPMALNOHHO-KOMMYHWKALWOHHBIX TEXHONOTMIA

B xoge ownawm-urp (Minecraft, Roblox w gp.) B WrpoBbix 4YaTax npecTynHAKIMA
PAMBEAETCA MHPOPMALWA O BOSMOKHOCTH NPUODPETEHRA YAYYLEHWN, NOIBEOMAKHLIAX
PAZBNTE WIPOBLIX MEPCOHARER.

MowenHnen ofewanT GeTAM NPEfOCTABNTE MX NOCNE NEPEBOAA OFOBOPEHHON CYMME
AEHEMHEIX CPeFCTE.

BmecTe ¢ TEM NOCAE ONNATHI NEPENKCKA ¢ NOTEHUMANLHEIM NPOGABYOM YQANAETCA, a €MD

KOHTaKTDl BRoknpylTCA.



Cxembl NpecTynHbiX 4elCTBNA C UICNONb30BaHMEM
MHGOPMALNOHHO-KOMMYHUKALWOHHbIX TEXHONOMN

Pelanxy 0 Mecconpmeps RoCTYyNAST E0H0K 0T maenn paboriasa PYI sBeanowmas wnw anepaTopon COTORGA CRAIW,
KOTOPEE NOS PAINAYHBMA NPEARITANME NHTAKTON YENATE NEPCNAnbHEe qasnole pogarensi. Mocse B nonysensn
OCYEECTHAAETON BTHHONA IB0HOK ARoE OT NPECTABMTENA NpAB0OKPAMKTEN bHEE opraion. HecosepusensoneTsemy
oofugaETON O TOM, UTD OF NPELOCTAEAN NEPoOHANDHBIE LSHHBIE POSHTEAEN MOEEHAAEEM, B DEIYALTATE SEMD HE MK
HMA e§opmMnerel GaHEoBCNE CUETE, YEPES KOTOPLIE NEPEyBCNEsbl KPFNHBE CfMEs SEREr Q00TEE MpEcTENEbIM

nyTem.

3aTem POAPOCTHY YIPOMAEHNT APABNESNEHNEM POANTENESH K yTOADBH0A OTEETCTEEHHOCTA N3-38 Herd. Mrobe sTara
AI0EMATE, APERNATAETCA JCHACTM POANTEASRAS, QRA Y“Efd HEoOXGIAMD BRMNGNHWTL NpousLypy olazarensiorn
S AERNAPAPEBAHIAS QEHEREDIN C(PERCTE, HANOIAWMCA Joma, Janse peberny Nog yTROIoA APECTE WNA SAENHSEHIEA
Nof CTRAMY POAMTENSH NPERNATISTCR MEPRRATE MMEHIEBECA B [OMe AeHEHME CPECTED ANK GLTABMTE WX B
VHAIAHHOM IS0YMBILIMEHHAHOM MECTE BNA NPOBREHWA MPDUROYPS <REHAAPMEDEAHHAC AN IFHMCIEHER B3
ABRADEACHEA CyTs, [pM 3T GRTAM KATETORITHSCEN 330 PRUART PROCHAEMBATE 06 7o Komy-awio, MNocne nepega-

Yy chapamEHAE CREEHNA O BXCUA LAY TR0 KA W N PaNSCoe F0AAARITCA MNpET Y HEKE.

BAXXHO 3HATb AETAM
-
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YBaxaemble pebsarta! B nHTepHeT-npocTpaHCTBE HY>XXHO ObiTb NpefenbHO 6ANTENbHbIMU —
Bcerga! BcTynas B OHNanH-gmManor ¢ He3HakKoMbIMY NOSIb30BaTENSIMU, PYKOBOLCTBYNTECH

rnaesHbIM npasunoM: «Hukorga He aosepawn! Mposepsin!».
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HI'PA BHPTYAABHAA. IIOTEPH PEAABHAH.

4

Boméa B uyxoi Apple ID - noTepsa Teaedon!

-
—

MolueHHUKN MOryT nogcreperarb Bac B Yate urpbl «Minecraft». [Mog npegfiorom yctaHOBKK ee
6ecnnaTtHoi Bepcumnm n GOHYCOB K Hel (Mofbl, CKMHbI, NN cneunanbHble BEPCUN), NPELIOXNTb
obcyanTb ycnoBust caenkn B meccenppkepe (Telegram, WhatsApp, Viber). B xope nepenuncke
NPECTYMNHWK BbIACHSAET, €CTb /1M Y Bac B NOIb30BaHNM YCTPONCTBa Mapkn «Apple». Ecnu Bbl 310
noaTBep>XXAacTe, 310yMbILWSIEHHVK NpegnaraeT BOWTY B Yy>kon Apple ID, oTKniounTb 3amTy u
YCTaHOBUTb HEVU3BECTHOE NPUSIOXKEHME.

1 CvE - TODAD
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HI'PA BHPTYAABHAZS. IIOTEPH PEAABHAS.

Bowéa B uyxoH Apple ID - notepsaa Teaedon!

Takum 06pasoM, Bbl NepenaceTe NPECTYMHUKY yrpaBneHne CBOMM YCTPoNcTBOM «Apple». Nocne
3TOro NocneaHnn NEPEBOAUT YCTPONCTBO B PEXMM GIOKMPOBKU, B pe3ynbTaTe Yero Bbl HE

CMOXXETE ero Ucnosib3oBatb. [nsa pa3bnoknpoBKK YCTPONCTBA NPECTYMNHNK NOTpebyeT
JEeHeXxxHOoe Bo3HarpaxxgeHme!

B ceTu AencTBYIOT Te XKe NpaBuaa 6e30NacHOCTU, YTO U
B peaJsibHOM Mupe:

He paccka3sbiBah 0 ce6e MmHoro!
Hwn 3a 4TO 1 HUrge He packpbiBal CBOW NUYHbIE AaHHble. HMKorga He NN B MHTEPHETE CBOW
HacTosLme uMs, hamMunuio, 4aTy poXXaeHus, agpec, MeCTo CBOel y4ebbl, MECTO PaboThl




poauTenei. Iton nHopmMaumen MoryT BOCMNO/Ib30BaTbCA BOPbI Y MOLLEHHVKN HE TONbKO B

BUPTYaNbHOW, HO U B peasibHON XN3HW. [Npuayman cebe 3abaBHbI HUKHEM gns ViHTepHeTal
MNCHA TONbKO C TEMWU, KOrO Thl AENCTBUTENbHO 3HaeLlb!

He oTBe4ai B Mmeccengykepax Ha coobLLeHNs OT He3HaKoMbIX Tebe ntogen! Pacckaxkn

poanTENsaM unn NtoboMy LpyroMy B3pOCOMY, KOTOPOMY Thl 4OBEPSELb, €CN Tebe npeanaraet

Nepenncky YesnoBeK, KOTOPOro Thl HE 3HAELLb B PeanbHOM XU3HW. K coXkaneHuto, B ceTn

nonagaroTcsi MoXme Noaun, 3N104en-obMaHLLMKN 1 KNbepnmparbl, KOTOPbIe MOTYT MPUKPbLIBATLCS

MUSbIMW UMEHaMM, HO OBLLIEHNE C KOTOPbLIMU MOXXET ObITb ONACHbIM

He cTouT BCcTpeyvartbes B bHOMW XXNU3HU bMU 13 N NUCKWN B UHTEPHET. Thl

MOXXELLUb BbITb YBEPEH, YTO TOT, C KEM Tbl UrPaeLlb B OHNAlH Urpy, TBOEro Bo3pacTa. A Ha CaMoM

Oene MOXXET 0Ka3aTbCsl, YTO 3TO COPOKAaNETHUI AsAbKa, KOTOPbIA XO4ET 0O0KpAacTb BaLly

KBapTupy. Hukorga He npurnalian MHTEPHET-3HAKOMbIX K cebe [OMOW, 1N He cornallancs XoanTb

B rOCTU K HUM. Tebsa MOryT NOXUTUTb WK caenatb Tebe 60bHO. O653aTENbHO PacCKadKu

POANTENSM U APYIrUM B3POCSIbIM, KOTOPbLIM Thl AOBEPSIELWb, ECNIN KTO-TO N3 UHTEPHETA

HacTOM4YMBO NMpurnawaeT Tebsi BCTPETUTLCS.

Hukomy Henb3si nokasbiBaTb thoTorpacdum ceoero Tena.

Pacckaku B3pocnbiM, eCnun KTO-TO nNpeanaraeT Tebe choTorpadumposath cebsi U OTApaBUTb

doTorpacdunm emy. Tbl [OMMKEH 3HATb, YTO TBOE TENO — OT KOHYMKOB BOJSIOC A0 HOITEN Ha Horax

— NPUHaAANEeXNT TONbKO Tebe. Ml HUKTO He MMEET NpaBa oKasbiBaTb Ha Tebs gasneHne. TOYHO

TakXXe Kak B peasnbHOWN XN3HW, Tbl MMEELLb NPaBo 3anpeTuTb ApYyrnM NIOgamM TporaTb Tebs, Tak 1

B BUPTyaJIbHOM MUpPE Tbl HE OOMMKEH HUKOMY CE6S1 MOKa3bIBaTb.

Tbl He 06A3aH XPaHWUTL ceKpeThi!

Ecnu Tebe OT TalHbl, KOTOPYIO TEGA NPOCAT XPaHUTb, AeflaeTcs He no cebe, Tbl He 0653aH ee

XpaHuTb. Ecnu KTo-To nonpocuT Tebs aep>XaTb YTO-TO B CEKPETe, a Tebe 3TO He HpaBUTCS,

pacckaxkm 06 aTOM poguTensiMm Unu negarory.

Byab BeXnvBbiM B 0OLLEHNUN B UHTEpPHeTE!

BupTyanbHOe NPOCTPaHCTBO — TakKoe XKe 0OLLECTBEHHOE MECTO, KaK ynuua, WKona uim MeTpo.

[MoaToMy He CToOUT BECTU CeBSA MIOXO B OTHOLLEHUN OPYIrnX Ntoaei: obmxaTb KOro-To, nucartb

obugHble cnoBa, OCKOPONATL N yrpoXaTb.

Henb3s BepuTb BCEMy, YTO NULUIYT B UHTEPHETE.

K coxaneHuto, B MUHTEPHETE OYEHb MHOIMO JKK. KTO-TO NULLET HENpaBay OT CKYKW, KTO-TO

HamMepeHHO OBMaHbIBaET ApYruxX Ntogen, YTobbl HAHECTV UM Bped. Mbl HE MOXKEM MOHATD,

noyemMy NOAM CoBEPLUAKOT NIoXme NocTynkn. Ho Mbl MoXXeM cebsl OT HUX y6epeyb.

Hukoraa He oTKpbiBal NOfO03pUTENibHbIE NUCbMa uau cnam!

M HM B KOeM cnyyae He Nepexoamn No CChbiikam B HMX. B Takmx nucbemax mMoryT 6biTb CnpsiTaHbl

onacHble BMPYCbl N BPEOOHOCHbIE NporpamMMbl. OHM MOMYT He TOMbKO CoMaTtb TBOW

KoMMbloTeP Unn ragket. Ho n nony4ntb QOCTYN K NNYHON MHbopMaLmmn Ballel CeEMbU, U NMOTOM,

Hanpumep, cnucaTb BCe AeHbr ¢ 6aHKOBCKUX KapTO4eK.

Ecnu Te6e cTpawHO, NPOCTO OTKAKYN UHTEPHET.

MoceLlLan TONbKO Te calTbl, Urpan TONMLKO B T UrPbl, KOTOPble Tebe paspeLlatoT poauTenu.

[Mepexonsa No HE3HAKOMbIM CCbIflkaMm, Tbl MOXELLb C/ly4aiHO HaTONKHYTbCSA Ha CTpallHble BUOEO

n oTtorpacmm. HacMoTpuLbCS Takoro, a NOTOM He 3acHeLlb Hefento. Ecnn Bopyr Tol yBuaen

4TO-TO B VIHTEpPHETE, YTO NyraeT nnm 6ecrnokonT Tebs, 06s3aTenibHO NOroBOpU CO B3POCIbIMMU.

3apan poantensim Bonpockl, KoTopble Tebs BONHYOT. Ecnn Tl pazbepellbest B TOM, UYTO

CNy4nNoCh, Tbl NepecTaHellb BONHOBATLCA U 6OATLCS.

Ecnnr TPALHO, NPOCTO OTK/OUYUN UHTEPHET.

BbiBaeT nyratowmii Tebs pONVIK MM NporpamMMy nokasblBatoT CHOBA 1 cHoBa MHOro pas. Ctpax 1

BOJIHEHME OT 3TOrO TONBbKO PacTyT. OTKNOYN CBOW ragkeTbl. 3aiMNCb APYrMMU OBbIYHBIMY

BeLwamun. U Tbl 1 He 3aMeTULLb, Kak TO 4TO Tebs nyrasno 1 BONHOBANo, NepecTaHeT KasaTbCA

TaknM y>KacHbIM. [TOMHWN, YTO >XXECTOKNE U HENPWINYHbIE BULEO, HE UMEIOT OTHOLLEHUNE K

peanbHOCTW. DTO KaK CTpaLlUHOE KMHO, B KOTOPOM MOKAa3bIBaloT TO, YEro He ObiBAET B OOLIYHOWA

XUN3HW. NpocTo 3akpown 6pay3ep, OTKIOUM MHTEPHET N pacckaxkun pogutensm. MOJIEBHAA

NMHOOPMALUA

¢ Be30onacHOCTb NepCoHanbHbIX AAHHbBIX B KOMMbIOTEPHBLIX NFpax

e 5e30nacHOCTb B coLMalbHbIX CETAX

o KnbepbynnuHr

¢ [1pMBATHOCTb M KaK 3aLUUTUTb JIMYHbIE OaHHbIE B MHTEPHETE?




b ﬂOKCVIHFZ 4YTO 3TO TAKOEe U Kak 136exaTb?

* BesonacHble NOKYMKK B UHTEpHETe
BAXXKHO 3HATb POOAUTENAM

BE3ONACHOCTE ,II,ETEFI BCETH —
ITO HE 3ANPETE!, A QDBEPHE M NPABMNA
BesTPaHBaRTE DTHPHITHE DTHOGEEHHA [+ ieii

VLT BT TR Ty

FNOARFIRTE TERHESEIKHE CPE0CTE

Be3onacHocTb
AeTel B CEeTU — 3TO He NPOCTO 3anpeThl, a Co3f4aHne 3aluLLleHHon cpeabl 1 0bydeHne
npaBuUNbHOMY NOBEAEHUNIO. B ceMbe HEOOXOAMMO BbICTpanBaTh JOBEPUTENbHbIE OTHOLLEHUSA C
pebeHKoM. [1eTn He AOMKHbI NCKaTb MOHMMaHUS Y HE3HAKOMLEB B CETU, @ OblTb YBEPEHbI, YTO
MOryT paccKasaTb poguTensiM o 060 CTPaHHOW NN HEMNPUSTHON CUTyaLun B ceTn 6e3
CTpaxa 6bITb Haka3aHHbIM.
Ba)XHO JOroBOPUTBLCA N YCTAHOBUTL YETKME NpaBuia: Kakue canTbl MOXKHO NoceLLaTh, CKOMbKO
BPEMEHV NPOBOAUTbL OHMAWH, Kakne npunoXeHns MOXKHO MCNonb3oBaTth. [Ana mnagwmx geten
peKOMeHOYETCH co34aBaTb akkayHTbl BMECTE U 3HaTb UX Naporu.
Vcnonb3oBaHne cneumanna3npoBaHHOro NporpaMMHOro obecrne4yeHns poanTeNbCKoro
KOHTPONA NO3BONUT OrpaHMyMBaTh BPEMS 3a 9KPaHOM, (pUnNbTPOBaTbh KOHTEHT, 6/10KMpoBaTh
HexxenaTesnbHble canTbl. [Mporpamm "poanTenbCKOro KOHTPONs" CyLecTBYET 60NnbLUOe
KONIMYECTBO KaK AS11 KOHTPOMS MOGUSIbHbIX TenedoHOB AeTel, Tak 1 A1 KOMMbOTEPOB UK
HOYTOYKOB. /IX MOXKHO CKadaTb U YCTaHOBUTb 6ecnnaTHO. STU NPUNOXKEHNSA OrpaHnyYnBatoT Te
VNN NHble YHKLUMN rag)XeToB. B HUX BO3MOXXHO orpagnTb pebeHKa OT HebnaronpusTHbIX
caniToB, 4INTENbHOrO NPEebbIBaHNS B UHTEPHETE unn urpax. C nx NoMoLLpto - OTCNegnTb ero
aKTUBHOCTb B UHTEPHETE N HEAOMNYCTUTb O3HAKOMIIEHNS C HEXeNaTeSlbHbIM KOHTEHTOM, a Takxe
OrpaguTb OT NoMcKa 3anpeLLeHHbIX UM OrpaHnyYeHHbIX K 060pOTY BELLECTB, MPEeaMETOB, YCYT.
Tak)xe yCcTaHOBUTb, rAe HaxoanTcsa pebeHOoK B NI060N MOMEHT MO reofiokaumm u MHOroe Apyroe.
CyLiecTtByeT MHOXECTBO NPECTYMHbIX CXEM, UCMOMb3YyEeMbIX KNOEPMOLLUEHHNKAMWN B OTHOLLEHUN
HecoBepLLUEHHONETHNX OETEN.

PACTIPOCTPAHEHHBIE CXEMBA KWEEPMPECTYNNEHMIA NPOTHE JETER
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Cnoco6bl KN6epnpecTynjieHN B OTHOLLEHUN AeTeN N NOAPOCTKOB:

* «6ecnnaTHbie» NOoAAPKU U PO3bIrpbiluKn, Koraa pebeHKy ANnsi Noy4eHns BbIrpbia
npeanaraeTcs NepenT No CCbiNKe U BBECTM NNATEXHbIE N NHblE AaHHbIE ero POgMTENeN.
OcHoBHas Uenb — YKpacTb gaHHble 6aHKOBCKUX KApT WM YYETHbIX 3anucen;



¢ «thenKoBble» 3anNpoChbl OT APYy3€eWn, KOraa C NCnosib30BaHNEM B3/TOMaHHOIO akkayHTa gpyra
pebeHKa NPOCAT NOMOYb (MEPEBECTN AEHEXHbIE CPEACTBA), a PEOEHOK, XXemnasi MOMOYb, MOXKET
He YCOMHUTbLCS B JIMYHOCTW NPOCSILLErO;

® «FPYMUHI», KOr4a B3POC/bIi 3N0YMbILLNEHHNK MOA BUAOM CBEPCTHMKA BTUPAETCS B AOBEPUE K
pebeHKY B COLCETAX NN Urpax, NOCTENEHHO BbIBEAbIBAET NNYHYIO MHAOPMaLMIO,
MaHUMyNUPYET, BbI3bIBAET YyBCTBO BNIM30CTM, a 3aTEM MOXXET BbiNpawmnBaTb UHTUMHbIE hoTO/
BMOEO U HAa3HA4YaTb JINYHYIO BCTPEYY, YTO MOXKET NPUBECTU K COBEPLLEHNIO B OTHOLLIEHUN
pebeHKa AeCTBUIN CeKCyaslbHOro XxapakTtepa, KOTopble pebeHOK B CUTy BO3pacTa He MOXKET
OLEHNBATb, KaK coLmanbHO-3Ha4MMble, CHMUTas NMPonCXoasiiee Nrpo;

® «CEKCTOPLUEH», KOrga NPECTYNHMK, NOyYnB MHTUMHbIE (hOTO NN BUAEO (BOO6POBONBHO
OTnpaBneHHble PEOEHKOM WK Yepe3 B3NOM KaMepbl), HAYMHAET LLIaHTaXXMpoBaTb peOEHKA,
BbIMOras Kak maTtepuasbHble 6nara, Tak U YCnyry, B TOM YMCIe CEKCYanbHOro Xapakrepa;

® KM6epOynnuHr (unn Tpaens), Korga co3fatoTcs rpynnbl 1 NabanKn onsi HACMELLEK,
YHU3UTENTbHBbIX KOMMEHTapMEB, OTMPAaBNSAIOTCS YrPO3bl B JIMYHbIX COOOLLEHUSX, YTOObI
NPUYUHUTD PEBEHKY MCUXONOMMYECKYO 60Sb, YTO HEPEOKO MOXKET 3aKOHYMTCH AENPEeCCHEN
U1 gaxxe camoyobuincTBOM;

* BOBJIEYEHME B ONacHble coobLecTBa, nponaraHaupyoLmne genpeccrBHble TeYEHNs, Cynuma,
AHOPEKCUIO, HACWUITME VNN SKCTPEMN3M, KOTOPbIE NPENOSHOCATCS PeBEHKY Kak YTO-TO
«MOJHOE», «KPYTOE» U «3arnpeTHOoe».

YBakaeMble pogutenu! Ecnu y Bac BO3HUKaOT NOA03PeHUs, YTO B ceTN VIHTEpHET B OTHOLUEHU
Ballero pebeHka coBepLLEeHbl NPOTMBOMNPAaBHble AENCTBUS, HEOOXO4MMO Cpagdy XXe 06paTUTLCS B
Munuumio no tenegory 102 nnn coobwmTb B 4aT-60T MB/[J, «Mbl BCerga psigom».

be3onacHOCTb B coUuualsibHbIX

CouparnbHble CeTn — NPOCTPaHCTBO Ans 06LeHMs, Noucka nHopmMaumn, BegeH1s CBonx 651oros
1 MHororo apyroro. Ho 3gecb CnpsATaHoO M MHOXXECTBO PUCKOB: KMOEPOYIIMHI, MOLLEHHUYECTBO,
FPYMUHT 1 Ap.

HaBavite chopMmmpyem nepedeHb COBETOB, KOTOPbIE MOMOTrYT AETAM U POAUTENSAM 3aLUNTUTD
CBOM AaHHble B couualbHbIX CETAX.

Caenante cBOM aKKayHT NPUBATHbIM

3aKpoliTe CBOW aKKayHT, YTOObI ObITb YBEPEHHbLIM: KOHTEHT, KOTOPbIN Bbl NyOGNNKYeTe, [OCTYMNEH
TONbKO APY3bsM N 3HAKOMbIM. M0 AaHHbIM nccnegoBaHns «flabopaTtopun Kacnepckoro»
«B3pocnble n getn B MHTEPHETE: ansTepHaTMBHbIE LM POBbIe peanibHOCTU», 79% feTei
nosy4atoT 3asBKu Ha JobasneHve B Apy3bsl OT HE3HAKOMbIX NtoAel B coumanbHbiX ceTsx, a 23%
Clly4aeB — 3TO HE3HaKOMbIE B3POCIIble.

HekoTopble He3HaKOMLbl MOFYT OKa3aTbCs 3M0yMblLLieHHKaMn. OHY MOrYT y3HaTb y Bac




JINYHYI0 MHbopMaLMIO Unn NpucnaTb ULLMHIOBbLIE CCbIIKN Ha CEPBUCHI, YTOObI YKPaCTb JINYHbIE
AaHHble. JIornyHbIM cnegyowwmm waroM 6yaeT 3anpeT Ha OTnpaBKy COOBLLEHNI OT HE3HAKOMbIX
BaMm ntofen.

WUcnonb3ynte aHTUBUPYCHbIE PELUEHUSI Ha BCeX CBOMX YCTPOMUCTBaX

TexHnyecKne Mepbl 3aLLUmThbl, YCTAaHOBEHHbIE HA BalLMX YCTPOWCTBaX, MOMOryT BaM yoepeyb
CBOW [aHHble OT AENCTBUI 3N0BPEQHOIo NporpaMMHoro obecrneyeHns (BUpycoB, TPOSHOB,
LWnpoBanbLLMKOB 1 Ap.).

Kpome Toro, ctout no3aboTuTbCA 1 O TOM, YTOObI PErynsApHO yCTaHaBNnBaTb OOHOBNEHWSA oS
BaLLEn onepaumoHHON CUCTEMbI, MOBUSTBHBIX MPUIIOXKEHNI N 3aLLUTHBIX peLleHnid. PaspaboTymku
NPOrpamMMHbIX NPOAYKTOB NEPUOANYECKN HAXOAAT YA3BUMOCTI B CBOEM KOLE 1 CTaparoTcs
MaKCUMasibHO BGbICTPO BbINyCTUTb OOHOBNEHMS. 3a4aCTyO0 3TOr0 MOXKET OKa3aTbCH
HEe[OoCTaTO4HO, BeAb O CYLLECTBOBAHUMN YSA3BUMOCTM 3HAKOT HE TONBbKO pa3paboTyHmKm, HO 1
3M10YMbILUAEHHNKWN, KOTOPbIE MOIYT 3TU YSI3BMMOCTU SKCMlyaTUpOoBaTh B CBOUX LieNsX.
Hanpumep, OHM MOryT NOAy4nTb AOCTYN K AaHHbIM, KOTOPbIE XPaHATCS Ha BalleM YCTPOWCTBE
(dboTo, BMAEeO, nepenuncka).

AHTMBUPYC NOMOraeT 6bICTPO «OT/IOBUTL» BCE OMACHOCTU, KOTOPbIE MOIYT YrpoXaTb BallM
AaHHbIM. Hanpumep, obHapy>X1UTb 310BpegHOE NporpammMmHoe obecneyeHmne, 3abnoknpoBaTtb
nepexo nNo MULLIMHIOBOWN CCbIIKE WK OT(UNBTPOBAaTL CNaM-NMUCbMO B 31EKTPOHHON.
YcTaHaBnmBaTh 3alMTHbIE PELUEHMS HY>XXKHO HE TOMIbKO Ha NepCOHasbHble KOMMbIOTEPbI, HO 1 Ha
MOOGUSIbHbIE YCTPOKCTBA.

Ucnonb3yinte HapeXXHbI Naponb

MpaBuno Takoe: oguH cepBuUc, OAMH Naposb. He camoin xopoluen ngeen 6ypeT asTopmsaums B
coumnanbHOM CETY NPy MOMOLLM akKayHTa Opyron coumanbHON CETU, T.K. B Cy4ae yTeuKn SaHHbIX
06e€ yYeTHbIX 3anncu 6yayT CKOMNPOMETNPOBaHbI.

BonbLuoe KonmyecTBo Naponent 3anoOMHUTb CNOXHO. YTo6bl 3aNOMHUTL BCE KOAbl, MOXKHO
BOCMONb30BaTbLCA MEHeLKepPOM naponen. [IpoBepuTb Bally YHETHYIO 3annCb Ha HaMYmMe yTevek
B CeTb MOXXHO B cepBuce Have | Been Pwnd (HIBP).

He oTkpbiBanTe Nnofo3puTenbHbie CCbUIKU

Ecnun Bbl nonyunnm coobLeHne C Takon CCbINIKOM, JaXKe OT YenoBeKa M3 Ballero cnmcka
KOHTaKTOB, HE TOPOMNUTECH MO Hen nepexoguTb. Cpady obpaliante BHUMaHne Ha
Nnofo3puTeNibHbIE CNOBOCOYETAHNA B o6paLleHnn cobecegHuka. Hanprumep, obbli4HO Ball opyr
JaxKe He 300pOoBaeTCs, a cpasdy NepexoauT K CyTu Bonpoca. A B 3TOT pas NULLET «4obpoe yTpo!»
n «kak gena?». CoobLieHne OT MOLLEHHNKOB MOXET Ha4YMHATbLCA cioBamu «[loporomn gpyr...» B
Hayasne, BMECTO o6paLleHns No nmeHn n gp. B aTom >xe coobLieHnn Bac MOryT NPOCUTb YTO-TO
caenartb: NPOrosocoBaTh 3a PUCYHOK, BUAEO(ParMeHT, OLLEeHUTb PaboTy XygoXKHUKa 1 T.n. He
cnewunTe 3TO Aenatb, CBSXXKUTECh CO CBOVIM APYroM, HanpumMep, no TenedoHy 1 YTOYHUTEe
petanu. Vinm 3apainte Bonpoc, OTBET HA KOTOPbI MOXXETE 3HaTb TOMbKO Bbl BABOEM. HacTo
3M0YMbILUAEHHNKK, NOYYMB AOCTYMN K aKKayHTY Nonb30BaTens, HauMHaKoT OT ero MeHM
OTNPaBNsATb COOBLLEHMS BCEN KHUME KOHTAKTOB. B Hagexxae Ha TO, YTO KTO-TO UM NOBEPUT U
COBEPLUUT OENCTBUS, KOTOPblE OT HEro TpebyroTcs.

KnbepoynnuHr

EyJ'IJ'IVIHI' — 3TO YMbILLWJIEHHOE arpeccnBHoOe nosegeHmne B OTHOLLEHUN XXepTBbl, KOTOPOE HOCUT



cuctematnydeckunii xapaktep. C Takum NoBeAeHMEM MO OTHOLLEHMWIO K ce6e MOXKET CTONKHYTLCS

OyKBaNIbHO KaXKAbI, [OCTATOYHO YEM-TO OTNIMYATBLCS OT OPYruX, 6bITb HE Kak BCE, UMETb

YBNIEYEHNs, KOTOPblE MHOIME MOMYT He pa3aensTb 1 ap.

KnbepbynnuHr, B OT/IMYUN OT arpeCCUBHOIO NOBEAEHUS B peasilbHOM MUPE, OT/INYaeTCs

aHOHMMHoOCTbO. CornacHo onpocy «Jlabopatopun Kacnepckoro», valle BCEro Tpasnto

OpraHM30BbLIBAIOT JI0AN, C KOTOPbLIMU XXepPTBa He BCTpeyanach B peanbHOW XN3Hu (44%). Ho B

22% cny4aeB — 3HaKOMbIE NN gaxke Opysbs.

Ewe ogHo otnnyne KnbepobynnuHra ot 6ynnnHra. Tpaenst He UMEET HUKaKNX BPEMEHHbLIX PaMOK,

T.€. MOXET MPOUCXOOUTL B NI060E BPeEMS CYTOK, 6€3 NepepbiBOB Ha BbIXOA4HbIE 1 NPAa3AHMKU, Tak

Kak NponcxogunT B oHNnarH cpepe. OHa MOXXET BKIIOYaTh B CEOS pa3MeLLLEHNE HEMPUATHBIX MO

copep>KaHunto NoCTOB, MOMyYeHNe COOBLLEHNIN YEPES INYHbIE COOBLLEHNST NN B MECCEHPKEPAX,

B TOM 4uCe CONPOBOXAAaTbCA MEANAKOHTEHTOM (DOTO 1nn BUAEO). Lienb Takmx coobLueHnin —

3anyraTb N YHU3WTb XKEPTBY, HAHECTUN EMY CEPbE3HbIN AMOLMOHAaNbHbIM YPOH. Kak CHU3UTDb

PUCKKN KnbepoynnuHra?

1. He BblknagpiBanTe B Ny6ANYHbIN OCTYN CBOMW NIMYHbIE AaHHbIE: agpeca, NpuBaTHble
doTorpacumm, Homepa TenedoHOB, agpec No4YTbl 1 Tem 6osiee NornH/Naponb OT Kakoro-nmbo
cepsuca.

2. He obwaiica ¢ HesHakomMuamu B odnaiiH NpoCTpaHCTBE. 310YMbILAEHHVUKA MOTYT
«BTUPATbLCS» B OBEPUE C LeNblo rpadbexa, Hacunmst Unu KngHennuHra.

3. Nicnonb3yin yHKUMIO 6IOKMPOBKM OT HEMNPUSITHBIX COBECEAHNKOB B COLMANbHbLIX CETSX.
Kpome Toro, MoXXHO COOBLUMTL O Tpasfne agMuUHUCTpaTopam.

4. He oTBevaiTe Ha HeraTUBHbIE COOBOLLEHMS. HacTo arpeccopbl NPECenytoT UMEHHO 3Ty LeNb:
BbIBECTW Ha 3MOLMNIO U HA HEMPUSATHBINA Pa3roBop.

5. MOXXHO yTW Ha HECKOJbKO AHEN N3 OHNaWHa, OTKNIOUYNB aKKayHTbl B COLMAaNbHbIX CETSX UK
Opyrux cepsucax.

Ecnu Bbl cunTaeTe, 4TO Npobnema BbIXOAUT N3-Nog KOHTPONS, He 3aKpbiBanTech B cebe. HeT

HNYero 3a30PHOro, eCN Bbl PeLLNTE 06PaTUTLCA K POAUTENSM, a BMECTE C HUMU K

npodeccrnoHanam, Hanpumep NCUxXonoram, KoTopble CneunannanpyoTcs Ha NogOOHbIX

npobnemax.

EcTb 6ecnnatHble N KpyroCyTo4HblE TeNEOHHbIE NMNHUK, KyAa MOXXHO NO3BOHUTL B KPU3UCHOW

cuUTyaumm:

® netckada tenegoHHas nuHna — 8-801-100-16-11

® IMHKA B PecnybnmkaHCKOM LieHTpe NCUXO0Nornyeckorn nomoLm, padoramLwas B pabodee Bpems

(c 9 pno 18) — 8-017-300-2321

A eLe akcnepTbl PecnybnmkaHcKoro LeHTpa ncmxonornyeckorn nomowwm BIT1Y BmecTe ¢

FOHNCE® B Benapycu 3anyctnnm oHnanH-nnatgopmy talk2ok.by, ¢ ToOMOLLbIO KOTOpOK

NogpPOCTKN U MOnofble togn MOryT 6ecnnaTHO U KOHMAEHUMANbHO Nosy4vaTtb

KBaNMULNPOBAHHYIO MCUXONIONMYECKYHO MOMOLLL B BUAE OHNAMH-KOHCYNbTaumi — B

KOM(OPTHOM AJ1s1 COBPEMEHHbBIX NOAPOCTKOB (hopMaTe ayano- 1 BUOeo4aToB.

NMpPuBaTHOCTb U KaK 3aWUTUTb JINYHbIE AAaHHbIE B
UHTepHeTe?




B nHTEpHETE XpaHMUTCS OrPOMHOE KONNYECTBO MHOpMaLMK, N NPaKTUYECKN NI0OOIN YenoBek
MOXXET MONY4YUTb JOCTYM K TOMY, YTO ero nHrepecyet. Mbl nofib3yemcsa cMmapTdoHamu,
CTauUMOHapPHbLIMU KOMMbIOTEPaMU, MAaHLWeTamMu, YMHbIMU TENEBU30PaMU, FONOCOBbIMU
NOMOLUHUKAMWN 1 APYrMI YCTPOMCTBaMM, KOTOPbIE MOIyT NOAKMIOYaTLCA K CETU AN CBOUX
eXefHeBHbIX Hy>XA. MN03TOMy NnYHbIE faHHbIE MOTYT NIErKO «yTeKaTb» B MHTEPHET. [MpuBaTHOCTb
AaHHbIX — 3TO rapaHTUSA TOro, YTO OHWU BYAYT NCMOMbL30BaHbl TOMbKO TEMWU, KOMY OHU
npepHasHayeHbl. [pyrummn cnoBamm, HUKTO HE MOXKET MOMAY4YUTb SOCTYN K BalLMM OaHHbIM,
€C/N Y HUX HET COOTBETCTBYIOLLMX NPas.
Bbl HaBepHsika BCTpeyann peknamMmy B MHTEPHETE, KoTopas 6yaTo 6bl NogobpaHa cneunanbHo 4s
Bac. Bbl HegaBHO ckanu nHopmMauuio 0 HOBOW MOAENN Benocuneaa unn UrpoBomn NPUCTaBKK, U
TYT BUANTE peKnamHoe O06bABAEHNE C NPEOSIOKEHNEM KYNNTb UMEHHO 3TOT ToBap. ITO He
cny4aiHo. NonckoBble 3anpochkl — 3TO NPOCTO «KNag» AN No6oro Yenoseka, KOTopbIii
3aHMMAaETCH peKiaMon, BeAb Ha X OCHOBE BaM MOIYT NPensIoXnNTb He TONIbKO cam ToBap, HO 1
MHOrO CONyTCTBYOLWMX. Ickann nrposoi HOyTOYK, a B UTOre MOXKETE NOy4MTb PeEKaMy KOBpUKa
OS5 MbILLKW NN aXKe LWnemMa BUpTyanbHOW peasibHOCTMW.
Kpome NoncKoBbIX 3anpOCOB Bbl MOXETE OCTaBUTb MHOMO NULIHEN nHopMauumn o cebe B
coumanbHbIX ceTax. Hanpumep, npu 3anofiHeHN Npodunga ykasatb HoMep TenedoHa unm
AOMaLLHNIA agpec, reoMeTKN K hotorpadunsam n3 MecT, KOTOpble Bbl HaCTO MOceLlaeTe n TA.
MonpobyinTe y>xe cerogHsa oueHNTb CBON NPOUb C TOYKN 3PEHUSA TOrO, Kakyo NHpopMaLmio
MOXXET MONYy4nTb SO0 NoNb30BaTeNb CETU, a KaKylo — TONbKO Apy3bs. Camo coboi, Mbl
PEKOMEHAYEM BCIO «HyBCTBUTENMbHYIO MH(OPMaLKMIO» (TaM rae eCTb NePCOHaNbHblE AaHHbIE)
caenatb [OCTYNHON TONBKO TEM, KTO €CTb Y Bac B APY3bsiX.
JAaBaiite pa3bepemcsi, a UTO MOXKHO caenaTb?
3N0OYyMbILLNEHHNKN MOTYT NCMOMNb30BaTh pPasnnyHble 6a3bl JaHHbIX, KOTOPbIE «CNBAKOT» B CETb,
Nosy4MTb AOCTYN K Ballen YY4ETHON 3anncuy 1 NpoYnTaThb Bally Nepenncky ¢ apysbamn. EcTte
cnyyaun, Korga nogaensiBaoT Npodusib YenoBeka, BOPYS ero IMYHOCTb, a 3aTeMm
pacnpocTpaHanu nHhopmaumio oT ero MMeHn 6e3 Begoma Brafesbla AaHHbIX. Tak vTo Xe
MO>XHO caenaTb?
[axe ecnn Bbl NopknOYaeTeCb K pasnnyHbIM cepBucaMm 4epes3 6e3onacHoe CoedvHEeHWue,
NMOMCKOBbIE CUCTEMbI U CouManbHble CETU MOryT OTCneXuBaTb Bawn gencrtesnsg B CeTu.
YT0ObI NPEenOTBPaTUTL TaKoe OTCNEXMUBAHNE CO CTOPOHbLI CEPBUCOB, NEPEKoYMTE 6pay3ep B
npuBaTHbIN pexxum. Hanpumep, B Chrome oH HasbiBaeTca «PeXXnm MHKOrHuTO», a Firefox —
«[MpuBaTHbIN NPOCMOTP». ECnn Bbl paboTaeTe 3a KOMMNbIOTEPOM, AOCTYMN K KOTOPOMY €CTb Y
Opyrux nonb3oBaTenen, Hanpumep, B GUGANOTEKE NAY LLKOSE, MPUBATHbLIN PEXUM NPULETCS
KaK Henb3s KCTaTu: B TaKOM Clnyyae Baln JaHHbIE U GENCTBUSA HE COXPAHATCS Ha Yy>KOM
YCTPONCTBE.
* He nuwHumM 6yaeT ycTaHOBKa crieymnanbHbIX pacLuMpeHnii — nnarmHoB B 6pay3epe, KoTopble
NoMOryT NpefoTBpaTuTb OTCEXMBaHME C NOMOLLbLIO dainsios cookie. OHM e n3basaT oT
HA30MMBON KOHTEKCTHOWN peknambl. Ho 6yabsTe BHUMAaTESIbHbl 1 OCTOPOXKHbI: UCNOSb3yNnTe



Takune pacLUMpeHnst TONIbKO OT NPOBEPEHHBIX Pa3padoTUMKOB 1 CKavyMBanTe TONbKO B
ovumansHOM MarasnHe. 310yMbILAEHHVKN YacTo BblAaloT BPEAOHOCHbIE NPOrpamMmbl 3a
NPUNOXEHUSA N paclUNpeHns, NpeaHasHavYeHHble ANns 3amThbl.

e OQHO 13 caMbiX BaXKHbIX NPaBW: He 3abblBanTe BbIXOQUTb U3 CBOMX aKKayHTOB, KOrAa Bbl UX
He ucnonbayeTe. [1pn 3TOM HeAQOCTATOYHO MPOCTO 3aKPbITb BKNAaAKy nnim 6paysep. Hanpumep,
coumanbHble CETU MOTYT OTCNEXNBaTb CBOUX NMofb3oBaTenen, Aaxe ecnv B ux 6paysepe HeT
OTKPbITOW BKNaAKN C COLManbHOM CeTbIo. YTOObI 3TO MPEKPaTUTb, HYXXHO MOSIHOCTLIO BbINTY U3
aKkKayHTa. 9TO aKTyaslbHO He TONbKO ANs CoLManbHbIX CETeN, HO 1 AN ApYyrux CEPBUCOB,
Hanpumep OHNanH-6aHK1Hra, MarasuHa u T.4,.

Bawum gaHHble 6yoyT B 6€30NacHOCTW, €CNY Bbl caMmy ByaeTe TwaTeslbHO oTonpaTb Ny6nnkyemyo

NMHopMaumio 1 Nogen, KOTopble CMOTryT €€ BUAETb.

HOKCUHI: YTO 3TO TaKoe U KakK
ns3éexartb?

Hawm gencrtens B MHTEPHETE, Hanpumep, Ha nnatopmax coumanbHbIX CETEN UNN UTPOBbLIX
MUpax MOryT MPUBECTU K HeXXenaTenbHbIM NoCneacTBUSAM yXXKe B peasibHoM Mupe. Mbl co3pgaem
npodunn B COLICETSX N APYrMX CepBucax, oOCTaBnseM CBOW AaHHble Ha pa3HbIX pecypcax. HYacTo
camu CepBUCHI MPOCAT HAC pacckasdaTb YTO-TO O CBOEW XXN3HWN, MOAENNTBLCSA SMOLMAMU,
yKasblBaTb MeCTa, KOTOpble Bbl HaCTO NocellaeTe, Apyrux nogen Ha otorpadum n T.40.
Bo3MOXXHOCTL cBOGOAHO nony4aTtb MHopMaUnio NpakTUYECKN O l0OOM YesioBeke
3anHTepecoBana 3/10yMbILLNEHHMKOB, KOTOPble CTan HadbiBaTb AOKCepamMu. A cam npoLecc —
AOKCUHIroM. OTO MOWCK 1 NpegHamMepeHHOE PacKpbITUe MHOopMaLK O YENOBEKE C LieNbio
nonyyYeHns Kakon-nmbo BbIrofpl, LUaHTaXka 1 Tpasnu.

CambIiMy pacnpoCTpaHeHHbIMI AeNCTBUSIMU CO CTOPOHbI TakNX 3M10YMbILLITEHHVKOB SABNSIOTCS
pacKpbITVE OAaHHbIX XXEPTBbI: agpeca NpoXnBaHus, Mecta paboTbl, MEANLIMHCKMX ONarHO30B,
nepennuckn ¢ gpysbsamMun 1 gpyron nHgopmaumm o nonb3osatene. Kpome Toro, B 06LLmMin [OCTYnN
MOIyT NoNacTb AeTanM IMYHON XXN3HN, KOTOPbIE U3HaYaslbHO HE NpefHasHavYanuchb gns
NOCTOPOHHKX rMas.

B BupTyansHOM NpocTpaHcTBe MHOPMaLNSA pacnpoCTPaHAETCA MTHOBEHHO 1 NOCE NEPBO
nyénukaumn yaanuTb ee N3 CETN NPaKTUYECKN HEBO3MOXXHO. ITO (haKT yCcyrybnsieT onacHOCTb
OOKCUHra, KOTopbIlil NpeacTaBnsgeT cobor CEpPbe3HYI0 Yrpo3y AN NOTEHLNANTbHOWN XXEPTBbI.
OTkyna 6epetcs nHchopmauus

B nHTEpHETE MOXKHO HaNTK BCE, YTO Bbl KOr4a-nnbo 3arpy>xanv unm nepecbinanu, CyLwecTByoT
Aaxe creumnanbHble CEPBUCHI, KOTOPbIE apXUBUPYIOT BCe BEB6-pecypchl 1 (PUKCUPYOT
N3MEHEHNS, KOTOPbIE Ha HUX NPOUCXOAAT. KpomMe TOro, KONMYeCTBO YTEYEK LaHHbIX
nosb3oBaresien 3a nocnegHre napy NeT pesko BO3pocno. Kak 3To He CTpallHO Npu3HaBaTb, HO
CTOMPOLEHTHOM 3aLnTbl OT JOKCUHIA HE CYLLIECTBYET.

Y70 XXe 3TOo 3a AaHHble?

B nHTEpHETE MOXXHO HaWTK BCE, YTO Bbl KOraa-nnbo 3arpy>kany Unn nepecbinany, CywecTByoT



Aaxke crneumnanbHble CEPBUCHI, KOTOPbIE apXNBMPYIOT BCe BEG-pecypcChbl U (hrKCrpyoT
N3MEHEHNs1, KOTOPble Ha HNX NPoMCXoadaT. Kpome Toro, KomyecTBo yTeyvek OaHHbIX
nonb3oBaresien 3a nocnegHne napy NeT pe3ko BO3pocso. Kak 3To He CTpallHO Npu3HaBaTb, HO
CTOMPOLEHTHOM 3aLNTbl OT JOKCUHIa HE CYLLIECTBYET.

Jasante nonpobyemM pas3obpaTbCs Ha KOHKPETHOM NprMepe, MOryT I caMy NMonb3oBaTenu Kak
TO NOBNUATb Ha pacnpocTpaHeHne nHhpopmaumm o cebe B UHTEPHETE N KaKy POJib OHW UrpatoT
B 3TOM npoLecce.

Pas6upaem Ha npumepe

Pasbepem cuTtyaumio, Kak 3M10yMbILLAEHHUKN MOTYT BOCMOMNb30BaTLCSA NHOPMaLen, KOTOpyo
Bbl pa3mMeLlaeTe y cebs Ha cTpaHuLe.

Hanpumep, Bbl jaBHO cobupaeTech KynnTb HOBbLIN Benocunen. Boibpanu mogens, UBeET,
nopno6panu Bce obopynoBaHue. HYTobbl Balln ctapaHns OLEHUIN Apy3bs, NyonukyeTe oTo eLle
He KYMIIEHHOrO «)KeNe3HOro KOHs» y cebs Ha CTpaHuue C NogpOO6HbIM ONMCaHNEM TOro, YTO Ha
HeM 6yOeT YCTaHOBIEHO. Hepe3 HECKONBKO AHEN Bbl NOly4aeTe COObLLEHNE OT Nonb3oBaTens,
KOTOPbIA AaBHO Ha Bac MNOANUCaH, HO Bbl €ro NINYHO He 3HaeTe. OH coobLUaeT Bam, 4YTO BaLl
BbI6OP — NPOCTO OTMEHHbIN. VI 4TO OH/OHa cam HefaBHO Kynui/a cebe TOYHO Takom XXe
Benocuneq n ¢ pagoCcTbio CMOXET NOAENUTBLCHA C BaMy CCbINIKOW Ha OHNanH-MarasuH, rge 6bin
chenaH 3akas.

OT0 CoONpPOBOXXAAETCA KPACUBOWN NereHgon o ToM, OTKyAa Takasi Hu3kasi CToMMocTb. Hanpumep,
cKnag 3akpblBaeTCs v pacnpogaxa «TofbKo Af1si cBonx». [ocne aToro Bam npucbinaoT
CCbIfIKY: OHa 6yaeT ULLIMHIOBON, T.e. ByAeT NPUBOAUTL NONbL30BaTeNsA Ha NOAAENbHbIN CanT
NHTEpHET marasnHa. OWnbKN B MMeHN canTa 6yayT AonyLleHbl crneynanbHO 1 HUKorga He 6yayT
NOEHTMYHBIMW HACTOsILLEN nnoLwaake. Ecnu Bbl NOHMMAaeTe, YTO 3TO HEHACTOSALLUNIA PECYpPC, TO HU
B KOEM Clly4ae He BBOOUTE CBOW AaHHble U TeM 6onee He coBepLuarite onnaTty. [Jaxe ecnum Takomn
«3HAKOMbIN» BEPHETCH CMYCTA HEKOTOPOE BPeMS, YTOObI MOMHTEPECOBATLCS, Kak BCe MPOLLSO.
MoykeTe NpoCTO He o6pallaTb BHAMAaHWS Ha Takne CoobLLEHNS.

CTouT N1 roBOpUTb, YTO HUKAKOro BENOCUNena Bbl HE MNONYyYNTE, 3aTO 310YMbILLIEHHUKM Nony4YaT
OaHHble 6aHKOBCKOWN KapTbl. B aTon cutyauumn MOXXeT ObITb 1 APYroi CIOXKET, pasHble
AEeNCTBYIOLWME Nnua, HO UTor 6yaeT oavH. Bac nonbiTalotcss 06MaHyTb, NCMONb3YsA 3a OCHOBY Ty
MHGopMaLmio, KOTOPYHO Bbl CaMn pasMeLLaeTe y cebsi B npodune.

MoaTomy Bcerga npoBepsniTe agpeca pecypcoB, Ha KOTOPbIE Bbl 3aXOA4UTeE, AaXKe eCNN OHU Kak
ABe Kanau Bofapl NOXOXXM Ha HacToswme. Ecnm He yBepeHbl, Bceraa MoXXeTe OTKPbITb MOVCKOBYHO
CTpaHuLy 1 NPOBEPUTb, Kak NULLIETCA aapec Be6-pecypca, KOTOPbI Bac MHTEPECYET.

Be3onacHble NOKYNKu B
UHTEepPHEeTe

A

UHTepHeT-MarasnHbl BXOASAT B TON-5 camMbix Nocewaembix A€TbMU PECYPCOB B UHTEPHETE.
YacTo poautenn Moryt camm 3HaKkOMUTb C TaKUMU niowagKkamm, Hanpumep, YToobl
pebeHOoK Bbibpan ce6e NoaapokK K NnpasgHUKY.

Bbl HaBepHsiKa yiTanu ctatbl ¢ MHoOpMaumern 0 ToM, YTO Pe6eHOK NOTPaTNS1 OFPOMHYI0 CYMMY



POANTENBCKNX OEHEr Ha MOKYMKN B KOMMNbIOTEPHOW Urpe, 0hopMun OPOryto NOLMMUCKY Ha
OHJaNH-CEePBUC UM CIyYaNHO 3aKasasl MHOIo UrpyLlek (MArkue UrpyLwkn, KOHCTPYKTOPbI U T.M.)
Ha OQHOM N3 MapKeTMIENCOB.

[aBaiTe pasbupatbcs, Kak n3bexxatb HegopasyMeHU U HENPUSITHOCTEN N NONIb30BaTbCS

Taknmun canTamm 6e30nacHo.

BoOT psa NpocTbIX NpaBui, KOTOPbIE MNO3BONAT AEP>KaTb B 6€30MaCHOCTN CBOW BUPTyasibHble

(buHaHcoBLIE cpeacTBa:

— He KnaguTe Ha KapTy cpasy 60MbLUY0 CyMMY, a flyylle NOoMnoNHANTe ee HeGONbLUNMUN W

perynspHbiMy NepeBoaamMum.

— YCTaHOBUTE NUMUT Ha CNUCaHNE AEHEXHbIX CPEACTB. MOXXHO NnocHNTaTb OPUEHTUPOBOYHYIO

CyMMYy TpaT B AeHb, HAanNpuMep, Ha Npoe3a nnu obeabl B LUKONe, 1 gasnblle NpUHUMaTh peLleHne

O TOM, KaKoW AHEBHOWN IMMUT HY>KHO YCTaHOBUTb.

— 3anoMHNTe, YTO faHHble 6aHKOBCKOW KapTbl (HOMepP, hamunns n ums Bnagensua, Cpok

pencteusa n CVV/CVC — ko, KOTOpbIN Kak NpaBuiio HaXogUTCs Ha 06paTHOM CTOPOHE KapTbl) 3TO

CTpOro KoHdmaeHumanbHasa nHhopmauus, 1 ee HAIKOMY Hemb3si CooOLLaTb. — He CTOUT 3axoanTb

B OHNanH-6aHKUHI, €CNK Bbl NOAKNIOYEHBI Yepes obulecTBeHHble Wi-Fi ceTn 6e3 napons,

HanpuMep B TpaHcnopTe, Kade nnu KnHoteaTpax.

BOT ele HECKOSIBKO NPMMEPOB (CUTyaunii), Ha KOTOpble CTOMT 06paTuTb BHUMaHWE

MoKynku B NrpoBbIX MUpax

MHorune 6ecnnaTtHble Urpbl COgep>XXaT BHYTPUUIPOBbIE NOKYMKU, 1 3TO AenaeT UX O4eHb

goporumu. 3a 4oNosHUTESNIbHbIE ONLUK, HAaNpUMep NFPOBO MHBEHTAPb, HOBbIE AOCNexXu, obble

BHYTPUNIPOBLIE PECYPChI MPUXOANTBLCS NNATUTb COBCEM HE BUPTYaslbHbIMW (DUHAHCaMN.

lMpakTnyeckn Bo BCEX UMPOBbIX MMpPax eCTb CBOS1 UrpoBasi BasoTa, HO NPUOBpPETAETCS OHa 3a

BMOJSIHE pearnbHble AeHbrn. Kaxxapll pas, Korga peLlaeTte YTo-To KynnTb, 06a3aTeNbHO B3BECHTE

BCE 3a 1 NPOTUB 3TOM MOKYMKWU, BEAb MO OOMbLIOMY CHETY BCE 3TO OCTAETCA UCKIIIOYUTENBHO B

UrpoBoM mupe. lNonpobyn HanTn aHanoruo B peasibHOM MUPE Nepeq TEM, Kak coenaTtb NMoKyrnku.

Hanpumep, 4TO MOXKHO KyniTb Ha 3TN OeHbIM B pearlbHOM MUPE, a He B BUpPTyasbHOM. [Moka He

pasobpannch ¢ geTansaMu onfaTtbl, MOXKHO NOCTaBUTb TEXHUYECKOE OrpaHNyeHne Ha Takmne

NOKYMKW.

Kpowme Toro, obpatlante BHUMaHWE Ha TO, Kak Bbl MOYyYNN NPEAIOXKEHNE BHYTPU UrPbl. OTO

pacchbinka coobLLeHWI OT pa3paboTYMKOB UrPbl UNN KTO-TO U3 APYrMX UIPOKOB pacchbinaeT

COOO6LLEHMSA O «BbIFOOHON NOKYNKe» MHBEHTaps. Beab 3a TakuMmn coobLeHNsiMU MOryT

CKpbIBaTbCA MOLUEHHUKK. Nog npepnorom NoKynkn MHTEPECYHOLLLEro Bac Toeapa um

BHYTPMMUIPOBOW BaNOTbI, 3N1I0YyMbILLNEHHNKN MOIYT pacchbiaTb COOBLLEHNS C WeapbIMu

npegnoXxeHusiMmun. Llenb ogHa — 4To6bI Bbl MOBEPWIM 1 MEPELLNN NO CCbinke. [Janblue Bce 3aBUCUT

OT Uenen: Kpaxka geHer uim Kkpaxka AaHHblX, ycTaHOBKa Ha Balle YCTPOWUCTBO 3N0BPEOHOro

nporpamMmmMHoOro obecneyeHus 1 1.4. Becerga KpUtTMHeCcKn OTHOCUTECH K UCKITOYMTENIBHO LWeapbiM

NPEeLIOXXEHNAM, KOTOPbIE Bbl MOyYaeTe OT OPYrMX UFPOKOB.

OHNanH-WonnNuHr

HecKosfibKo NpPOCTbIX NpaBwus, KOTopble MOMOrYT COXPaHUTb CBOM cpencTea B 6e3onacHocTu: 1.

Hukomy He coobLiainTe gaHHble 6AaHKOBCKOWN KapThbl U Ha3biBalTe BEPUPUKALNOHHbIE KOfga U3

cMc 1 push-ysegomneHnii. [laxke ecnv y Bac Ux NONpOCUT YENOBEK, KOTOPLIN NpeacTaBnUTCs

COTPYOHUKOM 6aHKa unn OHNanH-marasuHa.

2. He cTonT poBepsATb CAMLLKOM NpuBAeKaTesibHbIM NPEANOXEHNSM, HanpumMep, ecnn naowanxka
BbIMMAQNT MOLO3PUTENBHO, MOSIBUNOCH MHOIO peknamMbl (6aHHEpPOB) 1 BU3YalbHbIX
3/IEMEHTOB, KOTOPbIX Bbl PaHbLLE HE 3aMeyani, agpec CTPaHuLbl HEMHOMO OT/INYAETCS OT
HacTosLLero, Ho Bac 06 3TOM NpeaynpPeounun 1 yBepsitoT, HTO BCE HOPMaSIbHO, Tak N AO/HKHO
6bITb. CKOpee BCero Bbl CTONKHYNMUCH C MULLNHIOBBLIM calTOM. (PULLNHF — MOLLEHHNYECTBO,
HanpaefIeHHOE Ha KpaxKy AaHHbIX)

3. He BHOCUKTE npegonnaty 3a ToBap, KOTOPbIN Bbl ELLE HE NOMYHNSIN.

4. He nepexoanTe No BHELIHMM CCbIfikaM, KOTOpbI€ Bbl NOAY4YMNN OT npoaasuos. CTponTe
o6LLIeHME TONBKO Ha camMon nnoLagKe.



