BUMBLEBEE KNOWS

Privacy Policy

Buzzin Attendance Checker

Android application « Package: com.buzzin.attendance

Publisher Bumblebee Knows

Contact bumblebeeknows2026@gmail.com
Effective Date September 17, 2026

Last Updated September 17, 2026

This Privacy Policy describes how Bumblebee Knows handles information in Buzzin Attendance
Checker. It is intended to be read together with the app's in-app privacy disclosures and applicable
Google Play disclosures.

1. Overview

BuzzIn Attendance Checker ("BuzzIn") is a classroom attendance and class-management application
intended primarily for teachers and classroom administrators. The app is designed to let a teacher maintain
class records on an Android device, including student/class information, attendance records, notes or
related classroom records, and—where the teacher chooses to add them—Ilearner photographs.

Buzzln is designed around local, teacher-controlled classroom records. The app does not require a Buzzin
account or a Buzzln username/password to use its core classroom features. Classroom records are stored
locally on the device unless the teacher explicitly creates an export or backup and chooses where to save

or share that file.

2. Who Is Responsible for the Data?

For information that a teacher enters into Buzzln about a class or learner, the teacher or educational
institution using the app may determine the purposes for which that classroom information is collected and
used. Bumblebee Knows provides the application and its local data-management features.

Where a school, institution, or government office has its own privacy policies, records-management
requirements, or lawful instructions concerning learner information, those requirements may also apply to
the teacher's use of Buzzin.

3. Information Stored or Processed by Buzzin

Depending on the features the teacher uses, Buzzln may store the following information locally on the
Android device:

Class information: Class names, school information, academic year/period information, semester/quarter
information, and other class-management details entered by the teacher.

Learner information: Student/learner names and other classroom fields that the teacher chooses to enter
for attendance and class-management purposes.

Attendance information: Attendance status and attendance-related records, including dates and other
information needed to generate attendance summaries and reports.
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Learner photographs: A teacher may choose to associate a photograph with a learner. Photographs are
stored as part of the classroom data on the device and are not intentionally transmitted by BuzzIn to
Bumblebee Knows.

Teacher settings: Teacher name, school name, display preferences, startup-date settings, reminder
settings, and other app preferences selected by the user.

App-generated classroom records: Data needed for features such as attendance summaries, monthly
attendance views, student selection/Buzz Pick, class archives, and related classroom functions.

4. Information Buzzin Does Not Intentionally Collect for Its Own Classroom
Database

Buzzln does not intentionally send the teacher's classroom database, learner names, attendance records,
learner photographs, or locally stored classroom records to Bumblebee Knows for advertising, profiling, or
analytics.

BuzzIn does not require a user account, does not provide social networking functionality, and does not
intentionally collect contacts, call logs, SMS messages, health information, financial information, or precise
device location for its classroom features.

The app also does not intentionally use learner classroom records as advertising identifiers or use learner
names or photographs to personalize advertisements.

5. Advertising and Google Mobile Ads

The free version of Buzzln is ad-supported. Buzzin uses Google's Google Mobile Ads SDK (the GMA
Next-Gen SDK) to display advertisements, including banner advertising and an interstitial advertisement
associated with the Start Attendance action.

Because the advertising SDK is provided by Google, Google may automatically process certain device and
usage information for advertising, analytics, fraud prevention, and related purposes. According to Google's
current Android disclosure for the GMA Next-Gen SDK, this can include:

IP address, which may be used to estimate a device's general location;

user product interactions, such as app launches, taps, and video views;

diagnostic information, such as app launch time, hang rate, and energy-usage information; and
device and account identifiers, including Android advertising ID, app set ID, and, where applicable,
identifiers associated with signed-in accounts on the device.

Google states that data collected by the GMA Next-Gen SDK is encrypted in transit using Transport Layer
Security (TLS). The exact information processed by Google can change as Google updates its SDK and
services. Google also provides controls and consent mechanisms for applicable advertising choices.

BuzzIn uses Google's User Messaging Platform (UMP) to support applicable privacy and consent
requirements for advertising. Where consent is required, the app presents the applicable consent choices
before enabling the relevant advertising behavior.

Google's current GMA Next-Gen SDK data disclosure: Google for Developers

6. How Buzzln Uses Information

Information stored by Buzzin is used for specific classroom and app-management purposes, including:

e creating and maintaining class lists;
e recording and reviewing attendance;
e generating attendance summaries and monthly attendance views;
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supporting classroom activities such as Buzz Pick;

displaying class and academic-period information;

supporting backup, restore, export, and archive functions initiated by the teacher;

remembering teacher-selected settings and app preferences; and

providing the advertising-supported free version of the application through the Google Mobile Ads
SDK.

7. Legal Bases and Privacy Principles

Bumblebee Knows seeks to process personal information consistently with the principles of transparency,
legitimate purpose, and proportionality under the Philippine Data Privacy Act of 2012 (Republic Act No.
10173) and its implementing rules, as applicable.

Depending on the circumstances and the particular data involved, processing may rely on consent,
performance of a service requested by the user, compliance with a legal obligation, or another lawful basis
recognized by applicable privacy law.

Teachers and institutions remain responsible for ensuring that the information they enter into Buzzin is
appropriate for their educational and administrative purposes and that any required permissions, notices,
or institutional approvals are obtained.

8. Learner and Minor Privacy

Buzzln is designed for teachers and classroom administrators rather than for children to independently
create accounts or operate the service. The app may nevertheless contain information about learners,
including minors, because teachers may use it to maintain classroom attendance records.

Teachers should enter only the information reasonably necessary for legitimate classroom or school
purposes and should follow applicable school policies, Department of Education requirements, and privacy
requirements when handling learner information.

Learner photographs should be added only when the teacher or institution has an appropriate basis and
authorization to use them for the intended educational or administrative purpose.

9. Data Sharing and Third Parties

Bumblebee Knows does not sell classroom records, learner names, attendance records, or learner
photographs to advertisers or data brokers.

The principal third-party service integrated into the current free version of Buzzln is Google's advertising
infrastructure. The Google Mobile Ads SDK may collect and share the categories of device and usage data
described in Section 5 for advertising, analytics, and fraud-prevention purposes.

If a teacher chooses to export, share, email, upload, or otherwise transfer a backup or report using another
application or service on the device, that transfer is initiated by the teacher and is subject to the receiving
service's own privacy practices.

Bumblebee Knows may disclose information when required by applicable law, lawful process, or a valid
legal request, or when necessary to protect the rights, safety, security, or integrity of the app and its users.

10. Backups, Exports, and Restore

BuzzIn provides backup and restore functionality so that teachers can preserve classroom records. A
backup file may contain classroom records and may contain learner photographs if photographs are
included in the backed-up data.

Bumblebee Knows * Buzzin Attendance Checker ¢ Privacy Policy



The current encrypted backup format is designed to use AES-GCM encryption with a password-derived
key using PBKDF2-HMAC-SHA256, together with a randomly generated salt and initialization vector (IV).
The backup format is versioned so that the app can identify supported backup formats.

BuzzIn does not store the user's backup password. If the user forgets the password for an encrypted
backup, Bumblebee Knows cannot recover that password or decrypt the backup on the user's behalf.

Older backups that were created in a legacy unencrypted format may remain restorable where the app
supports that legacy format. Users should protect exported backup files as confidential classroom records.

Once a backup or export file leaves the app's local storage—for example, when it is copied to cloud
storage, a computer, removable storage, email, or a messaging application—the security and privacy of
that copy depend on the destination service and the user's handling of the file.

11. Data Retention

Local classroom information is retained on the device for as long as the teacher or institution keeps the
class records in Buzzln, subject to the device's storage, app operation, and the user's actions.

Buzzin does not impose a remote server retention period for the teacher's local classroom database
because the current app does not maintain a Bumblebee Knows cloud classroom database.

Teachers and institutions should retain classroom records only for as long as necessary for legitimate
educational, administrative, legal, or records-management purposes and should follow applicable school or
institutional retention schedules.

12. Deletion of Data

BuzzIn provides a 'Delete All BuzzIn Data' function. When the user confirms this action, the app is
designed to remove the Buzzin classroom records stored in its local database, associated learner
photographs stored by the app, relevant cached app data, and applicable local preference data.

Deletion from the app does not automatically delete copies that the user has previously exported or backed
up outside BuzzIn. External backup files, emailed copies, cloud copies, screenshots, or files stored on
another device must be deleted separately by the person who controls those copies.

Because Buzzln does not require a user account, there is no BuzzIn account database from which an
account can be remotely deleted.

13. Data Security

Bumblebee Knows uses reasonable technical and organizational measures appropriate to the nature of the
information handled by the app. These measures include local storage architecture, controlled app access,
encrypted backup support, and secure transport used by third-party advertising services.

No method of electronic storage or transmission can be guaranteed to be completely secure. Users are
responsible for maintaining reasonable device security, using a secure device lock, protecting backup
passwords, and avoiding unnecessary sharing of classroom backup files.

If a device is lost, stolen, compromised, or shared with unauthorized persons, locally stored classroom
information may be exposed. Users should use Android's device security features and follow their
institution's information-security procedures.
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14. Permissions and Device Access

Buzzln is designed to minimize device permissions for its core classroom functions. The current application
does not intentionally request dangerous permissions such as access to contacts, SMS, call logs, health
data, or precise device location.

Where Android provides a system-managed mechanism for selecting or importing a file or photograph, the
user controls what content is selected for use by the app.

Third-party advertising components may use network access required for advertising and related services.

15. Children's Privacy

Buzzln is not designed as a child-directed social, entertainment, or account-creation service. Its intended
users are teachers and classroom administrators. However, the app can contain information about
students, including children, when entered by an authorized teacher or school user.

Bumblebee Knows does not knowingly use learner names or learner photographs stored in Buzzin for
targeted advertising. Teachers should not use Buzzin to collect information that is unnecessary for the
legitimate educational purpose for which the class record is being maintained.

16. User and Data Subject Rights

Subiject to applicable law and reasonable verification requirements, individuals whose personal information
is processed may have rights including the right to be informed, access, correction or rectification,
objection, erasure or blocking where applicable, data portability where applicable, and the right to lodge a
complaint with the National Privacy Commission.

For learner information maintained by a teacher or school, requests may need to be coordinated with the
school or institution that determines the purposes and means of processing the learner's records.
Bumblebee Knows can address questions concerning the app's own processing and technical data
practices.

For information about data-subject rights under Philippine law, see the National Privacy Commission: Data
Subject Rights

17. How to Submit a Privacy Inquiry or Request

Privacy questions, concerns, correction requests concerning information controlled by Bumblebee Knows,
or questions about this policy may be sent to:

bumblebeeknows2026 @gmail.com

Please provide enough information for us to understand the request. For requests involving classroom or
learner records, we may need to verify the requester's authority to access or modify those records.

18. Complaints and the Philippine National Privacy Commission

Individuals may have the right to lodge a complaint with the Philippine National Privacy Commission (NPC)
when they believe their privacy rights have been violated, subject to applicable law and the NPC's
procedures.

National Privacy Commission: https://privacy.gov.ph/
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19. International and Third-Party Processing

The Google advertising services used by BuzzIn may process information through infrastructure and
service providers located in jurisdictions outside the Philippines. Such processing is governed by the
applicable terms, privacy practices, and safeguards of the relevant service provider.

Users should review Google's privacy information for details about Google's processing of advertising and
device information.

20. Changes to This Privacy Policy

Bumblebee Knows may update this Privacy Policy when the app's features, data practices, third-party
services, legal requirements, or security practices change. The 'Effective Date' and 'Last Updated' dates at
the beginning of this policy will be updated when material changes are made.

Where appropriate, significant changes may also be communicated through the app, the Google Play
listing, or another reasonable notice channel.

21. Contact and Official Information

App Buzzin Attendance Checker

Developer / Publisher Bumblebee Knows

Android Package com.buzzin.attendance

Privacy Contact bumblebeeknows2026@gmail.com

Facebook Page Bumblebee Knows —
http://fb.com/61594019579998

Application Purpose Teacher/classroom attendance and
class-management tool

22. Legal and Regulatory References
This policy is intended to be consistent with the following publicly available materials, as applicable:

R lic Act No. 10173 — Data Privacy Act of 2012

Implementing Rules and Regulations of the Data Privacy Act of 2012
National Privacy Commission — Data Subject Rights

le Play — r Data / Priv Policy R irement
Google Mobile Ads SDK — Google Play Data Disclosure

— End of Privacy Policy —
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