Privacy Policy

1. Introduction

Welcome to our application. This Privacy Policy explains how we collect, use, disclose, and
protect your personal information when you use our Al doll-generation app ("App"). By
uploading your photo and customizing accessories, you agree to the terms described in this
policy.

We value your privacy and are committed to ensuring that your data is handled responsibly
and transparently. This policy applies to all users of the App and covers the data collected
through our services, including images, customization inputs, and device-related
information.

Please read this Privacy Policy carefully. If you do not agree with the practices described
here, we recommend not using the App.

2. Information We Collect
When you use our App, we may collect the following types of information:
2.1. Personal Data You Provide

e Photos: When you upload your photo to generate an Al doll, we temporarily process
your image to create results.

e Accessory Selections & Customization Inputs: We collect the choices you
make regarding doll customization (e.g., hairstyle, clothing, accessories) to generate
personalized content.

2.2. Automatically Collected Data

e Device Information: We may collect data about your device, such as device model,
operating system version, language settings, and mobile device identifiers.

e Usage Data: We collect information on how you interact with the App, including
session duration, features used, and crash reports.

2.3. Analytics Data

We may use third-party analytics tools to collect anonymized data for performance
monitoring and to improve our services. This includes aggregated data such as feature
popularity and user engagement trends.



We do not collect or store biometric data or facial recognition patterns. Uploaded images are
used solely for generating your AI doll and are not stored longer than necessary for
processing, unless explicitly stated otherwise.

3. How We Use Your Information
We use the information we collect for the following purposes:
3.1. To Provide Core Functionality

e To generate personalized Al dolls based on your uploaded photo and selected
accessories.

e To deliver a smooth and engaging user experience by storing temporary data

necessary for processing.

3.2. To Improve and Optimize the App

e To analyze how users interact with the App in order to improve functionality,
performance, and design.

e To fix bugs, monitor system performance, and enhance usability.

3.3. To Communicate With You
e To send important updates, service-related notifications, or respond to your
inquiries, if applicable.
3.4. For Legal Compliance and Protection

e To comply with applicable laws, regulations, or legal obligations.

e To protect the rights, safety, and property of the App, its users, and others.

We do not use your photos or customization inputs for advertising purposes, nor do we sell
your personal data to third parties.

4. Data Storage and Retention

4.1. Photo and Input Data

Uploaded photos and customization choices are temporarily stored on secure servers solely
for the purpose of generating your Al doll. These files are automatically deleted after
processing is complete, unless the user explicitly consents to saving them (e.g., for gallery or
history features).



4.2. Usage and Technical Data

Non-personal data (such as usage statistics and device information) may be stored for a
longer period to help us improve the App and monitor performance. This data is anonymized
and does not identify individual users.

4.3. Data Retention Period

We retain personal data only for as long as necessary to fulfill the purposes outlined in this
Privacy Policy, unless a longer retention period is required or permitted by law. Once data is
no longer needed, it is securely deleted or anonymized.

4.4. Storage Location

All data is stored using reputable cloud service providers with industry-standard security
protocols. Depending on your region, data may be stored in servers located in or outside your
country of residence, in compliance with applicable laws.

5. Data Sharing and Disclosure

We take your privacy seriously and limit the sharing of your data to only what is necessary.
We may share information in the following cases:

5.1. Service Providers

We may share data with trusted third-party vendors who help us operate the App and
provide services such as cloud storage, image processing, analytics, and customer support.
These providers are obligated to protect your data and are not allowed to use it for any other
purpose.

5.2. Legal Requirements

We may disclose your information if required to do so by law or in response to valid legal
processes, such as a court order, subpoena, or government request.

5.3. Business Transfers

In the event of a merger, acquisition, or sale of all or a portion of our assets, your information
may be transferred as part of that transaction. We will notify users if such a change occurs
and outline any choices you may have.

5.4. With Your Consent

We will never share your personal data for marketing or promotional purposes without your
explicit consent.

We do not sell, rent, or trade your personal information to third parties under any
circumstances.



6. Your Rights and Choices

We respect your privacy rights and provide you with the ability to control your personal
information. Depending on your location and applicable data protection laws, you may have
the following rights:

6.1. Access and Correction

You have the right to request access to the personal data we hold about you and to request
corrections if any information is inaccurate or incomplete.

6.2. Deletion of Data

You can request the deletion of your personal data, including uploaded photos and
customization inputs, unless we are legally required to retain it.

6.3. Withdrawal of Consent

If you have given us consent to use your data for specific purposes (e.g., saving Al doll
creations), you may withdraw your consent at any time by contacting us.

6.4. Opt-Out of Analytics

You can choose to disable analytics tracking via your device settings or by contacting us,
though this may affect certain App features.

6.5. Data Portability

Where applicable, you may request a copy of your personal data in a structured, commonly
used, and machine-readable format.

To exercise any of these rights, please contact us at the email address provided in the
Contact Us section. We may need to verify your identity before processing your request.

7. Data Security

We are committed to protecting your personal information and take reasonable measures to
safeguard it from unauthorized access, use, disclosure, alteration, or destruction.

7.1. Technical and Organizational Measures

We implement industry-standard security practices, including;:
e Secure data transmission using encryption (e.g., HTTPS)
e Firewalls and intrusion detection systems

e Access controls to limit data access to authorized personnel only



7.2. Storage Security

User data is stored on secure servers operated by trusted service providers who are required
to maintain strong security protocols.

7.3. Limited Retention and Processing

Photos and customization inputs are stored only for the time required to generate the AI doll
and are automatically deleted after processing, unless otherwise specified or consented to by
the user.

7.4. User Responsibility

While we do our best to protect your information, no system can be 100% secure. We
encourage you to use a strong device password, avoid sharing your account or personal
details, and contact us immediately if you suspect any unauthorized use of your data.

8. International Data Transfers

Our services may be accessed and used globally. As a result, your information may be
transferred to and processed in countries outside of your country of residence, including
countries that may not have the same level of data protection laws.

8.1. Data Handling Practices

Regardless of where your data is processed, we take appropriate safeguards to ensure your
personal information remains protected in accordance with this Privacy Policy and
applicable laws.

8.2. User Consent
By using the App and submitting your personal information, you agree to the transfer,

storage, and processing of your information in countries that may have different data
protection rules than your own.

9. Changes to This Privacy Policy

We may update this Privacy Policy from time to time to reflect changes in our practices,
technologies, legal requirements, or for other operational reasons.

9.1. Notification of Changes
When we make material changes, we will notify you by updating the date at the top of this
policy and, where appropriate, through in-app notifications or other communication

methods.

9.2. Your Continued Use



By continuing to use the App after any updates to this Privacy Policy, you agree to the revised
terms. If you do not agree with the changes, you should stop using the App and may request
the deletion of your data.

We encourage you to review this Privacy Policy periodically to stay informed about how we
are protecting your information.

10. Contact Us

If you have any questions, concerns, or requests related to this Privacy Policy or the way we
handle your data, please feel free to contact us:

Email: ai.dolls@outlook.com

We will do our best to respond to your inquiries in a timely and transparent manner.



