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SUMMARY _OF PAST EFFORTS AND WHY THEY FAILED/LESSONS LEARNED

Efforts to establish a rape test kit tracking system in the United States of America

have faced numerous challenges and experienced varying degrees of success. While progress
has been made, there have been significant failures in the past. Here is a summary of these
past efforts, the reasons for their failures, and the lessons learned for the evolution and
development of a rape test kit tracking system:

1.

Lack of Standardized Protocols: The absence of standardized protocols across
jurisdictions has hindered the establishment of an effective tracking system. Different
states and law enforcement agencies have their own procedures for handling and
tracking rape kits, resulting in fragmented data and coordination challenges.

Lesson Learned: Implementing standardized protocols nationwide is essential to
ensure consistency, efficient tracking, and seamless data sharing among jurisdictions.

Insufficient Funding and Resources: Limited funding and inadequate resources have
been major obstacles in developing a comprehensive tracking system. Insufficient
financial support has impeded investments in technology, personnel training, and
infrastructure improvements necessary for efficient tracking.

Lesson Learned: Adequate funding and resources are crucial to support the
development, implementation, and continuous improvement of a robust tracking
system. Allocating sufficient funds for advanced technology, personnel training, and
infrastructure upgrades is essential.

Technological Limitations: Outdated technology and a lack of modern systems have
posed significant challenges in tracking and managing rape kits. Many law
enforcement agencies and forensic laboratories rely on outdated software and manual
tracking processes, leading to inefficiencies and delays.

Lesson Learned: Investing in modern technology solutions, such as centralized
databases, advanced tracking software, and secure information systems, is critical for
accurate, real-time tracking and management of rape Kkits.

Lack of Interagency Collaboration: Effective coordination and collaboration among
stakeholders, including law enforcement agencies, forensic laboratories, and victim
advocacy organizations, are vital for a successful tracking system. However, past
efforts have struggled to establish robust interagency relationships and information
sharing mechanisms.

Lesson Learned: Promoting strong interagency collaboration, establishing clear
communication channels, and fostering partnerships among stakeholders are key to
successful implementation and evolution of a rape test kit tracking system.
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5. Backlog Management: The existence of a substantial backlog of untested rape kits has
often diverted attention and resources away from developing an efficient tracking
system. The backlog has resulted from a lack of prioritization, resource constraints,
and varying policies across jurisdictions.

Lesson Learned: Striking a balance between backlog reduction efforts and the
development of an effective tracking system is crucial. Allocating resources for both
timely kit testing and system implementation is necessary to address the backlog and
prevent future accumulation.

Moving forward, the evolution and development of a rape test kit tracking system in
the United States require a comprehensive and collaborative approach. Lessons learned from
past failures underscore the importance of standardized protocols, adequate funding, modern
technology, interagency collaboration, and balanced backlog management. By addressing
these challenges and incorporating these lessons, a robust and efficient tracking system can
be established, ensuring justice for survivors of sexual assault and preventing future failures
in the process.

SuMMARY OF EXPERT ADVICE

Experts in the technical and legal fields, as well as consumer representatives, have
provided valuable insights and recommendations for the evolution and development of a rape
test kit tracking system in the United States. Key points raised include data privacy,
scalability, usability, integration with existing systems, training and support, legal
compliance, consent and data collection, access controls, stakeholder engagement, risk
management, accountability and transparency, and training and awareness. These suggestions
aim to ensure the secure and effective implementation of the tracking system while
prioritizing survivor needs and rights.

The technical experts emphasized the importance of securing sensitive data,
scalability to accommodate increasing adoption, usability for all stakeholders, integration
with existing systems, and ongoing updates for improved performance. The legal expert
highlighted the need for compliance with data protection laws, legal obligations, explicit
consent, data retention policies, access controls, stakeholder engagement, risk management,
and accountability and transparency measures.

Consumer opinions stressed the involvement of survivors in the design process,
privacy and confidentiality, accessibility for all, training and support, and ethical
considerations. Suggestions also included considering cultural sensitivity, international
collaboration, incorporating anonymous feedback, and exploring machine learning algorithms
for improved predictive capabilities.

Overall, a comprehensive approach that addresses technical, legal, and consumer
concerns is crucial for the successful evolution and development of a rape test kit tracking
system in the United States. Incorporating these recommendations can help ensure the
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system's effectiveness, safeguard survivor rights, promote accountability, and foster justice
for survivors of sexual assault.

SuMMARY OF KEY ELEMENTS FOR A PROJECT TO SUCCEED

To ensure the success of a project to succeed in developing a nationwide rape test kit
tracking system in the United States, several key elements need to be considered and
implemented effectively. Although almost half of the states in the United States have
established a rape test kit tracking system at the state-level, implementing a nationwide
system will result in more promising investigation of such cases by enhancing the
accountability of the departments. These elements are essential for ensuring the project’s
success and maximizing its impact on addressing the challenges associated with rape kit
testing. Here is a summary of the key elements for this project to succeed:

1. Clear Vision and Objectives: The project needs a clear vision and well-defined
objectives that align with the overall goal of improving the tracking of rape test kits.
A shared understanding of the project’s purpose and desired outcomes is crucial for
guiding the development process.

2. Stakeholder Engagement: Engaging relevant stakeholders, including law enforcement
agencies, forensic laboratories, medical professionals, survivors of sexual assault, and
advocacy organizations, is vital. Regular communication, collaboration, and
incorporating their perspectives into the project design ensure that the system meets
their needs and garners support.

3. Adequate Funding and Resources: Sufficient financial resources and necessary
infrastructure are essential for the project's success. Adequate funding ensures the
availability of advanced technology, trained personnel, system maintenance, and
ongoing support.

4. Robust Technical Solution: Developing a reliable and scalable technical solution is
critical. This includes establishing secure databases, integrating with existing systems,
ensuring data privacy, implementing standardized protocols, and utilizing modern
tracking software and technology for real-time monitoring. A system that integrates
the existing tracking systems with the new nationwide system.

5. Data Privacy and Security: Maintaining the privacy and security of sensitive personal
information is paramount. Implementing stringent data protection measures, such as
access controls, encryption protocols, and compliance with relevant privacy
regulations, is necessary to instill trust and protect survivor confidentiality.

6. Standardized Protocols and Processes: Establishing standardized protocols and
processes for handling and tracking rape test kits across jurisdictions is essential. This
ensures consistency, efficient data sharing, and seamless coordination among law
enforcement agencies and forensic laboratories.
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Training and Support: Providing comprehensive training and ongoing support to all
stakeholders using the tracking system is crucial. This includes training on system
usage, data privacy, handling of rape kits, and the importance of survivor-centered
approaches.

Evaluation and Continuous Improvement: Regular evaluation of the system's
effectiveness, user feedback, and performance metrics is necessary for continuous
improvement. This allows for adjustments, updates, and enhancements based on
lessons learned and evolving needs.

Legal Compliance: Ensuring compliance with relevant federal and state laws,
regulations, and guidelines is vital. This includes adhering to data protection
regulations, chain of custody requirements, reporting obligations, and consent
protocols.

Public Awareness and Education: Creating awareness among the general public about
the importance of rape kit tracking and the role it plays in supporting survivors is
crucial. Public education campaigns can help foster understanding, support, and
participation in the project.

By considering and implementing these key elements, a project aiming to develop a

nationwide tracking system in the United States can increase its chances of success.
Emphasizing stakeholder engagement, technical reliability, data privacy, standardized
protocols, training, legal compliance, and continuous improvement will help create a robust
and effective system that addresses the challenges and brings about positive change in the
handling and tracking of rape test kits.

SuMMARY OF LEGAL ANALYSIS & PoLicy CONCERNS

The development and implementation of a nationwide tracking system require careful

consideration of laws and policies to ensure legal compliance and protect survivor rights. The
following is a summary of key laws and policies in the United States relevant to the project:

1.

Health Insurance Portability and Accountability Act (HIPAA): HIPAA establishes
standards for the protection of individuals’ medical records and other personal health
information. Compliance with HIPAA regulations are essential to safeguard the
privacy and confidentiality of survivors’ health information within the rape test kit
tracking system.

General Data Protection Regulation (GDPR): While the GDPR is an EU regulation, it
can have implications for organizations operating in the United States that handle
personal data of EU residents. If the rape test kit tracking system collects and
processes data of EU survivors, ensuring compliance with GDPR requirements
regarding data protection, consent, and cross-border data transfers is necessary.




Nationwide Rape Test Kit Tracking System for the US
Curated by: Himadri Desai
Technology Policy Practicum - PILOT Lab 2023

3. Federal and State Data Privacy Laws: Various federal and state data privacy laws
govern the collection, use, and protection of personal information. Laws such as the
California Consumer Privacy Act (CCPA) and the New York SHIELD Act may apply,
depending on the location and activities of the project. Compliance with these laws is
crucial to protect the privacy rights of survivors.

4. Chain_of Custody Laws and Protocols: Both federal and state laws establish
requirements for the proper handling, tracking, and preservation of rape test kits
throughout the criminal justice process. Adhering to these laws and implementing
effective chain of custody protocols ensures the integrity and admissibility of
evidence obtained from rape test Kkits.

5. Law Enforcement and Medical Reporting Obligations: Relevant laws and policies
outline reporting obligations for law enforcement agencies and medical professionals

in cases of sexual assault. Compliance with these reporting requirements is essential
to ensure that relevant information is shared within the rape test kit tracking system
while respecting survivor confidentiality.

6. Evidence Retention and Destruction Policies: Federal and state laws specify the
retention and destruction periods for forensic evidence, including rape test Kkits.
Understanding and complying with these policies is important to determine the
appropriate retention time for data within the tracking system and ensure proper
destruction when required.

7. Civil Rights Laws: Civil rights laws, such as Title IX of the Education Amendments
of 1972, protect survivors’ rights to a safe and non-discriminatory educational
environment. The rape test kit tracking system should align with these laws to support
survivors in educational settings and facilitate their access to necessary resources and
support.

8. Federal Funding Requirements: Organizations receiving federal funding for the
development and implementation of the rape test kit tracking system must adhere to
applicable requirements, such as those outlined by the Office on Violence Against
Women (OVW). Compliance with these requirements ensures accountability and
appropriate use of federal funds.

Consideration of these laws and policies is essential in the development and
implementation of the nationwide tracking system. Adhering to legal requirements and
policies not only ensures compliance but also upholds survivor rights, protects privacy, and
contributes to a legally sound and effective system.
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PROPOSAL FOR DEPLOYMENT WITH BUDGET

This comprehensive solution of creating a nationwide tracking system aims to address
the backlog of untested rape kits across the United States while enhancing the efficiency,
transparency, and fairness of the criminal justice system.

Diagramatic Representation of the working of the tracking system:
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Proposal Overview:

1. Project Summary: We will design, develop, and deploy a state-of-the-art Rape Test
Kit Tracking System that will enable real-time monitoring, tracking, and management
of rape kits throughout the entire process, from collection to testing and beyond. The
system will integrate with existing databases and systems used by law enforcement
agencies, forensic laboratories, and medical professionals.

2. Solution Features:

o Automated tracking and status updates for each rape test kit
Secure storage and transmission of sensitive personal data
User-friendly interface for easy navigation and data entry
Integration with existing systems and databases
Real-time analytics and reporting capabilities
Secure access controls and role-based permissions
Training and support resources for system users

0O O O O O O
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3. Legal and Policy Compliance: Our solution will strictly adhere to relevant federal and
state laws, including but not limited to:
o Health Insurance Portability and Accountability Act (HIPAA)
o General Data Protection Regulation (GDPR)
o Chain of custody requirements
o Data privacy and protection regulations

4. Budget and Timeline: The estimated budget for the deployment of the Nationwide
Rape Test Kit Tracking System is in the range of $860,000 to $1,670,000. This budget
includes all necessary components such as software development, infrastructure setup,
data security measures, training and support, stakeholder engagement, project
management, and contingency.

Here is a rough budget breakdown in USD for the deployment of a Nationwide Rape
Test Kit Tracking System:

Software Development: $300,000 - $500,000
Infrastructure Setup: $100,000 - $200,000

Data Security: $150,000 - $250,000

Training and Support: $50,000 - $100,000

Maintenance and Upgrades: $100,000 - $200,000 per year
Stakeholder Engagement: $50,000 - $100,000

Project Management: $100,000 - $150,000

Contingency: 10% - 20% of the total budget
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Total Proposed Budget Range: $860,000 - $1,670,000

Please note that these figures are approximate and can vary based on the
scope, complexity, and specific requirements of the project. It is essential to conduct a
detailed analysis and engage in further discussions to refine the budget based on your
organization’s needs and available resources.

The proposed timeline for the project is as follows:

Phase 1: Requirements Gathering and System Design (4 months)
Phase 2: Software Development and Integration (6 months)
Phase 3: Testing, Training, and Deployment (2 months)

Phase 4: Ongoing Maintenance and Support (continuous)

o O O O

5. Benefits and Impact: By deploying the Nationwide Rape Test Kit Tracking System,
we anticipate the following benefits:
o Reduction of rape kit backlog and expedited testing process
o Enhanced survivor support and empowerment
o Improved collaboration and information sharing among stakeholders
O
o

Increased transparency and accountability in the criminal justice system
Statistical insights and data analytics for policy and decision-making
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CONCLUSION

The deployment of a Nationwide Rape Test Kit Tracking System is a critical step
towards addressing the backlog of untested rape kits in the United States. The facts and
figures presented in this proposal highlight the urgency and importance of implementing such
a system. By streamlining the tracking and testing process, allocating resources effectively,
and empowering survivors, it can enhance the efficiency, transparency, and fairness of the
criminal justice system.

I believe that the proposed Nationwide Rape Test Kit Tracking System, backed by the
data and statistics, will significantly contribute to reducing the backlog of untested rape kits
and improving survivor outcomes.



