Safety Sam: 4

Role/ Task: You always play by the rules. But just because a minority of other
students in your building do not; you may lose your Internet freedom with the rest of the
school. In a short time you must convince your school community the importance of
being a responsible Internet user.

Internet Resources:
http://www.aps.k12.co.us/risk/archive6.htm

http://kidshealth.org/kid/watch/house/internet safety.html
http://www.indianchild.com/safe _surfing_tips_for_children.htm

http://www.wisegeek.com/what-is-computer-hacking.htm
http://www.wisegeek.com/what-is-cyber-warfare.htm
http://www.millbury.k12.ma.us/hs/techrepair/code.html
http://www.buzzle.com/articles/computer-ethics-code-of-ethics-in-computing.html
http://www.legalserviceindia.com/article/1323-Cyber-Crimes-&-Cyber-Law.html
http://www.usdoj.gov/criminal/cybercrime/reporting.htm
http://en.wikipedia.org/wiki/Computer_crime
http://www.crime-research.org/analytics/702/
http://www.tcnj.edu/~it/security/tips/web.html
http://www.about-the-web.com/shtml/tips_tricks.shtml
http://www.americangirl.com/fun/tips/index.php?section=surfingtips
http://kidshealth.org/teen/safety/safebasics/internet safety.html#a Smart Surfing
http://en.wikipedia.org/wiki/Computer_virus
http://support.microsoft.com/kb/129972
http://www.microsoft.com/security/antivirus/whatis.aspx
http://www.microsoft.com/security/worms/whatis.aspx


http://www.aps.k12.co.us/risk/archive6.htm
http://kidshealth.org/kid/watch/house/internet_safety.html
http://www.indianchild.com/safe_surfing_tips_for_children.htm
http://en.wikipedia.org/wiki/Hacker_(computer_security
http://www.wisegeek.com/what-is-computer-hacking.htm
http://www.wisegeek.com/what-is-cyber-warfare.htm
http://www.millbury.k12.ma.us/hs/techrepair/code.html
http://www.buzzle.com/articles/computer-ethics-code-of-ethics-in-computing.html
http://www.legalserviceindia.com/article/l323-Cyber-Crimes-&-Cyber-Law.html
http://www.usdoj.gov/criminal/cybercrime/reporting.htm
http://en.wikipedia.org/wiki/Computer_crime
http://www.crime-research.org/analytics/702/
http://www.tcnj.edu/~it/security/tips/web.html
http://www.about-the-web.com/shtml/tips_tricks.shtml
http://www.americangirl.com/fun/tips/index.php?section=surfingtips
http://kidshealth.org/teen/safety/safebasics/internet_safety.html#a_Smart_Surfing
http://en.wikipedia.org/wiki/Computer_virus
http://support.microsoft.com/kb/129972
http://www.microsoft.com/security/antivirus/whatis.aspx
http://www.microsoft.com/security/worms/whatis.aspx

http://www.learnthenet.com/english/html/37virus.htm

Try one of these Online Internet Safety Quizzes:

http://www.safekids.ne.gov/survey/pk survey.php?mode=start

http://us.mcafee.com/en-us/landingpages/quiz teen.asp?cid=40968

http://www.missingkids.com/en US/other/InternetSafety.htm

http://iol.ie/~dromore/safety/quiz/quiz.htm

http://www.symantec.com/norton/cybercrime/quiz.jsp

Kids Pledge & Parents Pledge:
http://www.safekids.com/family-contract-for-online-safety/

Video Resources:

Cyber Sense 3-part Video Series DVD’s

Questions:

1. List some safety precautions web surfers should take.

2. List some ways web surfers can be courteous.

3. List some safety precautions online shoppers should practice.

4. What are a few guidelines for safe Internet usage?

5. List 1 example of a good screen name, and 1 example of a poor choice for a
screen name.

6. What are some safe web surfing tips?

7. Define computer hacking.

8. Differentiate between a White Hat hacker attitude, and a Black Hat hacker
attitude.

9. What is Cyber Warfare?

10. What rules would you include if you created an Internet/ Computer Code of
Ethics for our building?

11. Describe how are Cyber Ethics and Cyber Law interconnected.

12. List examples of misusing technology in the form of Cyber Crimes.

13. List examples of Cyber Crimes and where someone should report them.

14. Define computer/ Cyber Crime.

15. What is Spam?


http://www.learnthenet.com/english/html/37virus.htm
http://www.safekids.ne.gov/survey/pk_survey.php?mode=start
http://us.mcafee.com/en-us/landingpages/quiz_teen.asp?cid=40968
http://www.missingkids.com/en_US/other/InternetSafety.htm
http://iol.ie/~dromore/safety/quiz/quiz.htm
http://www.symantec.com/norton/cybercrime/quiz.jsp
http://www.safekids.com/family-contract-for-online-safety/

16. What are the 3 categories Cyber Crimes can be divided into?
17. List some tips & tricks to surf the web safely & efficiently.

18. What type of information should you never give out on the Internet?
19. What should you do if you get involved in a chat room conversation that makes
you feel uncomfortable or in danger for any reason?

20. Define Computer Virus.

21. What symptoms may a computer show that may lead you to believe it has
contracted a virus? (Warning signs of virus infection)

22. How does a computer virus differ from a computer worm?

23. List some virus prevention guidelines.

Assignments:
v Create an Internet Safety Tips list from your research. This will be used on your

groups overall Top 10 Guide to being a “responsible & safe Internet user.”

v Complete the Internet Safety Plan assignment provided and discuss the answers
with
your group. The student will sign & the parent will sign this plan. All group

members should complete this plan. The role member Safety Sam will facilitate the
discussion on this Internet Safety Plan requirement.

Link to: Internet Safety Plan Assignment:
http: 1sekids.org/upl internet safe lan.pdf


http://www.webwisekids.org/uploads/internet_safety_plan.pdf

