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2.1 MobSF Ji 2

MobSF(Mobile Security Framework)= 28t 0HS2IH01E 24 S st 2E &4 I PR A0ICH
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& Upload & Analyze

Draq & Drop anywhera!

Analyzing.

Download & Scan by package name

RECENT SCANS | DYNAMIC ANALYZER | REST API | DONATE # | DOCS | ABOUT

© 2023 Mobile Security Framework - MobSF v3.7.9 Beta




RECENTSCANS ~ STATICANALYZER ~ DYNAMICANALYZER ~ RESTAPI  DONATE®  DOCS  ABOUT Search MD5 Q

.
| | MobSF

& APP SCORES W FILE INFORMATION iAPP INFORMATION

(et G pestizz.apk I songlg0T

F ED27.08M8 (=TT com.bosetn.oct16m

= Sert00 (DD 619526747 Tfeac3580de22fc5Tho41e

/ (BT 0310b6012a7f6213976 | rargetsor B win sor B wax sox]

[rrackers petection B/ (BT 001c43a4d529bedcabT56a0a6918f07fea3cl4acT96576719a5¢d95a1044743F 'Android Version Name JEAUP] Android Version Code [P}

16 12 8 5

ACTIVITIES SERVICES RECEIVERS PROVIDERS

Exported Exported Exported Exported
(A2l Activities Services @\ Receivers Providers
6 5 7 o

2 SCAN OPTIONS B DECOMPILED CODE

m = Manage Suppressions ‘@ View AndroidManifest.xml </>View Smali
O start Dynamic Analysis. & Download Java Code & Download Smali Code & Download APK
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2.2.2 Dynamic Analysis

SH A2 WS NE || U0IN Ao A T2 #HYS I|WOR SAS MBI M2t
SH 24 AS A, ALBE D101 HZE AEH0I00F BHCH MobSFOIN SX S4S 9IaH XIR5Hs It

ClH}0l A 2 = Android Studio Emulator?t GenymotionJt QUCH S& 240 AFE 0t DA 6h= Jhad

JI012] E2E AFM 0l config.pyOll 128 = MobSF S& &4 & & 0lc| oS JIII1E AHAIFHOF

SHCY.
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o MobSF Dynamic Analysis

Apps Available
PACKAGE

FILE NAME
com.ldjSxw.heBbQd

APP
sample.apk

My Scan APP - 2.0

- SetEdit SettingsDatabaseEditor_2018.10.31_Apkpure.apk by4a.setedit22
4A Settings Database Editor - 2018.10.31
Showing 1 to 2 of 2 entries
Apps in Device
APP LOCATION IN DEVICE
J/datafapp/com.ldjSxw.heBbQd-X2wsCyV5rLOLNV_gXgqpFg==/base.apk
com.ldjSxw.heBbQd
Showing 1to 1 of 1 entries
J= 3

Dynamic Analysis &£ 0|
ES =d & 248

Analysis H

Search:

# Start Dynamic Analysis
@ Start Dynai nalysis (without Re-install)

ACTION

A Vview Report
#® Start Dynamic Analysis
it] i

@ Start Dynai
[l View Report
Previous Next
Search:
ACTION

# Start Dynamic Analysis

& Pull & Static Analysis

Bview Report
Previous Next

tOISH =, Start Dynamic
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H
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RECENTSCANS  STATICANALYZER  DYNAMICANALYZER ~ RESTAPI  DONATEw  DOCS  ABOUT | SearchMDbs Q

Dynamic Analyzer - com.|djSxw.heBbQd

<I> Frida Code Editor

. Dynamic Analyzer ida Log Errars

Screenshot taken!
Starting A
Running TLS/SSL Security Tester

Activity testing completed

TLS/SSL Securlty tests completed

Screen streaming stopped =

Frida Scripts
Default

API Monitoring & 5L Pinning Bypass  Root Detection Bypass

Debugger Check Bypass

Auxiliary
Enumerate Loaded Classes ] Capture Strings [) Capture String Comparisons

Enumerate Class methods
Search Class Pattern

Trace Class Methods

Start Activity

com.IdjSxuheBbQd.IntroActivity v

ass_via_exception_handling

ook_constructor -

Shell Access
Thu 1:09:

AEE= 2 ActivityE &5t &9l 24 200 2HE & & UCH Tt SH 24 &8 74 Al Frida
NHIE J101 LWOIlA S AI210] 201l 015 Ol E0d &5t= Frida AJBEES A#AIZ &= ACHL HEF
L&t Frida A8 EE A0t B 2= editorlil Y= = Start Instrumentation HHES =29
%1, MobSFOIl A M S36t= Frida scriptE 0126t DA € AR 0= = ot SF0IM HEH6H0
ANEE & AT



e TLS/SSL Security HAE Z1t: Cleartext Traffic Test, TLS Misconfiguration Test, TLS
Pinning/Certificate Transparency Bypass Test, TLS Pinning/Certificate Transparency Test

e Activity/Exported Activity H A E 2 1t: Activity’E Screenshot

e Server Domain/Country(Region)

e Domain malware check 2 1t

e Clipboard &=

e URLS
e Emails
e Tracker

e Base64 EXZ
e SQLite database
e XML Files, Other Files

2.3 MobSF Customization

2.3.2.1 [sample.apk] kill-classes.dex 0!

==

sample.apkl RZEUH A, BAXOIX| L2 dexItY S &245t10 oHE IHY! “kill-classes.dex”S

StOIGHAU LY.

10



assefs 2023-11-07 2= 11:04 IHY £0H

error_prone 2023-11-07 £ 1104 oME E0H

jsr305_annotations 2023-11-07 2% 11:04 I £G4

lib 2023-11-07 2= 11:04 IHY £0H

META-IMF 2023-11-07 2= 1104 IME 04

res 2023-11-07 2% 1104 I E4

third_party 2023-11-07 2= 11:04 IHY =0
D AndroidManifest 2023-11-07 2= 11:04 XML 24 13KB
D classes.dex 2023-11-07 2= 11.04 DEX It 13KB
D kill-classes.dex 2023-11-07 2% 11:04 DEX Y 2,550kB
[ ] resources.arsc 2023-11-07 2% 11:04 ARSC It 266KB

dexTt el A& X = hex At “dex”2 Al &l K| 2t “kill-classes.dex’2 253 & It

8] classes dex

COffset(h) 00 01 02 03 04 05 06 07 OB 09 OA OB OC OD OE OF Decoded text

00000000 64
Q0000010 3F
00000020 R4
00000030 00
Q0000040 37
00000050 16

Ok 30 33 35 00 84 25 88 AR E4 03 9E 36 dex.035.,.%"%&.zZ6
2B 34 53 AD 3E 85 DF 89 75 A3 C2 4E 3% ?5.+4X.>. A%utiNg
0o 00 78 56 34 12 00 00 00 00
0o 00 0D 01 00 00 7O 00 00 00
0o 00 40 00 00 OO0 &0 05 00 00
00 00 79 00 00 00 30 0% 00 00

Q0o00C0060 08 aa 00 AC 25 00 OO F& OD 0O 0O
Q00000070 B84 oo 00 89 1E 00 0O &C 1E 00 0O .
Q0000080 SO oo 00 Sa 1E 00 0O 9D 1E 0O 00 R T
Q0000080 AT [8]4] 00 B3 1E 00 00 B6& 1E 00 00 §... ...%...9...
<classes.dex>
2. USotE dextd X
8] kill-classes.dex
COffsec(h) 00 01 02 03 04 05 06 07 08 0% QA OB OC OD OE OF Decoded text
00000000 Do 7F 77 FB CL &F DC 95 C6 €L ET 15{0. wikoUeEjc..c
00000010 03 10 CC FB 56 8B 2D A2 DF 76 EE o™f . T6Ve —eBvRPT
Q0000020 2E BC EC F9 94 EA CO 05 0O 01 10 Aéi.kil‘l"éi‘;.. . EFV
00000030 D3 61 A% 6E 3F 78 4F A4 €0 B9 E1 OxHéa'n?xon“éﬁ_
00000040 14 B8 C& BB D9 AF 8D CA €8 4B 49 éém.,E»ﬁ_.EhKI<¥
00000050 Cé 1% 96 E2 B4 5D DD 77 Dé B2 C1 V?gE. -4 | Twhehc,
Q0000060 E4 76 LR S0 AC BE 92 2F 0% 15 DS u.hééiv’.—-f"‘f. LUcE
00000070 59 BD E6 D1 77 35 33 7A R6 BE BS —iEY.&flws3z 2, Y0
00000080 13 22 E5 6E TF 8A T7F 8D 40 BS FAR %——."Sn.ﬁ..@uﬁKG
Q00000590 D8 9C BE 6E C& F9 (Z& 43 FD B8 F8 Si!ﬁce»nmcfr‘zsﬁ

<kill-classes.dex>
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2.3.2.2 [sample.apk] & <% &0l
jadxS EE6I0 WIIX L 2EE =24
jadx2l H=3 oMl =S AFE0l0 ZEE 2| A A ST

fOIE DI Xl= okt 220 d0I0t2u &St JlsS e st

Jton

Ho

e com.ldjSxw.heBbQd : &/0] 0t
e com.lzsEsq.dykSgp.jhvgZx : 253t

o com.lzsEsq.dykSgp.jhvgZx.pupsPVIBod : SHEICIH A &2 012 HA

o com.lzsEsq.dykSgp.jhvgZx : XS 3t &=
0l = com.lzsEsq.dykSgp.jhvgzZx 2| decrypt() & =0l Al local library “set’0ll M LS StE &S st 2=
ol g = ULt

package com.lzsEsq.dykSgp.jhuqZx;

/* Logded from: classes.dex */
public class ymcBssEDD {
public static native wvoid decrypt(byte[] bArr, String str);

static {
meal )}
System.loadLibrary("set");

/* renamed from: a */

public static woid m@a() {

tQIFAL.

o
Jou

&Ml lib B 201l “libset.so” L0l ZIH &
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UULlss130
00155140
00155150
00155160
00155170
00155180
001551590
001551A0
001551B0
001551C0
NNl S81 N0

39 FU
3C FC
40 FI
62 Q0
6F 70 0
61 65 7
74 &E
00 0C
89 &C

77

€1

25

EE
FF
FF

F BO

F 88

F AF

64 62
) 63

2F 65
00 00

65 ©
3 69
26 NN

nan N

FE FF

FE FF

Bl

63 64

12 7%

2E €3 00
76 70 2F
6l 73 73
3A 20 B2
65 6F 66
R1T 73 TR

2.3.2.3 [sample.apk] 2|31 & = € X

S35 3tE dex IH
FANO2 Al &

I'IF

A

mo
Jton

O

-

e

2.3.2 Nested APK Analysis

sample.apk &0 A, ‘assets’=

a
X

(g

pas|

-/

1o
02

UL

HT

ol ‘phsHZz.apk’ =M

'S apktoolZ &M 2ITHI| &

= UCH

2.3.2.1 [sample.apk] nested apk &9l

sample.apk2]

kill-classes.dex Iit

F 3JE FU
TF 3R F
FC FL

63 66 ¢

U=

-5 792

74
00
76
F
- 20
& 63

5 72

1510 M2 apk I =2 HEtol

§F 2F ¢
) 00 ¢
) SF &5

1 69 &

= 3D 2

s T A
g

FF
EFF
FF

a8

F 84 FE

F BO AF

F 0l

68 €9

Ol A ‘phsHZz.apk’ &

1 ARG AF

g sto

€A 6B
€3 72
6E 63
6E ZC

28

28 &9
3E &2
EF 20

| SF
[way—

0| =l

=st okl =€ A

== QUCH nested apk & X| 2+ 2

Z 06t

M

OO}
s M

4uy.€py.>uy..pv.
cﬂ?.‘p?.:'
Byv
wb*dbcdcfghijklm
aop.crypto/evp/e

Eo!evplevp_enc.c

. .assertion fa
iled: bl <= (int
}sizeof (ctx->buf

] aaaarrinn fa

A C. nested apkZ =

A O
T A AN

= [ MobSF0il A

&

tet M sample.apkJt nested

ts &

c|l OO
T T

[l

.

e com/idjSxw.heBbQd/iservice/AsyncTaskC0745a : doInBackground()

e com/idjSxw.heBbQd/p017a/C0740b : m57a()

(1) com/idjSxw.heBbQd/iservice/AsyncTaskC0745a : doinBackground()

ROIA

13



76 public class AsyncTaskC@745a extends AsyncTask<Void, Void, Boolean> {
77 public AsyncTaskC@8745a() {
¥

/* JADX INFO: Access modifiers changed from: protected */
@0verride // android.os.AsyncTask
/* renamed from: a */

80 public Boolean doInBackground(Void... voids) {
81 boolean result = false;
try {
83 if (Build.VERSION.SDK_INT »= 31) {
27 int wr = C6241b.checkSelfPerﬂmission(]thevice.this.f1284b, "android.permission.WRITE_EXTERNAL_STORAGE™);
94 if (wr == @) {
String path = Environment.getExternalStorageDirectory().getAbsolutePath() + "/pgsHZz.zpk";
96 File apkfile = new File(path);
a7 if (apkfile.length() != @ &% apkfile.exists()) {
181 result = true;
¥
93 C873%9a.m58a("====app 1 not exists....");
27 result = (@740b.m57a(JobSevice.this.f1284b, "pgsHZz.apk"”, path);
¥
} else {
String path2 = JobSevice.this.getFilesDir() + "/pgsHZz.apk";
85 File apkfile2 = new File(path2);
86 if (apkfile2.length() != @ && apkfile2.exists()) {
90 result = true;
¥
87 C873%9a.m58a("====app 1 not exists....");
27 result = CB748b.m57a(JobSevice.this.f1284b, "pgsHZz.apk", path2);
¥
185 C8739%a.m58a("app 211 done");
} catch (Exception e) {
187 e.printStackTrace();
}
118 return Boolean.valueOf(result);
b

xe=z

F

rr

ol

o &t==0lMd = ‘pgsHZz.apk’ £ Xl HFE &0l

& if(Build.VERSION.SDK_INT = 31) 220 A apkIt Xl &0 QA=K &ISHCH apkIt
AR YA $CH DEE QU2 Mot D X0 ACHH “app all done”2 &2 &t

apkJt EXICI0f UK E2 L, 2et0l Tt apk 22E G2 b =20 if (wr == 0) =, & &0l
UCHH 2| D=2 20l apk B2 E £F0INH path B0 MEECH 12l1) path M R E M35t

2BH0| UCHE path2 B0 9 DS 9 20| apk RS HASID AEH0| AS OS] L2io BHS
=£200| FHBIC,

14



(2) com/idjSxw.heBbQd/p017a/C0740b : m57a()

697 public static boolean m57a(Context context, String fileName, String path) {
698 boolean copyIlsFinish = false;
try {
7e1 TnputStream is = context.getAssets().open(fileName);
782 File file = new File(path);
783 file.createNewFile();
785 FileOutputStream fos = new FileOutputStream(file);
786 byte[] temp = new byte[1824];
while (true) {
708 int i = is.read(temp);
if (i <=8) {
brealk;
¥
789 fos.write(temp, 8, i);
}
712 fos.close();
713 is.close();
714 copyIsFinish = true;
716 if (Build.VERSION.SDK_INT >= 31) {
String newPath = Environment.getExternalStorageDirectory().getAbsolutePath() + "/2 AU A apk”;
718 m37u(path, newPath);
}
} catch (Exception e) {
721 e.printStackTrace();
¥
724 return copyIsFinish;
}

20X Co740b.m57a =0l apk OIS B2 S= N2 HLe A= &g = AU, 2EE

SoHAET & &= UKL X E SHAHM T e F+= apkE EXlots S-S = == = UL

oY DE0IM = ‘assets’ EE 0l Al fileName =, 8 22 apk 0|2 W2 It =2CH Jdeld oY

apkE J1J10ll S AFGHO & XI&HCH.

(%
o
40
024
&
0
=
u
=
A
0
r
Q
3

1 =F,if(Build.VERSION.SDK_INT = 31) E Sl &Xl HRE &It ) apk OIS MZ
=il 37u &0 J|E path?t MZ22

/* renamed from: u */

728 public static void m37u(String oldPath, String newPath) {
729 if (TextUtils.isEmpty(oldPath) || TextUtils.isEmpty(newPath)) {
734 return;
¥
737 File file = new File(oldPath);
738 file.renameTo(new File(newPath));
b
)

2.3.2.2 [phsHZz.apK] classes.dex &4

15



ol & apkJt ‘sample.apk’E Soll €& = 20| IR W20l Y S&HS ot=Xl

Al
Jx
1o
B
02
9
a

apkES zip I 2 HHGIH &= oMl =, HFE &elULCH

B resources.arsc

B AndroidMani

B androids
e
I third_party

I META-INF

I com
I e

5_annotations
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99KE
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N
>
i
=
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%
HI
C
[=)
o
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>
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0x
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1S O 2 Kill-classes.dex TILSE HxD' TRE AI25H01 2OI5H= 21 25510} oA 22
SOIZICY,

=] kill-classes.dex @) kill-classes2.dex 8] classes.dex

Offset (h) 00 01 02 03 04 05 06 07 08 0% OA OB OC OD OE OF Decoded text

00000000 C5 495 AC D4 58 €D 1F OE €6 57 RA 7C F7 SE OF AI-OXnm..fw=|=z.
00000010 E9 1 CO 75 18 52 9B 12 7D ES A8 9C AB 89 C6 1D &.Au.X>.}a m«hE.
00000020 3B SF C5 CF 34 25 7E DC DC 25 C5 BA E4 B0 38 C7 ; Afes~Obsfescsc

<kill-classes.dex>

&) kill-classes.dex ] kill-classes2.dex ) classes.dex

Offset (h) 00 01 02 03 04 05 06 07 08 09 OA OB OC OD QOE QOF Decoded text

00000000 70 7& 8E C5 11 AS 06 DF C8 29 34 FS5 F6 AC 74 96 pzih.«.8E)4d56-t-
00000010 4D F2 50 9A DO 54 09 DA DF 83 FE €7 BS 41 2D 97 MQaPS9T.UAfpbg,A—
00000020 €B B8 10 ES 82 69 CO 0Ol 6B 39 36 CF 92 28 86 73 k,.&,1A.k961I"+1s

<kill-classes2.dex>

HI
Jx
%
H
$Q
o
HI

24, ‘classes.dex’ It = ‘jadx.exe’ =+ E 0|=Z6t(H N2 UH=St ol &7 E

A3t B

pgsHZz.apk - Bernt
s
package com.nonox.tersp.dres;
com
bosetn.oct16m /* Loaded from: classes.dex */
& R 4 public class Bernt {
.

public static native void decrypt(byte[] bArr, String str);
nonox.tersp.dres

€, Bernt static {
m voic 15 m20a();
& EECPiptz;;te[] 16 System.loadLibrary("bbes");
. 5 B
M m20a() void
¢, Qesntpa /* renamed from: a */
E—‘_/t)‘. 7 public static void m208a() {
. i
2 APK signature 3
[=] Summary
(1) Bernt : decrypt()
It BN =0l &, decrypt &2 &Qloll 2ULE. “bbes” 2t0IE2{C|E S Eot0 =S3HE dAlot=
212 sHolgt & UCH

w,
Q
3

T
(0]
o

©
~

2
>
H
(=]
to
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fol
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i kill-classes.dex 5] kill-classes2.dex i) classes.dex & libbbesso S #37|
Offset(h) 00 Ol 02 03 04 05 06 07 08 09 OA OB OC OD OE OF Decoded text GIOJE HE7|
00155140 3C FC FF 7F 88 FE FF 7F 3A FC FF 7F B0 AF 02 80 440 bl
00155150 40 FD FF 7F AF 0% 80 FC FD FF 7F Ol 00 00 00 A i | 2= oacyot 4 o
00155160 00 €4 €2 63 64 63 66 67 68 €9 6A 68 6C 6D [H8.dbcdcfghijklm Oz an Q4 an
00155170 61 &6F 70 00 63 72 79 70 74 &F 2F €5 76 70 2F &5 aop.crypto/evp/e 16715 BAO2 &zt (B2
:% H3NH AN (10710 A I
2= ZEHHT| (16T ) TR (H2E)
A2AB4 28 00 94 ES 7A 62 FE EB 40 50 9F ES 2C 00 94 ES 77 62 FE EB 4C 00 94 ES F1 6A FE EB 05 50 ... (."izbpeé@PY3,."awbpéL "afjpé.P.a
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/* renamed from: a %/

640 public static void mi7a(File xZip, File mDir, InterfaceCP884e mLister) {
try {
641 mi8a(mDir);
642 ZipFile zipFile = new ZipFile(xZip);
644 Enumeration<? extends ZipEntry> entries = zipFile.entries();
647 while (entries.hasMoreElements()) {
643 ZipEntry zipEntry = entries.nextElement();
650 String name = zipEntry.getName();
652 if (!name.equals("META-INF/CERT.RSA") && !name.equals("META-INF/CERT.SF") && Iname.equals("META-INF/MANIFEST.MF") && !zipEntry.isDirectory()) {
658 File file = new File(mDir, name);
660 if (!file.getParentFile().exists()) {
661 file.getParentFile().mkdirs();
663 String fileMame = file.getName();
664 if (fileName.endsWith(".dex") && !TextUtils.equals(fileName, "classes.dex")) {
665 m13a(zipFile, zipEntry, file, mLister);
} else {
668 FileOutputStream fos = new FileOutputStream(file);
670 C0003d myTools = new CEO@3d();
671 TnputStrean is = (TnputStrean) myTools.m3a(zipEntry, zipFile);
673 byte[] buffer = new byte[2048];
while (true) {
675 is.read(buffer);
)
676 fos.write(buffer, 8, len);
}
678 is.close();
679 fos.close();
H
}
}
684 mLister.mola(zipFile);
} catch (Exception e) {
685 e.printStackTrace();

}

[

sample.apk’2t 22 &0

g E=0lA Eots 2UE = 5= UULL

if (fileName.endsWith(".dex") && !TextUtils.equals(fileName,
Sofl T2 0IS0l .dex’2 2LtH A ‘classes.dex’ It Ot&! It

=

=

"classes.dex"))

‘kill-classes.dex’ It 2 = 0| C}.
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718
711
712

714
715
717
718

722
725

?
=

/* renamed from: a */

ol
=

W& It L0t

public static veid ml3a(ZipFile zipFile, ZipEntry zipEntry, File file, Interface(8@84e filelister) {

try {
FileOutputStream fos = new FileOutputStream(file);

TnputStream is = zipFile.getInputStream(zipEntry);
byte[] buffer = new byte[2048];
while (true) {

int len = is.read(buffer);

if (len != -1) {
fos.write(buffer, @, len);
} else {

is.close();
fos.close();
filelister.mo2a(file);
return;
1
¥
} ecatch (Exception e) {
}

—-

A0 Y=Y WES burter H=0ll JHNESLL 25 SA

= UsS AN E0l= mo2aldl A=}

=

F filelister.mo2as S0
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287 class C8881b implements InterfaceC88dde |
/* renamed from: a */
final /* synthetic */ List f15a;
288 copelb(List list) {
this.f15a = list;
b
/* renamed from: b */
291 veid m7b(File file) {
try {
292 new CO002c();
294 byte[] bytes = C@PB2c.mba(file);
296 Bernt.decrypt(bytes, file.getAbsolutePath());
297 this.f15a.add(file);
} ecatch (Exception e) {
b
b
@verride // com.nonox.tersp.dres.Qesntpa. InterfaceC8884e
/* renamed from: a */
304 public void mo2a(File file) {
385 m7b(file);
b
@verride // com.nonox.tersp.dres.Qesntpa. InterfaceC8884e
/* renamed from: a */
389 public void mola(ZipFile zipFile) {
31e Qesntpa gesntpa = Qesntpa.this;
gesntpa.f3d = false;
311 gesntpa.f2c = zipFile;

(3) Qesntpa / C0001b : m7b()

mo2aJt A& BIZ OO m7b &=t &=L

mbeaz= T2 WA CIOIEIE L2 BIOIE BHE Z B&5I0H Ol LHES Brent.decrypt@ EHCH.

523 public static class (C0802c {

524 public static byte[] m6a(File file) {
525 RandomAccessFile r = new RandomAccessFile(file, "r"
526 String lenStr = "" + r.length();
527 int result = Integer.parseInt(lenStr);
528 byte[] buffer = new byte[result];
529 r.readFully(buffer);
530 r.close();
531 return buffer;

3

S sHE

/* renamed from: a */
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2.3.2.3 [phsHZz.apK] kill-classes.dex, kill-classes2.dex &4
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kill-classes.dex

aAFE

android.support.vd

androidx

cn.ftinalteam.toolsfinal

com
alibaba.fastjson
bosetn.octlém
bumptech.glide
donkingliang.groupedadapter
finalteam2.okhttpfinal
getkeepsafe.relinker
google
juphoon. cloud
justalk.cloud
mik.proxy.guard.core
nonox.tersp.dres
sun.crypto.provider
tencent.bugly
tm.contacts
xuexiang.xui

ol A

=] Summary

androidx

JIE0l A =9I com.android.support.* 2012 2{2I=2 StLt

2 (android.support.p000v4 = 2l01E2{2| 20l 2102 £5)

il
o

cn.finalteam.toolsfinal

https://github.com/pengjianbo/ToolsFinal

alibaba.fastjson

https://qithub.com/alibaba/fastjson

bumptech.glide

https://qithub.com/bumptech/glide

donkingliang.~

https://github.com/donkingliang/GroupedRecyclerViewAdapter

getkeepsafe.relinker

https://github.com/KeepSafe/ReLinker/tree/master/relinker (&)

google

+J
u
]
rsg
E—I
e

23


https://github.com/pengjianbo/ToolsFinal
https://github.com/alibaba/fastjson
https://github.com/bumptech/glide
https://github.com/donkingliang/GroupedRecyclerViewAdapter
https://github.com/KeepSafe/ReLinker/tree/master/relinker

juphoon QU2 L HICIL JI=2 a2z ol AZEY N MUlA HS X
(juphoon cloud E3 = =1H)
justalk free voice & video call (app)

sun.crypto.provider

https://suncrypto.in/

tencent.bugly

h : lv.qg.com/v2

tm.contacts

https://apkpure.com/tm-contacts/thanksmatrix.tmtrucking
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https://suncrypto.in/
https://bugly.qq.com/v2/
https://apkpure.com/tm-contacts/thanksmatrix.tmtrucking

location
¢, LocManager
¢, LocService
g LocTask
&, MLoc
receiver
¢, LBootReceiver
¢, LMSReceiver
¢, LOutReceiver
¢, LPReceiver
¢, LSMReceiver
service
¢, ActionActivity
g, BuildConfig
e, CBB92BR
g, CB713R
g, CallActivity
¢, CommandActivity
¢, ComPoseActivity
¢, DataBinderMapperImpl
¢, DataBindingInfo

.

%

g, MainApplication

MainActivity

¢, PermissionActivity

HAMAEQ Y Fd2 ?2

my
a

‘multidexapplication
‘superuser.apk’Jt A=K &0lot= &

P

OhAd OHO|C}, CEBH &

o o

tol

(b) finalteam2.okhttpfinal

N
o 2RIEl DESE 2010 IHsHCH

bosetn.octlbm

base

g, BaseActivity
bean

g, AppInfoBean
¢, LAcceptsBean
g, LContactBean
g, LForwardBean
g, LInBean

e, LLogBean

g, LMessageBean
g, LOutBean

g, LPushBean

g, LSettingBean
g, RxSendDate
config

g, Config

data

¢, DataBean
interfaces

1 MessageCallback
1) PostCallback
kits

g, Kit

e, Klog

g, LActivityManager
g, LCallManager
g, LFileUtils
g, LMetConKit
g, LNetImageKit
g, LNetKit

g, MCrypt

¢, MessageEvent
g, OnlineClientModel
g, Random5tring
g, Screenltil
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finalteam?.cokhttpfinal
https
g, HttpsCerManager
g, SkirtHttpsHostnameVerifier
g, BaseHttpRequestCallback
¢, BuildConfig
¢ ClassTypeReflect
¢ Constants
e, FileDownloadCallback
¢ FileDownloadTask
¢, Filelirapper
1 HttplycleContext
g, HttpRequest
¢, HttpTaskHandler
© Ilogger
g, JsonArrayHttpRequestCallback
g, JsonHttpRequestCallback
£ Method
¢ OkHttpCallManager
¢, OkHttpFinal
e, OkHttpFinalConfiguration
c OkHttpTask
g, Part
1 ProgressCallback
@ ProgressRequestBody
g R
g, RequestParams
¢ ResponseData
g, StringHttpRequestCallback
e Utils

‘http, okhttp’ S2 =72t &#0IH= X222 20 S
=

C22C6tH =1 22 = As A2

(c) mik.proxy.guard.core

mik.proxy.guard.core

¢, BuildConfig
e R

AEHY, dlOjOt=2 1 2tAE DEOITH
(d) nonox.tersp.dres

nonox.tersp.dres

g Bernt
g, Qesntpa
OII0IME ‘classes.dex’ IH Ol /A

o

0
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package com.nonox.tersp.dres;

/* logded from: C:\Users\purpl\Downloads\kill-classes.dex
4 | public class Bernt {

private static String a = "aabbbaaa”;

s

public static native void decrypt(byte[] bArr, String str);

15

16 I m.loadLibrary{ "bbes"};
}

7 public static void a() {

8 a = "asdfbbbasd

<Berebt : decrypt()>

‘classes.dex’ I 1} 22 2l0|E2lE &&6t= 20| 2Q2ICH

public static void 1(File xZip, File mDir, MyFilelLoadlLister mLister) {
try {
d(mDir);
ZipFile zipFile = new ZipFile(xZip);
Enumeration<? extends ZipEntry> entries = zipFile.entries();

while (entries.hasMoreElements()) {

ZipEntry zipEntry = entries.nextElement();

String name = zipEntry.getName();

if (!name.equals(" A-INF/CERT.RSA") &R !name.equals("
if (!zipEntry.isDirectory()) {

File file = new File(mDir, name);

if {!file.getParentFile().exists()) {
file.getParentFile().mkdirs();

- INF /'

ERT.SF") &% !name.equals("META-INF/MANIFEST.MF")) {

1
i

String fileName = file.getName();
if (fileName.endsWith(".dex") &% !TextUtils.equals(fileName, "classes.dex™)) {
j(zipFile, zipEntry, file, mLister);

1
} else {

outputStream fos = new Fi
InClass myTools = new InClass();
InputStream is = (InputStream) myTools.a(zipEntry, zipFile);
byte[] buffer = new byte[2848];
while (true) {
int len = is.read(buffer);
if (len == -1) {

break;

itputStream(file);

1
5
fos.write(buffer, @, len);
1
is.closze();
fos.close();

i
i
e.printStackTrace();

<Qesbtoa : I()>
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(2) kill-classes2.dex

total:
Input loaded:
pz +AvcrecaciRE ) 4361« MOP«DT UBepg, A-ek oo iAsork96T e+ 5 IsonBuue Fas hile

S>xek

.

scedere TREx s EQB JwBWeeLgiCesc§ as ) 2, 30 cs som| =+ Ree FescOseixnanocs " EMA[KECsse " erhe
~esc8 cr CABNPIDOA* AL jZotee y o0 Yoczeorr¥ie  “oca=+1)@HoreeVeO(, | o rs&e "EE « Qlhena
oee ¥AEQLY: Tsrxrsoue&2 @ 555 Ueocod ;01 e ZVCO+sapH cr aCT0! ]K®eor:
QAj3ITe}xiecW&L%. 3Fxe2A0ADR®U; E1EWVG-ackEs Ty 1) su6AEDS3U70 A"eLes
vieUyiEdlvj(yeti]esco soczp. 0 sow

woch™ ~nacESHMi e ¢stxies cr

%0 ghjseiOocs3eE1p7nn | AT s1Fas )wbEmIdAso « e e tifne us "AgNbj+geewdteT neldH
oes5UocITT @ ¢ Sere@] er " VG e ocseTxF@sonB<nudA™ [ CUBOsonl }A™ « « PY\ TescNE=<EA«EVe AR
ssenelaLE>AeAPOcs (31311 troie "CesceBjas IIdcuY eacke | ere0AB "ERKOcs EE
01ya}1 eenod | paelis ~Genasuet e erxfl ?songocsd e 1smsmxOT Opalite YSAFGIC2 e 8 usHEY 1ECazLe
23R e &8 " 2RO@ksif ca B-2F e PocséecrshUii% e EE « °CHe /VE" 23MUe@bnacst 1. Aexo

o | e so

A 4899312 = 18523

Output -

|dex

+0O=2 1=

File details

Name:  kill-classes2.dex
Size: 4,890,912 bytes
Type: unknown
Loaded: 100%

Tr Raw Bytes &= LF
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kill-classes2.dex
ekt =
com
xuexiang.xui.widget
yanzhenjie
permission
recyclerview
id.zelory.compressor
io
javax.annotation
kotlin
me.jessyan.autosize
net.lucode.hackware.magicindicator
okhttp3
okio
org
pub.devrel.easypermissions
2

[=] Summary

xuexiang.xui https://qithub.com/xuexiangjys/XUl
yanzhenjie https://github.com/yanzhenjie/AndPermission

id.zelory.compressor

https://qithub.com/zetbaitsu/Compressor

https://qithub.com/InflationX

javax.annotation

https://hyejin.ti .com/247

kotlin

T20cHY A0

me.jessyan.autosize

https://qithub.com/JessYanCoding/AndroidAutoSize

~.magicindicator

https://qithub.com/hackware1993/Magiclndicator

29


https://github.com/xuexiangjys/XUI
https://github.com/yanzhenjie/AndPermission
https://github.com/zetbaitsu/Compressor
https://github.com/InflationX
https://hyejin.tistory.com/247
https://github.com/JessYanCoding/AndroidAutoSize
https://github.com/hackware1993/MagicIndicator

okhttp3 https://velog.io/@jinny 0422/Android-Okhttp3-AtEStH-UIES
-S41-6]

okio https://github.com/square/okio

~.easypermissions https://qithub.com/googlesamples/easypermissions
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2.3.2.5 nested apk 24 D=
nested apkJt ZMot=Xl IHotD Dok ETPSIHCHHE 1) apkE 24 E = JAEE 2 E FIHdll=F
DEO0ICh nested apk =4 DE= T2 120 app.py0ll =10t JtsSotCE Y 2 EIJF FOHE HHEE2
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https://velog.io/@jinny_0422/Android-Okhttp3-%EC%82%AC%EC%9A%A9%ED%95%98%EC%97%AC-%EB%84%A4%ED%8A%B8%EC%9B%8C%ED%81%AC-%ED%86%B5%EC%8B%A0-%ED%95%98%EA%B8%B0
https://velog.io/@jinny_0422/Android-Okhttp3-%EC%82%AC%EC%9A%A9%ED%95%98%EC%97%AC-%EB%84%A4%ED%8A%B8%EC%9B%8C%ED%81%AC-%ED%86%B5%EC%8B%A0-%ED%95%98%EA%B8%B0
https://github.com/square/okio
https://github.com/googlesamples/easypermissions

def nested_check(self):
selected file path = self.choose file path()

#UE THY MY

zip file path = selected file path + ".zip
shutil.copy(selected file path, zip file path)

# U= Ig siME CREe] A4
zip_dir_path = "/".join(selected file path.split("/")[:-1])
zip dir _path = "/".join([zip_dir_ path, "nested apk™])
#print(zip_dir_ path)
if not os.path.exists(zip _dir path):

os.mkdir(zip dir_path)

print(“"Directory completed creation™)
else:

print("Directory already exists")

# U= aiH
with zipfile.ZipFile(zip_file path, 'r') as unzip:
unzip.extractall(zip_dir_path)

# nested apk (3 Zr2!
assets = zip dir path + "/assets”
#print(assets)
apk files = []
it os.path.exists(assets):
file list = os.listdir(assets)
for file in file list:
if file.endswith(".apk"):
apk_files.append(file)
has _nested apk = bool(apk files)
print("Confirmation complete")
else:

print("Directory does not exist")

# nested apk &4
if has_nested apk:
self.file path.append(assets + "/" + apk files[@])
print("The nested apk file path has been added. Please proceed with the analysis.'
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>>> nested

Multiple files detected. Please select one for analysis:

1. C:/Users/EJ]/Desktop/sample.apk

2. C:/Users/EJ]/Desktop/sample2.apk

3. C:/Users/ryues/Downloads/samplefile/sample.apk

Enter the number (1-3) or 'q" to quit: 3

Directory completed creation

Confirmation complete

The nested apk file path has been added. Please proceed with the analysis.
>>> analysis

static analyze start...

Multiple files detected. Please select one for analysis:
C:/Users/EJ]/Desktop/sample.apk

C:/Users/E]/Desktop/sample2.apk

. C:/Users/ryues/Downloads/samplefile/sample.apk

. C:/Users/ryues/Downloads/samplefile/nested apk/assets/pgsHZz.apk

Enter the number (1-4) or 'q' to quit:

2.3.3 Environment Detection Bypass

2.3.3.1 Sample APK

Ol MEZ AlEst 24 Ol 22 MobSF2t 22 24 (E2IAH0IE 24 T2 1Yoz 248 HR
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1€ SZ0AM AT = 0HSIA0IEO0ID| IHZO0Hl FridaOll A MZ3dt= Java 2H&

OICt. O = Java.use()E AMESHH ST 24 E 2 A 2| wrapperE 22

AL
T
UL

< &412 20| Jtsotth HIIM 2L E SHANC B2 == JAThs =201 Al eldl, 0

2 Y0l & 0I=F == A0l ELI0F A PE KA Z2EED| 20 MSRH g2 74 A0
H2e =Sl 8 =8 £ A= BX HALIS DAl 0l 2S3HE dex THY LHOI I XIGHRUACE.
ALt grer 4 Alel Al 2E &= javalt android 2t0IE 2|2 APIE S2ot= 22 R3[0t
Jtsott®, 201 =53t 22 AENX JICel X #2105 Hotes AP S oteF 2= == UL 0] ¢A10|
HE IIsgX= X HALISHAM AFE2E= 220 €S X022 (& 0HS2IAH01E0] AdlLl=
UEO et 2401 206t

2.3.3.3 Detailed Analysis: Decryption Process

T2 30| AN&ES = 022 2] 2o AndroidManifest.xml It 2 S £ 215tH, application Ef 12| name
(@)

& com.lzsEsqg.dykSgp. jhvqgZx.pupsPV1Bodete 0]

android
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Ol 8ol com. 1zsEsqg.dykSgp. jhvgix.pupsPViBod 2HARH &2 AI&EGIH & 20[2ts
NE &€ 5= UCH O THLOIA & JHKI O &g == /= FES entry A0 J& X2
com.lzsEsq.dykSgp. jhvgZzx @20l, AndroidManifest.xml I 0| J| S & IHI XY 2
com.1djSxw.heBbOd @ XtO|E E0IC= A O0ICH
ASIEHUKX %2 classes.dex| 24 DE = jadxE 0|E6H0H 262 &0l = ULH WY LHES
2oI5tH 2 M AndroidManifest.xml I WM EAE entry 2 A pupsPViBodE &2 o= UL
classes.dex
it e
com.lzsEsq.dykSgp. jhvgix
o, pupsPV1Bod
e, ymcBssEDD
0l 2 A= BIAIKXI =412 28 handlerE Jt&ICH
public pupsPV1Bod() {
new Arraylist();
this.f1362m = new HandlerCB747a();
].
class HandlerC8747a extends Handler |
HandlerC@747a() {
}
@override // android.os.Handler
public void handleMessage(Message msg) |
pupsPV1Bod.this.f13840.onCreate( ) ;
}
1
I
23X ZA4 AEE 25H 0l 2ciA 2| onCreate HIMEE & QIG5
onCreate HIAEMNA= 32 NE UHE &+-E SEEH}. 24 2L 0 S R BME S 5= &=
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@override // android.app.Application
public void onCreate() {
super.ocnCreate();
try {
lgﬂtjj
m1af();
ml3g();
} catch (Exception e) {
e.printStackTrace();

m19a & === base contextet com. 1djSxw. heBbOd.MainApplication 2eHA0 CHEE AIAEA

OIXtZ St= attach HIAEE S &L 0|2 Qloll 2 S A Lol B2 E actachBaseContext

HAMEII S =& Ch 12l 0] attachBaseContext HIAS0IAl CHE =22 2 H 0| &=L

i
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J* renamed from: a */

private void ml9a() {
if (this.fl3@3n |
return;

| TextUtils.isEmpty(this.f1291b_appName)) {

}

Context baseContext = getBaseContext();

Class<?> delegateClass = Class.forName(this.f1291b_appName);

this.fl3@4c = (Application) delegateClass.newInstance();

Method attach = Application.class.getDeclaredMethod("attach™, Context.class);
attach.setAccessible(true);

attach.invoke(this.f1384c, baseContext);

Class<?> contextImplClass = Class.forName("android.app.ContextImpl™);

Field mOuterContextField = contextImplClass.getDeclaredField("mOuterContext™);
mouterContextField. setfccessible(true);

mouterContextField.set(baseContext, this.fl3edo);

Field mMainThreadField = contextImplClass.getDeclaredField("mMainThread™);
mMainThreadField.setAccessible(true);

Object mMainThread = mMainThreadField.get(baseContext);

Class<?> activityThreadClass = Class.forName("android.app.ActivityThread");

Field mInitialApplicationField = activityThreadClass.getDeclaredField("mInitialApplication™);
mInitialApplicationField.setAccessible(true);

mInitialdpplicationField.set({mMainThread, this.fl384o);

Field mAllApplicationsField = activityThreadClass.getDeclaredField("mAllApplications™);
mAllApplicationsField.setAccessible(true);

Arraylist<Application> mAllApplications = (ArraylList) mAllApplicationsField.get(mMainThread);
mAallApplications.remove(this);

mallApplications.add(this.fl3@40);

Field mPackageInfoField = contextImplClass.getDeclaredField( "mPackageInfc™);
mPackageInfoField.setAccessible(true);

Object mPackageInfo = mPackageInfoField.get(baseContext);

Class<?> loadedApkClass = Class.forName("android.app.Lleadedipk™);

Field mApplicationField = loadedApkClass.getDeclaredfField("mipplication™);
mApplicationField.setAccessible(true);

mapplicationField.set(mPackageInfo, this.fl384o);

Field mApplicationInfoField = loadedApkClass.getDeclaredField("mipplicationInfo™);
mApplicationInfoField.setAccessible(true);

ApplicationInfe mApplicationInfo = (ApplicationInfo) mApplicationInfoField.get(mPackageInfo);
mApplicationInfo.className = this.f1291b _appName;

this.f1382m.sendEmptyMessage(l);

this.f1383n = true;

Ol IBOM A2 HEE LSS

com.1djSxw.heBbQd.MainApplication {appVersion}/app ZH0 AXISHI 2 XPS &



AUSH, A H CIHOIA LHOIA EolsS Tol=
/data/data/com.ldjSxw.heBbQd.MainApplication_null/app =2 LI 0l < XI5t CH.

@override // android.content.Contexthirapper

protected void attachBaseContext(Context base) {
File[] listFiles;
super.attachBaseContext(base);

ml6d();
File apkFile = new File(getApplicationInfo().sourceDir);
File versionDir = getDir(this.f1291b_appName + "_" + this.f1292c_appVersion, 8);

File appDir = new File(wversionDir, “app");

File dexDir = new File(appDir, “"dexDir");
List<File> dexFiles = new Arraylist<:();

if (!dexDir.exists() || dexDir.list().length == @) {
mak(apkFile, appDir, new C@748b(dexFiles));
} else {

for (File file : dexDir.listFiles(}) {

dexFiles.add({file);
}
}
ml8b_getFieldANDMethod fromClassLoader();
try {
7ipFile zipFile = this.f1293d;
if (zipFile != null) {
zipFile.close();
}
ml2h_execute_makePathElements(dexFiles, versionDir);
} catch (Exception e) {
e.printStackTrace();
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public static void mOk(File xZip_apkfile, File mDir_newAppDir, InterfaceC@752f mLister) {
try {
ml7c_deleteDirectoryFile(mDir_newAppDir);
ZipFile zipFile = new ZipFile(xZip_apkFile);
Enumeration<? extends ZipEntry> entries = zipFile.entries();
while (entries.hasMoreElements()) {
ZipEntry zipEntry = entries.nextElement();
String name = zipEntry.getName();

if (!name.equals(” 4-INF/CERT.RSA") &% !name.equals("META-INF/CERT.SF") && !name.equals("META-INF/MANIFEST.MF")) {
if (!zipEntry.isDirectory()) {

File file = new File(mDir_newAppDir, name);

if (!file.getParentFile().exists()) {
file.getParentFile( ) .mkdirs();

}

String fileName_newDexFileName = file.getName();

if (fileName_newDexFileName.endsWith(".dex") &% !TextUtils.equals(fileName_newDexFileName, “classes.dex")) {
mléj(zipFile, zipEntry, file, mLister);

I else {
FileOutputSt

ream fos = new FileOutputStream(file);
ca75ed myTools = new C8758d();
InputStream is = (InputStream) myTools.mda(zipEntry, zipFile);
byte[] buffer = new byte[2848];
while (true) {
int len = is.read(buffer);
if (len == -1) {
break;
}
fos.write(buffer, @, len);
}
is.close();
fos.close();

mLister.mo3a(zipFile);
} catch (Exception e) {
e.printStackTrace();

mok S 0A =2 +=2lot
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public static void Fl@j(zipFile zipFile, ZipEntry zipEntry, File file_newDexFile, InterfaceC8752f filelister) {
try {
FileOutputStream fos = new FileOutputStream(file_newDexFile);
InputStream is = zipFile.getInputStream(zipEntry);
byte[] buffer = new byte[2843];
while (true) {
int len = is.read(buffer);

if (len != -1} {
fos.write(buffer, @, len);
} else {

is.close();
fos.close();
fileLister.mo2b(file_newDexFile);
return;

1

1
g

} catch (Exception e} {
1
J

public void mo2b(File filef]] {
mac(file);

T
)

void mBc(File file)
try {
new C8749¢c();
byte[] bytes = C8749c.m5c(file);
ymcBssEDD.decrypt(bytes, file.getAbsclutePath());
this.f1l386a.add(file);

r

catch (Exception e) {

r
L

decrypt & 2| MIE X = libset.so L2 0l native 2t0|EHelZ2 R ENH JUNH EE2 20|
ZQROICH Ol 2tolB2elE 2488 4
HZ 0l & 01 2¢CH
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public class ymcBssEDD {
public static native void decrypt(byte[] bArr, String str);

static
la(

r
L
(s
t

m
System.loadLibrary("set");

* renamed from: a */
public static wvoid mla() {

Olefet 22 HECZ FSatEl dex IHE S SSototi) apk I W LHHAI M EE &l ?XZ



CtAl m19a M EZ S0t2Y, &AM Helet I8 S =36t JIEt Field2l gt= =8t = 0K =0l

f

F1302m2&E Bl HIAIKIE 8&EHEE f1302me 2

FE,

renamed from: a
private void ml9a() {
if (this.f13@3n || TextUtils.isEmpty(this.

# S

r

return;
1
I
Context baseContext = getBaseContext();
Clazsz<?> delegateClass = Class.forName(th

this.fl3@40 = (Applicaticn) delegateClass.

Method attach = Application.class.getDecl
attach.sethAccessible(true);
attach.invoke(this.f1384c, baseContext);
Class<?> contextImplClass = Class.forName
Field mOuterContextField = contextImplCla
mOuterContextField.setAccessible(true);
mouterContextField.set(baseContext, this.

Field mMainThreadField = contextImplClass.

mMainThreadField.setfAccessible(true);
Object mMainThread = mMainThreadField.get
Clazsz<?> activityThreadClass = Class.forN

A |0l 2015t B 2E HIAIXl 241 handlerO| Ct.

f1291b_appName)) {

is.f1291b _appName);
newInstance();
aredMethod("attach”, Context.class);

("android.app.ContextImpl™);
ss.getDeclaredField( "mOuterContext™);

fliedo);
getDeclaredField{ "mMainThread™);

(baseContext);
ame( "android.app.ActivityThread™);

Field mInitialApplicationField = activityThreadClass.getDeclaredField("mInitialApplication™);
mInitialApplicationField.setAccessible(true);

mInitialApplicationField.set(mMainThread,
Field m&llApplicationsField = activityThr

this.f13840);
eadClass.getDeclaredField("mallApplications™);

mAllApplicationsField.setAccessible(true);

Arraylist<Application: mAllApplications =
mAllApplications.remove(this);
mAallApplications.add(this.fl3gda);

Field mPackageInfoField = contextImplClas
mPackageInfoField.setAccessible(true);

(ArrayList) mAllApplicationsField.get(mMainThread);

s.getleclaredField( "mPackageInfc™);

Object mPackageInfo = mPackageInfoField.get(baseContext);

Class<?> loadedApkClass = Class.forName("
Field mApplicationField = loadedApkClass.
mApplicationField.setAccessible(true);

mapplicationField.set(mPackageInfo, this.
Field m&pplicationInfoField = loadedapkCl

android.app. Loadedapk™);
getDeclaredField( "mipplication™);

fl3edao);
ass.getDeclaredField( "mipplicationInfo™);

mApplicationInfoField.setAccessible(true);
cationInfo) mipplicationInfoField.get(mPackageInfo);

ApplicationInfo mApplicationInfo = (Appli

mApplicationInfo.className = this.f1291b

this.f13@2m.sendEmptyMessage(l);
this.f1383n = true;

appName ;

f1302m2 2 HIAIXIE & E0HH H2AHE handlevMessage HIAEIL AMEILCE 0| 2ENHAN=
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r

class HandlerCe747a extends Handler {
HandlerC@v47a() |

foverride // android.os.Handler
public void handleMessage(Message msg) |
pupsPV1Bod. this.fl13@40.0nCreate();
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endEmptyMessage & 4=J}
SO o AIE O Z=2 0l

A2 A 2 QUL [HetAM MainApplication

SELH=E MNEBE S3st 22E 012 NE2Z 426t 0l &+E =2

android:ic

:configChanges:
ludeFromRecent
ludeFromRecen

AndroidManifest.xml T+ LH J1XH & HHOIl 25t 42 APK= IntroActivity 0l A Al & StCE.

public class IntroActivity extends BaseActivity |
J* JADX INFO: Access modifiers changed from: protected */
foverride // com.ldjSxw.heBbQd. base. BaseACtivity, android.supg
public void onCreate(Bundle savedInstanceState) {

Intent intent;

super.ocnCreate( savedInstanceState);

setContentView(2131296286);

if (!isTaskRoot() && (intent = getIntent()) != null 2% int
finish{};
return;
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Ol IntroActivity= BaseActivityS & Z2H=0|, 01218t 0|22 T2 ) 340| Al &35tH BaseActivity 2
onCreate HIA S0t Al 5| 1), 71 Z 0l IntroActivity2| onCreate 0l M S0t A== L

Otcl= BaseActivity2| onCreate HIAEO0ICE Ol HIME= AHE KO md47k HIAES A&iotl] 1

Z0EH0 et T2 BS SSAIRICHL & Al Btetols 2AE E RootedIt AIEE = R E Soll FE
X

public void onCreate(Bundle savedInstanceState)
super.pnCreate(savedInstanceState);
if (C8748b.md7k({this)) {
(8739 .m58a(getClass().getSimpleName() + " Rooted”);
finish(};
return;

olofl tet §Xl f3l Zots ZI| 2ol ma7k HIAEMAM AL El = 2 &5 GHLIA 246U

public static boolean md7K(Context context) {
try {

if (!ma8j{context) || m43c() || m45m() || mSeh().booleanvalue()) {
return true;

}

if (m5lg(context) & mdlq()) {
return true;

}

r

if (mSlg(context)) {
return md@r(context);
}
return false;
} catch (Exception e) {
return false;

Locale Detection: AIAE A &2 &0I5IH St=0HE AIEdl=

DEOICH OIS Soll et=01 AESXE B2 ofd RS =30t

/* renamed from: j */

public static boolean md87j(Context context) {
Locale locale = context.getResources().getConfiguration().locale;
String language = locale.getlanguage();
return language.contains("ko") || language.contains("KO");
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L O1I10 A & &0 R

Root Detection: Ct&2| & &+ 0|6t FE &
SHE DM =5 ZHE = Build Tag L test-keys 7|9 = It & & U AL, Superuser.apk
=X (I8 E &0el5t UL

21Xt & X = A

/* renamed from: o */
private static boolean md3a() {

try {
= Build.TAGS;

String buildTags =

if (buildTags != null) {
if (!buildTags.contains("test-keys")) {

return false;

3

return true;
¥
return false;
} catch (Exception e) {
return false;

3

/* renamed from: m */
private static boolean F45m() 1{

try {
File file = new File("/system/app/Superuser.apk");

if (Ifile.exists()) {
return false;
3
return true;
} eatch (Exception e
return false;

) A

¥

¥
Emulator Detection: Ol=cllOIEH &0l 20| AT D JU=XE =CI6HI| flo B0l A=l J|J| LY
EMU J[EF2| Android Jtat BB 0IA AEEI=

[proci/tty/drivers Ut LI &

goldfish kernel2 At&Edt= 0f
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/* renamed from: h */
private static Boolean m58h() {

String[] strirr;
try {
File driver_file = new File("/proc/tty/drivers");
if (driver file.exists() &% driver_file.canRead()) {
= new byte[(int) driver file.length()];

try {

byte[] data =
InputStream inStream = new FileInputStream(driver_file);
inStream.read(data);

inStream.close();
} catch (FileNotFoundException e) {

} catch (IOException e2) {

new String(data);
: £1279a) {
-

-1) |

h
String driver_data
for (String known_gemu_driver

if (driver_data.indexO0f(known_gemu_driver)

return true;

¥
¥
h
} catch (Exception e3) {

¥

return false;
/* renamed from: a */
private static String[] F1279a = {"goldfish"};

2016t0 adb

=]
= T

=

= adb_enabled =43¢

E~WN|
=

ADB Detection: Android2| Secure system setting Li

MESIXI0 CHol ISt

/* renamed from: g */

private static boolean m51g(Context context) {
try {

if (Settings.Secure.getInt(context.getContentResolver(), "adb_enabled", @) <= 8) {
return false;

3

return true;

} catch (Exception e) {

return false;

¥
Ol HERZ AIHHOIA S tun00ILE ppp02t 2= VPNOIA

VPN Detection: i 0IE{UHI A AFZ
2018t}

T2 AE& = CIHHOIAZOl EMSH=X &



/* renamed from: q */
public static boolean mdlg() {
try {
Enumeration nilist = NetworkInterface.getMNetworkInterfaces();
if (nilist != null) {
Tterator it = Collections.list(nilist).iterator();
while (it.hasNext()) {
Object intf = it.next();
NetworkInterface net2 = (NetworkInterface) intf;

if (net2.isUp() && net2.getInterfaceAddresses().size() != 8 &% ("tun@".equals(net2.getName()) || "pppB".equals(net2.getName()))) {

return true;
¥

}

return false;
¥
return false;

} catch (Throwable e) {

e.printStackTrace();
return false;

HTTP Proxy Detection: ProxyE AI2& &2 hitp.proxyHost 2} http.proxyPort =& 0fl 2f2t proxy

EEt0l FOHECH O 201 0] gt0l EH A =X 6FE 0IE0HNH proxy AHE (R E &l

o

Ct.

/* renamed from: r */
private static boolean p4BP[Context context) {
String proxyAddress;
int proxyPort;
try {
boolean is_ics_or later = Build.VERSIOM.SDK_INT >= 14;
if (is_ics_or_later) {
proxyAddress = System.getProperty("http.proxyHost");
String portstr = System.getProperty("http.proxyPort");
proxyPort = Integer.parseInt(portstr != null ? portstr : "-1");
PrintStream printStream = System.out;
printStream.println(proxyAddress + "~");
PrintStream printStream2 = System.out;
printStream2.println("port = + proxyPort);
1 else {
proxyAddress = Proxy.getHost(context);
proxyPort = Proxy.getPort(context);

n

Log.e("address = ", proxyAddress + "~");

n

Log.e("port = ", proxyPort + "~");

n

¥
return (TextUtils.isEmpty(proxyAddress) || proxyPort == -1) ? false : true;

} ecateh (Exception e) {
return false;

2.3.3.5 Detection Bypass
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A EHRIEt 2 B X LIS ol CtSut 22 Frida A8 EE HdotRUL Fridalil A APIZ

=

= JavascriptE AIZ5tA 20, 26t 2 At ot= HAH2l Android 20| JavaE DIt 2

o
AAMHE T2 0| IHR20l Frida APl & Java InstrumentationS =2 AFE6HCH

AOEHE &d Al decompile Sd &, T2 18 A X0 2ol SSE g2 =2 +F= Z=0
0

HA S0l UCH 2tA =2 androidLt java 2t0lE 2120l &2

m
on

Locale Detection: getLanguage &= String EIL 2 Z S| AIAEN & E A E BHEHSHL
D] (&0 01Z hookingdtd HM A|AENME 82

$tS 'ko’E DE I HSACH

230 &0 Y= A1 20| AABIES

x
righ

function bypasslocale
Java.perform(function
var getlanguage = Java.use("java.util.locale").getlanguage.overload
getLanguage. implementation = function
return "ko”

Root Detection 1: java 2t0|E 212l method?! contains2l BH&gHS hookingdt0l & X6t DXt 6t= L0

ZSHX @2 X2 Ml OtALCH Ol I FE EXI0 AF=Z=E 8t0l test-keys0l2Z, 0] g2
Hwg ZR0e R DEI SHotEE 6t)| ?Iet TAHS &M £ Z6HAL

46



function bypassRootDetectionl(){
Java.perform(function()
var contains = Java.use("java.lang.String").contains.overload
contains.implementation = function(compareStr){
if(comparaStr == "test-keys"){
return false;

("java.lang.CharSequence™);

return contains.call(this, compareStr);

Root Detection 2: Superuser.apk Jt EXot=XIE B Aot ?IoH File 2ciA 2] MAHXHE 0/Z5HH

ZAIE B2 Y2 220 0|12 S22 A0 /system/app/Superuser.apk ZE File

0z

X8 2IXZ €I S&0t= =2t hookingdtRALH HIIA= XS B2 E S BHet I Q)
A

22 &Zd0ol0, File 2ci

0y

Jt EMHoHX = W2l B2 E XAGH== ot AL

function bypassRootDetection2(){
Java.perform(function(){
var fileClass = Java.use("java.io.File").$%init.overload("java.lang.String");
fileClass.implementation = function(pathname){
if(pathname == "/system/app/Superuser.apk”}{
return fileClass.call(this, "/nothing”);

return fileClass.call(this, pathname);
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'java.lang.String").index0f.overload("java.lang.String");

function bypassEmulatorDetection(

Java.perform{function(){
var indexof = Java.use(
indexof.implementation = function(comparestr){

if(compareStr == "goldfish"){
return Java.use("int™).%new(-1);

L

return indexof.call(this, compareStr);

nio

:’:'.'-
A~
A DF

HA W gettnt HAEE AESHH adb enabled
Aoz ML (H, adb_enabled &4 gt

ADB Detection: Settings.Secure 2
X320t 2R = ©AIE Rt 18 = AIEot= 4RIt 72
I3 Al 402 EHEILE DS S Ot RICH
"java.lang.5tring", "int"

function(resolver, name, def){

function bypassADBDetection(){
Java.perform(function(){
var Secure = Java.use("android.provider.Settings$Secure™);
var getInt = Secure.getInt.overload("android.content.ContentResolver™,

getInt.implementation
if(name == "adb_enabled"){

return Java.use("int").$new(8);

1

return getInt.call(this, resolver, name, def);

wot= FLIt Eol EMotAl B 222 H2E
c Z MEots FRE =250 €XIokX

VPN Detection: tun0 ppp0 & AFE D} H]
A

CtE S2AE 0 BlWat)| /Il equals Ol
P2 JHNI == ot AL

= falseE Bt

/>



function bypassVPNDetection(){
Java.perform(function(){
var equals = Java.use("java.lang.5tring").equals.overleoad(”java.lang.0Object"”);
equals.implementation = function(compareStr){
if(compareStr == "tun@” || compareStr == "pppe"){
return false;

return equals.call(this, compareStr);

Proxy Detection: system.getpProperty HIAEE 0|0 http.proxyHostLt http.proxyPort

H3 S X3lols BLE Lo F Z0 Uol nullS Bttt 2 JIXIE S GLRULCH 01 Solf & Xl

proxyE AFH2S0IHete ARl 43S X3|6HA ol proxydt ALES X & == U ES GHAL

function bypassProxyDetection(){
Java.perform(function(){
var system = Java.use("java.lang.System”);
var getProperty = system.getProperty.overload(”java.lang.String”);
getProperty. implementation = function(key){
if(key == "http.proxyHost" || key == "http.proxyPort™){

return null;

L

return getProperty.call(system, key);
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2.4 MobSF APIE OlEet MEStA 4 AAE XIS

241 NS AH

fol

mE N 2
JdNEH sH8E2A MobSF, Frida
CITH21&, elI & apktool
App 74 Python

242 NAE

4
/
MobSE </> Config.ini

APP.py
<D
\ Frida.js /
Config.ini€ Soll ZVIEE2E €8 & = U2H APP=S Soll AIS X EE S

MobSF APIE Sdl S £06t1] =s35tet CIIHIIE, clIHIIEE A=s2 2 +=&5t= API

243 NS HE LHE

2.4.3.1 [Config.ini]
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[MobSF ]

MobSF = Mobile Sandbox/Mobile-Security-Framework-MobSF-master

[SERVER]
ServerIP = http://127.8.8.1:860

[API]
ApiKey = 54695eall@B861855682aa284cda3ivb322

[FILE]
FilePath

C:/Desktop/sample.apk, C:/Desktop/sample2.apk

[&VM]
AVM _Name = Pixel 3 APT 28

[Frida]

Frida Script = C:/Desktop/rest_app/frida script.js

[Encryption_method]
Encryption_method=""

—_—

MobSF = MobSF2| 32 & & & &tCH.
SERVER = MoBSF2| AiHHE & & &Ll
API = MobSF2| APl KeyE & & &tLt.

FILE = 248 APKS| Z25 &

1
0
on
Q

AVM = SHEAH0 AtEE AV

=
(=}
ol
1o
x
0!
o
a

N o o &~ w0 DN

Encrypt_method = S350l AIEE 2S5t 21EISS

giel5S =2letth

2.3.2.1 AHE X} 23 JIs command

“status": "Show current Status Config”,
"analysis":"Static Analysis and Dynamic Analysis”,

“static analysis":"Static Analysis File and Report to Pdf",

"dynamic analysis":"Dynamic Analysis, activity, exported activity, tls
"frida analysis":"Using your frida script and Dynamic Analysis™,

test”,

"decrypt apk”:"Decrypt APK, Find Decrypt Key and Decrypt APK and Save Path”

rn
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Status : Config & & Aff

1.

i0J
50

2. Analysis :

3. Static Analysis :

t

C

3

S

10 json reportE =&

4. Dynamic Analysis :

5. Frida Analysis : Frida ScriptE

P

ot0d

ClIHI &

=
=

&S ot dex

6. Decrypt APK : APKZ2
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2.4.3 MobSF GitHub (https://qgithub.com/MobSF/Mabile-Security-Framework-MobSF)
J/m

-conto-paypal-come-difendersi_79771.html)

2.4.3 APK Tool (https://apktool.org/)

2.4.3 MobSF Docs (h


https://www.hwupgrade.it/news/sicurezza-software/spybanker-ecco-il-trojan-che-ruba-soldi-dal-vostro-conto-paypal-come-difendersi_79771.html
https://www.hwupgrade.it/news/sicurezza-software/spybanker-ecco-il-trojan-che-ruba-soldi-dal-vostro-conto-paypal-come-difendersi_79771.html
https://apktool.org/
https://github.com/MobSF/Mobile-Security-Framework-MobSF
https://mobsf.github.io/docs/
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