
 
Raw_Cyber_Threat_Intelligence 

by https://intelbyarvind.weebly.com/  
 

  Make use of  “Ajna” - Google Powered Search Engine to Explore your R&A  
 

 Make use of “CERT_Alerts_Advisories_News” to search real time Global CERT alerts 
 

Note*: Please handle with care as the Indicators are potentially riskier by nature. 
 
 

 
1.​ Suspected Campaign : Fin7 campaign (Carbanak)  

              IOC_ip :  31.41.41(.)41 
              IOC_ssl : 3c1be466ef7af021161f2ce1d714ad4b9417973a 
              Ref: https://www.threatminer.org/ssl.php?q=3c1be466ef7af021161f2ce1d714ad4b9417973a 
                     https://actortrackr.com/report/view/6ac2969d-bab1-451b-946e-bbf9a914db81/  
                     https://exchange.xforce.ibmcloud.com/ip/31.41.41.41  
 
 
      2.​ Interesting indicator : BA8C717088A00999F08984408D0C5288   
              IOC_Domains : Static.revenyou(.)com    and    srv.desk-top-app(.)info 
              Large Scale Infrastructure:  

https://www.virustotal.com/graph/g9ddace6a2551a3813546fe92bac0da80276978c6ea00533a4a6a94b2192389e5 
 
 
 

      3. Large Scale Analysis of Hidden Cobra Infrastructure  :  
 
 

https://intelbyarvind.weebly.com/
https://cse.google.com/cse/publicurl?cx=007970309799296379340:3ny-3s67h1a
https://cse.google.com/cse/publicurl?cx=007970309799296379340:cldghu5h-qk
https://www.threatminer.org/ssl.php?q=3c1be466ef7af021161f2ce1d714ad4b9417973a
https://actortrackr.com/report/view/6ac2969d-bab1-451b-946e-bbf9a914db81/
https://exchange.xforce.ibmcloud.com/ip/31.41.41.41
https://www.virustotal.com/graph/g9ddace6a2551a3813546fe92bac0da80276978c6ea00533a4a6a94b2192389e5


 
 
 

 
 
 

 
 
  



 
4. Interesting binary:  
  IOC_Hash : 7a453ad57ab88e0d72fdf7b0366719e8 
  Embedded Object : d55c71a9fe8065e76f0fc249c33f88d4   
 
 
5. Fin7:  
IOC_Hash :  
a1d752f39045f7553300eb010d3ad31d 
2fc68005d719e8a25566d05655a22f88 
a00ae556a61907d43332449169c88844 
768165e0abf16bf3056836d5431a7296 
5bb66a5e9a7f6c76325a55b7a4a3128fc8631805676bbd3315ce2ac04ac2937b  
 
IOC_IP:  
85.93.2.148 
hxtp://185.156.0.74/.update 
htXp://185.156.0.74/min2.tar.gz  
 
 
6. Ioc_Domain : hotmial.com ?  
 
7. Fake Symantec website :  
IOC_Domain : symantecblog.com  
 
 

http://185.156.0.74/min2.tar.gz
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